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End-to-End Identity and
Access Management in
the Cloud
Managing User Access to Business Applications with
SAP HANA Cloud Platform Services for Identity Provisioning
and Identity Authentication

Businesses are pushing their technology into the cloud to harness its agility and flexibility,
but doing so presents questions around security. How do you protect your data? How do you
ensure users have access to the right information — and only that information? And how
do you make the experience seamless enough to increase user productivity and use of their
business applications?
In the SAP HANA Cloud Platform family, there are security services designed to ease
the adoption of cloud applications by providing features for end-to-end identity and access
management:
■ SAP HANA Cloud Platform Identity Provisioning (released in September 2016), which
ensures that employees have up-to-date access rights in the cloud for their entire tenure
at the company
■ SAP HANA Cloud Platform Identity Authentication (available since 2014 and formerly
known as SAP Cloud Identity), which provides simple and secure authentication for all
web and cloud applications that users need to access, regardless of location and device
This article introduces these two security services of SAP HANA Cloud Platform and looks
at how they work together to improve access and identity management for businesses with
increasingly cloud-heavy technology deployments.

Provisioning Users to the Cloud
The SAP HANA Cloud Platform Identity Provisioning service helps companies easily onboard users onto cloud applications. Using the administrative user interface of the service
(see Figure 1 on page 52), companies can simply take identity data from their on-premise
Microsoft Active Directory or from the SAP NetWeaver Application Server (SAP NetWeaver
AS) ABAP user store and provision these user identities to cloud applications such as SAP
Hybris Cloud for Customer.
Once the identities are available in the cloud application, they need to have proper authorization roles to run the scenarios that are relevant for them. This is exactly the purpose of the
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Figure 1 Using the administrative user interface of the SAP HANA Cloud Platform Identity Provisioning service, you can
provision identity data from on-premise user stores to cloud applications
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the user is assigned with proper access in all cloud
applications, the integrated SAP HANA Cloud
Platform Identity Authentication service is then
available for handling secure authentication and
single sign-on to those applications.

Authentication and Single Sign-On in
the Cloud
The SAP HANA Cloud Platform Identity Authentication service is a single sign-on (SSO) service
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Figure 2 Using the administrative user interface of the SAP HANA Cloud Platform Identity Authentication service, you can
configure secure application access for users from any device
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Figure 3 Users can use the same login credentials they
use in the office to authenticate from outside the corporate
network

Figure 4 Self-services, such as self-registration, are available out of the box
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Learn more at https://hcp.sap.com/capabilities/
security.html.
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