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HOW TO USE THIS DOCUMENT
This best practice guide describes how Windows resolves IP addresses for host names and vice versa.
Chapter 1 explains how Windows naming resolution works in general. Start with this chapter if you are not
familiar with naming resolution techniques and want to learn more about DNS, WINS, NetBios, etc.
Chapter 2 contains examples of the most useful operating system (OS) commands and tools, which help you
resolve host names on Windows. If you already know how to use the common OS commands like ping,
nslookup, ipconfig, etc., you can skip this chapter and go directly to chapter 3.
Chapter 3 contains best practice examples from the daily work of an SAP basis administrator on Windows
platforms.
This document is valid for all Windows operating systems, including Windows Server 2012 and Windows 8.
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CHAPTER 1

HOW DOES WINDOWS NAMING RESOLUTION WORK?

When you want to communicate with another partner on a TCP/IP network, you need to know the IP address
of the partner. Since it is much easier to remember names, we use names to reach partners over our
networks. Networks can be a local area network (LAN) in your home, your office, a datacenter, or a wide
area network (WAN) such as the Internet.

All internet communication uses names, for example, www.sap.com.
All communication in companies' intranets also uses names, such as sap-server11.company.corp.
However, the communication on network level only works with IP addresses.
Who then “translates” names to IP addresses?
It is the operating system (together with other services from the network like DNS, WINS, etc.).
If you use a name to reach a partner – for example, in your internet browser or in a command prompt when
you try to “ping” a partner – the operating system tries to resolve the name to an IP address.
The standard order in which Windows resolves names to IP addresses is as follows:
1.
2.
3.
4.
5.
6.
7.

Host name (the host itself)
DNS resolver cache (the Windows service “DNS Client”)
Local hosts file (located in c:\windows\system32\drivers\etc\hosts)
DNS server
NetBIOS cache (can be checked with nbtstat –r)
WINS server
Broadcasting (yell in the network if someone responds …)
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Although the various Windows versions differed slightly in the past, and Microsoft is still changing the
behavior, this standard order is fine for us at the moment. As of Windows Server 2008, you can change the
naming resolution order with a group policy. But we have not yet seen such a configuration at customer site.
The order above (1 to 7) is extremely expensive, since a non-resolvable name can result in a pause of
several seconds.
Use the “ping” command (see chapter 2) and analyze the steps of the OS:
Example:

ping donald

1. The OS checks whether the local host name of the OS is “donald”. If yes, it returns the local IP
address.
2. The OS checks the local DNS resolver cache to see whether there is an entry for “donald” from a
previous request.
3. The OS reads the local \etc\hosts file to see whether there is an entry for “donald”.
4. The OS sends a request to the first DNS server from the list of configured DNS servers (see your
network cards / TCP/IP protocol configuration). The DNS server can ask another DNS server
whether it is not responsible for the requested DNS zone.
5. The OS stores NetBIOS names in another cache. If “donald” is found in this cache, the OS returns
the IP address found.
6. The OS sends a request to the first WINS server from the list of configured WINS servers (see your
network card(s) / TCP/IP protocol configuration).
7. Finally, the OS sends three NetBIOS broadcast messages to all hosts on the network.
If the whole chain cannot resolve an IP address for “donald”, the OS finally returns an error message:
C:\>ping donald
Ping request could not find host donald. Please check the name and try again.
The NetBIOS name resolution is very time- and resource-consuming. SAP Note 1431619 recommends
disabling NetBIOS over TCP/IP. The OS then does no longer performs steps 5, 6, and 7.
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How do I disable “NetBIOS over TCP/IP” in the IPv4 protocol section of the network card?

Note:
The SAP gateway performs reverse lookup checks: it asks the OS through an IP address for the related host
name. If the above setting “NetBIOS over TCP/IP” is enabled, this results in longer resolution times and
therefore possible error messages in the SAP gateway’s trace file (dev_rd).
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Why do I need to specify more than one DNS server in my network configuration?
At least two DNS servers are configured in the TCP/IP configuration, regardless of an IPv4 or IPv6 protocol.
Example configuration:

Reason:
If the first (preferred) DNS server fails to respond (for example, due to power outage), the second (alternate)
DNS server responds to DNS requests. You can specify more than 2 DNS servers.
Note:
If the first (preferred) DNS server can be contacted and answers to a DNS request, the other DNS servers
are not contacted by the client (default behavior).
Example:
The client asks the preferred DNS server for the IP address of the name “prod-server”. The preferred DNS
server responds: “I do not know prod-server”. The client does not ask the second or third DNS server, but
returns an error code to the application that “prod-server” is unknown.
How about IPv4 and IPv6 protocol – are there any changes with regard to the naming resolution?
No. The naming resolution mechanism works identically also with the new IPv6 protocol. The DNS server
uses a different record-type to store IPv6 addresses, but this is a technical difference due to the different
address format of IPv6.
Should I turn off the IPv6 protocol?
This question is not related to naming resolution. Microsoft strongly recommends not turning off the IPv6
protocol in the network card configuration. Especially in Windows Failover Clusters, this can have bad side
effects.
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To turn off the IPv6 protocol, it is not enough to deselect the checkbox. If you want to turn off the IPv6
protocol stack, contact Microsoft for the best solution. You can turn off IPv6 via the registry key or using the
netshell command “netsh”.
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WINS Server (using NetBIOS)
Microsoft implemented their own naming resolution 20 years ago, called Windows Internet Naming (WINS).
The WINS server is a very poor and limited implementation of a naming resolution mechanism and works
only with short names. WINS servers store NetBIOS names that are limited to max. 15 characters to use for
host names.
If you use WINS servers, keep in mind that they affect the naming resolution mechanism (see the resolution
order above). This means, that even if you have deleted an entry from a DNS server, it might still be
available by a WINS server. This might lead to confusion in the network communication between clients and
servers.
Recommendation:
Whenever possible, deactivate WINS and NetBIOS.
The newer IPv6 protocol does not have an implementation for WINS and NetBIOS.

How can I change the hosts file correctly?
If you need to add an entry to the local c:\windows\system32\drivers\etc\hosts file, make sure
that you start your editor (for example, notepad) with administrative rights.
Example:

In this example, ping –a 10.20.30.40, returns “moon”, the short name.
In the next example, the fully qualified domain name (FQDN) is moved to the first position and the short
name after it:

Here, ping –a 10.20.30.40 returns “moon.solarsystem.com”.

Depending on your naming resolution problem, choose the first or the second example.
Note:
Windows parses the hosts file line by line. The first entry that fits is used.
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What is the difference between Windows Domain Name and DNS Domain Name?
The Windows Domain Name is the name of the Windows Domain, the Active Directory (AD).
The Windows Domain Name refers to two types of name:
- The short name (NetBIOS name)
- The FQDN
Example:

The field “Full Computer Name” shows the host name plus the DNS Domain Name.
The field “Domain” shows the name of the Windows domain (= the name of the Active Directory).
The short name cannot be seen in the screenshot. We guess that it is “ds9”, but it can also be something
different, for example, “universe”.

Note:
- The Windows domain name and the DNS domain name can be equal, but they can also differ.
- The Windows domain short name can have a completely different name.
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CHAPTER 2:

USEFUL OS COMMANDS

This chapter lists important and usable commands to track problems on network level. You need to
understand the commands to proceed with chapter 3. For some of the commands, you need administrative
rights. Therefore, start them in a command prompt, or a PowerShell with administrative rights.
2.1
Ping
This well-known command sends a small network package (also called “ICMP” package) to a destination
host.
ping <host>
Example of a good result:
C:\>ping sap-server
Pinging sap-server.company.corp [10.20.68.120] with 32 bytes of data:
Reply from 10.20.68.120: bytes=32 time<1ms TTL=128  this is the reply from the destination
Reply from 10.20.68.120: bytes=32 time<1ms TTL=128
Reply from 10.20.68.120: bytes=32 time<1ms TTL=128
Example of a bad result:
C:\>ping sap-server
Pinging sap-server.company.corp [10.20.68.120] with 32 bytes of data:
Ping request could not find host kalled. Please check the name and try again.
But ping has much more to offer.
Ping is able to resolve an IP-address to a host name with the “-a” switch:
ping –a <IP-address>
ping –a <hostname>
Examples:
C:\>ping -a sap-server
Pinging sap-server.company.corp [10.20.68.120] with 32 bytes of data:
Reply from 10.20.68.120: bytes=32 time<1ms TTL=128
C:\>ping –a 10.20.68.120
Pinging sap-server [10.20.68.120] with 32 bytes of data:
Reply from 10.20.68.120: bytes=32 time<1ms TTL=128
Note:
ping –a does not ask the DNS server to resolve a name. A “ping –a” is always answered by the local DNS
cache (DNS client service) only.

To distinguish between IPv4 and IPv6, the related switch must be used with ping:
ping -4 <hostname>
ping -6 <hostname>

uses the IPv4 TCP/IP protocol stack
uses the IPv6 TCP/IP protocol stack

11

The Hitchhiker's Guide to the Windows Naming Resolution

This is especially useful in Windows Failover Clusters to determine the correct host name/IP-address for the
local host names and the virtual host names. (see chapter 3 for the use case “Failover Cluster”)
The switches “-t” and “-l” are very useful to get a top quality overview of the established network connection:
ping <hostname> -l 1500 –t
-l <packet size>
-t

sends a bigger IP package to the destination host
repeats the ping command until stopped by the user with Ctrl-c.

Depending on your network configuration, you can use values between 1500 and 65000.
Example:
C:\>ping sap-server -l 60000 -t
Pinging sap-server.company.corp [10.20.93.26] with 60000 bytes of data:
Reply from 10.20.93.26: bytes=60000 time=4ms TTL=125
Reply from 10.20.93.26: bytes=60000 time=7ms TTL=125
Reply from 10.20.93.26: bytes=60000 time=3ms TTL=125
Reply from 10.20.93.26: bytes=60000 time=2ms TTL=125
Reply from 10.20.93.26: bytes=60000 time=4ms TTL=125
In this example, the response time increased up to 7 ms. But it is stable, and there are no lost packages.
Bad example:
C:\>ping sap-server4 -l 1500 -t
Pinging sap-server4.company.corp [10.20.93.26] with 1500 bytes of data:
Reply from 10.20.93.26: bytes=1500 time=7ms TTL=125
Reply from 10.20.93.26: bytes=1500 time=12ms TTL=125
Request timed out.
Reply from 10.20.93.26: bytes=1500 time=3ms TTL=125
Request timed out.
Request timed out.
Reply from 10.20.93.26: bytes=1500 time=2ms TTL=125
Reply from 10.20.93.26: bytes=1500 time=4ms TTL=125
This network connection is not stable. In some networks it might not be allowed to send ping packets (ICMP
packets) larger than 1500 bytes. This is in fact not a problem, it is just a decision made by the network
administrators.
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2.2

nslookup

The nslookup command communicates with a DNS server (see chapter 1, list of DNS servers). The
command is very important for SAP and database operation because it verifies the correct DNS name
configuration on the local host and the DNS server.
Host name to address lookup:
C:\>nslookup sap-server
Server: dnsserver01.company.corp
Address: 10.64.123.88

 this is the DNS server that answers the request
 this the IP address of the DNS server

Name: sap-server.company.corp
Address: 10.20.93.26

 the fully qualified domain name of the host
 the IP address of the host

In this example, the DNS server “dnsserver01” responds with its found entry for the request of “sap-server”.
The answer contains the fully qualified domain name and the related IP address.
Address to host name lookup (also known as “reverse” lookup):
C:\>nslookup 10.20.93.26
Server: dnsserver01.company.corp
Address: 10.64.123.88

 this is the DNS server that answers the request
 this the IP address of the DNS server

Name: sap-server.company.corp
Address: 10.20.93.26

 the fully qualified domain name of the host
 the IP address of the host

The response is the same as in the first example. The technical difference is that in the first example, the
DNS server must find a so-called “A Record”. In the second example, there must be a so-called “PTR
Record” in the DNS table, otherwise the DNS server cannot resolve an IP address to a host name.
It is important that both lookups work properly for any host name that is used with SAP and database
applications, including the use of virtual host names (additional host names) on standalone servers, or in
high-availability landscapes.
For a deeper look into DNS, see Wikipedia (link at the end of this document).

2.3

ipconfig

The ipconfig command provides an overview of the network card(s) configuration.
Here is a typical ipconfig example with just one network card. We use the switch “/all” to get all information:
C:\>ipconfig /all
Windows IP Configuration
Host Name . . . . . . .
Primary Dns Suffix . .
Node Type . . . . . . .
IP Routing Enabled. . .
WINS Proxy Enabled. . .
DNS Suffix Search List.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

:
:
:
:
:
:

win7-client-2152
Hybrid
No
No
company.corp
world.holding.com
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Ethernet adapter Public:
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .
IPv4 Address. . . . . . . . . .
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .
DNS Servers . . . . . . . . . .

.
.
.
.
.
.
.
.
.

:
:
:
:
:
:
:
:
:

company.corp
Intel(R) 82579LM Gigabit Network Connection
44-37-E6-83-65-D2
No
Yes
10.84.168.3(Preferred)
255.255.252.0
10.84.166.1
10.77.222.30
10.78.221.40
NetBIOS over Tcpip. . . . . . . . : Disabled

The first section “Windows IP Configuration” provides information about the host name and the DNS search
suffix list from the network configuration.
The second section contains the network card “Public” with IP address information, the configured DNS
server, and important information about whether NetBIOS over TCP/IP is turned off.
This is an easy example of a Windows 7 client with one network card.
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Here is a “more real” ipconfig /all output from a Windows Server 2008 R2 server running an SAP system in a
cluster configuration:
PS C:\> ipconfig /all
Windows IP Configuration
Host Name . . . . . . .
Primary Dns Suffix . .
Node Type . . . . . . .
IP Routing Enabled. . .
WINS Proxy Enabled. . .
DNS Suffix Search List.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

:
:
:
:
:
:

sap-srv9271
customer.corp
Hybrid
Yes
No
customer.corp
World.holding.corp

Not a real network card: The
Microsoft Failover Cluster Virtual
Adapter. In Windows Server 2008
and Windows Server 2008 R2,
this virtual NIC can cause
problems with the naming
resolution. See chapter 3.

Ethernet adapter Local Area Connection* 9:
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .
Link-local IPv6 Address . . . .
Autoconfiguration IPv4 Address.
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .
DNS Servers . . . . . . . . . .

.
.
.
.
.
.
.
.
.
.

:
:
:
:
:
:
:
:
:
:

Microsoft Failover Cluster Virtual Adapter
02-15-5D-5C-52-03
No
Yes
fe80::b9de:f962:c8b:88a2%13(Preferred)
169.254.136.162(Preferred)
255.255.0.0

fec0:0:0:ffff::1%1
fec0:0:0:ffff::2%1
fec0:0:0:ffff::3%1
NetBIOS over Tcpip. . . . . . . . : Enabled

The first real network card with
the public IP address.
Have you found the TWO IP
addresses bound to this NIC?

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .
IPv4 Address. . . . . . . . . .
Subnet Mask . . . . . . . . . .
IPv4 Address. . . . . . . . . .
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .
DNS Servers . . . . . . . . . .

.
.
.
.
.
.
.
.
.
.
.

:
:
:
:
:
:
:
:
:
:
:

Microsoft Virtual Machine Bus Network Adapter
00-15-5D-5C-54-51
No
Yes
10.20.93.26(Preferred)
255.255.254.0
10.20.93.43(Preferred)
255.255.254.0
10.20.92.1
10.20.92.33
10.17.66.222
NetBIOS over Tcpip. . . . . . . . : Disabled

Tunnel adapter isatap.{053C1694-A736-41DB-8DA2-76299F626F85}:
Media State . . . . . . . . . .
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .

.
.
.
.
.
.

:
:
:
:
:
:

Media disconnected
Microsoft ISATAP Adapter
00-00-00-00-00-00-00-E0
No
Yes

ISATAP adapters are added
by the OS for each NIC that
has a configured IPv4
address. They are not used
(unless you wish to establish
a 6to4 IPv6 tunnel).

Tunnel adapter isatap.{516E431D-E533-4077-AD1F-42BE726D5C11}:
Media State . . . . . . . . . .
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .

.
.
.
.
.
.

:
:
:
:
:
:

Media disconnected
Microsoft ISATAP Adapter #2
00-00-00-00-00-00-00-E0
No
Yes

The ISATAP adapters can be disabled with this command:
netsh interface isatap set state disabled
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More commands with ipconfig:
ipconfig /flushdns
If you make changes on the DNS server, the DNS client (Windows service: DNSCache) does not recognize
the changes immediately. Depending on the DNS server, it can take up to 30 minutes on the client until the
changes are recognized. With the /flushdns command, the local DNS cache is cleared and new requests are
sent to the DNS server.
ipconfig /registerdns
This command is only necessary if you have DHCP-enabled network cards. Usually, it is used on clients
(PCs, Notebooks, printers, mobile devices …), but not on servers.
Ipconfig /displaydns
This command displays the local DNS cache content. Sometimes, it is interesting to know which names the
DNS resolver cache has currently in its table and therefore does not request again from a DNS server.
Anyway, the more important command is the above /flushdns switch.

2.4

nbtstat

The nbtstat command is only useful, if “NetBIOS over TCP/IP” is activated, regardless of whether there are
WINS servers configured in the IP configuration.
You can check the NetBIOS resolver cache with the following command:
C:\>nbtstat -r
NetBIOS Names Resolution and Registration Statistics
---------------------------------------------------Resolved By Broadcast
Resolved By Name Server

= 129
= 0

Registered By Broadcast
= 12
Registered By Name Server = 0
NetBIOS Names Resolved By Broadcast
--------------------------------------------XR9R221B
XR9IG4V1
XR9MPFTP
VS351125
VS353259
AR9TG4RA
AR9R221B
AR9TG5V1
This example shows 129 resolved NetBIOS names using network broadcasts (which is quite expensive on
the network). If there are also WINS servers (here called “Name Servers”) configured, you see also the
names that were resolved by WINS name servers. In our example, their value is zero.
As already mentioned in chapter 1, we recommend that you deactivate NetBIOS over TCP/IP and the WINS
server whenever possible.

16

The Hitchhiker's Guide to the Windows Naming Resolution

If there are still reasons why you need to run WINS servers, download the tool “nblookup.exe” from
Microsoft. It can be used like “nslookup.exe” to resolve host names directly by asking the WINS server.
2.5

Some interesting things about host names …

How long can a host name be?
Even if the NetBIOS host name can have 15 characters, SAP only allows 13 characters. For more
information, see SAP note 611361.

Can I use uppercase host names?
Yes, you can use host names in uppercase and lowercase. But keep in mind that the SAP system does
reverse lookup checks for IP addresses. If there is a mixture of uppercase and lowercase host names, this
can result in problems with RFC applications or has other side effects, especially in Windows Failover
Cluster environments.
DNS is not case-sensitive, but it is case-aware and registers the case of an uppercase host name as such.
Recommendation:
Use lowercase host names for all servers or virtual machines in your whole SAP landscape.

Can I use Unicode characters in host names?
Originally, only ASCII characters and the minus char “-” were allowed in host names. As of Windows Server
2003, you can use the UTF-8 extension in DNS, which allows Unicode characters in host names.
SAP does not support this extension. For more information, see SAP note 611361.

2.6

telnet command to check open ports on local or remote Windows

This is not directly related to naming resolution but the command is very useful to check whether a request to
a specific port will be answered or not.
As of Windows Server 2008, telnet must be additionally installed as a Windows “feature”. Therefore, it is not
available by default. Instead of telnet, you can also use the very popular freeware tool “putty.exe” for this
check.

telnet localhost 50000

tries to open a connection on the local host using port 50000

telnet serverxyz 50000

tries to open a connection on the remote host “serverxyz” using port 50000
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CHAPTER 3:

BEST PRACTICES AND USE CASES

This chapter describes best practices and use cases based on many years of experience at SAP support
and customer situations.
To enter OS commands in the examples of this chapter, use one of the following options:
 Start a command prompt (cmd.exe) with administrative rights
 Start PowerShell (powershell.exe) with administrative rights
 If no RDP session is available (only SAP GUI), go to transaction SE 38. Execute “rsbdcos0” to start
OS commands from within the SAP system.
Note: An SAP system runs under the credentials of the user SAPService<SID>. Therefore, you do
not have administrative rights in rsbdcos0.
General problems with the naming resolution – basic strategy

3.1

Symptoms:
-

SAP system does not start
SAP message server does not list the wanted host name in its tracefile dev_ms
Wrong host names shown in transaction SM51

Analysis / Solution:
Am I connected to the right host?
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How many IP addresses does this host have?

There is more than one IP address. Is this a cluster?

To find out, start services.msc (Windows services):

No cluster service. No cluster.
Let’s find out which name belongs to the IP addresses:

OK, 10.20.93.3 is resolved by DNS to “wsiv1020.nt5.sap-ag.de”. This is the Windows host.

OK, 10.20.93.7 is resolved by DNS to “donald.nt5.sap-ag.de”. This is a virtual host name.
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Start SAP MMC to find out which name was used for the SAP installation.

OK, we have a system called “AAA” installed on host “donald”. This is not correct because “donald” is not a
host – it is just an additional host name (also known as “virtual host name”).

Continue the analysis with the ping command:

What is ::1? Must be something with IPv6. But we turned off IPv6, didn’t we?
It is better to specify the correct protocol switch we want to be used with the ping command:

This is much better. The IPv4 address is now used, and the IP address is correct.
Let’s do this with the “donald”-related IPv4 address too:

So far, everything is correct.
But there must be a naming resolution problem? We checked the DNS resolution and this is fine. We
checked it with the ping command, everything is fine. But we did not check the local resolver cache from
Windows.
Use ping –a with both IP addresses, and the problem is found:

The reverse lookup for 10.20.93.3 is the wsiv1020. This is correct.
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The reverse lookup for 10.20.93.7 is also wsiv1020. This is wrong. It must be “Donald”.
Somebody forgot to put the virtual host name “donald” in the local \etc\hosts file.

Edit the file and add the name:

Note:
All lines with a “#” are comments and will be ignored.
Add hosts with both short name and fully qualified name.
Use the ping –a command again:

Now “donald” works fine.

Lessons learned from this problem:
-

3.2

Determine whether we are connected to Windows Failover Cluster nodes
Determine how many IP addresses the OS uses
Even if DNS is correctly configured, we need to inspect the \etc\hosts file. We need to add an
entry here only for virtual host names.

SAP gateway problems / RFC problems in Windows Failover Cluster environment

Symptoms:
-

SAP additional application servers (dialog instances) do not start
IP addresses of the type “169.254.x.x” are seen in dev_ms and dev_rd tracefiles
RFC connection problems
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Analysis / Solution:
First, am I connected to the right host? I use the name “wsivcl1ascs” to connect via RDP to the server:

What is this? The host name is “wsiv1008” and not “wsivcl1ascs”.
IPconfig reveals a lot of IP addresses:

Use the nslookup command to get the names for the IP addresses above.
PS C:\> nslookup 10.20.93.26
Server: wsi6504.nt5.sap-ag.de
Address: 10.20.92.33
Name: wsiv1008.nt5.sap-ag.de
Address: 10.20.93.26
PS C:\> nslookup 10.20.93.31
Server: wsi6504.nt5.sap-ag.de
Address: 10.20.92.33
Name: wsivcluster2.nt5.sap-ag.de
Address: 10.20.93.31
PS C:\> nslookup 10.20.93.41
Server: wsi6504.nt5.sap-ag.de
Address: 10.20.92.33
Name: wsivcl2ascs.nt5.sap-ag.de
Address: 10.20.93.41
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PS C:\> nslookup 10.20.93.42
Server: wsi6504.nt5.sap-ag.de
Address: 10.20.92.33
Name: wsivcl2scs.nt5.sap-ag.de
Address: 10.20.93.42
Result:
10.20.93.26
10.20.93.31
10.20.93.41
10.20.93.42

is the IP address for the host “wsiv1008”
is the IP address for the name of the cluster “wsivcluster2”
is the IP address for the name “wsivcl2ascs” – used for the SAP ASCS instance
is the IP address for the name “wsivcl2scs” – used for another SAP SCS instance

Is it a cluster node where I am connected to?

Yes, it is a cluster node.
Check both cluster nodes for the local IPv4 address:
ping -4 <host name>
If the result is 169.254.*.*, the customer did not apply SAP note 1365796. This is a bug in Windows Server
2008 and Windows Server 2008 R2. Microsoft fixed this problem with Windows Server 2012.
Note:
You can also check this with transaction SE 38 / RSBDCOS0 if only a SAP GUI connection is available.
IP addresses of kind 169.254.*.* can only be used in the same subnet and will not be routed. The IP
169.254.*.* comes from the Microsoft Failover Cluster Virtual Adapter that is needed by the Failover Cluster
itself.

We should examine this cluster node. Use one of the following tools:
- Failover Cluster Manager (the GUI tool)
- cluster.exe (the command line tool)
- PowerShell

This is a screenshot of the Failover Cluster Manager:

23

The Hitchhiker's Guide to the Windows Naming Resolution

We see here the name of the Windows Failover Cluster “wsivcluster2”. This name must never be used by
SAP applications, databases, or other applications.
We see the cluster group “SAP ABA” (in Windows Server 2008 and Windows Server 2008 R2 called
“Services and Applications”, in Windows Server 2012 called “Roles”) that contains the host name
“wsivcl2ascs” and the related IP address.
All IP addresses and their related network names can be found in the Failover Cluster Manager tool.
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How do we use the cluster.exe command to get the IP addresses and network names, especially if we
do not have an RDP session and no GUI?
Open a command prompt with administrative rights:
There is no command to get all cluster resources of the cluster Resource types “IP Address” and “Network
Names”. Therefore, we need two commands:
(1) cluster res

(2) cluster res “SAP ABA NetName” /priv

Much nicer and faster is to use PowerShell.
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How can we check clustered IP address and network name resources with PowerShell?
Open PowerShell with administrative rights:
First, we have to import the Failover cluster cmdlets with this command (not needed in Windows Server 2012
and higher):

To get a list of all cluster resources, enter: get -clusterresource

But we only need the network name resources. A little more to type, but we get a nice list:

In this case, the cluster contains 5 virtual host names (see the column “Value”).
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3.3

Gateway problems – trace file says “… host name resolution takes longer than x seconds.”

If you encounter error message of the kind “… host name resolution takes longer than x seconds.” in the
dev_rd file (gateway trace file), this means that the gateway requests a name for an IP address from the OS
and the resolution takes longer than x seconds.
First, check if “NetBios over TCP/IP” is disabled in all network cards (see chapter 1).
If the problem persists, you can turn off the DNS lookup in the gateway. For more information, see SAP note
987317.
3.4

Wrong IP address returned by ping (more network cards are installed)

Most Windows servers (or virtual machines) contain more than one NIC (network interface card). The binding
order of the network cards is very important to get the first, correct IP address from the operating system.
Example:
This screenshot shows many NICs on a physical host:

We only can guess what the different network cards are used for:
Public Heartbeat
SAP V-Net
CSV_Network

is the public network to access this host?
is this a cluster heartbeat network?
… ???
… ???
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The ipconfig command provides more information about the IP addresses:

Now we get a clearer picture. The real “public” network is the network with the name “SAP V-Net” because it
contains the address of 10.*.*.*, which we use in our network. But of course, customers can also use other IP
addresses for their “public” networks, like 192.168.*.*, 172.16.*.*, or others.
In this example, the NIC containing the 10.17.65.116 address must be the first NIC in the binding order.
You can change the binding order in the “Network and Sharing Center” by choosing “Advanced Settings”:
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To change the order of the network cards, use the arrows to the right.

If IPv6 is not needed, you can unbind the IPv6 protocol, by deselecting the checkbox.
3.5
Standalone gateway installations in a Failover Cluster … related problems with naming
resolution
For certain reasons, it is necessary to install additional standalone gateway instances on the cluster nodes
and have them switched on / off by the cluster group containing the database. For example, for Oracle it is
necessary to run BRTOOLS*.
Do not mix up uppercase and lowercase host names of the cluster node.
Check transaction SM51:

The host names “wsiv1008 + wsiv1009” are both in lowercase. Good.
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Bad example:

Where do the different names come from?
The first column “Server Name” is filled with the name of SAPLOCALHOST environment variable. If you want
to set this manually, put “SAPLOCALHOST = <uppcase hostname>” to an additional application server
(dialog instance) profile.
The second column is filled with the reverse lookup result of the host name’s IP address.

There are three reasons for mixed lowercase and uppercase host names in SM51:
1) Reverse lookup does not work or returns a bad result
Check with ping –a <IP address of host>
Check also the \etc\hosts file for bad entries (for example, is there an uppercase host name?)
2) SAPLOCALHOST is specified in the dialog instance profile
Check instance profile for manually set entry “SAPLOCALHOST = …”
3) Network binding order problem if more than 1 network card is used (see 3.4)
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After checking SM51, go to SM59 and inspect the RFC destinations:

The automatically generated RFC destinations with the host names “wsiv1008 + wsiv1009” must not be used
in the cluster. Only use the virtual host name for the database, in this case “wsivcl2dbabap”.
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Here is an example of a good RFC destination used to start SAPXPG.EXE which is used to start BRTOOLS*
on the related cluster node:
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3.6

How to turn off IPv6?

Many customers want to turn off IPv6 and deselect the protocol in the network card:

If you deselected it, the IPv6 is unbound from this network adapter only.
This should never be done in the Windows Failover Cluster. According to Microsoft, the Windows Failover
Cluster needs an enabled and bound IPv6 protocol for health checking reasons.
On non-HA Windows servers or virtual machines it is possible to disable the IPv6 protocol using this KB
article: http://support.microsoft.com/kb/929852/en-us
If you do not need the ISATAP tunnel adapters, which are being added by Windows automatically for every
IPv4 address bound to a network interface, use this command to turn them off:
netsh interface isatap set state disabled
Do not turn off the whole protocol. Otherwise, Windows becomes unstable.
Do not use:

netsh interface IPv6 uninstall

If you did, use this command:

netsh interface IPv4 install
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Useful SAP notes and web links regarding “host names and naming resolution”
SAP Notes:
611361
987317
1564275
1365796
1431619

“Hostnames of SAP servers”
“Gateway inaccessible due to name resolution”
“How to Install an SAP System or SAP Components on Windows Using Virtual Host Names”
“Local host name resolution fails in Windows Failover Cluster”
“Disable Netbios over TCP/IP in Windows environments”

Web links:
Domain Name System:

http://en.wikipedia.org/wiki/Domain_Name_System

WINS (Windows Internet Naming)

http://de.wikipedia.org/wiki/Windows_Internet_Naming_Service

Network Card Binding Order:

http://technet.microsoft.com/en-us/library/cc732472(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc779331(v=ws.10)
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