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SUMMARY
SAP for Insurance solutions are regularly used at the core of insurances to run all kinds of business
processes. These solutions pose very demanding requirements to the underlying infrastructure.
Due to the nature of these business environments, major requirements to the IT infrastructure are typically
business continuity, security, automated operations, scalability and optimum support for integration
tasks.
This document describes how to best implement and run SAP for Insurance on IBM Z® to meet our
customers’ needs with respect to qualities of service.
Authors:

Dr. Bernd Kohler, SAP SE, Germany
Karl Kessler, SAP SE, Germany
Wolfgang Reichert, IBM Deutschland Research & Development GmbH
Dr. Heiko Gerwens, SAP SE, Germany

Company:

SAP and IBM

Created on:

Feb 12, 2009

Applies to:

SAP for Insurance

Download:

tinyurl.com/SAP-for-Insurance-on-IBM-Z

Last update:

Jul 30, 2020
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README – IMPORTANT UPDATES
Maintenance Strategy until 2030
In February 2020, SAP announced a renewed maintenance commitment for the SAP Business Suite and
SAP NetWeaver. Mainstream maintenance will be provided by SAP until the end of 2027. Following this
phase, customers have two options:
• Customers needing support for their applications in longer conversion phases to SAP S/4HANA can
leverage the proven extended maintenance offering until the end of 2030.
• Customers who choose to carry on with their SAP Business Suite 7 software systems will be
transferred to the customer-specific maintenance model.
For more information about the strategy and the maintenance models refer to the following links:
•
•
•
•
•
•

General information: support.sap.com/en/release-upgrade-maintenance/maintenance-information.html
Press release: news.sap.com/2020/02/sap-s4hana-maintenance-2040-clarity-choice-sap-business-suite-7
SAP Note 52505: Support after end of mainstream maintenance or extended maintenance
SAP Note 1648480: Maintenance for SAP Business Suite 7 Software including SAP NetWeaver
SAP Note 2881788: End of SAP Business Suite 7 mainstream maintenance
SAP NetWeaver 7.5 blog: tinyurl.com/SAP-NetWeaver-Maintenance

Stay Tuned
The joint hardware and software stack for SAP on IBM Z is constantly improved. To stay up to date, refer to
the following sources of information.
Central SAP Note 2820692
All significant technical updates and enhancements are published in SAP Note 2820692.
Reference Architectures
Updates of the three Reference Architectures are published regularly. Refer to the following links to
download the latest versions:
• SAP Business Suite: tinyurl.com/SAP-Business-Suite-on-IBM-Z
• SAP for Banking: tinyurl.com/SAP-for-Banking-on-IBM-Z
• SAP for Insurance: tinyurl.com/SAP-for-Insurance-on-IBM-Z
Info Bundle & Webcasts
Also available for download is the following information bundle (ZIP file):
tinyurl.com/SAP-with-IBM-Z
It contains a collection of documents related to the integration of SAP with IBM Z:
•
•
•
•
•

Overview presentation
Solution briefs
Customer references
Reference architectures
Technical documents and studies

IBM and SAP broadcast quarterly technical webcasts for SAP on IBM Z. Replays are available at:
ibm.biz/zSAP-RadioSAP
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INTRODUCTION
SAP for Insurance solutions are often used at the core of insurances’ business processes. Thus, these
solutions pose demanding requirements on the underlying infrastructure, which is based on the interplay of
servers, operating system, database, and storage systems.
Due to the nature of the business of insurances, requirements of a company’s IT infrastructure are
particularly high in the following areas:
•

Business continuity: Applications need to be kept available 24x7 to ensure company operations
are up and running and available to clients, which is particularly relevant if enterprises use single
global SAP instances.

•

Security: Protection of customer and other sensitive data is vital to all kinds of businesses and must
be ensured always. As insurances usually run different applications, they require seamless
integration. In addition, there are operational tasks that are typically performed at the infrastructure
level when running crucial SAP solutions.

•

Scalability: Due to the business dynamics in insurances, system load may vary substantially over
time resulting in the need for a highly scalable IT infrastructure.

•

Integration: Usually, insurances run large numbers of different applications. The technical
integration of SAP solutions with these (external) applications which may be based on WebSphere,
CICS®, or IMS™ needs to be ensured.

•

Automated operations and cloud services: Many operational tasks that are needed to support the
SAP workload are typically performed at the infrastructure level when crucial SAP solutions are run.
However, they must not interfere with it.

This document describes the reference architecture for SAP for Insurance on IBM Z®. It is intended to serve
as a guideline for how to best implement and run SAP® solutions on IBM Z to cope with the most demanding
requirements on qualities of service. This document is based on real-world experience gained at many highend SAP implementations at insurances worldwide and serves as an initial information source on how
architectures can be set up.
Some of the core infrastructure products and technologies that are part of the reference architecture and that
will be introduced and described in this document are as follows:
•

SAP for Insurance

•

SAP NetWeaver

•

SAP central services with replication of the enqueue table into the Z Coupling Facility

•

IBM Db2® for z/OS® with data sharing

•

IBM System Storage® DS8000® with fast copy and replication services, such as Metro Global Mirror
and FlashCopy®

•

IBM Parallel Sysplex® and Geographically Dispersed Parallel Sysplex® (GDPS®)

•

IBM System Automation for z/OS® (SA z/OS)

•

IBM Z®

On July 30, 2020, this document was updated to include additional information. For details, refer to section
“List of changes” on page 90.
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PURPOSE AND STRUCTURE OF THIS GUIDE
This guide is made up of three major parts (also refer to Figure 1):
Part I: SAP application and underlying SAP technology components
The first chapter “SAP for Insurance” is intended to give a quick introduction into the SAP application
covered in this guide and describes its building blocks.
Subsequently, chapter “SAP NetWeaver – The Backbone of SAP for Insurance” offers a deep dive into
SAP’s technology platform SAP NetWeaver which forms the base of most of SAP’s application offerings.
Topics there are the SAP NetWeaver architecture, some of its core features and capabilities, the
programming language ABAP, life-cycle management and extensions.
Chapter “Beyond SAP NetWeaver” describes important SAP technology components that are not part of the
SAP NetWeaver product.
Part II: Requirements to a reference architecture
Chapter “SAP for Insurance: Infrastructure Requirements and Operational Tasks” (page 34) serves as a link
between the technical introduction which is mostly related to the application level and the actual details of the
reference architecture. In particular, it explains how business challenges are translated into IT tasks and
requirements, which are to be satisfied by the hardware and software infrastructure.
Part III: Details of the reference architecture
The last part which is chapter “SAP on IBM Z Reference Architecture for insurances” (page 40) then finally
covers the technical recommendations and blueprints for an SAP for Insurance installation on IBM Z.

Figure 1: Structure of SAP on IBM Z Reference Architecture
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SAP FOR INSURANCE
Overview
The insurance industry is evolving. Customers are informed, demanding, and connected. Providers need to
establish a stronger customer orientation, build deeper relationships with customers, and deliver products to
market faster.
New regulations, dynamic capital markets, and mergers and acquisitions abound. Insurers face stiffer
competition for educated customers from traditional and nontraditional players using new technologies.
These factors can lower earned premiums and reduce resources available to serve customers.
To maximize earned premiums, some successful insurers optimize their distribution network and find the
balance between direct and intermediary business. This approach helps to enable and motivate a diverse
sales force and reduce time to market.
Successful insurers reduce operating costs by integrating and streamlining processes, which eliminates
redundancies, and helps getting the right information to the right people at the right time.
To run better, an insurer must deliver superior customer service by truly connecting with customers. This
approach helps ensure that a company does not lose hard-won customers to a more responsive competitor.
Enterprises need to anticipate that in the future, customers will be able to change their insurer as easily as
they change television channels. To succeed, insurers must provide “customer care” and not just “financial
services.”
Focusing on the customer enables the insurer to:
• Increase customer focus in a multichannel environment delivering the right products to the right
customers
• Reduce operational costs by streamlining core insurance processes across major lines of business
• Support business and finance decisions
• Manage enterprise-wide risk and compliance using real-time insight
The ability to understand customer needs and quickly respond with the right products delivered through the
right channels earns customer loyalty and enhances operational efficiency.
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Figure 2: The SAP Insurance Suite

Figure 2 provides an overview of the various capabilities of SAP for Insurance. The SAP solution suite
constitutes a comprehensive environment for insurance IT.
Refer to the following sources for additional information beyond the scope of this reference guide:
• www.sap.com/industries/insurance.html
• help.sap.com/doc/524df84ac5ce4007a3b04b8f365cf18f/2019/en-US/MG2019.pdf
Front Office, Sales and Marketing
To satisfy highly variable and dynamic customer demand, insurers need to understand and anticipate
customer needs. They also need to create offers that are personalized, easy to consume, and consistent
across assisted and self-service channels.
Insurers are benchmarking and modeling service levels provided in other industries. Because of that,
customers can expect the same user experience with their insurer as they have with retailers or consumerproducts companies.
People want to understand their insurance policies and the risks they must secure. They want simple, highquality products and services – and an insurer they can trust.
Customers also want to contact their insurer through the channel of their choice via quick and simple
interactions – anytime, anywhere, and on any device.
They expect real-time responses to help them solve their issues through relevant, personalized interactions.
They also expect insurers to have a true 360-degree view and the ability to recommend products and
services tailored to their individual needs.
Customer Engagement Intelligence, Customer Relationship Management, and Sales Force Management
including Incentive and Commission Management are major areas to optimize an organization’s customer
touch points. SAP helps organizations in the insurance industry meet customer demands in today’s digital
world with these end-to-end solutions:
• Channel Management - establishing consistency and enabling flexible, intuitive interactions that
anticipate customer needs across channels of engagement.
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• Marketing – helps companies gain a real-time, 360-degree view of customer interactions, enabling
immediate problem resolution, better visibility, and full support for offers and product lifecycles –
including eligibility and pricing.
• Sales - streamlining operations by providing access for employees and partners to information and
processes on any device to satisfy customers.
• Services – to build lasting customer loyalty by orchestrating consistent customer experiences, making
sure that every interaction builds on previous engagements to create a meaningful dialog.
• Sales Force Management - supporting sales professionals to acquire, grow, and retain profitable
customers, accelerate buying decisions, and identify opportunities to improve sales productivity.
Core Insurance Operations
To compete, insurers must streamline operations and bring relevant products to market quickly. They need
to ensure a favorable experience during the policy-application and claims processes and stay transparent to
possible risk.
As insurance becomes a commodity to a growing number of consumers, insurers must quickly bring targeted
products to market. They must also administer policies across lines of business to gain a 360-degree view of
the customer base.
The claims process is not only an insurer’s largest spend; it is also a defining moment for customers. It can
influence a customer’s loyalty and their decision to stay with a carrier or move on and tell all their friends
why.
Insurers must have transparency into risk that is ceded to reinsurance and administer their reinsurance
portfolio in real time.
With customer expectations constantly on the rise, many insurers now view billing and payment as a sale
and marketing service rather than a financial process. Insurers want to use efficient billing and payment as
one way to meet customer expectations across all distribution channels and establish a customer-centric
approach.
SAP provides a series of competitive end-to-end solutions to streamline insurance operations while getting
products to market quickly:
• Product and Policy Lifecycle - Streamline policy-administration processes and achieve flexible
maintenance of existing and new products. Use product templates to create and deliver varied
offerings to customers and support multiple lines of business in a single solution.
• Claims Lifecycle – helps reduce loss-adjustment expenses and increase customer loyalty and
retention through an integrated, complete claims process.
• Reinsurance Lifecycle – targeted to administer reinsurance contracts and facilitate recovery through
transparency into treaty administration. Helps you expand the amount of business ceded to
reinsurance.
• Billing and Payments – with which insurers can substantially realize greater cost-efficiency through
integrated, customer-centric billing across all products and lines of business.
• Fraud Management - helps insurance companies optimize their combined ratio by identifying claim
frauds and avoid payments on illegitimate claim requests.
Finance, Investments, and Compliance
Best practices enable finance executives to walk a fine line – balancing sound stewardship and value
creation, enabling entrepreneurship while exercising caution, and seeing the big picture as well as the small
details.
With software solutions for finance, insurers can optimize regulatory-compliance efforts and manage risk,
exceed financial objectives and create sustainable value, and deliver superior service at lower cost.
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To align performance with strategy, executives use software to adjust plans and allocate resources for rapid
market change. They define and cascade strategy, model cost drivers, improve financial forecasting, and
report on and analyze massive amounts of data.
With cross-functional insight, managers can streamline budgeting processes, capture growth opportunities,
short-circuit predicted variances against key performance indicators, and create a customized business flow
to achieve goals.
The result is increased profitability and a closer match of tactics with organizational vision.
SAP helps insurance carriers excel with risk management, balanced investments, and compliance with this
set of end-to-end solutions:
• Financial Planning and Analysis - manage financial and operational performance to gain greater
insight into costing, improved financial planning, and more accurate forecasting.
• Accounting and Financial Close - world-leading applications to run accounting and financial close
quickly, accurately, and in compliance at lower cost.
• Cash and Asset Management – to achieve compliance and enable transparency on one platform for
the entire asset, investment accounting, and risk management business.
• Collaborative Finance Operations - providing high quality finance processing services at low cost.
• Governance, Risk and Compliance - help you monitor key risk indicators and compliance
effectiveness, business processes, and IT solutions to align risks with compliance strategy.
• Solvency Management – helps ensure compliance with Solvency II regulations through analytics with
increased data transparency.
SAP NetWeaver Technology and Integration Infrastructure
SAP Policy Management is implemented directly on the SAP NetWeaver technology platform. The other core
insurance applications, like SAP Insurance Collections and Disbursements, technically are part of the SAP
ERP application. All of them are based on SAP NetWeaver, which will be described in detail in the following
chapter “SAP NetWeaver – The Backbone of SAP for Insurance” (page 18).
SAP for Insurance 2019
The current release SAP for Insurance 2019 is based on SAP Enhancement Package 8 for ERP 6.0 and
its foundation SAP NetWeaver 7.5, which by itself can be accounted for many substantial enhancements in
the areas of operational efficiency, maintenance and administration. Following is a list of new features
related to both SAP NetWeaver and the ERP application level:
• SAP updates in online mode: SAP NetWeaver 7.5 fully supports the two downtime flavors nZDM
(near-Zero-Downtime Maintenance; see page 57) and ZDO (Zero-Downtime Option). The latter is now
available on request for some Business Suite components (e.g. ERP and CRM) and allows application
updates without closing down core processes (see page 57 for details).
• Improved user experience: For several core processes within SAP for Insurance, new user
interfaces are provided using SAP Fiori (see page 85), e.g. the SAP Fiori App “Approve Claim
Payments” (within SAP Claims Management).
• New programming models: Customized application development can utilize new ABAP features, for
instance Core Data Services (page 24) or Enhanced Open SQL (page 25).
• Application enhancements: In addition, many new features and enhancements were added to ERP
6.0 and the components of the SAP for Insurance stack.
For more details, refer to help.sap.com/viewer/p/SAP_FOR_INSURANCE and
help.sap.com/doc/524df84ac5ce4007a3b04b8f365cf18f/2019/en-US/MG2019.pdf.
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Ongoing Enhancement and Innovations
SAP is constantly enhancing its product portfolio. Refer to the following links to find out about roadmaps,
innovations and features that you can turn into tangible value for your business:
• SAP Roadmaps: www.sap.com/products/roadmaps.html
• SAP Innovation Discovery: go.support.sap.com/innovationdiscovery
• SAP Transformation Navigator: go.support.sap.com/transformationnavigator
Insurance specific information is available here:
• SAP Value Map: solutionportfolio.net.sap/industry/INSUR/valueMap
• SAP Help: help.sap.com/viewer/p/SAP_FOR_INSURANCE
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SAP NETWEAVER – THE BACKBONE OF SAP FOR INSURANCE
Introduction
To successfully maintain the IT landscape of insurances, a reliable software basis is required which enables
IT departments to run business applications without disruption, while at the same time keeping IT capable to
digest and adopt technology innovations.
SAP NetWeaver is the technology foundation and integration platform for SAP’s on-premise solutions such
as SAP for Insurance. It provides a development and runtime environment for applications written in SAP’s
coding language ABAP (Advanced Business Application Programming) or Java. SAP NetWeaver hubs such
as SAP Business Warehouse, SAP Enterprise Portal and SAP Process Orchestration (the combination of
SAP Process Integration and SAP Business Process Management) serve the integration needs in large SAP
customer landscapes from a data warehousing, a user access as well as a system and process integration
perspective. The coherence of the platform is enabled by its capabilities for lifecycle management and
connectivity to the outside world. Figure 3 depicts the basic architecture of SAP NetWeaver including the
hubs and solutions running on top of the platform.

Figure 3: SAP NetWeaver Architecture

One of the distinct features of the SAP Platform is its independence from the underlying operating systems
and database platforms, among them IBM Db2 for z/OS, Linux on IBM Z and z/OS® UNIX System Services
(z/OS USS). The product availability matrix (see service.sap.com/sap/support/pam) documents which exact
platform combinations, are supported.
SAP NetWeaver enables the composition, provisioning, and management of SAP and non-SAP applications
across a heterogeneous software environment. It is a platform based on open standards which – in
combination with a robust set of enterprise services – supports the integration of partner software solutions
to extend the native industry functionalities of SAP for Insurance solutions. Thus, insurances can use it to
compose or integrate applications to handle new business processes and set themselves apart from
competitors in their industry. In sum, SAP NetWeaver enables the faster adaptation to their business
processes, better integration into other SAP and non-SAP applications, and increased operational efficiency
of their SAP system landscape.
In addition, SAP provides its customers with a set of IT tools, e.g. application lifecycle management and
virtualization, to run applications efficiently (see sections “Application Lifecycle Management” and
“Virtualization Infrastructure”).
Since its market introduction in 2004, several releases of SAP NetWeaver have been delivered which are
running productively in today’s customer landscapes:
• SAP NetWeaver 7.0x mainly serves as foundation for the enhancement packages of Business Suite
components like SAP ERP 6.0 (until EHP6) or SAP CRM.
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• SAP NetWeaver 7.3x is the integration hub for SAP Enterprise Portal, SAP BW or SAP Process
Orchestration deployments.
• SAP NetWeaver 7.4 – released in May 2013 – provides a unified platform for the SAP Business Suite
and all infrastructure hubs.
• SAP NetWeaver 7.5 – released in October 2015 – is the foundation for the enhancement package of
the SAP Business Suite and for S/4HANA (on-premise and cloud edition).
• SAP NetWeaver AS for ABAP 7.51 Innovation Package – released in October 2016 - offers the
foundation for the digital core that is SAP S/4HANA, on-premise edition, and for the standalone
custom development of ABAP-based business applications. For details, refer to
help.sap.com/viewer/p/SAP_NETWEAVER_AS_ABAP_751_IP.
• In October 2017, SAP NetWeaver AS for ABAP 7.52 was shipped. SAP NetWeaver AS for ABAP 7.52
intensifies the support of technology trends like the Internet of Things (IoT), mobile, cloud, big data
and analytics, and offers a foundation for the easy and fast development of simple business
applications. Additional information is available at
help.sap.com/viewer/p/SAP_NETWEAVER_AS_ABAP_752.
SAP NetWeaver 7.4
With release 7.4, the original SAP NetWeaver brand was slightly reshaped to focus on the development and
runtime aspects of this platform. Most importantly, SAP NetWeaver now fully supports SAP’s in-memory
database HANA DB (see section “SAP HANA” below). While it is optimized for SAP HANA the compatibility
to other databases– for instance Db2 for z/OS – is fully maintained. Moreover, all the hubs are and continue
to be delivered in a coherent SAP NetWeaver development program ensuring compatibility and consistency.
The SAP NetWeaver 7.4 release was designed as an enhancement package with strict adherence to
compatibility and interoperability. Development and monitoring tools are available to adapt existing
applications to take full advantage of the underlying technology innovations. Innovations of the underlying
application server ABAP and the SAP Gateway are shipped via support packages.
SAP NetWeaver 7.5
With release 7.5, SAP further developed aspects of SAP NetWeaver 7.4, such as the user interface
abstraction, the ABAP programming model with open SQL enhancements, and the data abstraction by Core
Data Services. The compatibility to other database platforms – for instance Db2 for z/OS – is fully maintained
and, as in SAP NetWeaver 7.4, all the hubs continue to be delivered in a coherent SAP NetWeaver
development program ensuring compatibility and consistency.
Like release 7.4, SAP NetWeaver 7.5 was designed as an enhancement package with strict adherence to
compatibility and interoperability. However, due to the support of Java 1.8, slight adoptions of custom code
may be necessary.
• Dictionary tools in Eclipse
• Common ABAP programming model for transactional and analytical applications
• SAP Fiori as cross-application user experience
• Unicode-only
• SAP Zero Downtime Option (ZDO, currently in restricted availability)
• New functionality in ABAP SQL and Core Data Services (CDS):
−
−
−
−

Global temporary tables
INSERT from SELECT
Built-in date and time functions in new UDFs like DATS_IS_VALID(date)
SQL statements support functions like ROUND, LPAD, LENGTH or RTRIM

For more information, see scn.sap.com/docs/DOC-67382.
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SAP HANA
Innovations
In recent years, SAP HANA DB, which is SAP’s homegrown in-memory database, has become a driving
force for technology innovations. Foremost, it triggered a radical change in SAP’s programming paradigm for
applications (see Figure 4).

Figure 4: Paradigm Change in SAP Application Programming

Traditionally, for all intensive computations all required data was transferred from the database to the
application server layer to avoid any costly calculations on the database level. In some cases, this resulted in
an enormous amount of network traffic. The computing power and in-memory capabilities of SAP HANA now
allow executing some of those calculations in the database and only transfer the results to the application
server. This data centric approach significantly improves the performance of some existing transactions and
in addition allows for a completely new class of mixed applications combining transactional and analytic
workload.
In March 2016, SAP HANA was made available also on IBM Power ® Systems as an alternative to Intelbased servers (see www.ibm.com/it-infrastructure/power/sap-hana for details).
Enablement for SAP NetWeaver 7.4/7.5
SAP Business Warehouse (BW) was the front-runner in terms of SAP HANA adoption. BW 7.3 was already
enabled in 2011, followed by the 7.31 release.
With SAP NetWeaver 7.4, the entire SAP solution portfolio is now supported and optimized for SAP HANA.
The minimum releases are as follows:
• SAP NetWeaver 7.4 went GA (general availability) including the embedded BW usage type. SP5
allows migrations to SAP HANA as primary persistence.
• SAP NetWeaver 7.4 SP3 is enabled for basic Java usage types such as the application server Java,
the Enterprise Portal, BI-Java, BPM and Adobe Document Services.
• SAP NetWeaver 7.4 SP4 supports SAP Process Integration Java.
• Business Suite EHP7 content is available for all 7.4-based hubs including all core Suite releases.
Innovations are delivered via support packages in a rather controlled and non-disruptive fashion.
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Note that Java/ABAP dual stack implementations are not supported on HANA. To benefit from the latest SAP
HANA revisions, the ABAP Kernel was shipped in a new version (7.41) when SP5 was delivered. By means
of a new Kernel, features such as Core Data Services (CDS) can be shipped that offer semantically rich data
models implemented in extended SQL. Support package 8 delivers enhanced functionality for CDS requiring
a new kernel (version 7.42).
With SAP NetWeaver 7.5, the ABAP/Java dual stack will not be supported anymore. Dual stack split is
integrated into the lifecycle management tools.
Relevance for Db2 for z/OS and Other Databases
Nowadays, the SAP HANA platform leads the technology innovation for SAP NetWeaver and the solutions
built on top of it. However, its success does not at all mean that other database platforms are not supported
anymore. Quite the contrary:
• Existing applications and custom code developed with previous SAP NetWeaver versions continue to
run without change. Maintenance is guaranteed until 2030 (see section “Maintenance Strategy until
2030” on page 8)
• In addition, innovations will also be made available on other database platforms on condition that they
provide the required functionality and performance.
IBM is clearly determined to implement the required capabilities for Db2 for z/OS, which already fully
supports SAP Core Data Services (see page 24), and the enhancements to Open SQL (see page 25). SAP
and IBM jointly work on enabling more HANA-triggered innovations on Z and Db2 for z/OS. As an example,
the SAP ERP Retail Replenishment solution has been adapted to be based on Core Data Services, which
can result in an acceleration by 300% to 400% on Db2 for z/OS (see SAP Note 2051280).
Overview and Core Features
SAP NetWeaver includes two different runtime stacks – one for the ABAP and a second one for Java. Both
are running on various databases and application server platforms, among them Db2 for z/OS combined with
SAP application servers running on IBM Power (AIX®, Linux), IBM Z (Linux) or Intel x86 (Windows, Linux).
Features and functions of SAP NetWeaver include:
• Security – Support of state-of-the-art Internet security standards such as HTTPS, Secure Sockets
Layer (SSL), and Lightweight Directory Access Protocol (LDAP). SAP provides secure communication
among all client and server components, authentication and single sign-on capabilities, central user
administration, digital certificates, digital signatures, and auditing capabilities.
• Persistence layer support – Support of platform-independent Web services and business
applications, along with standards-based development built on technologies such as Java EE and
ABAP. SAP NetWeaver works with all open technology platforms – including leading hardware,
operating systems, and databases – based on open standards.
• Deployment – Integrated deployment capabilities to run applications and a repository to manage
versions. SAP NetWeaver also provides a file storage medium that combines flexible use of the local
file system with secure and efficient storage of a relational database on a central server.
• Scalability, performance, and high availability – Enablement of scalable, high-performance
business processes, primarily through sophisticated, business-driven caching and dispatching
techniques. SAP provides high performance through its architecture – along with proven SAP
transaction capabilities in a distributed environment. The components ensure high-availability by
automatic distribution of requests to other SAP NetWeaver application server instances, should one
server be unavailable.
• Software logistics and life-cycle management – Sophisticated change management and transport
services support. This is available for not only the initial implementation of an application, but also
continuous changes resulting from business or organizational changes as well as the implementation
of additional functions. Comprehensive software logistics for development, test, and production
landscape are prerequisites for continuous enterprise operations.
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Architecture of SAP NetWeaver Application Server ABAP
Figure 5 shows the basic components of application server (AS) ABAP. End users connect through their
frontends such as SAP GUI or web browsers to an AS instance. The instance is managed by the dispatcher,
which allocates available work processes based on the users’ requests. Each work process consists of a
task handler, the Dynpro and ABAP processor (for an SAP GUI connection) and the database interface that
connects to the underlying database and translates ABAP Open SQL into the specific SQL commands for
the various database platforms. All user contexts are managed in a shared memory area which is accessed
by the dispatcher and the work processes. This allows suspending sessions based on the dialog state of the
user and resume sessions from other users in an efficient way.
RFC (Remote Function Call) connectivity is facilitated by the gateway process that waits for RFC requests
and forwards them to a work process for execution. Internet connectivity is provided by the ICM (Internet
Communication Manager) which manages HTTP requests and translates them into request to be executed
by a designated work process. The web dispatcher provides a unique URL addressing scheme and workload
balancing among the different application server instances.
The application server instance manages large caches to store compiled ABAP programs, Data Dictionary
structures (nametab) and table buffers to avoid database workload. On the application server level,
additional workload can be covered by adding additional servers.
The central services instance consists of the Message and the enqueue server. The message server
facilitates communication between the multiple application server instances such as forwarding enqueue and
update requests in an efficient way. The enqueue server provides central locking capabilities to obtain
consistency and isolation since database locks cannot span multiple dialog steps.
Each application server instance is equipped with a startup service and monitoring components to provide
full operation without interruption. The system state is made visible within the SAP MMC (management
console).
All persistent data including the application code and system configuration are kept in the database, which
consists of ten thousand of tables and views (the number depends on the SAP application). Communication
between application and database layer is handled by a unified database interface and is purely based on
dynamic SQL. Most SAP queries use isolation level uncommitted read (UR). SAP applications are very
dynamic also with respect to the database layout. Upgrades usually trigger thousands of changes to the
structure of database objects by adding additional columns, modifying field definitions or changing views.
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Figure 5: SAP NetWeaver Application Server Architecture

Service-Oriented-Architecture Middleware
Service-oriented architecture (SOA) is a blueprint for an adaptable, flexible, and open IT architecture for
developing services-based, modular business solutions. SAP makes it easy to adopt SOA – enabling
companies to quickly differentiate their businesses and optimize processes in their business networks. SAP
enables businesses to adopt SOA at their own pace as part of their SAP solutions.
SAP's open-standards approach to SOA improves IT productivity as well as business value. At the heart of
SAP’s approach to SOA is the concept of enterprise services – highly integrated Web services, combined
with business logic and harmonized semantics, which can be accessed and used repeatedly to enable endto-end business processes.
Using enterprise services, companies can leverage SAP solutions in conjunction with partner solutions and
homegrown solution landscapes to build new, flexible, and innovative solutions based on a consistent
integration concept.
SAP and SAP’s partners help IT organizations adopt SOA in a low-risk manner by delivering
• SOA-based technology such as SAP Process Integration – SAP’s implementation of a SOA
middleware
• Service-enabled applications
• Prepackaged enterprise services grouped as business scenarios
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Security and Identity Management
From computer viruses to denial-of-service attacks to theft of customer information, security threats have
never been greater. At the same time, the value of a company’s information assets is constantly increasing.
Therefore, SAP solutions are built bottom-up to ensure the highest levels of security in the most sensitive
environments. SAP follows rigorous security standards in the design and development of all its solutions.
SAP software development is certified according to the ISO 9001:2000 standard. SAP technology has also
received a level 4+ common criteria certification for the SAP NetWeaver Java stack. The SAP platform is
based on a state-of-the-art security infrastructure, including network and communications security, auditing
capabilities, as well as web services security capabilities. In addition, two dedicated security solutions focus
on the specific challenges that businesses face with in heterogeneous IT landscapes:
• SAP Identity Management – the SAP NetWeaver Identity Management (SAP NetWeaver ID
Management) component provides centralized tools for managing the entire user life-cycle across
highly diverse system environments. It automates processes such as employee on-boarding, position
changes, and access rights management for external users while ensuring compliance and
auditability.
• SAP Single Sign-On – with the SAP NetWeaver Single Sign-On application, customers can set up
secure single sign-on and single log-out scenarios tailored to their individual requirements, including
all SAP GUI types, web applications, and identity federation across domain boundaries. Based on
standards such as X.509 certificates, Kerberos and the security assertion markup language (SAML),
SAP NetWeaver Single Sign-On is a highly flexible solution that can be configured to meet even the
highest corporate security standards
Application Development
Since its market introduction, SAP NetWeaver has offered sophisticated tools for developing in both ABAP
and Java. Traditional ABAP development took place using the so-called ABAP Workbench with fully
integrated correction and transport capabilities to promote development artifacts from development via
quality assurance to production systems. On the Java side, the SAP NetWeaver Developer Studio based on
Eclipse and the SAP NetWeaver Development Infrastructure with central repository, build and deployment
services served as the development platform for custom development in Java. While these development
tools and infrastructures are fully supported and the corresponding programming models are still widely
used, the advent of new technologies made is necessary to redesign the complete development tools
portfolio. Consequently, the new development tools for ABAP are fully based on Eclipse. ABAP in Eclipse
covers all modern programming models, supports all major ABAP artifacts natively and provides fallbacks for
older program models without the need to leave the Eclipse environment.
ABAP
Now that we have discussed the classical SAP NetWeaver hubs such as BW and Enterprise Portal, let us
examine the underlying application server stack in more detail. With SAP NetWeaver 7.4/7.5, the ABAP
stack has been heavily optimized to support the new data centric programming paradigm (see Figure 4).
Advanced View Building with Core Data Services (CDS)
Core Data Services have been introduced to provide a common abstraction data layer that unifies the
different data models present in SAP platforms and solutions such as the Business Suite based on the ABAP
stack, BusinessObjects tools and server side infrastructures, the application platform for SAP HANA, and
new applications on top of that platform (see Figure 6). The advantage of such a semantic layer is obviously
a uniform access across all these layers and powerful tools that understand these layers providing easy
consumption and composition capabilities such as the SAP Web Integrated Development Environment (IDE).
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Figure 6: Core Data Services

Of course, this means that each of the database platforms must provide an implementation of the Core Data
Services concept like the OData protocol where each stack must provide an OData implementation to be
ready for SAP UI5 consumption on top. Think of Core Data Services as an infrastructure for defining and
consuming semantically rich data models. Using a data definition language, a query and expression
language CDS is envisioned to encompass write operations, transaction logic and constraint handling. CDS
consists of a semantic entity relationship model expressed in a data definition language (DDL), a query
language for accessing data of and defining views on top of these models, an expression language for
calculating fields automatically with default and constraint handling.
A CDS view can be defined on the ABAP level and is then subject to the usual correction and transport
handling. All underlying database artefacts are generated automatically on successful completion.
SAP provides a best practice guide on how to implement, monitor and tune ABAP CDS based applications.
The document can be downloaded using the following link:
tinyurl.com/ABAP-CDS-inside-BusinessSuite
Enhanced Open SQL
New concepts such as CDS made it necessary to rethink the traditional approach to Open SQL in ABAP.
Historically Open SQL was introduced as a statement in ABAP that was aligned to ABAP syntax and
semantics with keywords, additions, variants and linkage to ABAP execution context such as ABAP fields,
structures and internal tables. The syntactical and semantically approach therefore corresponds to the ABAP
coding style that has evolved over the years. CDS offers a new abstraction layer requiring a more declarative
approach with syntactical conventions that are closer to the actual implementation on the database layer.
Consequently, a new SQL parser has been introduced that uses comma separated lists, expressions,
definition of host variables and the like in a more standard fashion well suited for use in CDS view definitions.
Of course, this syntax can also be used in classical procedural ABAP coding.
Code Analysis Tools
Performance improvements are key to a successful database environment. Static checks and dynamic
monitoring of the execution environment is essential. The enhanced SQL monitor provides an easy to use
management of snapshots to analyze performance bottlenecks and critical SQL commands that affect the
system’s responsiveness. In addition, the SQL Performance Tuning Worklist helps you to find and identify
SQL code that has potential for performance improvement in productive business processes.
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Tool improvements for ABAP in Eclipse
ABAP in Eclipse today is a well-established tool set which in SAP NetWeaver 7.4 has replaced the
transaction SE80 (which is nevertheless still supported). In 7.4 SP5 and 7.5 the tooling environment has
been enhanced in a multitude of ways:
• Creation of function modules and includes on the fly using ABAP Quick Fixes (like the double click
within the traditional SE80 transaction)
• Generation of constructor methods (both class and instance)
• Easy creation of attributes and parameters for ABAP classes again via ABAP Quick Fixes
• Creation of bookmarks for accelerated navigation
• Display of enhancement implementations: If you hover the enhancement point, the enhancement
implementation is displayed in a separate window. This is essential for working with enhancement
packages in a professional way.
• Support of watch-points within the ABAP Eclipse debugger. You can specify conditions to be
evaluated if a watch-point variable is accessed.
• Editing of internal tables in the ABAP debugger
• Search of the ABAP source repository within seconds to find snippets, templates or re-usable code
(currently only available on SAP HANA).
• Editors for CDS views, and a data preview (equivalent to transaction SE16)
• DDIC structure editor
• Customer code migration to S/4HANA
SAP Fiori and the SAP Business Application Studio
The SAP Business Application Studio (successor of the SAP Web IDE) forms an integrated, cloud-based
development environment. With Fiori Elements predefined floorplans, applications can be created with hardly
any coding based on OData services that have been generated from CDS views residing in the backend
system. These applications can then be deployed on-premise by leveraging the frontend-server component
of the SAP NetWeaver Gateway. For details refer to:
• Blog: blogs.sap.com/2020/02/27/sap-business-application-studio-is-generally-available
• Tutorial: developers.sap.com/tutorials/appstudio-onboarding.html
• SAP Help Portal: help.sap.com/viewer/p/SAP%20Business%20Application%20Studio
Tools to Support IT Management
Running an IT environment that performs at the need of the business does not only call for state-of-the art
applications, but moreover the tools and methodologies that enable the IT department to manage the
application landscape. SAP provides these tools and services. Application Lifecycle Management, one
utmost important example is being investigated below.
Application Lifecycle Management
Application Lifecycle Management (ALM) from SAP provides processes, tools, best practices, and services
to manage SAP and non-SAP solutions throughout the complete application lifecycle, open to integrate third
party service management solutions seamlessly.
ALM relies on efficient collaboration of multiple SAP and non-SAP tools. They provide the required functions
for the different ALM processes. The SAP Solution Manager plays a decisive role within the ALM tools.
Besides providing ALM functionality itself, SAP Solution Manager integrates the other tools to ensure a
comprehensive approach. It enables the central access to all required functions and central availability of all
required information (single source of truth). In addition, SAP Solution Manager facilitates the efficient
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collaboration between an SAP customer and the SAP support organization to optimize the value of the
support engagement with SAP.
Besides SAP Solution Manager, SAP offers other tools to complement the ALM offerings. Moreover, it is
possible to integrate third-party ALM tools via available interfaces.
Virtualization Infrastructure
In traditional landscapes, SAP systems are installed on dedicated physical servers. Calibrated to meet peak
demand rather than average demand, these dedicated servers are seldom used to full capacity. This leads to
a high rate of IT spent for both hardware and maintenance - even as the IT infrastructure remains
underutilized. Manually operating and administrating a growing number of individual systems or system
components is no longer an option.
SAP NetWeaver Landscape Management software lets customers manage entire SAP software landscapes
and IT infrastructures. Applying the concepts of cloud computing not only promises to save costs, but also to
reduce complexity, increase hardware utilization, and achieve the flexibility and scalability needed to improve
IT efficiency and value.
At several stages of the SAP application lifecycle, customers need to perform system copies – large
customers perform more than 100 system copies per year. For all use cases of system copy, the required
activities to reconfigure copied systems are very time consuming, error-prone, and complex. SAP NetWeaver
Landscape Management provides an automated end-to-end solution for system copy that clones source
systems and automatically adapts them afterwards. Due to this automation, the duration of system
provisioning using system copy can be drastically reduced and copied/refreshed systems can be provided in
a standardized way.
SAP NetWeaver-based Hubs
Business Warehouse
During all business activities, insurances create large amounts of data. The analysis and interpretation of this
data is of paramount importance to preserve and enhance the competitive edge of a corporation. SAP
Warehouse (SAP BW) provides tools and functions that enable insurances to optimizing processes and react
quickly and in line with market needs.
In SAP BW, you can integrate, transform, and consolidate relevant business information from productive
SAP applications and external data sources. SAP BW provides a high-performance infrastructure that helps
to evaluate and interpret this data. Thus, decision makers are able derive well-founded decisions and identify
target-orientated activities based on the analyzed data.
SAP BW integrates also well with other SAP components:
• With the BI Content Add-On, SAP delivers preconfigured role- and task-based information models
and reporting and analysis scenarios that are based on consistent metadata. BI Content provides
selected roles in a company with the information that they need to perform their tasks. The information
models delivered cover all business areas and integrate content from almost all SAP applications, as
well as selected external applications.
• SAP Business Explorer (SAP BEx) - the SAP Business Intelligence Suite - provides flexible reporting
and analysis tools for strategic analyses, operational reporting, and decision-making support within a
business.
• SAP BW data can also be analyzed using SAP BusinessObjects products. SAP BusinessObjects
tools allow to make efficient and effective use of interfaces in the analytic engine.
• SAP Enterprise Information Management – The integration with SAP Data Services and SAP
Information Steward provides extra possibilities for using SAP BW.
The functional areas of SAP BW and SAP BEx are as follows:
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• Data warehousing enables the integration, transformation, consolidation, cleanup, and storage of
company data from all sources. It also incorporates the extraction of data for analysis and
interpretation. The data warehousing process includes data modeling, data extraction, further
processing of data, and the administration of the data warehouse management processes.
• The Analytic Engine provides OLAP functions and services, as well as services for BW Integrated
Planning and analysis process design.
• Generic Tools and Services support you in developing SAP BW objects and processes, supplying
data in the system landscape, performing tests and traces, as well as monitoring SAP BW in your
system landscape.
• Interfaces - SAP BW provides an open architecture in many areas, for instance to extract data from
various sources or to evaluate this data using various front-end tools.
For more information, refer to help.sap.com/viewer/p/SAP_BUSINESS_WAREHOUSE.
Process Orchestration
All organizations face the challenge to manage and integrate business processes that are inefficient and
costly in terms of time, money, and productivity. SAP Process Orchestration software helps insurances
improve those processes – from simple workflows to integrated processes spanning applications and
organizational boundaries – with the following features:
• Collaboratively model processes – to enable IT departments to provide a shared environment for
co-designing new processes and adapting existing ones – based on the user-friendly business
process model and notation standard (BPMN). It is also possible to use SAP Jam, SAP's on-demand
application for collaborative decision-making, to help distributed teams of process experts to design
process models collaboratively and simultaneously.
• Execute what was modeled – to help companies efficiently manage process models from initial highlevel definition, to the specification of all technical implementation details, right through to process
deployment and execution
• Reusing business functionality from service-enabled applications – to tap into the benefits of
service-oriented architecture (SOA) by reusing best-practices-based functionality from SAP solutions
in the form of reusable services
• Provisioning of user-friendly interfaces – to give business users intuitive access to applications and
information through various channels, including mobile phones and tablets
• Analyzing processes – to identify potential bottlenecks and gain transparency into processes through
powerful monitoring and analytical capabilities
To fully exploit the business process design, SAP also provides the tools for process integration, enabling
insurances to reliably exchange information across distributed SAP and non-SAP business applications
based on SAP Process Integration. SAP Process Integration comprises these features:
• Standards-based, high-performance enterprise services bus – to reliably exchange information
across distributed business applications through a mediation layer – rather than costly point-to-point
connections
• Packaged adapters for B2B integration – to implement existing B2B requirements and migrate
traditional electronic data interchange system to industry standards or partner exchange mechanisms
(leveraging secure http for direct interaction over the Internet). The set of B2B adaptors for integrating
with business partners aims to work in conjunction with Crossgate technology – a B2B electronic data
exchange service that allows partners, customers, and suppliers to securely transmit critical business
information
• Pre-packaged integration scenarios for a growing number of SAP and partner solutions – to
jumpstart integration projects by using pre-defined integration scenarios
• SOA management tools – to manage and govern the complete lifecycle of Web services
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• SAP API Management – to simplify access to the system landscape (for details refer to
www.sap.com/developer/topics/api.html)
Enterprise Portal
The SAP Enterprise Portal based on SAP NetWeaver 7.40 SP3 comes with a bunch of new compelling
features. Traditional portal content, business applications and analytics can be easily aggregated. Portal
content is now available for smart phones and tablets empowering the mobile user. Fiori apps come
integrated out of the box highlighting the tight integration of SAP UI5 and SAP Gateway technologies. The
long-awaited Theme Designer helps customers to implement their own branding in a consistent fashion. A
trial version of the Enterprise Portal is available through the SAP Cloud Appliance Library where customers
and partner can bring in their existing SAP NetWeaver license and run the solution in the Amazon Web
Services infrastructure.
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BEYOND SAP NETWEAVER
This chapter introduces additional SAP infrastructure components that do not belong to the SAP NetWeaver
product.
Data Replication
Data replication is an important part of the SAP NetWeaver infrastructure. It provides the infrastructure for
customers to separate OLTP from OLAP processing without having time delays between real time data in
the source system and the analytics in the data warehouse especially if they must integrate SAP and nonSAP systems or they are not using SAP HANA.
SAP supports various approaches, SAP HANA smart data integration (SDI), direct database access from
SAP HANA), SAP Replication Server (SRS, log-based replication) and SAP Landscape Transformation
Replication Server (SLT, trigger-based replication):
SAP HANA Smart Data Integration (SDI)
SAP HANA smart data integration (SDI) and SAP HANA smart data quality provide tools to access source
data and provision, replicate, and transform that data in SAP HANA on-premise or in the cloud. These
solutions let you enhance, cleanse, and transform data to make it more accurate and useful. You can
efficiently connect to any source to provision and cleanse data for loading into SAP HANA, and for supported
systems, writing back to the original source. The architecture of SDI is depicted in Figure 7.

Figure 7: SAP HANA SDI deployed on-premise

The integration with Db2 for z/OS as a source database is (partly) provided by the Replication Agent for SDI
DB2 Mainframe Adapter shown in Figure 8.
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Figure 8: SDI DB2 Mainframe Adapter

More information is available here:
• SAP Help Portal: help.sap.com/viewer/product/HANA_SMART_DATA_INTEGRATION
• Replication Agent for SDI DB2 Mainframe Adapter: help.sap.com/viewer/f1d0b7e9a49e475d9eb2e8f74b396777/2.0_SPS04
SAP Replication Server (SRS)
SRS replicates committed database transactions, where a replication agent built into the primary database
sends these transactions to the replication server in a database independent internal format (log-based
replication). When a replicated transaction reaches the replicate database, the internal format is converted to
the SQL dialect of that specific database. Therefore, it is possible to use each database as primary or
replicated database. Supported primary database types include Db2, Oracle and MS SQL Server, where the
replication agent will be a separate process running externally to these databases.
SAP Replication Server 15.7 SP200 introduces several major new functions for SAP HANA database
replication:
•
•
•
•

Replicate SAP Business Suite databases into SAP HANA database
Database replication definition and subscription
Data Definition Language (DDL) commands replication into SAP HANA database
Simplify installation and configuration of Replication to SAP HANA using Replication Management
Agent (RMA)
• Support for SAP HANA as a source database
SAP Replication Server 15.7 SP200 supports real-time replication at database level, in addition to table level,
which was the practice since SRS’s inception. The database-level, real-time replication greatly simplifies
replication configuration involving databases with many tables and reduces maintenance overhead. This
feature is designed to replicate from SAP Business Suite applications into SAP HANA database(s), where
there are typically many tables involved for replication. Custom or third-party application users with much
fewer tables will also benefit from this feature because of its ease of use and reduced maintenance
overhead.
The latest revisions up to SAP Replication Server 16.0 SP03 contained among others the following
enhancements:
•
•
•
•

SAP Common Crypto Library
Replication Support for SAP HANA Database
Removal of ID Server as a Single Point of Failure
Early Dispatch of Large Transactions
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Table 1: Features of SAP LT Replication Server

Area
Replication

Feature
• Real-time or scheduled
• Delta capturing to minimize transfer volume

Transformation

• Filtering by using selective criteria
• Adjustment of tables
• Conversion of data, e.g. to make sensitive data
anonymous

Installation &
Operation

• Deeply integrated within SAP landscapes to reuse
existing installation and monitoring capabilities
• Monitoring with SAP Solution Manager 7.1 SP5 onwards
• Usable with all databases supported by SAP NetWeaver

SAP Landscape Transformation Replication Server (SLT)
SAP LT Replication Server (aka ‘SLT’) is a standard software to move data in real-time between different
systems within the same network, wide area networks, or into the cloud to have the information at the right
place at the right point of time. It has its roots as the real-time replication tool for most data provisioning
scenarios for SAP HANA. As a cornerstone in most SAP HANA landscapes, it evolved to a proven
replication technology. It can also be used for replication into BW, ABAP, non-ABAP and SAP Data Services.
It provides efficient implementation of data replication via DB trigger-based-on-change capturing concept
(trigger-based replication).
See Table 1 for a list of features, more information is available here:
• Product page: www.sap.com/products/landscape-replication-server.html
• SAP Help Portal: help.sap.com/viewer/product/SAP_LANDSCAPE_TRANSFORMATION_REPLICATION_SERVER
Enterprise Mobility
An ever-increasing part of the global workforce is using mobile devices. SAP therefore is driving business
transformation by empowering enterprises to mobilize their businesses. Along with its partner ecosystem,
SAP delivers mission-critical capabilities to mobile users such as agents by offering a wide range of mobile
apps and underlying infrastructure – with unmatched integration with SAP software systems – for secure
access to business processes anytime, anywhere, and on any device.
Mobile environments are diverse and complex, and therefore IT teams must be able to manage data,
devices, applications, and communications for all mobile workers proactively. The mobile platform from SAP
helps companies embrace mobility across the entire organization and keeps mobile apps connected to
business-critical data and processes as IT systems and business needs evolve.
With the SAP Mobile Platform, enterprises lower the cost of building and deploying mobile apps that connect
business data to mobile workers on any device. This addresses the core complexities of the mobile
enterprise, where companies need to be able to connect, create, consume, and control mobile apps. The
platform supports a wide variety of mobile devices, tablets, laptops, and operating systems, such as iOS,
BlackBerry, Android, and Microsoft Windows.
The Afaria Mobile Device Management solution simplifies the management complexities of an on-the-go
workforce by helping to ensure that all data stored and transmitted is secure. Whether personally liable or
corporate-liable devices are being managed, the scale of Afaria can handle the most complex mobile
application management, mobile security, and mobile device management situations.

32

SAP and SAP’s partner ecosystem have developed – and continue to do so – a variety of mobile business
apps that accelerate business processes and enhance productivity – from executives and knowledge
workers who may need to be productive 24x7 to traditional road warriors, like sales and field service reps
completing business processes on the go. They include:
• Process mobile apps – full applications designed to mobilize big parts of critical lines of business and
industry business processes that are handled by highly mobile employees, like field service, sales,
asset management, and retail execution
• People productivity mobile apps – single-purpose applications that help employees and managers get
things done from mobile devices, like approval, lookups, and expense and time capture
• Consumer mobile apps – applications that let organizations engage and interact with mobile
consumers, such as loyalty programs, patient care, and mobile banking.
Figure 9 summarizes a typical mobile enablement scenario of SAP backend applications on Db2 for z/OS
using SAP technologies:

Figure 9: Mobile Enablement Scenario with SAP Fiori

A similar mobile enablement scenario with IBM technologies is shown below.
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Figure 10: Mobile Enablement Scenario with IBM MobileFirst

SAP Cloud Platform
SAP Cloud Platform (SCP) is an integration and extension platform that enables you to connect your
landscape and create application extensions that focus on your business needs. It provides a rich set of
services, tools, APIs and applications that help you integrate and extend your solutions, optimize your
business processes, and create an engaging digital experience. The key benefits are:
• Integration across the value chain: Improve efficiency and productivity, cut costs, and greatly
increase your organization’s ability to deal with change.
• Simplified development of application extensions: Enhance and adapt SAP solutions with
methodologies, enterprise-grade tools and services, security features, and ready-to-use business
content.
• Expanded business value: Reduce development investments by leveraging SAP’s open partner
ecosystem that delivers prebuilt solutions to solve line-of-business and industry-specific needs.
More information is available here:
• Product page: www.sap.com/products/cloud-platform.html
• SAP Help Portal: help.sap.com/viewer/product/CP/Cloud
• Blogs: blogs.sap.com/tags/01200615320800003694
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Figure 11: SAP Cloud Platform ABAP Environment – Overview

Particularly interesting for traditional SAP customers is the SCP ABAP Environment (also known as
Steampunk), a platform-as-a-service (PaaS) offering for ABAP development that enables developers to
leverage their traditional on-premise ABAP know-how to develop and run ABAP applications in the SCP,
either as extension to SAP software or as standalone applications. For more details, refer to the following
links and architecture overview depicted in Figure 11:
• Intro: blogs.sap.com/2018/09/04/sap-cloud-platform-abap-environment, blogs.sap.com/2019/08/20/its-steampunk-now
• Community: community.sap.com/topics/cloud-platform-abap-environment
• Blogs: blogs.sap.com/tags/73555000100800001164
Cloud Solutions and Services
SAP offers software-as-a-service (SaaS) applications for all business processes, industries, and company
sizes. With flexible deployment and pricing models, cloud-based software can help run insurances in the
most competitive way by:
•
•
•
•

Rapidly adopting the latest SAP technologies and solutions
Integrating with other SaaS and on-premise products
Extending SAP cloud software with third-party apps
Reducing costs and simplifying IT

Refer to www.sap.com/trends/cloud-solutions/saas.html as an entry point into SAP’s Cloud Solutions and
Services. Here are some of them:
• SAP Analytics Cloud – combining BI, planning, predictive, and augmented analytics capabilities into
one simple cloud environment (www.sap.com/products/cloud-analytics.html)
• SAP Ariba / SAP Concur / SAP Fieldglass – managing all categories of spend combined with the
world's largest business network (www.sap.com/products/e-procurement.html)
• SAP SuccessFactors – enabling the shift from transactional human capital management to end-toend experiences (www.sap.com/products/human-resources-hcm.html)
• SAP Customer Experience solutions – understanding and engaging with customers giving them
freedom to explore and interact (www.sap.com/products/crm.html)
• SAP S/4HANA Cloud / SAP Business One / SAP Business ByDesign - running smart and resilient
ERP processes in small, mid-sized and large enterprises (www.sap.com/products/erp-financialmanagement/erp-cloud.html)
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SAP FOR INSURANCE: INFRASTRUCTURE REQUIREMENTS AND OPERATIONAL TASKS
Translating Business Challenges into IT Tasks and Requirements
Usually, the challenges faced by business units of insurances are not easily translated into IT requirements.
For instance, it is not obvious right away, what it means to provide IT systems or services on a global scale.

Key Business Challenges … translated into …
Run Globally!

- Globalization
- Consolidation
- Around-the-clock
- WW Support
- Internationalization
- Localization

x
x

Act
Dynamically!

Provide
Access!

- Analytics
- Mobility
- Innovation
- Reporting on
- Self Service Apps
- Time to market
Operational Data
- Always-on
- Growth
- Consolidation
- BYOD
- Process Extension
- Big Data
- Secure Access
- HTAP

x
x

x

x
x

x

x

x

x

x
x
x

Lower Costs!
- TCO
- Consolidation
- Efficiency
- Reduced DevOps
- Service Orientation
- Standardization
- Operational
Efficiency

x
x

x
x

x

Leverage Data!

x
x

x
x
x

x

x

IT Tasks &
Requirements
Integration
Business Continuity
Scalability & Workload
Management
Performance
Operations &
Monitoring
Cloud Technologies
Security
Multi-Context
Capability

x

x

x
x

x

Disaster Recovery
Archiving

Figure 12: Business Challenges vs. IT tasks and Requirements

Figure 12 bridges the gap. It identifies five categories of business challenges, which complement one
another in a 360° fashion. Each of them results in a variety of IT tasks and requirements. The way the matrix
in Figure 12 links the business challenges via cross-marks to IT requirements is exemplary for a large multinational corporation (where all those business challenges are important). Naturally, for insurances focused
on a local market the challenge “Run Globally!” is not relevant. Subsequently, the importance of individual IT
requirements shifts.
An analysis based on a matrix like the one depicted in Figure 12 helps to determine the importance of certain
IT architecture relevant requirements. In our example, infrastructure features related to integration and
business continuity should have highest priority when designing the underlying IT architecture. Other topics
like archiving or even the performance are less important. The situation may be different at other insurances.
The following sections shed some light on those five categories and their relation to certain IT requirements.
The integration of various services and systems into a unified and well-structured IT environment is in all
cases a key element for success.
Run Globally!
Providing IT services on a global scale is quite challenging. First, the IT system itself needs to fit to different
language and cultural environments (“multi-context capability”). Continuous availability during planned
maintenance activities becomes a key factor (“The world never sleeps!”). This also includes the ability to
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cope in a simple and non-disruptive manner with additional workload due to peak activities or long-term
growth. Naturally, such global systems also require state-of-the-art monitoring and administration tools
with a high level of automation and autonomics.
Act Dynamically!
Today, insurances are driven by quickly changing markets and customer demands. IT system landscapes
need to be set up in a way that they can be easily extended with additional services. Carefully designed
integration layers or hybrid cloud architectures ensure that such an extension becomes not a “mission
impossible” but a “walk in the park”. It also requires that the hardware and software infrastructure can
incorporate the additional functionality and workload in a non-disruptive manner. In addition, the
administrative framework for operations and monitoring requires a high-degree of built-in flexibility to
support highly dynamic IT landscapes.
Provide Access!
The utilization of back-end systems is not limited to specialists anymore. Nowadays, many more internal as
well as external user groups demand instant, frequent and secure access to data and transactions. The
acceptance of the related, mostly self-service applications heavily relies on 24x7 availability, consistent
and quick response times, ease-of-use and the support of all types of end-user devices (“multi-context
capability”). At the same time, it is important to shield all business-critical data from unauthorized access.
The related workload is often characterized by huge fluctuations. Therefore, it requires seamless
scalability as well as efficient monitoring and administration frameworks.
Leverage Data!
Reporting, analysis and interpretation of business data are becoming increasingly crucial to preserve and
enhance the competitive edge of insurances. To exploit these large amounts of data the IT design needs to
ensure that the business intelligence systems are well-integrated (e.g. efficient ETL processes) and fast. In
addition, data protection is of paramount importance. Easily accessible data archives are beneficial to
contain storage costs.
Lower Costs!
Cost efficiency and quick return of investment continue to be the major driving forces of any type of IT
investment decision. Moreover, it is obvious that all the listed IT requirements have a stake in this, for
instance business continuity: Unplanned as well as planned outages are becoming increasingly expensive
due to lost revenue, production downtime or even additional labor costs for weekend IT maintenance.
Furthermore, IT administration in general is a huge cost factor but can be kept under control by automation,
system consolidation and the use of private cloud technologies (e.g. virtualization and highly automated
database provisioning or cloning).
Individual Set of IT Requirements
By now, it becomes clear that for each corporation the business challenges translate into an individual set of
requirements to the underlying IT infrastructure. Usually, business continuity, scalability, workload
management and optimal support for integration tasks are at the top. However, this is no general rule; each
implementation task brought forward by business units needs to be analyzed individually to assess its impact
to the underlying infrastructure.
The reference architecture is constructed around these IT related requirements and operational tasks. They
will be introduced briefly in the following.
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IT Tasks and Requirements
Integration
Application integration is a key part of the IT strategy for every business today. Typically, insurances run
many different applications and have a need for seamless integration. SAP solutions are open and can be
integrated with non-SAP applications. These applications may be based on CICS, IMS, or WebSphere.
Using open standards for the technical integration of applications is an important design aspect of system
infrastructure. Service-oriented architecture (SOA) – an architectural concept in which business functions are
supported by application modules called “services” fostering flexible application integration – has had a major
impact on the standardization of integration and promotes the alignment of IT and business processes.
Business Continuity and Disaster Recovery
Traditionally, large companies had more stringent business continuity requirements compared to small
companies in most industry sectors - like banks, for example, where the continuous availability of business
services became indispensable many years ago. With the rise of the Internet and the demand for round-theclock availability, the landscape of the industry has changed dramatically. Today, consumers are
accustomed to services being provided around the clock. Banking customers for instance expect that they
can access banking services from their mobile devices at any time. In general, the closer applications are to
the customer interaction of a company, the more relevant business continuity becomes for these
applications. Examples are customer relationship management, customer servicing, and sales channel
management–related functions. Moreover, if insurances introduce single global SAP instances, the need for
business continuity arises fundamentally since there will always be some process of employee in the world
who requires such an SAP instance to accomplish their tasks.
Companies that run SAP solutions require business continuity, which IBM infrastructure components based
on Z deliver in the following disciplines:
• High availability, by exploiting server and subsystem redundancies and enabling tight integration with
server failover for 24x365 online systems.
• Continuous operation, which organizes all planned outages for system maintenance in a nondisruptive manner, as well as capacity customization including non-disruptive backups and federated
recovery.
• Disaster recovery (DR), consisting of mechanisms and procedures to protect against unplanned
outages such as local disasters or site outages, thereby ensuring enterprise-wide data consistency.
• Consistent restart or recovery of a logically corrupted database to any point in time.
Scalability, Workload Management and Performance
SAP applications often play a central role within the IT landscape of insurances. The more an SAP
application is used, the more important it becomes to process transactions and fulfill reporting requests with
superior, predictable and reliable performance.
Operations, Monitoring and Cloud Technologies
To successfully run SAP for Insurance different tasks need to be accomplished in the daily work of operators
and system administrators. An important aspect to reduce operational costs and ensure the quality and
reproducibility of operations is automation. End-to-end monitoring is the basis for performance optimization.
Integration of SAP’s application lifecycle management with IBM’s infrastructure management enables
common cloud scenarios like system provisioning, cloning, copy, and refresh. This leads to environments
that are as agile as required by the business.

38

Security
Protection of customer and other sensitive data is vital to the business and a legal requirement. Access to
information must be restricted to authorized persons. Access controls are to be enforced, and all successful
and unsuccessful authentication attempts are to be logged for auditing purposes. An additional method of
preventing information disclosure is data encryption. A secure and reliable IT platform is of fundamental
importance for the business processes of insurances.
Multi-Context Capability
This requirement subsumes technology solutions that enable insurances to run one single codebase of their
application for as many different users as possible. These consumers of IT services may vary by language,
nationality, knowledge-level or functional role but also by the device they are using to connect to the system.
Archiving
The business of insurances is characterized by large data volumes. For instance, products may require
history and contract information to be maintained for a long time, often creating huge amounts of
transactional and analytical data. This implies that large volumes of complex data need to be handled for
both internal and especially external regulatory reporting requirements. Therefore, it is vital to manage an
ever-growing number of documents efficiently. Using a centralized solution can help reduce administration
costs and control retention management.
Implementation Considerations
When implementing SAP for Insurance, individual user requirements on the infrastructure should be
analyzed carefully and an adjusted architecture should be determined based on the reference architecture.
For example, the application server platform needs to be selected, and an integrated environment for the
production, development, and test systems must be defined.
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SAP ON IBM Z REFERENCE ARCHITECTURE FOR INSURANCES
The reference architecture for SAP on Z intends to accomplish the following:
1. Optimally meet customer requirements
2. Best serve SAP solutions
3. Seamlessly accomplish operational tasks
The tightly integrated IBM Z® Hardware, z/OS operating system, and Db2 for z/OS database with integrated
support for Flash or FlashCopy technologies of DS8000® disk storage are the infrastructure cornerstones of
this architecture. The sophisticated features of the SAP NetWeaver technology platform and of the SAP
business applications are equally essential for the optimum implementation of SAP solutions.

Figure 13: SAP for Insurance Reference Architecture

Figure 13 illustrates the reference architecture for SAP for Insurance stretching from the application level to
the infrastructure level based on Z. It comprises highly integrated SAP and IBM leading-edge technology
components and can cope with the high-end requirements of any large-scale SAP implementation.
The tight integration of existing legacy applications in a customer environment with SAP applications is a key
element of the reference architecture. The z/OS Security Server (RACF ®) is one component in the area of
security. It has been evaluated under Common Criteria at level EAL 5+ (Evaluation Assurance Level) –
meeting the industry's highest security standards. Db2 for z/OS data sharing is the fundamental technology
to keep the database continuously up and running. It is accompanied by IBM System Automation, which
ensures that the overall solution, including SAP NetWeaver application servers, Db2 servers, and additional
components, is kept operational. The SAP central services are crucial for SAP availability and are therefore
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deployed on z/OS with an enqueue server that replicates its enqueue locks into the z/OS Coupling Facility to
avoid single points of failure.
To provide a disaster recovery solution, the reference architecture recommends running the system at two
physical sites. The sites are symmetric, ensuring that switching the site does not mean losing capabilities.
Data is synchronously mirrored at disk level using the DS8000 Metro Mirror to keep the two sites in sync.
GDPS on top of IBM Parallel Sysplex ensures that the secondary site takes over in case of disaster in a fast
and controlled way. Optionally, a third site can be added as a remote system to prepare the system for
disasters with a larger scope.

Figure 14: Overview of General SAP Architecture with IBM Z1

Figure 14 depicts a typical setup to deploy an SAP system with Db2 for z/OS as a database backend on Z.
The picture shows the options of using AIX, Linux, or Windows (connected via TCP/IP LAN), or Linux on IBM
Z (connected via HiperSockets™ or standard network) for the SAP application server platform. In both
cases, the Db2 client (Db2 Connect™) provides the connection between the application server and the
database. The Coupling Facility serves as high-speed hub to keep the Db2 data sharing structures and the
replicated SAP enqueue table. Optionally, the IBM Db2 Analytics Accelerator can be configured to provide
consistent high-speed response times for complex queries related to business intelligence.
In the next sections, the products and technologies are introduced that are part of the reference architecture
for the system infrastructure with Z and their role in the reference architecture is described in more detail.
Key IBM Components
Hardware: IBM Z
Built-In Robustness
IBM Z is built from the ground up to serve the most demanding enterprise applications. It offers the most
robust, secure and scalable infrastructure. Moreover, it is designed for zero downtime. The goal of this
infrastructure is to eliminate any possible single point of failure through redundancy, on both the hardware
and software sides. Using Parallel Sysplex technologies, it can scale efficiently beyond a single box. It
effectively consolidates multiple workloads even in a single LPAR using integrated workload management.

1

IBM z14™ (z14), IBM z14 Model ZR1™ (z14 ZR1), IBM z15™ (z15)
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IBM Z contains capabilities to process data extremely fast. This includes I/O features that improve the
latency of data access and large memory for the processing of large volumes of data. The cache structure is
optimized for improved proximity of processing to data. Data is compressed both on disk and in memory
using the high-performance on-chip hardware compression acceleration facility.
Technologies like z/OS Connect have been introduced that make Z platforms conversant with REST APIs for
mobile, web and cloud technologies.
Z server excel with security features that are built into the hardware, firmware, and operating systems. They
range from storage protection keys and workload isolation, to granular audit capabilities, and more. It also
offers processor-based encryption and advanced cryptographic capabilities with secure key management.
IBM z14 and z14 Model ZR1
The IBM Z servers are highly scalable symmetric multiprocessor (SMP) systems. They come in two flavors:
• The z14™ provides up to 170 characterizable cores. It has the fastest chip in the industry with 5.2
GHz and up to 32 TB of real memory.
• The z14 Model ZR1 (z14 ZR1, generally available since May 2018) provides a new industry-standard
infrastructure to meet the demands of entry-level digital businesses. It allows easier delivery through a
secure cloud. With up to 30 configurable Linux cores (IFLs) and up to 6 Central Processor cores (CPs)
for IBM z/OS, z/VSE®, or z/VM®, z14 Model ZR1 has performance and scaling advantages over prior
generations, and significantly more capacity than the z13s.
Particularly important, z14 ZR1 is now designed into an industry-standard 19-inch rack form factor that
is easily planned and installed into your data center.
IBM Z processors contain large four-level caches to help with demanding production workloads. In addition,
the IBM Z hardware offers CPACF, which is a high performance, low latency co-processor that performs
symmetric key encryption and that calculates message digests in hardware, and Crypto Express card cards
with enhanced support of cryptographic functions. Furthermore, IBM Z provides high-performance and shortdistance ICA for Coupling Facility links and IBM zAware, which provides a smart solution for detecting and
diagnosing anomalies in z/OS and Linux on IBM Z.
IBM z15
In September 2019, IBM z15 became generally available with the following features and benefits for SAP:
• Ultimate Uptime: Instant Recovery offers even more continuous availability by reducing downtime
and impact. For your planned downtime, significantly speed up your system recovery time so you can
meet your Service Level Agreements.
• Flexibility in the data center: IBM z15 is available in one to four standardized 19” frames and can
seamlessly coexist with other platforms in the data center. The z15 single frame system requires 75
percent less floor space than x86 servers and less than half the floor space of IBM z14®.
• Data privacy with encryption everywhere: IBM z15 allows the encryption of all data, isolate
workloads and authenticate access. IBM Data Privacy Passports helps protect data after it leaves the
system, minimizing the impact of breaches and noncompliance. IBM z15 with z/OS V2.4 enables
redaction of sensitive data from diagnostic files, to protect against data exposure and noncompliance.
• Scalability: One z15 system can execute up to 1 trillion secure web transactions per day. IBM z15
delivers high performance with up to 190 configurable cores and up to 40 TB memory.
Operating Systems: z/OS and Linux on IBM Z
Integrated RAS
The z/OS operating system has a reliability philosophy that recognizes the inevitability of errors. This
philosophy dictates a comprehensive approach to error isolation, identification, and recovery rather than a
simplistic automatic restart approach. In support of this comprehensive approach, z/OS provides a vast array
of software reliability and availability features, far beyond those features currently provided by any other
operating system. A large portion of the z/OS kernel operating system exists solely to provide advanced
reliability, availability, and serviceability capabilities.

42

z/OS
z/OS is designed to keep applications and data available, system resources secure, server utilization high,
and programming environments agile. It maintains compatibility for existing applications and runs Linux on
IBM Z containers on premises and in hybrid multiclouds.
Various sources of information are available to learn more about z/OS and its latest enhancements:
• General overview: www.ibm.com/it-infrastructure/z/zos
• z/OS 2.4 data sheet: www.ibm.com/downloads/cas/M9WZMR8X
• Recent functional updates: www.ibm.com/support/pages/new-function-apars-zos-platform
Linux on IBM Z
IBM Z delivers an approach for enterprise-grade Linux with features that are designed for availability and
virtualization with IBM z/VM® and that have a focus on open standards and architectures, including support
of kernel-based virtual machines (KVMs). It is optimized for the Z architecture providing standard Linux and
KVM interfaces for operational control of the environment. In addition, KVM for IBM Z integrates with
standard OpenStack virtualization management.
More information related to Linux on IBM Z is available here:
www.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=ZSD01241USEN
Database: Db2 for z/OS
Native Parallel Database Server
Db2 for z/OS is the undisputed leader for storing and leveraging mission critical data. It is optimized for z/OS
and Z hardware. Db2 for z/OS exploits hardware-based Parallel Sysplex and Coupling Facility technologies
for its data sharing solution. This is a shared-everything topology with multiple database servers. It remains
the "gold standard" for system availability, scalability, and security. Many Fortune 500 companies, including
the world’s top banks, retailers and insurance providers, trust Db2 for z/OS for storing their data.
Due to SAP’s and IBM’s close collaboration, Db2 for z/OS has been continuously optimized for SAP
applications over the last releases (as shown in the diagram below).
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Figure 15: Db2 enhancements triggered by SAP and SAP customers

Db2 12 for z/OS
Db2 12 delivers several enhancements for SAP workloads related to Core Data Services, Zero Downtime
Option of SAP’s Software Update Manager and others. Db2 12 is also the starting point for the Continuous
Delivery method to ship ongoing enhancements. In this method, so-called function levels are made available
via PTFs that contain new features. With that, customers will be able to utilize additional functionality without
having to upgrade to a new release (SAP Note 2302997 - Db2-z/OS:v12: Release of Db2 12 for SAP
Components).
For details about Db2 12, refer to Scaling Progressive SAP Solutions with DB2 12. Some of the highlights for
SAP environments are as follows:
•
•
•
•
•
•
•
•
•
•
•
•

Out-of-the box acceleration and CPU savings for SAP CDS queries
Larger SQL statements with up to 1024 table references and up to 16000 parameter markers
Larger tables with single range-partitioned tables growing up to 4 PB and 1 TB partition size
Larger buffer pools up to 16 TB
Larger active log data sets up to 768 GB
Substantial log latch reduction
Stretched Db2 data sharing groups over longer distances
New native zLoad capability for SAP fastloader
Enhanced availability of DDL operations like online ALTER of table partition size
Robust REORG with FlashCopy image copy
Tight integration of FlashCopy error handling in Db2
100% zIIP offload for child tasks for SQL SELECT statements that use query parallelism

Enterprise Storage: DS8000 & DS8900F
Storage Designed for IBM Z
Built on decades of Enterprise storage expertise, the IBM DS8000 series is the flagship disk storage system
within the IBM System Storage portfolio. Resiliency capabilities include synchronous and asynchronous data
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mirroring and an integrated Copy Services Manager. Active Volume Protection is a feature that prevents the
deletion of volumes that are still in use. IBM FlashCopy is a feature that allows the creation of volume copies
(and data set copies only for z/OS) nearly instantaneously. Dynamic Volume Expansion simplifies
management by enabling easier, online volume expansion to support application data growth. It integrates
closely with IBM Z and provides features specifically for z/OS, e.g. High-Performance FICON (zHPF) and
parallel access volumes (HyperPAV and SuperPAV). To counteract the growing threat of security breaches,
the latest models have encryption mechanism for data at rest, in flight and for cloud platforms. This is in line
with pervasive encryption on the IBM Z platform. Based on the relevance (or temperature) of data, IBM Easy
Tier automatically and non-disruptively moves data to its most suitable storage tier.
DS8900F Family
The DS8900F family was launched in September 2019 jointly with IBM z15. It provides improved encryption,
disaster recovery, uptime and scalability. Two flexible configurations meet a wide variety of workloads for
different business needs:
• IBM DS8910F is designed to reduce complexity while addressing a wide variety of workloads at the
lowest DS8900F family entry cost. This model can be delivered as a flexible, rack-mountable solution
or in a convenient single rack.
• IBM DS8950F provides superior performance and higher capacity. It’s designed to consolidate all of
mission-critical workloads for IBM Z, IBM LinuxONE, IBM Power Systems and various distributed
environments under a single enterprise storage solution. Consolidation leads to efficiencies of scale.
Integration
Many insurances have grown through acquisition, new products and internationalization. This has resulted in
a wide variety of disparate systems that all need to be integrated and kept close to the enterprise. The
multiplicity of systems and the redundancy of data require seamless integration and excellent data
management methods. SAP for Insurance solutions are open and can be integrated with non-SAP
applications. These applications may also be based on CICS, IMS, or WebSphere.
To the greatest extent possible, the systems should be integrated to minimize hard dependencies between
the application components. Loose coupling allows one component to be replaced with little to no impact on
the other components. It allows components to be reused by other consumers. It also isolates systems to
improve resiliency and allow components to be defined and developed independently.
The Importance of Service-oriented Architecture
Service-oriented architecture (SOA) is an architectural pattern, which requires all exposed functionality to be
published as services in a platform-independent manner. These services can be consumed by other
applications. To utilize SOA at an enterprise level, you need to consider several additional aspects: All
interfaces should be clearly defined, be stable and make use of global (at least landscape-wide) data types.
This facilitates loose coupling and reliability for service consumers and avoids superfluous transformations
caused by technically different but semantically identical information. SOA includes important aspects on the
business application level that need to be planned carefully, such as business process choreography, data
architecture, master-data management, and data and process governance.
Integration Using Open Standards
SAP and IBM offer solutions for SOA-based application integration. A customer scenario today shows that
insurances use SAP Process Integration if the focus is on integrating SAP applications. If the customer focus
is on integrating non-SAP applications, they use Enterprise Integration Services by IBM. Both product
portfolios can be used in combination. The following sections describe them in more detail.
SAP Process Integration
Based on a native Web infrastructure that uses open standards, SAP Process Integration (SAP PI) manages
the diversity of heterogeneous components running in various technology environments. Its integration
capabilities capture shared business semantics and act as a mediator between the services and their
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technical realization. SAP PI includes technical functions, such as Web service discovery, queuing, mapping,
and routing. It also establishes an infrastructure for business process management and high-performance
execution within and across organizational boundaries.
Message-based process integration eliminates the problems of direct connections by extracting shared
collaboration knowledge. These shared business semantics ease the integration of both external and internal
components. Instead of directly coding point-to-point interfaces for each new component, SAP PI allows
customers to plug in new components instantly (one per component). This provides the flexibility that is
mandatory in today’s fast-changing business world, and it reduces integration costs compared to the direct
connection approach.
In particular, SAP provides service-oriented architecture middleware that facilitates communication between
disparate applications. From a logical point of view, SAP’s SOA middleware consists of the Enterprise
Services Repository (ES Repository) and Registry, an enterprise services bus (ESB), and SOA management
tools. With SOA middleware, IT professionals can rely on an open and standards-based platform to
accelerate business integration.
SAP PI is SAP’s implementation of SOA middleware. It has established itself as the SAP platform for
process integration using XML messages for exchange. SAP PI offers a broad spectrum of technology
covering modeling, design, and service bus capabilities with reliable messaging and queuing and an
advanced adapter framework, including adapters for CICS and IMS environments.
SAP PI leverages functions for service enablement and service and process orchestration, and makes
available extensive tools and concepts for SOA management. One of the cornerstones is the Enterprise
Services Repository – the central repository where enterprise service definitions are stored and maintained.
Two installation options are available:
1. Full functional SAP PI installation – (ABAP and Java)
2. Advanced Adapter Engine Extended (AEX) – (Java only)
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Figure 16: Integration Using SAP Process Integration

Enterprise Integration Services by IBM
Pre-built integration capabilities in SAP software can also be combined and enriched with IBM enterprise
integration services, achieving a balanced enterprise architecture approach. The IBM Redbook IBM Software
for SAP Solutions (SG24-8230) – chapter “Enterprise integration services for SAP” – describes in detail
architectural goals, integration scenarios, and available products.
• Web Services (HTTP, HTTPS): HTTP-based Web services are perhaps the simplest way to perform
integration. The interface specification is defined using Web Service Definition Language (WSDL) and
SOAP defines the structure of information exchanged.
• RESTful Services: RESTful services use HTTP methods and create/read/update/delete operations.
RESTful services are commonly used with mobile and Web 2.0 applications.
• MQ / JMS: IBM WebSphere MQ-based Web services have WSDL definitions for the interface and use
the SOAP protocol over MQ transports. These services are ideal for interfaces that operate in an
asynchronous fashion, both batch and individual interaction styles.
• Message-based MQ: Message-based MQ (as opposed to Service-based MQ) is the traditional
approach to using MQ where the messages placed on the queue may be in any format and where the
general context for the message is provided by the queue upon which the message arrives.
• Reliable File Transfer (RFT): RFT is the transport protocol for moving files around the infrastructure
in a centrally controlled manner. It is a replacement for traditional approaches such as FTP and NFS.
RFT can be deployed transparently to the source and destination systems - the systems deal with files
on the local file system and RFT does the work required to get the files where they need to go.
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IBM Integration Bus
IBM Integration Bus (see Figure 17) implements Enterprise Service Bus (ESB) functionality. An ESB is
responsible for providing connectivity and integration logic for transactional interfaces. The primary function
of an ESB is to decouple and isolate the application end-points from one another, increasing the flexibility of
the system and reducing the overall cost of integration.
An ESB performs the following functions:
• Matches and routes communications between services
• Transformation and translation of messages from the source system to the destination system
• Ensuring required security
• Service virtualization of protocols, interfaces, and identities
IBM Integration Bus provides the principal integration platform for connecting SAP systems to other
application components with real-time interactions. It supports both message as well as service brokering
and provides integration through several transports and protocols:
• Integration with SAP BAPI, RFC, and IDoc through IBM WebSphere Adapter for SAP Software.
• Integration with SAP Enterprise Services using Web services.
• Integration with legacy systems using Web services, IBM WebSphere MQ, file system, and database.

Figure 17: IBM Integration Bus

Hybrid Cloud Integration
The proliferation of mobile devices along with the growth of social technologies is creating opportunities for
enterprise businesses to generate revenue by deploying new technologies. Cloud applications are rapidly
developed and deployed. To benefit the business, these innovative applications need connectivity to existing
ERP, CRM, and other business systems for data exchange and process integration.
The figures below show exemplary Hybrid Cloud scenarios with SAP and IBM technologies, respectively.
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Figure 18: Hybrid Cloud Scenario with SAP Cloud Platform (SCP)

Figure 19: Hybrid Cloud Scenario with IBM Cloud

SAP Integration Technologies
There is a huge variety of SAP building blocks to integrate different SAP solutions into larger hybrid
landscapes, e.g. SAP Data Hub or SAP Process Integration. The CIO Guide: Process and Data Integration
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in Hybrid Landscapes provides a comprehensive overview on where process and data integration in hybrid
environments is today and gives guidance on when to use which technology.
IBM Integration Technologies
Following is a list of various IBM solutions that are ready-to-use in a Hybrid Cloud scenario:
• IBM API Management solution provides a complete set of API capabilities, tools, and secure
connectivity options.
• IBM App Connect includes a rich set of connectors to integrate with nearly any source system. One
of these connectors is an SAP connector, which enables two-way communication between IBM App
Connect and the SAP instance. The connector supports Business Application Programming Interface
(BAPI), Remote Function Call (RFC), and Intermediate Document (IDoc) interfaces. These proprietary
SAP protocols are the most commonly used SAP integration interfaces.
• In addition, IBM Cloud offers the Secure Gateway service. It establishes a secure tunnel between the
IBM Cloud organization and the on-premise datacenter network, allowing applications on IBM Cloud to
access selected backend SAP services securely.
• IBM DataPower® is a security gateway appliance that provides access control, integration and
optimized delivery of APIs. IBM DataPower is part of the IBM API Management solution and it includes
the IBM WebSphere Cast Iron connector.
• IBM MobileFirst™ Platform Foundation (formerly known as IBM Worklight®) fully supports this SAP
interface and provides pre-integrated capabilities to automatically discover SAP services exposed by
SAP NetWeaver Gateway and generate integration code adapters as well as mobile application
templates. A guide available at ibm.co/2tD0wYA describes how to set up a mobile app in IBM Cloud,
which is based on MobileFirst Platform, to access SAP business data.
• Alternatively, IBM MobileFirst Platform Foundation allows a direct communication path to SAP using
SAP Java Connector (SAP JCo). This integration approach utilizes a set of pre-built SAP integration
points (BAPIs) that are well established and documented. Therefore, it can be used with SAP
solutions out-of-the-box.
For more information about these technologies, see for instance the IBM Redbook IBM Software for SAP
Solutions (SG24-8230).
Extending ABAP to the Cloud
SAP Cloud Platform
SAP Cloud Platform (SCP) is SAP’s home-grown PaaS solution to easily extend existing business processes
with innovative services (see section “SAP Cloud Platform” on page 34). Hands-on documentation is
available on how to integrate these services with ABAP systems:
developers.sap.com/group.cp-connectivity-neo.html
Extensions via SCP ABAP Environment are particularly attractive since they combine the benefits of a hybrid
cloud deployment with a homogeneous programming environment (see Figure 20).
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Figure 20: Integration of SAP on-premise systems with SCP ABAP Environment

IBM Watson
IBM Watson provides a set of Artificial Intelligence (AI) services for conversation, natural language
processing, visual recognition, data analysis and other purposes. There is a variety of use cases where the
enhancement of SAP business processes and IBM Watson services could be very beneficial, as shown in
the following YouTube videos (which were partly produced with AI):
• Use Watson with SAP to Improve Customer Experience and Fraud Detection
• Leverage Watson Machine Learning to add artificial intelligence to an SAP application
The communication between both technology stacks is done using OData services and REST calls, as
depicted in Figure 21. However, implementing from scratch such an integrated, hybrid service can be rather
cumbersome since a developer needs to ensure the correct mapping of data type and structures, the
handling of errors or the management of user authorizations.

Figure 21: Integration of SAP ABAP environment with IBM Cloud

This is all simplified by using the ABAP SDK for IBM Watson, which is an open source package that forms an
ABAP interface to IBM Watson services (Figure 22). It comes with the following benefits:
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• Rapid utilization of Watson AI capabilities in ABAP programs,
• Minimized integration and data conversion tasks
• Availability with an Apache 2.0 license

Figure 22: ABAP SDK for IBM Watson

Further information is available here:
•
•
•
•
•

Blog: blogs.sap.com/2019/11/08/abap-sdk-for-ibm-watson-step-by-step-tutorial
IBM Watson services: www.ibm.com/watson/products-services
IBM Cloud API references (AI): cloud.ibm.com/apidocs?category=ai
ABAP SDK (NetWeaver): github.com/watson-developer-cloud/abap-sdk-nwas
ABAP SDK (SAP Cloud Platform): github.com/watson-developer-cloud/abap-sdk-scp

Integration of CICS/IMS Applications with SAP
To match even the highest requirements in terms of fast responses to consumer requests, as well as to
execute direct control of transactional boundaries, it may be necessary to use direct point-to-point
connectivity technology. Figure 23 illustrates the architecture of available solutions.
To facilitate point-to-point communication, SAP provides remote function call (RFC), a basic tool for
communication between SAP and non-SAP systems. It manages the communication protocol, data transfer,
and error handling. The RFC software development kit (RFC SDK) is available to build external C/C++
programs that call SAP business functions using Business Application Programming Interfaces (BAPI) or to
implement remote callable external subroutines in an RFC server program.
The SAP Z Connector (SAP ZCO) is based on the RFC SDK Toolkit for z/OS. It extends RFC functionality by
supporting COBOL for CICS TS (CICS Transaction Server), IMS TM (IMS Transaction Manager), or batch
environments on the mainframe.
SAP ZCO can be installed in a z/OS CICS TS, IMS TM or batch environment, or in a WLM environment to
run within Db2 Stored Procedures. In CICS TS, SAP ZCO uses a configurable number of XPLINK TCBs to
support multiple parallel communication channels between CICS and SAP solutions. In IMS TM, it
establishes itself as a communications program in each relevant IMS TM message-processing region. A
simple code generator supports RFC development by generating or COBOL data definitions from BAPI
import/export data structures as well as sample code for BAPI access from existing host transactions and
programs.
With SAP ZCO, one can also create RFC server programs to access CICS or IMS transactions. With this, an
ABAP program can easily call a CICS COMMAREA program or a simple IMS transaction.
For more information about SAP ZCO refer to SAP Note 2808001.
The SAP Java Connector (SAP JCO) is a Java toolkit also based on the RFC SDK. It allows Java
applications that are based on z/OS or Linux on IBM Z to access SAP business functions using BAPIs or
IDocs.
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Figure 23: SAP Connectors on z/OS using SAP Load Balancing

Business Continuity
Today, insurance customers are accustomed to online services being available around the clock. For
instance, they expect to have online access to their insurance policies and – in the event of harm or damage
– they want to be able to interact immediately with their insurance provider. Therefore, business continuity is
important. This is especially the case if a single global instance, for example SAP Claims Management or
SAP Insurance Collections and Disbursements, is used by all worldwide lines of business. In general, the
closer insurance applications are to the customer interaction of an insurance company, the more relevant
business continuity becomes for these applications. Customer relationship management, customer servicing,
and sales channel management–related activities with SAP Incentive and Commission Management for
Insurance are examples.
IBM Z is designed for zero planned and unplanned downtime. Thus, it provides end-to-end availability of
applications and hardware. It offers superior disaster recovery, reliability, and resilience – while lowering the
cost and risk of planned or unplanned outages. Single points of failure are eliminated at all levels – from SAP
business application to the data center. Hardware can be repaired or upgraded without stopping the server.
The maintenance for IBM z/OS and Db2 for z/OS can be applied online including major version upgrades.
Multiple Db2 systems can be collectively restored to the same point in time. In addition, the combination of
IBM’s Geographically Dispersed Parallel Sysplex (GDPS) technology with Db2 data sharing allows
workloads to be moved smoothly to another server, System Storage, or location. Disaster recovery is
integrated using the GDPS technology. Data can be synchronously mirrored and disk systems automatically
swapped to the mirrored site by HyperSwap® technology in the case of a local disaster.
To implement business continuity according to the core business requirements described above, all
infrastructure components must fit together seamlessly. Based on Z hardware and an operating system with
industry-leading quality, subsystems like storage, database, and systems management components are
highly integrated and complete the entire infrastructure solution.
Overview
Figure 24 summarizes the various components involved in a high-end business continuity configuration with
GDPS.
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Figure 24: High-End Continuous Availability and Disaster Recovery Configuration

Table 2 lists the available solutions that can perform the required tasks in various areas:
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Table 2: High-Availability Solutions

Area

Task

Solution

SAP applications

High Availability (HA): Failover of SAP enqueue
to alternative server site, if server of enqueue
table gets lost.

SAP enqueue server with
enqueue table replicated
into the Coupling Facility

Db2 and z/OS

High Availability (HA): Highest database
availability ensured via takeover by an active
server, fully automated and application
transparent.

Sysplex failover and Db2
restart in data sharing
configuration within 10 km
distance (allows to
completely avoid any
recovery process) – longer
distances are viable with
asynchronous CF lock
duplexing

High availability for Db2 Analytics Accelerator for
SAP Business Warehouse

Redundant Db2 Analytics
Accelerators

Site disaster
recovery

Continuous Availability (CA): Keep continuous
availability by site failover enabled with “Global
Mirror” in case of subsystem failure (disk,
controller, link, and so on) in the
local/metropolitan site.

Basic HyperSwap or
GDPS2/PPRC3
HyperSwap with
HyperSwap Manager and
Metro Mirror within 300 km
distance, Remote Pair
FlashCopy

Location disaster
recovery

Disaster Recovery (DR): Disaster recovery by
location failover enabled with “Metro Global
Mirror” in case of major disaster in the geography
(long distance).

GDPS, DS8000 Metro
Mirror, Metro Global Mirror
(MGM), or z/OS Global
Mirror plus Metro
Mirror/PPRC Multi-Target
(MzGM); unlimited
distance.

The following section discusses how different technologies in SAP NetWeaver, Z, and related components
can be used to help ensure business continuity for SAP for Insurance solutions.
Business Continuity Guide
A detailed technical description of all matters related to keeping SAP on IBM Z continuously available is
provided with guide “Business Continuity for SAP on IBM Z”. The latest version “Edition 2020” is available for
download from here:
publibfp.dhe.ibm.com/epubs/pdf/iapacs0c.pdf

1

GDPS: Geographically Dispersed Parallel Sysplex

2

PPRC: Peer-to-Peer Remote Copy (now called Metro Mirror)
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Test of High-Availability Setups
Requirement: Verification of the high-availability setup of an SAP system
Our technology offering: SAP High-Availability Test Tool
Before describing the details of the various SAP and IBM components that contribute to the extremely high
level of availability of SAP running on Z, it is worthwhile mentioning a tool that helps check the robustness of
a setup. The SAP High Availability (HA) Test Tool simulates individual failure conditions by producing a
configurable workload and subsequently creating specific failures. The level of workload, the failure itself,
and a variety of other parameters can be configured to fit most SAP environments. The tool provides logs
and performance numbers to help document the complete test case. For access to the SAP HA Test Tool
and for details of the tool, see SAP Note 2081226. For more information on how to run this tool in Z, see
scn.sap.com/docs/DOC-68121.

SAP Applications
Requirement: Elimination of single points of failure in SAP for Insurance solutions
Our technology offering: Stand-alone SAP central services with enqueue table replicated into the
Coupling Facility, IBM Z System Automation
The SAP NetWeaver architecture allows customers to run multiple instances of application servers on
different hosts. If one fails, another application server takes over the workload.
However, there are so-called SAP central services that are unique to the system and run only on one server.
If they are not available, all SAP applications stop. These SAP central services are the SAP enqueue server
and the SAP message server.
To ensure continuous availability, we recommend that customers deploy the SAP for Insurance solutions
with SAP central services as an independent and movable instance. In the event of a failure or rolling
maintenance, the central services functions can be taken over by another server. The SAP enqueue server
preserves information about the application resources in the enqueue table. By replicating the enqueue table
into the Coupling Facility, these resources are kept highly available and can readily be used if the enqueue
server fails and is restarted on the same or another z/OS LPAR (see SAP Note 1753638). This way, the
takeover of the central services – both planned and unplanned – is completely transparent to all SAP
applications and users.
While SAP provides the failover option, this mechanism needs to be controlled by an automation manager
like IBM System Automation.
Requirement: Minimize downtime when upgrading to new SAP releases or applying SAP
Enhancement Packages / SAP Support Packages
Our technology offering: System HiperSockets, SAP R3trans tool imports packages in parallel, SAP
nZDM & ZDO
As part of the upgrade to a more recent SAP release, or when applying SAP Enhancement or Support
Packages, the SAP update process typically performs many data and table layout changes. SAP
maintenance is carried out by a few parallel processes; hence, the hardware speed is a decisive factor for
the overall runtime of this process.
To minimize downtime, an SAP upgrade should be performed on a fast application server with a fast
connection to the database. This prevents an increase of the elapsed time of the upgrade due to network
latency. We recommend that customers perform the SAP release upgrade on Linux on IBM Z partitions that
are connected to z/OS with HiperSockets. The latter are virtual IP connections within a Z server that avoid
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real network traffic. The superior performance of Z speeds up the HiperSockets performance and hence
significantly reduces the downtime during the upgrade.
Traditionally, the import of transports by R3trans was a sequential process. Enhancements of the SAP import
tool allow you to import packages with many parallel streams thus significantly reducing the technical outage.
Near-Zero-Downtime Maintenance (nZDM)
To reduce the downtime during SAP maintenance even further, SAP has delivered downtime-minimizing
technologies for various SAP applications, which seamlessly works with both single Db2 for z/OS
subsystems and data sharing groups. The following SAP Notes provide more information:
• nZDM for Business Suite/SUM: SAP Notes 1678565
• nZDM for Java: SAP Note 2173488
With nZDM (near-Zero Downtime Maintenance), customers can reach a technical downtime of less than
three hours.
Zero-Downtime Option (ZDO)
In addition, SAP made available a functionality for the ABAP stack called Zero-Downtime Option (ZDO). As
shown in the Figure 25, it reduces the technical outage to just one re-start of the application servers (which is
in the range of only a few minutes).

Figure 25: SAP Maintenance with Zero Downtime Option

This feature is available on request as part of the standard SUM tool. For more details see:
•

SAP Community blog at scn.sap.com/docs/DOC-70923

•

SAP Note 2163060

Db2 for z/OS and z/OS
Requirement: Avoid downtime when migrating to new Db2 or z/OS releases or upgrading Z
hardware
Our technology offering: Db2 data sharing, Coupling Facility
Using IBM Parallel Sysplex with Db2 data sharing, upgrades of IBM Z hardware or of z/OS can be performed
online without stopping the SAP application. The SAP workload can be moved to other Db2 data sharing
members without affecting the SAP applications. Subsequently, the underlying z/OS version or IBM Z
hardware can be upgraded. Similarly, an upgrade of the Db2 release can be performed completely online. A
Db2 data sharing group can temporarily contain Db2 servers of different releases. This allows customers to
upgrade the different Db2 servers subsequently one after the other (rolling maintenance) while the SAP
application remains online. For details, refer to the SAP Best Practice guide attached to SAP Note 2303029
(Migration to Db2 12).
The Coupling Facility that is used for the lock and SCA structures of the Db2 data sharing group should be
failure-isolated from the z/OS systems that serve the data sharing group by running on dedicated hardware.
This ensures best availability and performance of the SAP workloads since these structures do not need to
be system-managed duplexed. Db2 12 introduces asynchronous lock duplexing. This enhancement is
57

targeted to enable stretched Db2 data sharing groups over distances beyond 10 km. The IBM whitepaper
“Asynchronous CF Lock Duplexing with SAP Performance Report from IBM z Systems” describes best
practices how to set it up and shares measurement results with SAP workloads.
Note:

Db2 group buffer pools should be duplexed by Db2.

Figure 26 shows an SAP system with four SAP NetWeaver application servers (SAP NetWeaver AS)
components and three Db2 data sharing members.
The black lines indicate the primary connections. To allow for online Db2 maintenance of members, the
connections can be redirected non-disruptively to other Db2 members.

Figure 26: Db2 Data Sharing

Requirement: Online z/OS maintenance
Our technology offering: z/OS virtualization
Most z/OS corrective services (Program Temporary Fix, PTF) can be applied without stopping the system.
The objective of z/OS Parallel Sysplex is to keep the business applications available even if a single system
needs to be stopped. A Parallel Sysplex can include up to 32 z/OS systems on several physical servers.
Different z/OS maintenance and release levels are allowed within one Sysplex. This allows rolling
maintenance and upgrades.
When planning the SAP software landscape, you need to consider that the database server and the
application servers can be relocated to enable business continuity.
Requirement: Online Db2 maintenance
Our technology offering: Db2 data sharing, seamless database failover function of Db2 clients
Applying a PTF to a Db2 server (or member) usually requires this member to be restarted. The objective of
Db2 data sharing in a Parallel Sysplex is to keep the business applications available even if a single
database member needs to be stopped. Different Db2 maintenance and release levels are allowed within
one data sharing group. This allows rolling maintenance and upgrades.
When planning the SAP software landscape, you need to consider that the database server is configured for
data sharing to enable Sysplex failover support.
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The SAP NetWeaver application server controls the data sharing failover mechanism in an optimum manner
for SAP’s long-running work processes. Starting with Db2 Connect 10.5 FP2, the failover mechanism that is
integrated into the Db2 CLI driver can be used instead (see SAP Notes 1777242 & 2011054 and the best
CLI failover practices available at ibm.co/2CGVSCB). This native CLI failover capability is mandatory when
running Db2 12 for z/OS. Note that it provides more seamless failover characteristics for unplanned failover
since it is able to non-disruptively continue executing many transactions that are read-only or that process
the first data changing SQL statement at the time of the failure. For SAP applications that use Java workload,
like SAP PI or SAP Enterprise Portal, the IBM Java database connectivity (JDBC) driver natively provides
seamless and cascaded failover functions that are optimized for SAP workload.
In addition, the Db2 utilities that perform data maintenance – for example, to re-cluster tables – are online
utilities that can run concurrently with the application and do not restrict read or write access to the data.
Requirement: Instant takeover by a different database server when a database server is terminated
Our technology offering: Db2 data sharing
SAP fully embraces the data sharing functionality of Db2 for z/OS by utilizing the failover mechanisms
mentioned in the preceding section. If SAP application servers lose their connection to the Db2 server, they
instantly reconnect to another Db2 server in the same data sharing group. As the Db2 servers in a data
sharing group can concurrently access data and have the same permissions, SAP NetWeaver application
servers can reconnect immediately to another Db2 server and do not have to wait until all open activities of
the Db2 server to which they were connected beforehand have been rolled back. For fastest failover, the
Db2 servers of the data sharing group should run in an active/active configuration.
Requirement: High availability for IBM Db2 Analytics Accelerator for z/OS
Our technology offering: Db2 synchronization with multiple accelerators
IBM® Db2® Analytics Accelerator is a high-performance component tightly integrated with Db2 for z/OS®. It
delivers high-speed processing for complex Db2 queries to support business-critical reporting and analytic
workloads. The Accelerator transforms the mainframe into a hybrid transaction and analytic processing
(HTAP) environment. It drives out cost and complexity and enables analytics on transactional data as it is
generated. Leverage your business-critical data where it originates to integrate real-time insight with realtime operational decisions.
A key feature in Db2 Analytics Accelerator is the capability to balance query routing from a Db2 for z/OS
subsystem to multiple attached accelerators. The option to share one or more accelerators between multiple
Db2 for z/OS subsystems provides flexible deployment patterns. If one accelerator becomes unavailable, an
accelerator that contains the same data as the failing one can provide RTO = 0.
Requirement: Automation mechanisms ensure that components required to run SAP solutions are
always active
Our technology offering: IBM System Automation
An SAP software landscape has many components distributed over multiple systems with many
interdependencies. Operating large SAP landscapes is complex and requires highly skilled staff members.
There is a real need to simplify the operation and automate standard tasks. As more SAP applications are
added, this need becomes even more important. In addition, simplifying the operation of an SAP landscape
helps meeting service-level agreements and reduces costs because it relieves operations staff of manual
repetitive tasks that are error-prone.
IBM System Automation for z/OS (SA z/OS) offers system-wide benefits by simplifying the operation of the
entire SAP landscape. This is particularly important when there are multiple SAP applications to manage. SA
z/OS ensures that all dependencies are resolved, and processes are started in the right order. The goal-
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driven design of SA z/OS provides both speed and a high degree of automation while avoiding the
complexity of scripted automation tools, hence reducing automation errors.
In the event of a failure, SA z/OS calculates the right sequence of actions to recover from the failure and
considers the specific requirements to preserve the state of the SAP central services on takeover. The
operator is always informed about the aggregated status of the business applications. In the event of
problems, the operator can easily navigate down and identify the failing component.
SA z/OS delivers “best practice” automation policies that can be easily adapted for a specific SAP system
using an implementation wizard. It is also the base for the disaster recovery solution GDPS.
Requirement: Compensate data logically corrupted by an application error
Our technology offering: Db2 system-level backup, IBM DB2 Cloning Tool
In large enterprise environments, it is usually not an option to perform a general prior-point-in-time recovery
in a production system since it is not acceptable to lose clean transaction data. However, a transaction itself
may have logically corrupted the data due to an application or user error.
In cases where the logical corruption can be pinpointed to a few tables, the best approach is to have SAP
experts analyze the situation and come up with correction programs that recover the data corrupted by the
transaction in error. To facilitate the analysis of the logical error, it often helps to clone the database into a
forensic analysis system and to perform the analysis in that system. Additionally, it is best practice in a highend application system to provide a shadow database of the most recent physically and logically intact
database in a dedicated online environment.
In a cloned system, a recovery to a prior point in time can also be performed without affecting production
data. With Db2 for z/OS, the DB2 Cloning Tool can be used to facilitate and to accelerate the creation of Db2
system clones. In the Db2 system clones, you can then perform the recovery to any prior point in time, which
essentially is a shadow database with arbitrary delay.
Requirement: Fast and non-disruptive backup and automated database recovery to any point in
time
Our technology offering: Db2 system-level backup, DS8000 FlashCopy, z/OS DFSMShsm4, IBM DB2
Recovery Expert for z/OS
For fast and non-disruptive backup and recovery, the Db2 utilities for backup, restore, and recovery are fully
integrated within the database engine and IBM storage management. The Db2 utilities BACKUP SYSTEM
and RESTORE SYSTEM have been specifically developed for SAP solutions to take online backups and to
perform a point-in-time recovery at the Db2 system level. Internally, the BACKUP SYSTEM utility invokes the
fast replication services of z/OS DFSMShsm that natively call DS8000 FlashCopy functionality (or something
equivalent) to produce a very fast and non-disruptive backup without consuming server resources. The
BACKUP SYSTEM utility is completely online and allows read as well as write access to the Db2 data for
concurrent applications. In addition, the Db2 log is not suspended, nor is Db2 put into a special mode, which
may require additional logging.
The backups can be written to disk or tape. All this is controlled by Db2, which provides a single point of
control. To speed up the creation of physical backups, you can exploit the DS8000 function to create
incremental FlashCopy backups. With incremental FlashCopy, only changed data is copied. In general, it can
be advantageous to make an incremental FlashCopy backup before the end of period closing processing of
an SAP application.
In high-end environments, production systems are virtually never recovered to a prior point in time. However,
there may be the need to recover a test system to a point in the past. In addition, certain tables of the SAP
database may need to be recovered in another Db2 system to analyze data that was corrupted. The

4

DFSMShsm is a component of z/OS that manages FlashCopy for Db2.
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adjusted data may then be merged back into the production system. With Db2, a point-in-time recovery can
be performed by the integrated utilities. Db2 can even restore individual tables based on the system-level
FlashCopy backups created by BACKUP SYSTEM. We recommend that you use the DB2 Recovery Expert
for z/OS for a more comfortable backup and recovery solution, which can also recover dropped tables.
Requirement: Federated database recovery or federated database clone to any point in time for
related SAP applications
Our technology offering: Db2 system-level backup, IBM Parallel Sysplex, Z’s Server Time Protocol
facility
SAP applications are typically not isolated systems but part of business processes. If data is logically
corrupted, you may need to undo a whole business process. Since multiple systems running SAP
applications and databases are involved, this means that a federated recovery of related databases needs to
be performed that consistently recovers all affected systems to the same point in time. Since it is usually not
acceptable to perform a recovery to a prior point in time for entire SAP production systems - as this would
mean that committed and clean data gets lost - this task would best be accomplished in database clones of
the production systems. The corrected data can then be brought back into the SAP production systems.
To accomplish this task, Db2 allows you to specify the recovery target point as a GMT timestamp. The
timestamps of all Db2 systems that run on the same Parallel Sysplex are deduced from the same time
information, which is based on the Server Time Protocol. Therefore, the log records of the different Db2
systems are properly sequenced in time. A federated point-in-time recovery of all Db2 systems involved in a
business process that needs to be undone is thus viable. Using the same approach, you can also create a
consistent set of SAP system clones on another Sysplex that represents the identical prior point in time.
As it is often not an option to recover the complete database in a productive environment, as other
transactions must not be affected, the federated point in time recovery can be performed in clone systems
and the changed data fed back into the production systems.
A similar task is to create a federated clone of related SAP/Db2 systems to a prior point in time. This way the
state of an SAP production environment can be reconstructed in test reflecting a prior state, which allows you
to perform end-to-end tests or to investigate logically corrupted data. The SAP Casebook - Tightly Integrated
DB2 Backup, Recovery and Cloning describes this topic in detail.
Requirement: Fast shutdown and restart of your system
Our technology offering: IBM Z System Recovery Boost
System Recovery Boost is a new feature that is implemented within the IBM z15 CPC firmware. It delivers
improved overall system and application availability by minimizing the downtime that results from a system
shutdown and subsequent restart operations. During a planned or unplanned system restart, System
Recovery Boost realizes the following benefits:
• Delivers higher processor capacity for a limited time following an IPL
• Shuts down the system substantially faster than any prior Z machine
• Helps restart and recover the middleware environment and client workloads substantially faster than
on any prior Z machine
For more information, see Figure 27 and IBM Redbook www.redbooks.ibm.com/abstracts/redp5563.html.
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Figure 27: Typical IBM Z System Recovery Boost timeline

Disaster Recovery
Requirement: Continuous availability by site failover enabled with “Metro Mirror” in the event of
subsystem failure (disk, controller, link, etc.) in the local/metropolitan site
Our technology offering: DS8000 Metro Mirror, DS8000 Remote Pair FlashCopy, GDPS CA & DR
solutions, TotalStorage Productivity Center for Replication (TPC-R)
In a metropolitan infrastructure landscape, SAP and Db2 for z/OS provide application failover across multiple
servers. The storage subsystems, however, are coupled by high-speed fiber links under control of the
synchronous Metro Mirror technology.
GDPS/PPRC HyperSwap Manager helps simplify the control of the data replication environment in a single
Sysplex within a data center or across two sites at supported distances. The GDPS HyperSwap Manager
enables seamless takeover in the event of a storage or subsystem failure (see lower part of Figure 28). No
operator interaction is required and a very large number of devices are swapped non-disruptively within a
few seconds, including all application- or system-relevant information. The SAP applications remain online
and keep using the same device addresses. No data is lost, and data consistency is maintained.
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Figure 28: Continuous Availability and Local / Metro Disaster Recovery

DS8000 Remote Pair FlashCopy can seamlessly combine the FlashCopy technology, which serves to create
backups for Db2, with the Metro Mirror technology that mirrors the data permanently. Rather than physically
copying the data as part of the FlashCopy background processing on the primary site and mirroring all
changed volumes to the secondary site, it sends the FlashCopy command to the secondary site. Then the
volumes are physically copied by FlashCopy processes on both sites independently. This reduces the
network traffic and ensures at the same time that all volumes are in full-duplex mode, which allows GDPS to
invoke HyperSwap when necessary.
GDPS provides all the necessary management functions, error detection, and freeze operation to keep data
and transactions consistent. It can even automatically provide additional server capacity to minimize the
outage and the service quality. Thus, very complex processes in a large-scale environment can be organized
and automated worldwide.
Since GDPS can also manage Linux on IBM Z partitions, running SAP application servers on Linux for IBM Z
enables a holistic disaster recovery solution (see Figure 29).

Figure 29: Linux on IBM Z – Simplified Disaster Recovery (DR) Mechanism

Requirement: Disaster recovery by location failover enabled with “Metro Global Mirror” in the event
of a major disaster in the geography
Our technology offering: DS8000 Metro Global Mirror, GDPS
To comply with legal regulations – particularly in the banking/insurance industry – enterprises must provide
an even more secure data-center topology (which is also known as “multi-site Metro Global Mirror topology”)
to prevent major data loss, ensure uncompromising data integrity for consistent application restart and
provide near continuous availability regionally and disaster recovery at extended distance from either region.
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The storage subsystems are linked across an unlimited distance to a very remote and secure site.
Typically, the data is mirrored in cascading form in asynchronous mode from the secondary or primary site to
the third site. An additional server - which could be a test system under normal circumstances - takes over
the workload from the failing location (see lower part of Figure 30). RTO5 (Recovery Time Objective) and
RPO6 (Recovery Point Objective) can be minimized according to the enterprise service level. They depend
on the bandwidth, throughput, and online workload.
The GDPS solution umbrella is designed for CA (continuous availability) in a 3-site or even 4-site
implementation option. Whilst 3-site MGM ("metro global mirror") provides CA for site disasters and DR for
regional disaster, the 4-site solution implements across four physical or logical datacenters CA and DR when
running from any site. To summarize the major difference between 3-site and 4-site: 3-site is designed for
near-continuous availability within the region and RPO seconds and RTO less than one hour for unplanned
region fail-over. 4-site is designed for near-continuous availability within either region and RPO seconds as
well as RTO less than one hour for unplanned region fail-over (see Figure 31).

Figure 30: Continuous Availability and Global Disaster Recovery in a 3-Site Topology

5

RTO defines how long you can afford to be without your systems, from initial disaster declaration to having critical business processes
available to users.
6

RPO defines the amount of data loss deemed acceptable in the event of a disaster failover scenario.
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Figure 31: Continuous Availability and Global Disaster Recovery in a 4-Site Topology

Once again, GDPS provides all the necessary management functions, error detection, and freeze operation
to keep data and transactions synchronous.
Scalability and Performance
SAP applications are often used heavily in productive environments, resulting in a very large number of
transactions that have to be handled with good and reliable performance. In a typical scenario, a mixture of
different types of transactions is triggered from different channels. Huge volumes of incoming and outgoing
payments triggered from the policy management and claims management areas have to be handled in
parallel to sales and service requests from customers via the internet or from agents and brokers using an
internal Enterprise Portal. In addition, many online inquiries like contract or claims lookups or customer file
searches have to be handled in parallel.
In parallel to real-time system interactions, regular processes on a large number of transactions may have to
be managed. These processes often have to be executed while the system is fully available for direct human
interaction. Furthermore, there is the need to access and extract data from the system, for example to
provide this data to a warehouse or legacy systems, or to provide the data for regular reporting.
Performance Studies and References
It is an ongoing effort of the SAP on Z performance team in the IBM Poughkeepsie Lab to measure and
optimize large SAP workloads on Db2 for z/OS. Workloads of new SAP releases are executed as well as
existing SAP releases on new versions of Db2 or Z. The goals are to make sure that the workloads run
smoothly as well as to continuously optimize the performance and scalability of the SAP on Z solutions.
Some of the scalability tests significantly exceed the size of current real-life systems. This allows the
development teams to identify and remove bottlenecks before customer workloads hit them. It is worth noting
that while certain SAP applications are used to run measurements, e.g. Banking Services from SAP, the
results often apply to other SAP workloads as well since they share many characteristics. The following
whitepapers describe the results of SAP measurements on IBM Z in recent years:
• Performance Evaluation of Huffman Compression with SAP Banking
• Performance Evaluation of SMC-D with SAP Banking
• SAP Customer Relationship Management 7.0
• Performance Evaluation of SAP Application Servers on Z
• Asynchronous CF Lock Duplexing with SAP Performance Report
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• Leveraging IBM Z Scalability for SAP Insurance Policy Management
• SAP Insurance Analyzer
• Leveraging IBM z Systems Scalability for SAP for Insurance (webcast)
• Performance Report on Exploiting SMT for SAP Application Servers
• Performance Report on Exploiting Large Memory for DB2 Buffer Pools with SAP
• DB2 11 for z/OS with SAP Performance Report
• IBM Z and System Storage Server DS8870: SAP Bank Analyzer 8.0 AFI Current Accounts Tests
• SAP Bank Analyzer 8.0 AFI Loan Tests
• SAP Bank Analyzer 7.0 Tests
Overview

Table 3 shows the topics covered in this chapter, listing the available solutions that can perform the required
tasks. For more information, see the sections below.
Table 3: IBM Z technologies to manage performance and scalability of SAP applications

Area

Task

Solution

Scalability

Consolidate SAP and nonSAP workload

IBM Z hardware and software technologies

Scale beyond single server

IBM Parallel Sysplex, Db2 data sharing, multiple
SAP application server instances per SAP system

Cope with large amounts of
data

Db2 partitioning, SAP framework for parallel
processing of mass data, multi-rack Db2 Analytics
Accelerator

Speed up time-critical dialog
transactions and batch jobs

IBM Workload Manager for z/OS (WLM)

Best performance for SAP
dialog steps

SAP NetWeaver asynchronous update protocol, Db2
table partitioning, Db2 very large buffer pools,
HiperSockets for minimized network latency

Peak processing

IBM Z Capacity on Demand

Balanced I/O performance for
large tables

DS8000 HyperPAV and Multiple Allegiance

Superior I/O performance for
large tables and indexes

DS8000 Solid State Drives (SSD)

Reduced stress on Db2
memory and I/O subsystem

IBM Z hardware-based data compression for Db2

Mass data load processes
(e.g., Bank/Insurance
Analyzer)

Db2 very large buffer pools, 1 MB and 2 GB virtual
pages

Performance
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Area

Task

Solution

Improve performance of SAP
for Insurance applications

Optimized use of number ranges

Business Warehouse (BW)
load performance

Automatic SAP BW mechanism to optimize dropping
of indexes; fast and parallel index rebuild;
accelerated activation of DSOs

Business intelligence query
performance

IBM Db2 Analytics Accelerator

Business Warehouse (BW)
load performance

Automatic SAP BW mechanism to optimize dropping
of indexes; fast and parallel index rebuild

Accelerate Db2 log write for
large transactional SAP
workloads which are executed
with synchronously mirrored
data

IBM zHyperWrite

Scalability
Requirement: Consolidate SAP and non-SAP workload
Our technology offering: Workload consolidation on IBM Z
Most data centers today run their workloads across multiple platforms for optimal alignment of the workload
and platform characteristics. While this approach utilizes the different strengths of the server technologies
available, it can lead to added complexity and to a lack of integration across workloads. This issue becomes
more problematic with the complex multi-tier applications (e.g. SAP) that businesses increasingly rely upon.
IBM Z allows the consolidation of all types of workloads into a single server environment. It is possible to run
SAP and non-SAP workload on the same machine completely separate from each other and without any
interference. Highly sophisticated technologies are in place for all hardware and software components to
ensure that capacity and priorities are distributed and governed as intended (see Figure 32). As virtualization
technology for Linux, both z/VM® and KVM can be leveraged. z/VM takes full advantage of all hardware
characteristics of IBM Z and provides sophisticated administration capabilities. KVM provides open source
virtualization for IBM Z, which allows you to take advantage of standard KVM skills. For more information on
z/VM and KVM, see SAP Notes 1452070 (z/VM) and 2196056 (KVM). Recommended settings for z/VM are
listed in a document that is available here: ibm.co/2P43Xnn
To provide additional capacity to consolidate large workloads, SMT (Simultaneous Multithreading) is
available for Linux workloads and for Db2 workload executed on zIIP.
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Figure 32: IBM Z Consolidation Options

Requirement: Scalability beyond the limitations of a single physical database server
Our technology offering: Scalability through Db2 data sharing and IBM Parallel Sysplex
The unique data sharing characteristic of Db2 for z/OS that supports a high-availability environment also
enables you to scale beyond the limitations given by the boundaries of one physical database (DB) server.
One Db2 system can span multiple Z servers (see Figure 32). This is achieved with Db2 data sharing, a
unique hardware-assisted Z feature. If the capacity of a single server reaches its limit, up to 32 z/OS systems
on multiple (up to 32) Z servers can be clustered and still managed like a single image. Systems can
dynamically be added to the cluster without interrupting operations. Administrative efforts will not necessarily
be increased, but if they do, then only very marginally. This is called Parallel Sysplex.
The Parallel Sysplex combines two critical Db2 capabilities that provide virtually unlimited scalability: the first
is parallel processing, and the second is enabling read/write data sharing across multiple systems with full
data integrity.
Requirement: Efficiently process very large amounts of data
Our technology offering: Db2 partitioning, SAP framework for parallel processing of mass data, Db2
Analytics Accelerator
Large transaction volumes also mean that very large amounts of data are created and managed efficiently.
Partitioning large database objects helps significantly to improve the manageability of the database. This is
particularly the case if the indexes are partitioned like the tables using Db2 data-partitioned secondary
indexes. Regular tasks (for example, table reorganizations or the collection of database statistics, and so on)
can run in parallel on those large tables. Db2 12 extends the maximum partition size for range-partitioned
tables to 1 TB. Such a table can grow up to 4 PB.
In addition, the efficiency of a Db2 data sharing environment with multiple Db2 servers (members) can be
improved significantly by making use of partitioning in the application. The application runs more efficiently if
each database member accesses only a subset of the data – in other words, only a subset of the partitions –
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while the data is being processed. For example, there are guidelines available on how to best partition the
RFC tables. For more information, see SAP Note 1406689.
Having two or more Db2 members also means that the buffer pools of those two members have to be kept
synchronized, which naturally causes some overhead. Accessing the same data pages from different
members implies that this data is loaded and cached on both members. This, in turn, requires additional
memory for all Db2 buffer pools. It has a significant impact, especially in workloads where a large amount of
data is created and changed. Typical examples are regular processes like the payment run.
These workloads are processed by making use of the framework for parallel mass data processing, which
automatically distributes the workload to a configurable amount of batch processes. The usage of the
framework already significantly simplifies the administration and management of these processes. Moreover,
it increases the processing efficiency because the distribution is done in such a way that the application code
running on a specific application server predominantly accesses only data from a small subset of partitions.
Since application servers are always connected to specific Db2 members, the overhead mentioned above is
avoided largely. It is done on a purely technical layer without compromising the flexibility in the software. This
way, the resource requirements for especially resource demanding periodic processing are reduced
significantly, for example at the end of a month, quarter, or year.
If SAP workload is accelerated using the Db2 Analytics Accelerator, the relevant tables are replicated to it.
To ensure there is no scalability limit, multiple hardware racks of Db2 Analytics Accelerator can be
seamlessly combined so that it can process more than 1 PB of data.
Requirement: Improve performance of SAP for Insurance applications
Our technology offering: Application enhancements to make better use of number ranges
SAP Policy Management and SAP Collections and Disbursements depend on the efficient use of number
ranges. This processing has been optimized to take advantage of extended number ranges for large
workloads and to process buffering in parallel. The enhancements were delivered via SAP Notes 2299651,
2299782 and 2290679.
Performance
Requirement: Process time-critical SAP transactions with higher priority
Our technology offering: z/OS Workload Manager (WLM), a component of z/OS
Real-time transactions from different channels must be handled with a reliable, very fast response time. In
addition, the elapsed time of SAP batch jobs can be crucial. Some of the steps of business process chains
may run in parallel with some parallel steps doing more work than other steps.
For example, the SAP Insurance Collections and Disbursements transactions VYSPA for debit positions and
FPY1 for payment runs usually take the longest amount of time and need to complete before subsequent
processes can start.
SAP NetWeaver supports the unique possibilities of WLM to control these different workloads and process
them with different priorities. WLM classification rules can be defined that favor certain SAP transactions or
transactions started by certain SAP users. In addition, WLM allows maximum utilization rates of up to 100%,
with the most important work being handled first.
Note: For the integration of different channels, typically different technical SAP users are used for each
channel.

69

Requirement: Best performance for SAP dialog steps
Our technology offering: SAP NetWeaver asynchronous update protocol, Db2 table partitioning,
Db2 very large buffer pools, HiperSockets for minimized network latency
For best performance of SAP dialog steps that are processed for SAP end users, SAP provides the
asynchronous update protocol, which is typically used by SAP ERP applications. Data changes are not
immediately performed in the database tables holding the data but are first written to asynchronous update
protocol tables (VBHDR, VBDATA, and VBLOG). This ensures that the response time as perceived by the
end user is very fast. As an asynchronous task, the UPD work processes then propagate the changed data
to the regular tables.
To optimize this processing for Db2 data sharing, the asynchronous update protocol tables like VBHDR,
VBDATA and VBLOG can be partitioned according to the SAP application server names (see SAP Note
122599).
Very large Db2 buffer pools allow you to accelerate the performance of SAP online transactions as they
reduce the amount of synchronous I/O processes, which would result in longer elapsed times of the SAP
transactions. Since, IBM z13 and z/OS 2.2 up to 4 TB of memory per LPAR have been supported.
For SAP online workloads that perform a large number of database requests for each execution of an SAP
transaction, which is the case for SAP CRM for example, HiperSockets can be instrumental in optimizing the
elapsed time of the SAP transactions by cutting down the network latency.
Requirement: Provide extra computing capacity at periodic peak processing
Our technology offering: IBM Z Capacity on Demand
Periodic processing tasks like HR payroll or financial industry batch jobs at the end of month, quarter or year
additionally handle a huge amount of data and therefore create peaks in the resource requirements. Z
servers provide just in time, non-disruptive deployment of additional computing capacity, known as Capacity
on Demand. Capacity on Demand allows for more flexibility, granularity, and better business control over the
infrastructure - both operationally and financially.
One Capacity on Demand offering is Capacity for Planned Events. This offering is especially designed for
planned peaks like the periodic end-of-period processing of SAP solutions. It allows customers to activate
additional capacity for up to 72 hours.
Requirement: Massively parallel I/O processing for crucial SAP tables
Our technology offering: DS8000 HyperPAV and Multiple Allegiance
With high volumes of transactions, some of the central tables used are processed concurrently at very high
rates. Since these tables are usually large, the processing results in high I/O workload in the underlying disk
system. To ensure consistent response times and to avoid I/O bottlenecks for the logical volumes that are
used to store the Db2 tables, various capabilities of the IBM DS8000 disk system are exploited. DS8000
HyperPAV provides significant performance enhancements by enabling dynamic simultaneous processing
for multiple I/O operations to the same logical volume from the same z/OS system. Multiple Allegiances
supports I/O requests from multiple z/OS systems to be concurrently active against the same logical volume.
Requirement: Superior I/O performance for large tables and indexes
Our technology offering: DS8000 High-Performance Flash
In the storage hierarchy, multiple buffers and caches aim to avoid having to access data synchronously from
disk drives. So, Db2 buffer pools are used to buffer Db2 pages for reuse from z/OS real storage. In addition,
if there is a Db2 buffer pool missing, DS8000 provides large caches with the goal of satisfying the data
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access from the cache. However, for large enterprise environments with huge amounts of data, it is often not
realistic to contain all relevant data in Db2 buffer pools or DS8000 caches.
To address this need, DS8000 provides Solid State Drives (SSD), which exploit NAND flash semiconductor
memory technology. They can be used instead of or in combination with spinning hard disk drives (HDDs).
Since SSDs have no moving parts, they provide better performance than HDDs. Like spinning disks, they
provide random access and retain their data when powered off. Another aspect of having no moving parts,
SSDs require less energy to operate than HDDs. The latest generations of DS8000 – starting with DS8870 –
introduce High-Performance Flash that provides a new and higher standard of flash performance. This is
accomplished by directly attaching them to the PCIe fabric, which also increases the bandwidth compared to
standard Fibre Channel-attached storage enclosures.
If not all tables and indexes of a Db2 system can be assigned to Flash storage, we recommend that you use
z/OS Resource Measurement Facility (RMF™) reports to identify the data sets with most random read
accesses. You should then define ACS routines to assign these objects to Flash. In addition, Db2 has a
detection mechanism to identify tables and indexes automatically at the partition-level that are located on
SSD. This is then taken into consideration by Db2 to optimize the processing, e.g. to adapt the frequency to
reorganize tables.
Requirement: Reduce database memory consumption and I/O workload
Our technology offering: Z hardware-based data compression for Db2
Huge SAP workloads can put big strains on the memory consumption of the database and on the disk
system as the I/O workload is typically large.
To address this, Db2 provides hardware-assisted data compression. The data resides in compressed format
both on disk and in the Db2 buffer pools in memory. Besides saving disk storage, this capability delivers
benefits on all elements of the stack:
• Disk savings
• Db2 buffer pool savings
• I/O path savings
• More efficient data page prefetching
• Less Db2 logging
Due to the unique hardware functionality, there is virtually no CPU overhead. The compression ratios of SAP
customers typically exceed 60% across all tables. Db2 can also compress indexes. Follow SAP Note
1405469 to compress the indexes of PSA tables in SAP BW. For a general methodology for identifying
indexes to be compressed, also refer to SAP Note 1405469.
Requirement: SAP Business Warehouse load performance
Our technology offering: Automatic SAP Business Warehouse mechanism to optimize dropping of
indexes; fast and parallel index rebuild; Z hardware-based data
compression for Db2
Scenarios in which business warehouses are integrated with operational systems, like contract or sales force
management, are often characterized by large volumes of data that have to be transmitted between the
applications: even if only a few attributes are changed, customers typically load the complete information
content from the operational system into the business warehouse. Therefore, a high load throughput is
crucial for SAP BW.
The SAP BW load performance is usually fast with Db2 for z/OS due to efficient logging and I/O. In addition,
loading into SAP BW is optimized with Db2 for z/OS since it automatically determines whether table indexes
are better kept or dropped. This aims at minimizing the elapsed time of the load process. If SAP BW
determines that indexes should be dropped, then it also takes care of rebuilding these indexes in parallel
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after the data has been loaded. Moreover, the Db2 partitioning feature supports limiting administrative tasks
like updating database optimizer statistics to relevant partitions. This reduces batch-processing elapsed time
to a minimum.
Requirement: SAP Business Warehouse query performance
Our technology offering: IBM Db2 Analytics Accelerator
IBM Db2 Analytics Accelerator is an IBM offering that enhances Db2 for z/OS and accelerates complex
queries on selected tables. It is a combined hardware and software solution that can reduce response times
for Db2 for z/OS database queries by an order of magnitude. The purpose of the accelerator is to store data
being processed by OLAP queries and execute previously long-running queries originating from Db2 for
z/OS on the accelerator. It is an integral part of the SAP BW implementation.
For more information, see and SAP Note 1861115.
Requirement: Accelerate Db2 log write for large transactional SAP workloads which are executed
with synchronously mirrored data
Our technology offering: IBM zHyperWrite
For high-end transactional SAP workloads that accomplish high data change rates, being able to write the
database log efficiently is crucial. This also applies to the typical scenario that the data center is mirrored for
Disaster Recovery purposes. With Db2 for z/OS accessing disk systems that exploit Metro Mirror for
synchronous replication of data changes at the disk-level, all Db2 log writes need to be synchronously
mirrored to the secondary disk. zHyperWrite is designed to accelerate Db2 log writes in Metro Mirror
environments. It is implemented as a synergy between Db2, z/OS and DS8880 with GDPS or TPC-R
HyperSwap and is delivered via z/OS APAR OA45662 and Db2 APAR PI25747.
Operations, Monitoring and Cloud Technologies
Overview
Running a high-performance SAP landscape involves a variety of daily tasks for system operators and
administrators. An automated system infrastructure lowers total costs by reducing the incremental costs of
additional workload. Centralized management simplifies the IT infrastructure – requiring less disk storage,
space, and power. Self-managed workload across systems frees your IT professionals to handle other tasks.
Efficient operations and monitoring, which reduce operational costs and ensure the quality and
reproducibility of operations, are based on automation provided by SAP, IBM Z, and the IBM System
Automation technology.
This section describes tools for the daily tasks of operators and system administrators. An important aspect
that reduces operational costs and ensures the quality and reproducibility of operations is automation.
Monitoring is the basis for performance optimization.
Table 4 lists the available solutions. For more information, see the sections below:
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Table 4: Operational and monitoring tasks

Area

Task

Solution

Systems
Monitoring and management of SAP
Management landscapes
Daily
operations

Automation of operator tasks

IBM System Automation

Automated job scheduling

SAP Central Job Scheduling by Redwood

Automated job scheduling including nonSAP workload

IBM Tivoli Workload Scheduler

Monitoring,
Monitoring of SAP Business Applications
performance,
and
Monitoring of SAP NetWeaver
accounting

System
maintenance

SAP NetWeaver Landscape Management

SAP Solution Manager
SAP CCMS (component of SAP
NetWeaver)

Monitoring of SAP database

SAP DBA Cockpit, IBM InfoSphere®
Optim™ Query Workload Tuner for Db2 for
z/OS, IBM Tivoli OMEGAMON® XE for Db2
Performance Expert

Monitoring of runtime environment

IBM Tivoli OMEGAMON XE suite

Accounting of SAP database
transactions

IBM Tivoli OMEGAMON XE for Db2
Performance Expert on z/OS

End-to-end monitoring of SAP/Db2
transactions

IBM Tivoli OMEGAMON XE for Db2
Performance Expert on z/OS

Online z/OS and Db2 maintenance

IBM Parallel Sysplex and Db2 data sharing

SAP kernel update

SAP rolling kernel switch

SAP application update

SAP enhancement packages

Selective upgrade of database

Db2 Continuous Delivery

Database cloning

DB2 Cloning Tool

Systems Management
Requirement: Monitoring and management of SAP landscapes
Our technology offering: SAP NetWeaver Landscape Management
Integration of SAP NetWeaver Landscape Management with IBM Systems Director and Z Hardware
Management Console enables end-to-end monitoring and allows a topology view of the SAP landscape. The
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SAP administrator can navigate through the topology starting from various angles and perform management
tasks, for example starting with the SAP system, its application server instances, their virtual and physical
hosts, or vice versa. Furthermore, selected virtualization management tasks are provided to the SAP basis
administrator as self-services.
Daily Operations
Requirement: Automation of operator tasks
Our technology offering: IBM Z System Automation and IBM PowerHA
Automation makes operations more efficient. Automation eliminates operator errors. Start and stop
sequences and dependencies are defined once and tested. During their daily work, operators do not need to
know and consider these dependencies. Planned downtime is kept to a minimum due to the fast and
automatic resolution of dependencies.
IBM Z System Automation and the IBM PowerHA family cover the SAP database server on z/OS as well as
SAP NetWeaver AS and additional components on all Power platforms namely Linux IBM Power, and AIX.
End-to-end automation spans platform boundaries. The operator is always informed of the aggregated status
of the business application. If problems arise, the operator can easily navigate down to and identify the
failing component.
Requirement: Dashboard for monitoring and operation of automated SAP resources
Our technology offering: Service Management Unite Dashboard user interface
Service Management Unite (SMU) uses dashboard technologies to visualize the state and to operate on
SAP resources that are automated via System Automation. In addition, you can use it to drill down into
System Automation resources for deeper analysis. For more details, refer to the following link:
www.ibm.com/software/products/en/ibm-service-management-suite-for-zos
SMU allows you to create customized dashboards for specific components of an automation domain. An
example of such a customized dashboard for an SAP System HA1 is shown in the screenshot below (Figure
33).

Figure 33: Service Management Unite Dashboard for SAP System HA1
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Requirement: Automated job scheduling
Our technology offering: IBM Tivoli Workload Scheduler or the SAP Central Job Scheduling by
Redwood
Business process automation requires real-time, event-driven job scheduling across a landscape with an
end-to-end view, including tasks within SAP applications and outside of them.
SAP Central Job Scheduling by Redwood provides a central point of control and lets you manage and
operate business processes across both SAP and non-SAP software environments.
IBM Tivoli Workload Scheduler provides an enterprise-level workload automation backbone, which not only
supports SAP applications, but also integrates perfectly with the z/OS job scheduling system, z/OS Workload
Management, and IBM System Automation.
Monitoring, Performance, and Accounting
Requirement: Monitoring of SAP business applications
Our technology offering: SAP Solution Manager
SAP Solution Manager is a centralized solution management platform that provides the tools, the integrated
content, and the gateway to SAP that you need to implement, support, operate, and monitor your SAP
solutions in the IT landscape. It helps minimize risks and reduce your total cost of ownership (TCO).
SAP Solution Manager runs in your solution landscape and facilitates the technical support of your SAP
applications. The focus is to provide support during the entire solution life cycle.
Key capabilities are:
• Implementation services for SAP applications
• Global rollout management
• Customizing synchronization
• Support help desk and service level management
• Central system administration
• Solution monitoring (linked to CCMS monitoring architecture)
• Service processing (best practices for solution management tasks)
• End-user training
• Upgrade and change management
• Testing
Requirement: Monitoring of SAP NetWeaver
Our technology offering: CCMS
Complex, heterogeneous system landscapes increase the demand for suitable and flexible monitoring tools.
SAP’s Computer Center Management System (SAP CCMS) is a central monitoring tool with an alert monitoring
infrastructure and agent-based data collector technology for SAP and non-SAP applications and environments.
The monitoring infrastructure allows you to trigger alerts when certain threshold value conditions are met.
Two monitors are available for visual display and service analysis:

• The Expert Monitor for system administrators provides a customizable, enterprise-wide overview of
the system landscape and guided connections to remote systems in case of an alert.
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• SAP Solution Manager for support and services analyzes system monitoring data through a modern
user interface that is geared particularly to business processes (for more information, see the section
above).
Requirement: Monitoring of an SAP database
Our technology offering: DBA Cockpit, OMEGAMON XE for Db2 Performance Expert on z/OS with
Extended Insight, Optim Query Workload Tuner
The SAP DBA Cockpit is a central component to monitor and administer all database-related tasks on local
or remote systems. By default, all database systems that are registered within the SAP System Landscape
Directory (SLD) are visible and can be monitored.
A user-friendly tree-based navigation panel is used to perform all available database actions, for example,
Performance Monitoring, Space Management, Backup and Recovery, Configuration, Job Scheduling, as well
as Diagnostics and Alert analysis.
To ensure best performance and to free unused disk storage, the Db2 RUNSTATS and REORG utilities
should be run. These utilities can be run concurrently with the SAP application workload since they work
seamlessly and are non-disruptive. The SAP DBA Cockpit provides a workload-optimized and automated
mechanism to run RUNSTATS and REORG for tables or indices when the SQL workload on them benefits
from this. Therefore, this intelligent approach aims to ensure best performance and disk utilization while
minimizing the number of utility runs.
The DBA Cockpit can be complemented by the Optim Query Workload Tuner for advanced analysis and
tuning of SQL queries. In addition, it augments the automated mechanism of SAP DBA Cockpit to collect
optimizer statistics by monitoring the SQL workload of SAP applications and by generating individual
RUNSTATS profiles with table granularity.
The DBA cockpit for Db2 for z/OS gathers Db2 performance data from the IBM Instrumentation Facility
Interface (IFI). Many other features are available as standard Db2 stored procedures.
IBM Tivoli OMEGAMON XE for Db2 Performance Expert on z/OS (OMEGAMON XE Db2 PE) with Extended
Insight provides you with end-to-end monitoring of SAP business transactions including time spent in the
various components of the hardware / software stack, i.e. SAP application server, Db2 client, network, Db2
server and disk system. In the event of sporadic performance issues, this holistic view at the granularity of
one-minute intervals enables you to pinpoint the root cause of issues without requiring excessive manual
effort. SAP and IBM released a capability that closely integrates OMEGAMON XE Db2 PE and SAP DBA
Cockpit. This significantly simplifies the analysis of database-related problems in SAP landscapes running on
Db2 for z/OS. For more information, see scn.sap.com/docs/DOC-67262.
Requirement: Monitoring of the runtime environment
Our technology offering: IBM Tivoli Composite Application Manager for Applications: SAP and IBM
OMEGAMON Family
1. IBM Tivoli OMEGAMON XE for Db2 Performance Expert on z/OS
2. IBM Tivoli OMEGAMON XE on z/OS
3. IBM Tivoli OMEGAMON XE on z/VM and Linux
4. IBM Tivoli Composite Application Manager for Applications: SAP
The IBM OMEGAMON family of products provides a comprehensive performance and availability solution to
proactively analyze and manage Db2 for z/OS, Z operating systems, and SAP environments for optimal
performance. IBM Tivoli OMEGAMON XE for Db2 Performance Expert on z/OS also includes a performance
warehouse for long-term monitoring and deep-dive capabilities. It also provides end-to-end SQL monitoring
capabilities with Db2. This holistic monitoring view provides an SQL response time break down to identify the
effect of the different processing tiers such as application, network, Db2 and disk on the overall response
time.
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Requirement: Accounting of SAP database transactions
Our technology offering: Db2, IBM Tivoli OMEGAMON XE for Db2 Performance Expert on z/OS
The SAP NetWeaver application server takes advantage of Db2’s capability to set client identifiers to
associate units of work that are processed within Db2 with the corresponding units of work of an SAP
transaction. It allows you to perform Db2 accounting and workload management at the level of individual
SAP transactions, ABAP reports, batch jobs, or end users. This enables IT departments to charge back the
costs that a specific department generated in Db2 to this department. Db2 accounting reports, generated by
IBM Tivoli OMEGAMON XE for Db2 Performance Expert on z/OS, allow you to filter and analyze the relevant
Db2 accounting data. In addition, by means of WLM, a higher priority can be assigned to a crucial SAP
transaction or batch job.
System Maintenance
IBM Z is designed for zero planned and unplanned downtime. This implies that hardware and software
upgrades and maintenance are done while the system is running.
Furthermore, Z servers can be repaired or upgraded without stopping the server. Most of z/OS and Db2 for
z/OS maintenance can be applied online. In addition, Parallel Sysplex with Db2 data sharing allows
workloads to be moved smoothly to another system if one system needs to be stopped. With this approach,
business applications do not incur any downtime during system maintenance. Even z/OS and Db2 version
upgrades can be performed without interrupting the SAP applications.
Requirement: Online z/OS maintenance
Our technology offering: IBM Parallel Sysplex
For more information, see section “Online z/OS maintenance” on page 58.
Requirement: Online Db2 maintenance
Our technology offering: Db2 data sharing, IBM Parallel Sysplex
For more information, see section “Online Db2 maintenance” on page 58.
Requirement: Using rolling SAP kernel update
Our technology offering: SAP rolling kernel switch
The SAP Rolling Kernel Switch (RKS) procedure is designed to minimize the planned downtime of an SAP
system with multiple application servers. The SAP system remains available while installing new kernel
patches on each server in sequence, including the restart of the SAP instance.
The new kernel patch must be compatible to the existing one to run the kernel update procedure.
SAP provides information about the compatibility of kernels with different patch numbers.

The Rolling Kernel switch for SAP kernels 7.2x is a manual procedure. With SAP release 7.4, the Rolling
Kernel Switch procedure is enhanced. The SAP basis administrator starts the new automated Rolling
Kernel Switch procedure which then successively restarts each SAP instance, while keeping the system
available at all times (see SAP Note 953653). The System Automation for z/OS policy can stay active while
the Rolling Kernel Switch is running (see SAP Note 2131873).
A prerequisite of RKS is that SAP central services (Enqueue and Message server) are located in a separate
instance. This is always the case for the already defined high-availability setup. For more information, see
section “Business Continuity” (page 53).
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Requirement: Selectively adding or updating SAP functionality
Our technology offering: SAP enhancement packages
The new delivery strategy to use enhancement packages for the delivery of new functionality introduced with
Business Suite 7 proved stable, and it is widely accepted. These packages include functional enhancements,
new industry-specific functions, and enterprise services bundles, which are sets of enterprise services that
can be used to build composite applications.
A new SAP enhancement package is shipped regularly and has the same maintenance duration as the
underlying core application.
Two major characteristics are important:
• Selective update of software components
− Each SAP enhancement package contains new versions of existing software components
enhancing or updating their functionality.
− After the installation, no user interface (UI) or process change has taken place.
• Selective activation of new functionality
− New functionality must be explicitly switched on to become active.
− Changes are predictable, with changes only in the activated areas - no side effects.
All legal changes and corrections are available with SAP support packages (SP) on a regular basis during
the defined maintenance period.
Requirement: Selectively upgrading Db2 database functionality
Our technology offering: Db2 Continuous Delivery
Starting with Db2 12 for z/OS, new functionality and enhancements of Db2 are usually shipped in the
standard PTF service stream via new function levels. This method is called Db2 Continuous Delivery. It
facilitates operations as it does not require you to perform a full-blown database release upgrade in order to
introduce new Db2 functionality. If the PTF prerequisites for a certain Db2 function level have been applied,
you have the choice of enabling the new functionality via a Db2 command. You can also continue running
with the existing Db2 functionality and enable the new function level sometime later. For details on this
mechanism and how SAP takes advantage of it, see the SAP Database Administration Guide for Db2 for
z/OS.
System Cloning
In SAP environments, it is common to clone complete SAP systems including the database periodically. For
example, there may be the need to refresh an SAP test system from the SAP production system. Therefore,
efficient database cloning is an important task.
Requirement: Efficient database cloning
Our technology offering: DB2 Cloning Tool
The Db2 Cloning Tool provides a fast mechanism to create clones of Db2 subsystems or data sharing
groups. It can take backups created by the non-disruptive Db2 BACKUP SYSTEM utility and use them as
source for the database clone. In addition, it contains versatile functionality to adjust the target database
system, for example to modify the number of data sharing members. For more information, see the SAP
Casebook: Tightly Integrate DB2 Backup, Recovery and Cloning, which is available on SAP Community.
Security
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Protecting confidential information is a business and often a legal requirement. Access to information must
be restricted to authorized persons. Access controls are to be enforced, and all successful and unsuccessful
authentication attempts are logged for auditing purposes. An additional method of preventing information
disclosure is data encryption. A secure and reliable IT platform is of fundamental importance for large
enterprises.
Z is uniquely designed to meet today‘s security requirements and integrates smoothly with SAP software. An
integrated solution stack, from hardware to application, helps you address security challenges at all levels –
from Z crypto hardware over IBM Db2 data encryption to data exchange encryption and SAP solutions for
governance, risk, and compliance. Essential security features are built into the hardware itself, rather than
into your applications. Centralized management improves compliance monitoring. Z is currently the only
server that has been certified at the international standard security level [Common Criteria Security
Certification – Evaluation Assurance Level (EAL)] at 5+ for the security of its logical partitioning. The z/OS
Security Server (RACF) has been evaluated at EAL 5+.

Figure 34: End-To-End Security in an SAP on Z Environment

Overview
Table 5 lists the available solutions that can perform the required tasks.
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Table 5: SAP Application Security

Area

Task

Solution

Application security

User authentication

SAP NetWeaver

User roles

SAP NetWeaver

Access control

z/OS Security Server (RACF)

Role-based security

Db2 for z/OS

Passwordless authentication

X.509 certificates via Db2
Connect and z/OS RACF

Encryption of data in transit

SSL encryption of data transfer
between Db2 for z/OS and Db2
Connect

Encryption of data at rest

DS8000 full disk encryption and
tape encryption
Tivoli Key Lifecycle Manager

Access control

z/OS Security Server (RACF)

Production and test systems
running on same server

z/OS logical partitions (LPARs)

Network security

Firewalls

(Various products)

Legal compliance

Business process control, data
privacy, and risk management

SAP BusinessObjects
governance, risk, and
compliance solutions

Database security

Operating system security

Data field privacy and encryption SAP NetWeaver jointly with Db2
for z/OS
Auditing

z/OS, Db2 for z/OS, InfoSphere
Guardium®

Application Security
Requirement: User authentication / role concept
Potential risk
Maintaining individual permissions can be cumbersome and error-prone in a system with a large number of
users. A user with inappropriate access rights might see confidential data or perform unauthorized actions.
Our technology offering: SAP user authorization
IT organizations can take an integrated approach to user and access management by using the central useradministration features and the user management engine of SAP NetWeaver.
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The SAP authorization concept protects transactions, programs, and services in SAP applications from
unauthorized access. Using the authorization concept, the administrator assigns permissions to users that
determine which actions a specific user can execute in the SAP application. The permissions are combined
in an authorization profile that is associated with a role.
Organizations can implement authentication using information stored in an LDAP directory and integrate
different SAP applications into a single sign-on landscape. The z/OS Security Server with the built-in LDAP
directory can be used as a central user directory.
Database Security
Requirement: Data protection and access control / role concept for administrative tasks
Potential risk
An unauthorized user, who manages to access the database, bypassing the SAP application and its security
methods, may gain access to confidential data. Database administrators may gain access to the actual data
inside the database.
Our technology offering: RACF and Db2 Security Concept
Db2 for z/OS uses z/OS Security Server (RACF) for access authentication. The Db2 role-based security
model allows implementing fine-grained access controls. For example, database administrators are
permitted to work on the database objects but cannot see the actual data.
In addition, Db2 allows you to clearly separate database administrators from security administrators. Using
the Db2 system parameter SEPARATE_SECURITY, database system administrators can continue to
manage and tune the database while not automatically being empowered to grant privileges. The augmented
security privileges of Db2 also allows you to run SAP applications without need to grant SYSADM privilege
for the authorization IDs associated with SAP.
Requirement: Passwordless authentication
Potential risk
The SAP application servers traditionally rely on a technical user ID and an associated password to logon to
the database server. This authenticates the SAP instance to access the business data stored in the SAP
tables in the database. The user ID and password initially need to be created on the database tier and then
passed to the SAP application servers. This poses a potential security gap since the password is exposed to
SAP basis administrators.
Our technology offering: X.509 certificates via Db2 Connect and z/OS RACF
To prevent the use of passwords, X.509 certificates can be used as authentication method for the SAP
application server. Rather, z/OS RACF can generate X.509 certificates that the application server can use to
authenticate. SAP Note 1862520 describes how to set this up and how to configure the Db2 client for this
purpose.
Requirement: Data encryption
Potential risk
An intruder may intercept the data traffic to read confidential data or may access the storage medium to
access confidential data.
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Our technology offering: DS8000 and IBM encryption technologies, Db2 for z/OS pervasive
encryption capability
Data encryption protects against data disclosure when normal access controls have been bypassed.
For data in transit: The communication between the application servers and the database can be encrypted
via SSL. This is a feature of Db2 Connect and exploits hardware-accelerated encryption on the Db2 for z/OS
side. For more information, see SAP Note 1862520.
For data at rest: DS8000 with IBM Full Disk Encryption drives allows you to encrypt the contents of your
database natively on disk. These drives are manufactured with built-in unique certificates. For authentication
and key transfer, a public key RSA encryption with a key length of 2048 bit is used. The actual data is
encrypted using symmetric AES encryption with 128-bit key length. Encryption is also supported for data
written to tape, eliminating a security threat if backup tapes are moved to off-site facilities. For both DS8000
and tape encryption, the keys are managed by IBM Security Key Lifecycle Manager.
Operating System Security
Requirement: Access control on the operating system level
Potential risk
An unauthorized user who manages to access the system on the operating system (OS) level may bypass
the SAP application and its security methods. Hence, the intruder might install spyware, or gain access to
confidential data.
Our technology offering: RACF
System access is controlled by z/OS Security Server (RACF), which works closely with the underlying
hardware. For example, digital certificates are protected within tamper-proof cryptographic processors.
The z/OS Security Server and the built-in LDAP directory (z/OS Tivoli Directory Server) can also be used for
central user authentication for Linux on IBM Z guests.
Requirement: Securely run production and test systems on the same server
Potential risk
From the test systems, administrators or external users may tamper with production data or business
processes.
Our technology offering: Z workload separation
Z servers are currently the only servers that have been certified at the international standard security level
EAL5+ (Common Criteria Security Certification – Evaluation Assurance Level 5+) for the security of its logical
partitioning. This certificate demonstrates that Z can be used in environments where the secure separation of
workloads is required, but where consolidation onto a single hardware platform is desirable for reasons of
economy and flexibility. Z is designed to prevent the flow of information among logical processor partitions,
providing highly secure isolation.
Network Security
Requirement: Protect and isolate SAP applications
Potential risk
The internet – and even a company's intranet – can be a source of intrusion attempts and denial-of-services
attacks. Business data should be processed in a secured network zone.
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Our technology offering: Implementation of separated security zones
We recommend using of firewalls to separate various security zones. Enterprise Portal (EP) and other userfacing Web servers may run in a DMZ (“demilitarized” zone). Business applications should run in a security
zone.
For functional and performance reasons, it is strongly recommended that SAP NetWeaver application
servers and corresponding databases run in the same security zone, without a firewall in between. For the
same reason, SAP and non-SAP applications that exchange massive amounts of data should run in the
same security zone. This security topology is shown in the next figure.

Figure 35: Secure Network Topology

In this figure, various SAP solutions are installed. The core processes run on ERP and CRM systems. This
backend system is deployed in the high security area. The Enterprise Portal is a frontend application, which
must be accessible from the intranet and the internet. Therefore, it is installed in the inner DMZ. The outer
DMZ does not host any SAP systems.
For optimum security and performance, a private LAN should be used between the application servers and
the database instances. The mainframe architecture allows hosting both the Infrastructure DMZ and the High
Security Area with all the systems and described network topology on a single Z server.
Legal Compliance
Requirement: Business process control, data privacy, and risk management
Potential risk
Governments and stakeholders want evidence that organizations are conducting their operations effectively,
profitably, and compliant with legal obligations.
Our technology offering: SAP GRC
SAP BusinessObjects Governance, Risk and Compliance (GRC) solutions promote corporate accountability
by unifying corporate strategy, control initiatives, opportunity discovery, and loss mitigation across the
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extended enterprise. Managing GRC across the extended enterprise allows processes and strategies to be
evaluated within the company and extended to partners, suppliers, and customers.
Requirement: Auditing of access patterns / Tracking and auditing of security-relevant changes
Potential risk
Authentication, authorities, and privileges can be used to control known or anticipated access to data.
However, these methods may be insufficient in preventing unknown or unanticipated access to data.
Security settings may be modified intentionally or unintentionally such that they no longer comply with the
company’s security policy or federal regulations.
Our technology offering: Db2 audit facility, RACF
The Db2 audit facility allows you to maintain an audit trail for a series of predefined database events. The
analysis of these records can reveal usage patterns that identify system misuse.
For example, auditing traces can be activated in favor of the database administrators’ and SAP
administrators’ user IDs, applying to all tables considered crucial by a company. This is achieved by simply
setting the AUDIT attribute for the relevant tables in Db2 for z/OS. This is supported by the SAP Data
Dictionary (DDIC). InfoSphere Guardium can be used to have a comprehensive and automated compliance
controls providing auditors a centralized repository of fine-grained Db2 audit trails.
In addition, z/OS Security Server (RACF) maintains a security log. For example, IBM Security zSecure™
Audit for RACF can be used to analyze such logs automatically
Multi-Context Capability
This section introduces a variety of technologies that enable insurances to run one single codebase of their
application for as many end users as possible.
Internationalization via Localization
Requirement: Solutions that can be deployed all over the world
Our technology offering: Unicode, localized applications
Companies doing business require technological resources that can support international business activities.
To operate successfully in global markets, the IT architecture of insurances needs to enable the integration
of business applications for partners and customers worldwide.
To achieve this technically, all SAP NetWeaver based solutions are shipped in Unicode character format.
This is the industry standard for representing characters of virtually all writing systems in the world.
In addition, SAP's solutions are purpose-built for deployment anywhere in the world as the customer base in
nearly 140 countries7 proves. They also follow global best business practices, with specific functions and
features to account for varying national tax laws, accounting laws, and manufacturing regulations in over 40
countries. All country versions can be run simultaneously in the same SAP system and each user logs on in
the language that suits them best, with a choice of nearly 40 languages.
SAP’s global service network runs development centers and offices worldwide to help implementing and
supporting these solutions, wherever a customer needs it.

7

The term "country" is used for convenience only. It does not necessarily infer the existence of a nation
state.
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Requirement: Efficiently store data in Unicode format
Our technology offering: Unicode, Z hardware-based data compression
Often a drawback of Unicode is a higher storage demand. One of the significant benefits of Z is the
hardware-based data compression that substantially reduces storage needs. Z is the only platform that
provides a hardware-based data compression. This is much more efficient than software compression. Db2
utilizes the hardware-based data compression of Z and fully benefits from this. Internally, Db2 uses the
Unicode format to store data in its own catalog and to represent SQL statements.
Flexible User Interfaces
Requirement: Personalized and device-independent user experience
Our technology offering: SAP Fiori, SAP Screen Personas
Nowadays, many SAP solutions provide a personalized, responsive and simple user experience that is rolebased across all lines of business for enterprise-wide engagement:
• SAP Fiori is the new face of SAP software (see Figure 36). Built according to modern design
principles, SAP Fiori offers a personalized and role-based user experience across the most common
tasks of lines of business. The simple design across the most relevant tasks drives much higher user
satisfaction. The SAP Fiori apps reference library gives an overview about the currently available
apps:
fioriappslibrary.hana.ondemand.com/sap/fix/externalViewer
A good entry point for getting into the details of SAP Fiori is provided by:
wiki.scn.sap.com/wiki/display/Fiori/All+Things+SAP+Fiori
• SAP Screen Personas allows to customize traditional SAP screens based on user roles for faster and
easier information access. SAP workflows can be simplified by decreasing the number of transaction
screens, removing fields that are not used, converting free text entries to pull-down menus, and
automating recurring keystrokes. See wiki.scn.sap.com/wiki/display/Img/SAPScreenPersonas for
details.
Improved and simplified user experience directly translates into reduced training efforts and significant
speed-ups in processing time.

Figure 36: SAP Fiori Running on Different Devices
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Archiving
Different businesses are characterized by large data volumes: different products require product or policy
history and contract information to be maintained for a long time, often creating huge amounts of
transactional data. This implies that large volumes of complex data need to be handled for both internal but
in particular also external regulatory reporting requirements. Therefore, it is vital to manage an ever-growing
number of documents efficiently. Using a centralized solution can help reduce administration costs and
control the retention management.
Requirement: Secure and cost-effective Enterprise Content Management (ECM)
Our technology offering: SAP ArchiveLink, OpenText Suite for SAP, SAP Information Lifecycle
Management (ILM), IBM Content Collector for SAP Applications, IBM
Content Manager for z/OS, IBM Datacap
Due to the importance of documents on the underlying business processes, SAP provides the ArchiveLink
interface for linking them into SAP applications. This interface also provides the means to store SAP
application data, reports, and printed output into the attached archiving and ECM system. To reduce
administration costs, it often makes sense to deploy a centralized ECM solution, which then also provides a
single point of control for the retention management of their records. A number of vendors - including IBM
and OpenText - offer solutions that connect to SAP ArchiveLink.
OpenText Suite for SAP consists of powerful solutions for archiving data and documents among them
OpenText Archiving for SAP Solutions and OpenText Document Access for SAP Solutions. These
applications can help you access and manage all types of documents relating to transactions and processes
supported by SAP software.
IBM offers IBM Content Collector for SAP Applications for data archiving and linking SAP applications with
IBM ECM repositories. It acts as an interface between SAP ILM and the actual content repositories in which
data or documents are archived. To natively store, manage and integrate high volumes of content on z/OS,
you can use IBM Content Manager for z/OS as repository. Multiple SAP systems can leverage the archiving
services provided by IBM Content Collector for SAP Applications. There are business scenarios where one
wants to access documents related to SAP BusinessObjects outside of the SAP system, but within the
business context. To support such a scenario IBM Content Collector for SAP Applications provides a function
to transfer business data from SAP to the ECM repository as document properties. It enables retention
periods and holds on archived SAP transactions to automate compliance with regulatory and legal
requirements, which utilizes SAP ILM technology. For SAP solutions that extensively rely on documents in
paper form like invoices or shipping orders, IBM Datacap can augment this solution via its document capture
and high-speed data extraction capabilities.
Implementation Considerations
When preparing to implement SAP solutions, the individual infrastructure requirements should be analyzed
carefully and an adequate architecture, built on the reference architecture, must be defined.
The following section discusses planning aspects when implementing SAP solutions with a Z infrastructure.
Requirement: SAP NetWeaver application server platform that matches the individual needs of your
enterprise
When planning the SAP NetWeaver AS intended to process the SAP workload, different factors need to be
considered. The basis should be proper capacity planning using the SAP methodology.
For best consolidation effects, the application servers should run on Linux on IBM Z. In this context, the
Integrated Facility for Linux (IFL) processors can be used to reduce total cost of ownership. In addition, the
proximity to the data favors single-threaded SAP activities, which, for example, take place during SAP
upgrade. Since the latency is shortest when using HiperSockets in a single Z box, SAP application servers
on Z are the best choice if the workload can be handled by a single box.
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The large capacity of Power Systems™ with AIX is also well suited for SAP solutions. AIX has traditionally
been a good choice as the platform for SAP NetWeaver AS with Db2 for z/OS as the database. With virtually
unlimited scalability at the application server tier, AIX is an excellent choice as additional Power Systems can
be added without problems.
Linux on Power Little Endian is also supported as an application server platform (see SAP Note 2695381).
This is particularly beneficial in terms of hardware consolidation if HANA on Power systems are part of the
SAP landscape as well.
While having AIX or Linux on Power as a major platform for SAP NetWeaver AS, it can still make sense to
be prepared for running SAP NetWeaver application servers on Linux on IBM Z in case of a disaster.
Usually, the Linux partitions are available more quickly after a disaster (see Chapter “Business Continuity” on
page 53).
Details of the platform availability of SAP application servers with Db2 for z/OS are available at
apps.support.sap.com/sap/support/pam and in SAP Note 2919991.
Requirement: Best exploitation of Z processors for Db2
For the Db2 for z/OS workload, we recommend that you properly configure z/OS Workload Manager for the
SAP workload in Db2. It optimizes resource consumption and makes sure that the most important workload
is processed first. In addition, it enables up to 100% CPU utilization and is the basis for sophisticated
virtualization. The specialty processor IBM Z Integrated Information Processor (zIIP) can help free up general
computing capacity and should be used for the eligible part of the Db2 workload to improve total cost of
ownership.
Requirement: Minimized downtime for a highly available SAP application landscape and nondisruptive provisioning of test data from production into a business analysis system
To provide a proven and robust SAP application landscape in a highly available ecosystem, the
environments are implemented in different Sysplexes by means of dedicated logical system environments
(see Figure 37). Application and system maintenance co-exist with testing projects on one common, shared,
and virtualized server platform. From regular maintenance to release upgrades and emergency
maintenance, the Z landscape provides non-disruptive operations based on its central management hub
functionality.
This significantly simplifies the infrastructure prerequisites of an SAP application landscape. Within this
architecture, data provisioning for development, test, and business analysis is implemented seamlessly using
the following features:
• Non-disruptive Z storage subsystem
• Db2 database features like embedding FlashCopy
• DB2 Cloning Tool
• Online database cloning (Db2 for z/OS) and SAP homogeneous system copy based on the previously
mentioned technologies
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Figure 37: Integrating Test, Integration, and Production Systems on Z

Requirement: An integrated SAP production landscape in a scalable, agile mature system
environment that provides business continuity, highest quality of services, and
support for any size of workload
Based on the previous chart about data center topology it is recommended to implement the infrastructure
landscape such that it hosts all SAP solutions and existing traditional applications and workloads.
The required components for such a setup are:
1. Server
A minimum of two servers at different sites or locations. Latest connectivity features should be used:
• For internal communication, using HiperSockets to speed up the communication between SAP
NetWeaver AS on Linux and Db2 server, which both run on IBM Z
• To the switches and data with FICON®-express4 adapters
• To the network implemented by OSA-express5S 10 Gigabit Ethernet
• To cluster the servers by InfiniBand links to internal or external coupling facilities enabling true Parallel
Sysplex and Db2 data sharing.
The server capacity is normally adjusted for average peak workload achieving 95% at a constant rate. More
capacity can be added by request or automation without disruption. Sufficient memory and all adapters are
shared across application partitions. In case of any failure, either redundancy or takeover mechanisms of all
vital components ensure continuous operation.
2. Storage subsystems
As for Z, redundancy of storage is also key for high availability. All data must be mirrored synchronously
from the primary to the secondary subsystem from one site to the next. It is highly recommended that you
provide enough space for business data, temporary storage, database logging, and maintenance operations.
The DS8000 virtualization architecture exploits all given storage packs internally. Users and database
servers do not need to know about management topics like location, adjustment, growth, copy areas, and so
on.
The storage software features FlashCopy and Metro Mirror enable the scalable and secure implementation
at the highest and proven performance rates. FlashCopy is used for an instant full backup of the Db2
database. The management software GDPS simplifies all tasks to operate the data center across locations
or even geographies in case of emergency and provides reliable IT service. If legal or enterprise regulations
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require a very remote location, cascading data mirroring can be implemented for any distance based on the
described technologies.
3. Db2 servers
Since the database hosts all relevant and vital information of SAP applications, the database is the heart
within the system infrastructure. To achieve the requirements for scalability, best performance, and highest
availability, a data sharing architecture is essential for all medium- to high-end SAP systems. Db2 for z/OS
extensively exploits server and storage capabilities like the coupling facility of “star-based” data
communication topology, hardware data compression and sorting, instant and full non-disruptive data
backup, transparent data mirroring, and all security benefits implicitly. A minimum of two Db2 members on
different servers (CECs) is required. All maintenance for data organization, statistics, backup, and security is
provided by Db2 utilities. If analytical query workload plays a role, you can use Db2 Analytics Accelerator to
process these queries very efficiently.
4. End-to-end management
For end-to-end management, Db2 tools and the SAP DBA Cockpit are very closely linked to the Db2 engine.
The entire system infrastructure is managed by a set of tools with IBM Z System Automation as the
fundamental building block.
The recommendations reflect one example of an existing implementation. Other implementations can be
adjusted depending on customer needs.
Summary
The reference architecture for SAP on Z provides a blueprint on how to meet the infrastructure requirements
of SAP solutions. The products and components of this reference architecture are available, mature, and
proven in many infrastructure environments. Depending on individual customer needs and scenarios, the
reference architecture can be varied and combined flexibly.
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APPENDIX
List of changes
July 2020
•
•
•
•
•
•
•
•
•
•
•

Added section “Maintenance Strategy until 2030” (page 8)
Added section “SAP Fiori and the SAP Business Application Studio” (page 26)
Added section “SAP HANA Smart Data Integration (SDI)” (page 30)
Added section “SAP Cloud Platform” (page 34)
Added information related to IBM z15, e.g. in section “Hardware: IBM Z” (page 41)
Revised section “Operating Systems: z/OS and Linux on IBM Z” (page 42)
Revised section “Enterprise Storage: DS8000 & DS8900F” (page 44)
Added section “Extending ABAP to the Cloud” (page 50)
Added technology offering “IBM Z System Recovery Boost” (page 61)
Revised web links throughout the document and in section “References” (page 96ff.)
Removed deprecated technologies, e.g. z13, Db2 11, SAP PLM, SAP onDemand solutions

September 2019
•
•
•
•
•

Added section “README – Important Updates” (page 8)
Updated section “SAP for Insurance 2019” (page 16)
Added SAP Z Connector to Section “Integration of CICS/IMS Applications with SAP” (page 52)
Added Linux on Power as an application server platform throughout the document (pages 21, 74, 87)
Revised web links throughout the document and in section “References” (page 96ff.)

February 2019
• Removed references to solutionexplorer.sap.com (which has been discontinued to streamline the
digital experience of SAP’s web presence)
• Updated Figure 14: Overview of General SAP Architecture with IBM Z (page 41)
• Revised information related to the “IBM Db2 Analytics Accelerator” (Figure 14 on page 41, page 72)
• Added information related to SAP Fiori to section “Flexible User Interfaces” (page 85)
• Revised the list of web references on page 96ff.
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List of recommended SAP & IBM products
Table 6: Recommended IBM products to implement the reference architecture

IBM Technology

Purpose/Task

IBM Z

Mainframe server

Comment

Page
38, 41, 41, 65, 70,
77, 79, 86

• zIIP (IBM z Integrated Information
Processor)

Used by Db2 for
z/OS

• Capacity on Demand

Scalability

70

• IBM Z System Recovery Boost

Recovery

61

Server technology

20, 21, 74, 87

• AIX

Operating system

74, 87

• Linux on Power

Operating system

21, 74, 87

Operating system

40, 42, 43, 56, 57,
60, 68, 70, 75, 77,
77

• Parallel Sysplex

Business continuity

58, 61, 68, 88

• Online maintenance

Business continuity

58

• z/OS Security Server (RACF)

Security

z/OS base feature

40, 79, 81, 82, 84

• z/OS Workload Manager (WLM)

Performance

z/OS base feature

69, 77, 87

• DFSMShsm

Operations

z/OS base feature

60

• z/VM

Virtualization

67

Operating system

43, 56, 67, 82, 86

IBM Power

z/OS

Linux on IBM Z

Optional Z
processor type

87

• IFL (Integrated Facility for Linux)
processors

Hardware

Optional Z
processor type

86

• HiperSockets

Virtual network
between Linux and
z/OS

System base
feature

56, 70, 88

• KVM

Virtualization
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67

IBM Technology

Purpose/Task

Comment

Db2 for z/OS

Database
management
system (DBMS)

40, 41, 43, 43, 53,
57, 59, 60, 62, 65,
71, 77, 80, 81, 84,
87, 89

• Db2 12

DBMS

44, 57, 59

• Continuous Delivery

Maintenance

44, 78

• Data Sharing (with Parallel
Sysplex)

Business continuity

43, 68, 77, 88

• Online maintenance

Business continuity

58

• Db2 Connect

Database client

4141, 82, 59

• IBM DB2 Cloning Tool

Business continuity

60, 73, 78, 87

• IBM DB2 Recovery Expert for z/OS Business continuity

Page

60

• IBM Db2 Analytics Accelerator for
z/OS

Analytics
performance,
archiving

41, 72

• IBM InfoSphere Optim Query
Workload Tuner for Db2 for z/OS

Operations

76

• Db2 very large buffer pools

Performance

70

• IBM zHyperWrite

Performance

72

Storage system

40, 44, 55, 62, 63,
70, 88

• DS8000 High-Performance Flash

Storage system

70

• TPC-R TotalStorage Productivity
Center for Replication

Management for
fast replication
services, GM, MGM

62

• Metro/Global Mirror

Business continuity

Optional feature

41, 55, 62, 63, 88

• FlashCopy

Business continuity

Optional feature

40, 45, 60, 87, 88

• Remote Pair FlashCopy

Business Continuity Optional feature

System Storage DS8000

92

55, 62

IBM Technology
• HyperPAV (parallel access
volumes)

Purpose/Task

Comment

Page

Performance

Optional feature

45, 70

• Multiple Allegiance

70

• Full Disk Encryption drives

Data Encryption

• Security Key Lifecycle Manager

Data encryption

Optional feature

80, 82

82

System Automation
• Geographically Dispersed Parallel
Sysplex (GDPS V3.12)

Business continuity

Product and service
55, 53, 60, 63, 65,
offering
88

• z/OS Basic HyperSwap

Business continuity
entry solution

z/OS feature

• IBM Z System Automation

Business continuity
/ operations

56, 74, 89

• PowerHA

Business continuity
/ operations

74

• Service Management Unite

Operations

74

IBM OMEGAMON Family

55, 62

76

• Tivoli OMEGAMON XE for Db2
Performance Expert on z/OS

Monitoring

Optional product
offering

77

• Tivoli OMEGAMON XE on z/OS

Monitoring

Optional product
offering

76

• Tivoli OMEGAMON XE on z/VM
and Linux

Monitoring

Optional product
offering

76

• Tivoli Composite Application
Manager for Applications: SAP

Monitoring

Optional product
offering

76

• Tivoli Workload Scheduler

Operations

Optional product
offering

75

93

Table 7: Recommended SAP products to implement the reference architecture

SAP Technology

Purpose/Task

Comment

SAP NetWeaver

Page
18

SAP Solution Manager

Monitoring /
Operations

Application
management
solution based on
SAP NetWeaver

75

CCMS (Computer center management
system)

Monitoring /
Operations

Part of SAP
NetWeaver

75

DBA Cockpit (Database administrator
cockpit)

Operations

SAP Process Integration (PI)

Integration

SAP component
based on SAP
NetWeaver

28, 45

SAP Z Connector (SAP ZCO)

Integration

Toolkit and service
offering

52

SAP Business Warehouse

Analytics

Component of SAP
NetWeaver

18, 20, 27, 71

SAP Central Job Scheduling by Redwood Operations

Part of SAP
NetWeaver

75

SAP BusinessObjects governance, risk,
and compliance solutions

Security

SAP
BusinessObjects
solutions

83

S/4HANA

Application

SAP Landscape Transformation (SLT)

Operations

94

76

19, 26
Data migration
service
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