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SAP Cloud Identity Services - Identity Authentication enables single sign-on for SAPôs cloud-

based business applications, with two usage options

1.  As IdP proxy for a seamless, flexible integration with customersô existing IAM infrastructure

Á Simple central configuration

Á Flexible configuration options

2.  As the landscape-wide identity provider

Á Secure authentication with multiple factors

Á User management and self-services

Á Pre-configured trust configuration

SAP Cloud Identity Services - Identity Authentication
Identity provider for SAPôs cloud-based business applications
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Identity Authentication & Federation
SAP Cloud Identity Services
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Based on open security standards

Identity

Authentication

Cloud Applications

User

On-premise

Applications

SAML
or

OIDC

Corporate

Identity Provider

SAML

Cloud Applications

User

Interoperable

with all applications supporting SAML* 2.0 

standard 

or OpenID Connect (OIDC)

*SAML = Security Assertion Markup Language 
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Identity provider proxy

ÁAuthentication is delegated to corporate 

identity provider login

ÁReuse of existing single sign-on 

infrastructure 

ÁEasy and secure authentication for 

employee scenarios

ÁFederation based on the SAML 2.0 

standard

ÁSystem applications supported as well

Delegated authentication
Identity Authentication as a proxy to a corporate identity provider (IdP)

Identity

Authentication

Corporate

Identity Provider

Applications

User

SAML
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Enriching the assertion 

ÁOriginal assertion from the corporate 

identity provider is enriched with additional 

attributes

ÁMix of attribute values coming from the 

corporate IdP and the local user store

ÁUsers donôt need to exist in local user 

store

ÁEnables hybrid scenarios such as 

authenticate via corporate IdP but manage 

groups via Identity Authentication

Delegated authentication
Federation, proxy or both?

Identity

Authentication

Corporate

Identity Provider

Applications

User

SAML

User: John

SAML

User: John

Groups: Admin
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On-premise user store

Á Users credentials from:

Å Active Directory (through LDAP)

Å AS ABAP (through SCIM*)

Á No user replication to the cloud required

Á Internal network ports do not need to be 

exposed to the Internet 

Á In addition: usual Identity Authentication 

product features can be used:

Á UI configuration, policies, two-factor authentication

* requires AS Java + SAP Single Sign-On (which enables SCIM interface)

Delegated authentication
Authentication with an on-premise user store

Active

Directory

Identity

Authentication

Applications
User

Cloud Connector

LDAP
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SPNEGO* authentication

Á Users authenticated with 

Microsoft Active Directory enjoy single 

sign-on to cloud applications without 

re-authentication

Á Reuse of existing corporate identity 

infrastructure 

Á Secure authentication and SSO for cloud 

and on-premise web applications

Delegated authentication
Re-use of Windows Domain Authentication (SPNEGO)

Identity

Authentication

Applications

User

SPNEGO

Kerberos 

Token

*SPNEGO: Simple and Protected GSSAPI Negotiation Mechanism

Active

Directory
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Identity 

Authentication

Member of
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Range
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Type
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Partner Identity Providers

Corporate Identity Provider

Delegated authentication towards multiple identity providers
Conditional authentication
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Identity Authentication as a proxy to 

multiple IdPs

Á Secure your business network and 

allow partner users to login via their 

corporate IdP

Á Authentication is initiated by the 

corporate IdP

Á Upon successful authentication, a 

check for correct user group 

assignment can be configured 

(optional)

Å Sync of users from IdPs to groups in 

Identity Authentication is required

Delegated authentication towards multiple identity providers
IdP-initiated authentication

Identity 

Authentication

Application

IdP 1

IdP 2

Logon
******

Logon
******
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Integrating SAP applications

Á Common identity for users 

Á Unified way for user management

Á Data across applications can be correlated

(precondition for central foundation services)

Á Security Token Service for service based SSO 

(future scope)

Á Authorization management

Compliance

Á Single audit log for authentication/SSO for all SAP 

cloud applications

Authentication

Á All SAP cloud applications can offer their users the 

same authentication mechanisms

Á Identity Authentication acts as authentication broker 

Á easy separation mechanism for multiple user stores

Á flexible configuration where to validate userôs credentials

Á Strong authentication: configurable MFA enforcement

Single Sign-on

Á Central SSO endpoint for all SAP Cloud applications

Á Choice between SAML and OpenID Connect

Á Service provider specific attribute mapping/rewriting 

and enrichment of assertions by corporate IdP

Á Pre-configured or semi-automated trust configuration

SAP Cloud Identity Services - Identity Authentication
Value prop for customers with existing IdP
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Basic authentication

Á User ID / email and password

Biometric authentication

Á FIDO2 compatible biometric authentication device

Client certificates

Á X.509

Re-use of Windows Domain logon

Á Use of Kerberos token for single sign-on

Two-factor authentication

Á Second factor via soft-token, WebAuthn, Radius* or SMS**

Delegated logon

Á Social IdPs

Á Corporate IdP

Authentication options

Identity

Authentication

Applications

User

Code

631 951Logon
******

*Radius support enabled upon request

**SMS requires the license of Sinch Authentication 365
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Custom password policies

Administrator can configure custom password policies:
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OTP via RADIUS

Á RADIUS client app to 

request OTP code

Á Code generated by 

RADIUS server

Á Activation upon request

OTP via SMS

Á OTP sent as a text 

message to mobile 

phone

Á Requires Sinch

Authentication 365

Multi-factor authentication options

Authentication methods for second factor:

ÁWeb authentication with a FIDO2 compliant device

Á One-time password (OTP) via authenticator application

Á One-time password (OTP) via SMS

Á One-time password (OTP) via RADIUS protocol

OTP via authenticator app

Á 6-digit OTP generated 

on mobile device

Á SAP Authenticator for 

iOS or Android

Á RFC 6238 compatible 

app (e.g. authenticator 

by Google or Microsoft) 

Web Authentication

Á Biometric secrets 

(e.g. fingerprint, facial 

recognition)

Á Security hardware key

Á FIDO2 compatible

https://tools.ietf.org/html/rfc6238
https://fidoalliance.org/fido2/
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Control access to the application ïrisk-based authentication

Identity 

Authentication

Member of

User Group

IP-Address 

Range

Allow

Deny

User 

Type

Authentication

Method

2-factor 

Authentication

Self-

registered?

User

Application

Assignment

to Application

Email 

verified?

Supports both local authentication and IdP proxy
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Control access to the application

Identity 

Authentication
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IP-Address 

Range

User 

Type

Authentication

Method

Self-

registered?

User

Application

Assignment

to Application

Email 

verified?

ñemployeeò

Allow
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Control access to the application

Identity 

Authentication

Member of

User Group

IP-Address 

Range

User 

Type

Authentication

Method

Self-

registered?

User

Application

Assignment

to Application

Email 

verified?

2-factor 

Authentication

ñAdminò

ñ10.55.0.0/16ò



22PUBLIC© 2022 SAP SE or an SAP affiliate company. All rights reserved.  Ớ

Access protection for applications

ÁProtect the registration to applications 

from spam and abuse 

ÁPrevent bots from automated fake user 

registrations to your websites 

ÁFurther information

Å Google reCAPTCHA

Å Phone verification

Protecting self-registration with Google reCAPTCHA / phone verification

https://www.google.com/recaptcha/intro/v3.html#the-recaptcha-advantage
https://help.sap.com/viewer/6d6d63354d1242d185ab4830fc04feb1/Cloud/en-US/5834b6e2e9224411a5c59e246f7b513e.html
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Customization features

Á Company logo 

Á Application name and logo

Á Color style

Á Full customization via CSS

Á Terms of use & privacy policy, incl. IdP proxy

Á Adjust UI texts via API

Á Email templates

Product features

Á Responsive UIs 

Á Multi-language support

Branding and customization
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Logon overlays in customer applications

Logon screen as an overlay 

(compared to a browser redirect to 

navigate away from application)

Á Can programmatically be 

integrated by the application

Á Out-of-the-box integration for 

SAP Cloud Portal
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How can users be created?

Identity

Authentication

applications

Manual 

creation
CSV-upload

Programmatically

through SCIM

* IPS: SAP Cloud Identity Services - Identity Provisioning

Sync through

IPS*
Self-registration
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User administration

Á Web based user management

Á User search

Á Mass user import/export

Á Monitor user access

User groups administration

Á Define user groups

Á Assign users to groups

Integration

Á Programmatic integration via 

SCIM REST APIs

User & group management



Further information
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Where to find more information

Security software

https://community.sap.com/topics/security

SAP Cloud Identity Services - Identity Authentication
https://community.sap.com/topics/cloud-identity-services/identity-authentication


