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Disclaimer

• Please read all pages of this training.

• This security and compliance training is mandatory for all external workers at SAP. 

• Please note, there are different types of external workers with different access rights within 
SAP; therefore, parts of this training may not be applicable to your work situation. Despite 
this, please complete the training in it’s entirety. All links in this training will only work if you 
are connected to the SAP network. It is not necessary to be able to reach the links to 
complete this training. 

• At the end of the training, you will have to do an assessment. Upon passing the assessment 
you will get a certificate. This certification will be a basic requirement for onboarding or 
prolonging your engagement with SAP as an external worker. 



WHY THIS TRAINING?

Large companies and private individuals are 

increasingly falling prey to attacks. These 

incidents cause immense damage.

Additionally the adherence to compliance 

regulations will protect both you and SAP

This training will enable you to recognize 

such threats and show you what you can do 

to protect yourself and us.
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Social engineering

Social engineering is the act of 
obtaining or trying to get information 
by tricking and convincing an individual 
to reveal sensitive information. 

In this section, you will learn how to 
identify these tricks and avoid sharing 
sensitive information with 
unauthorized persons.



• Attackers establish a trusting relationship 

then abuse it to gain access to 

confidential information.

THE RISK

!



• Attackers establish a trusting relationship 

then abuse it to gain access to 

confidential information.

THE RISK

• If in doubt, end the call

If you get a suspicious call from an unknown 

person, end it by telling the caller that you’re 

under time pressure and that you’ll get back to 

them.

1

WHAT CAN I DO?
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I’ll call 

back



• Attackers establish a trusting relationship 

then abuse it to gain access to 

confidential information.

THE RISK

• Do a background check on your caller

You can check if the caller really is who they claim 

to be by calling the switchboard of the alleged 

company and asking to be put through. Do not 

call a mobile number given to you by the 

suspicious caller.

You can also verify the authenticity of the 

company and caller by looking them up on the 

Internet.
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WHAT CAN I DO?
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• Attackers establish a trusting relationship 

then abuse it to gain access to 

confidential information.

THE RISK

• Do not share any information

Never share sensitive information with unverified 

people, either on the phone or by e-mail. Never 

share your password with anyone, not even with 

an IT administrator or your manager.
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WHAT CAN I DO?
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Manager Assistant IT



• Attackers establish a trusting relationship 

then abuse it to gain access to 

confidential information.

THE RISK

• Report potential attacks

Always report such an attack immediately as a 

security incident. Several people in a company 

will often be targeted at the same time and it is 

essential for us to react. Please use our incident 

reporting tool or – in the case of a critical 

incident – also inform your local security staff 

right away.
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WHAT CAN I DO?
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Quick link: go/incident-reporting

SOS



Well done! You now know:

• If in doubt, end the call

• Do a background check on your caller

• Do not share any information

• Report potential attacks
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Passwords

Your passwords are keys to accessing our 
systems and information. 

In this section, you will learn how to 
create good, safe passwords for your 
work and private life.



• Unauthorized individuals can access 

company information in your name.

• Simple or short passwords are very easy 

to guess or to crack.

Passwords protect your digital identity. Disclosed 

passwords can give unauthorized people access 

to your personal and company information. 

Simple or short passwords, with just a few digits 

or which can be found in the dictionary, are 

very easy for hackers to guess or to crack.

THE RISK

!

!



• Unauthorized individuals can access 

company information in your name.

• Simple or short passwords are very easy 

to guess or to crack.

THE RISK

WHAT CAN I DO?

• Never share your password with anyone

Not even with IT staff or a manager.

1

!

!

Manager Assistant IT



• Unauthorized individuals can access 

company information in your name.

• Simple or short passwords are very easy 

to guess or to crack.

THE RISK

• Always use secure passwords

Use secure passwords, which cannot be found in 

the dictionary, consist of at least 8 characters 

and comprise of at least three of the following 

four types of character: 

Latin uppercase letters, Latin lowercase letters, 

base 10 digits and non-alphanumeric characters.
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WHAT CAN I DO?
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123..&#@

ABC xyz

**********



• Unauthorized individuals can access 

company information in your name.

• Simple or short passwords are very easy 

to guess or to crack.

THE RISK

• Store your passwords in Password Depot

Don‘t ever leave your passwords lying around. 

Store them in Password Depot, which is a 

program on your computer. 
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WHAT CAN I DO?
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Password Depot



• Unauthorized individuals can access 

company information in your name.

• Simple or short passwords are very easy 

to guess or to crack.

THE RISK

• Use a different password for each system

Use unique passwords for all important systems, 

such as Windows or SAP. 

Never reuse your Windows password for 

anything else. Don’t forget to use unique 

passwords for your important private accounts 

too.

14

WHAT CAN I DO?
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Different password for each system

Company E-Mail Online Banking
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Well done! You now know:

• Never share your password with anyone

• Always use secure passwords

• Store your passwords in Password Depot

• Use a different password for each system
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Information classification

Due to the nature of our business, we 
work with a lot of sensitive information. 

In this section, you will learn how to 
classify data and how to handle it with 
care.



• Information often fails to get the right 

protection because it is either left 

unclassified or classified incorrectly.

• In the wrong hands, sensitive information 

can cause considerable damage.

Incorrectly classified or non-classified 

information will likely be handled in an incorrect 

manner. 

We can be greatly harmed in terms of money 

and reputation if sensitive information ends up 

in the wrong hands. 

This is why it is essential that data is correctly 

classified and handled in the right way. 

THE RISK

!

!



• Information often fails to get the right 

protection because it is either left 

unclassified or classified incorrectly.

• In the wrong hands, sensitive information 

can cause considerable damage.

THE RISK

• Always classify information

The more damage piece of information could 

cause if it gets wrongly disclosed, the more 

sensitive it is. 

Classify and label data according to our 

information classification levels: Public, Internal 

and Confidential.

1

WHAT CAN I DO?
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• Information often fails to get the right 

protection because it is either left 

unclassified or classified incorrectly.

• In the wrong hands, sensitive information 

can cause considerable damage.

THE RISK

• File it in the right place

Sensitive data should only be stored in the 

designated company IT environment, which is 

specified for this type of information. 

Never store business information on a private 

computer or self-subscribing cloud.

22

WHAT CAN I DO?
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• Information often fails to get the right 

protection because it is either left 

unclassified or classified incorrectly.

• In the wrong hands, sensitive information 

can cause considerable damage.

THE RISK

• Handle it with care 

Always label it according to its confidentiality 

class

Store it locked, either in digital or paper form

Don’t transfer it unencrypted

Dispose it properly using a shredder or secure 

data bin

3

WHAT CAN I DO?
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Document classification: Confidential



• Information often fails to get the right 

protection because it is either left 

unclassified or classified incorrectly.

• In the wrong hands, sensitive information 

can cause considerable damage.

THE RISK

• Apply the need-to-know principle

Always consider the need-to-know principle: Tell 

others only what they need to know in order to 

carry out their tasks. 

WHAT CAN I DO?

!

!

4



Well done! You now know:

• Always classify information 

• File it in the right place

• Handle it with care 

• Apply the need-to-know principle
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Secure workplace

Information left lying on your desk is 
vulnerable to prying eyes and sticky 
fingers. 

In this section, you will learn how to 
keep sensitive and private information 
secure.



• Unauthorized access to buildings is 

always possible. Attackers can then 

easily get access to confidential 

information.

We are customer and business-oriented, not 

Fort Knox. 

Attackers will always find a way to enter our 

buildings and can easily access sensitive data 

left lying around

THE RISK

!



• Unauthorized access to buildings is 

always possible. Attackers can then 

easily get access to confidential 

information.

THE RISK

• Keep confidential data under lock and key

When away from your workplace, lock your 

office or lock away sensitive information in a 

cabinet. 

Lock your workstation, even if you just step 

away briefly. 

At your unlocked PC, an attacker can easily 

access sensitive data or install malware

1
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WHAT CAN I DO?
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• Unauthorized access to buildings is 

always possible. Attackers can then 

easily get access to confidential 

information.

THE RISK

• Always use Secure Print

For printing sensitive information, use secure 

printing. The printer will not start printing until 

you login. 

2
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WHAT CAN I DO?



• Unauthorized access to buildings is 

always possible. Attackers can then 

easily get access to confidential 

information.

THE RISK

• Accompany visitors

Pick up visitors at the reception and accompany 

them back or to their next meeting. Make sure 

that the visitors wear their visitor badge visibly. 

You should also always wear your badge visibly if 

you are on site at SAP.

3
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WHAT CAN I DO?



• Unauthorized access to buildings is 

always possible. Attackers can then 

easily get access to confidential 

information.

THE RISK

• Report incidents

Whenever you detect a security incident, 

whether it’s a physical loss or break-in, hacking, 

or a social engineering attack, please report it 

immediately using our incident response tool. 

For critical incidents, please inform also your 

local security team directly. 

1

!

WHAT CAN I DO?

4

Quick link: go/incident-reporting

SECURITY INCIDENT

• Left or loss of equipment

• Disclosure of information

• Hacking or malware attacks

• Unauthorized access to IT systems

• Physical harm

• More 
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Well done! You now know:

• Keep confidential data under lock and key

• Always use Secure Print

• Accompany visitors

• Report incidents

2

3

Secure workplace
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4



Phishing

Phishing is the attempt by a hacker to 
acquire sensitive information or to 
establish permanent access to your 
computer. 

It often starts with an e-mail 
impersonating a trustworthy entity. In 
this section, you will learn how to 
recognize and protect yourself against 
phishing attacks.



• Phishing e-mails can trigger infections that 

damage our entire corporate IT and can 

lead to the loss of confidential information.

Clicking on links or attachments in phishing e-

mails can cause infections. The infections can be 

caused by harmful software that our antivirus 

software might not detect. 

In the worst case, the infection will be spread to 

your colleagues and can even compromise our 

entire network. 

This situation can lead to leakage of confidential 

information and huge business and reputational 

loss. 

THE RISK

!

Customer

information

Employee

information

Business

information

Your 

colleagues

Network



• Phishing e-mails can trigger infections that 

damage our entire corporate IT and can 

lead to the loss of confidential information.

THE RISK

• Double-check the e-mail sender 

See if it is in any way suspicious.

1

!

WHAT CAN I DO?



• Phishing e-mails can trigger infections that 

damage our entire corporate IT and can 

lead to the loss of confidential information.

THE RISK

• Double-check the greeting

Check and see if there is a personal greeting. 

Are you being addressed by name?

2
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WHAT CAN I DO?



• Phishing e-mails can trigger infections that 

damage our entire corporate IT and can 

lead to the loss of confidential information.

THE RISK

• Double-check links and priority

Phishing e-mails nearly always contain a sense of 

urgency, requiring you to click on a link or open 

an attachment. 

If it seems suspicious, do not click on the link or 

open the attachment.

3
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WHAT CAN I DO?



• Phishing e-mails can trigger infections that 

damage our entire corporate IT and can 

lead to the loss of confidential information.

THE RISK

• If in doubt, forward the message as an 

attachment to cybersecurity@sap.com

If you know the sender, call and ask if it was 

actually sent.

4
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WHAT CAN I DO?

cybersecurity@sap.com



Phishing
Well done! You now know:

• Double-check the e-mail sender 

• Double-check the greeting

• Double-check links and priority

• If in doubt, forward the message to cybersecurity@sap.com
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Social media

As a company, we have no problem 
with social networks, as long as you 
stick to our rules. 

In this chapter, we give you the most 
important guidelines for social 
networking. 



• The reputation and image of SAP could 

be damaged.

Attackers could obtain valuable internal 

information.

The reputation of a company can be severely 

damaged very quickly by ill-considered posts 

and information on social networks. 

In addition, professional attackers search social 

networks for key information they can use for an 

attack. 

THE RISK

!

!



• The reputation and image of SAP could 

be damaged.

Attackers could obtain valuable internal 

information.

THE RISK

• Never set up user profiles or groups in 

SAP's name

Never set up user profiles or groups in SAP's 

name. Our communication department is 

responsible for this task. 

1

WHAT CAN I DO?
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Traverses one another and gives a picture

SAP Travel Group



• The reputation and image of SAP could 

be damaged.

Attackers could obtain valuable internal 

information.

THE RISK

• Don’t share internal information

Never share internal or confidential company 

information.

Even seemingly harmless information, for 

example project names or software used, is 

often exploited for targeted phishing or social 

engineering attacks. 

2

WHAT CAN I DO?
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• The reputation and image of SAP could 

be damaged.

Attackers could obtain valuable internal 

information.

THE RISK

• Never use your SAP e-mail address or 

passwords outside of work

Never use your work e-mail address or 

passwords to sign into a social network. 

If the social network has a security gap, there’s 

no need for us to have one too.

3

WHAT CAN I DO?
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!



Well done! You now know:

• Never set up user profiles or groups in SAP's name

• Don’t share internal information

• Never use your SAP e-mail address or passwords outside of 

work

2
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3

Social media



Secure communication

We all need to transfer information 
for our daily work. 

In this section, you will learn how to 
do this safely and securely in your 
working environment. 



• Unencrypted e-mails and public cloud 

storage services are not secure. 

Sensitive information may be lost or can 

even end up in the wrong hands.

If you transfer unencrypted information, for 

example by e-mail, it is about as secret as a 

message on a postcard and can be read by 

many people. 

THE RISK

!



• Unencrypted e-mails and public cloud 

storage services are not secure. 

Sensitive information may be lost or can 

even end up in the wrong hands.

THE RISK

• Never use unauthorized cloud services

Our business information must always remain in 

our business IT environment. Any business 

information outside of this environment is out of 

our control and therefore considered vulnerable.

Accordingly, never use unauthorized cloud 

services for business data. 

1

WHAT CAN I DO?
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Public 

Cloud



• Unencrypted e-mails and public cloud 

storage services are not secure. 

Sensitive information may be lost or can 

even end up in the wrong hands.

THE RISK

• Use approved exchange tools

Only use SAP-approved solutions for 

exchanging business data, such as OneDrive for 

Business. 

You can even transfer confidential information 

with many of them. 

WHAT CAN I DO?

!

2

Quick Link: https://go.sap.corp/exchanging-confidential-data

SharePoint Online

OneDrive for Business

SAP Jam

More



• Unencrypted e-mails and public cloud 

storage services are not secure. 

Sensitive information may be lost or can 

even end up in the wrong hands.

THE RISK

• Always encrypt sensitive data

Because unencrypted information can be easily 

read by many people, it is essential that you 

transfer sensitive information encrypted. 

If you are able to encrypt e-mails, please do so. 

Otherwise encrypt confidential attachments in a 

ZIP file or use an approved, secure exchange 

tool.

WHAT CAN I DO?

!

3



• Unencrypted e-mails and public cloud 

storage services are not secure. 

Sensitive information may be lost or can 

even end up in the wrong hands.

THE RISK

• Never use personal e-mail accounts

Please also do not use private e-mail accounts 

for our business data and never set up 

automatic forwarding rules to private accounts. 

Data will be transferred unencrypted and the 

private client can be infected with malware.

4

WHAT CAN I DO?

!
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Well done! You now know:

• Never use unauthorized cloud services

• Use approved exchange tools

• Always encrypt sensitive data

• Never use personal e-mail accounts

2
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Secure communication



Compliance

Everybody working for SAP has to be aware 
that values such as honesty, integrity, 
transparency, trustworthiness, and a sense of 
responsibility should underpin all business  
activities.

In this Section you will learn how the Code of 
Business Conduct for External Workers 
(“CoBC”) serves to minimize risks and helps 
you avoid improper activity such as bribery 
and conflicts of interest, and implement steps 
required to ensure compliance in their 
performance of tasks on behalf of SAP.



Objectives and Scope

Code of Business Conduct for External Workers:

➢ Defines standards for conduct in all business, legal, and ethical matters carried out in 
daily business. 

➢ Is meant as a tool and guide for dealings with customers, vendors and partners, 
interaction with competitors, as well as activities in financial areas including but not 
limited to trading in SAP shares. 

➢ Without exception, this Code applies to all External Workers who work for and/or on 
behalf of entities in SAP Group, including subsidiaries, acquired and affiliated companies, 
branch offices and representative offices of SAP. 



Definitions (I)

“External Worker” is an individual, 
non-employee resource, who is :

➢ working for and /or on behalf of 
SAP 

❖ regardless of whether 
deployed internally by SAP 
(non-billable), or on a 
customer project (billable), 

❖ regardless of whether 
working onsite or offsite 

❖ even if they only need 
system access. 



Definitions (II)

“External Workers” are typically (but 
not limited to): 

➢ Temporary Staff (agency workers), 

➢ Project Service Providers, 

➢ Outsourced Service Providers, 

➢ Partners supporting testing,

➢ Graduate /Postgraduate students.



Compliance with Law

While working for SAP as External Worker all business conducted for / on behalf of SAP shall 
be accomplished in full compliance with all applicable laws, rules, regulations, and policies, 
especially with 

➢ Anticorruption Laws

➢ Antitrust and Competitions Laws

➢ Securities and Insider Trading Laws

➢ Data Protection and Privacy Law

➢ Trademark and Copyright Law



Conflicts of Interest (I)

➢ While working for SAP, SAP’s interests must 
always be safeguarded.

➢ Business opportunities for SAP must not be 
used for your personal benefit or for the 
benefit of relatives, good friends or your 
own company.

➢ Own or third-party products must not be 
developed or sold  or services must not be 
performed where SAP offers similar 
products or services.

➢ Existing conflicts of interest must be 
disclosed and mitigated – if possible - so 
that they do not have an influence on 
business relations and/or deals (contracts).



Conflicts of Interest (II)

Example: 

External Worker X is working on an SAP project and his task is to contribute to an offer/a pitch 
for customer Y. 

X happens to be the son-in-law of customer Y’s Managing Director. He influences the pitch by 
providing confidential information so that SAP wins the bid.

• RISK: Violation of tender rules. Depending on local law, X may incur personal liability 
and investigations involving SAP may also ensue.



Bribery  & Corruption (I)

➢ No corruption – decision makers must 
not be influenced by personal benefits 
in making any decision in favor of SAP.

➢ No bribes – do not accept personal 
benefits in order to make a decision in 
favor of SAP.

➢ No personal benefits for 
Government/Public Officials. 

➢ SAP wants to avoid even the 
appearance of any unethical behavior.



Bribery  & Corruption (II)

Example: 

External Worker X is part of an SAP project to develop innovative solutions and strategies 
to digitize the administration of the city of Sunnyland. In order to push the project and get 
Sunnyland to buy additional software, X decides to invite the Mayor to a soccer game in 
order to discuss the advantages of SAP solutions in a relaxed atmosphere.

• RISK: Any benefit granted to a Government Official is viewed with suspicion by the 
authorities. Inviting the mayor of Sunnyland – a Government Official – to the soccer 
game in this context may be regarded as an attempt to bribe him.  This may lead to 
personal criminal sanctions.



Hospitality & Gifts (I)

Hospitality Events are those events where the focus is on entertainment (less than 80% of the 
agenda is business).  Strict, compulsory Compliance rules apply to invitations to these events in 
order to avoid criminal liability and to foster ethical behavior.   These rules also apply to External 
Workers. 

➢ Government officials

❖ The invitation of Government Officials to Hospitality Events is strictly forbidden

❖ “Government Officials” means anyone who works at the expense of taxpayers.  This 
includes civil servants, employees of state-owned or state-controlled companies (very 
often in the sectors of aerospace and defense, utilities, energy and extractive industries, 
telecommunications and transportation), military personnel, elected or appointed 
officials, and even employees of international organizations like the World Bank. 



Hospitality & Gifts (II)

➢ Bid-Cycle (sales cycle)

❖ No hospitality for customers or 
suppliers, when we’re negotiating 
contracts where SAP is either on 
the buyer’s or seller’s side. 

❖ The same goes for contracts that 
SAP only recently closed or will 
close (3 months time frame before 
and after the deal) . 

❖ The applicable local limits for 
hospitality must not be exceeded. 



Hospitality & Gifts (III)

➢ Regulations for hospitality also apply for External Workers. 

➢ Before attending any hospitality you must align in advance with your contact at SAP. 

➢ You may not invite anyone to any hospitality (including lunches and dinners) until you 
receive the required written clearance/approval of your contact at SAP, the Field 
Compliance Officer and the CFO of the respective subsidiary.



Hospitality & Gifts (IV)

Gifts

➢ Gifts and benefits provided by External 
Workers to Third Parties are not 
permitted. 

➢ SAP does not make any gifts of money 
or in kind for party-political purposes. 
If you, as  External Worker, make any 
such gift in a personal capacity, you 
must not give the impression that the 
gift has any connection with SAP. 



Hospitality & Gifts (V)

➢ Please understand that these 
rules are not about restricting you 
in your personal lifestyle.

➢ When working on a contract for 
SAP you might be regarded as an 
SAP representative. As such, we 
must avoid any situations that 
might lead to a misunderstanding.



Hospitality & Gifts (VI)

Example: 

Cyberland Ltd. wants to buy new software and is in negotiations with various software 
companies. External Worker X is part of an SAP team that negotiates with Cyberland. In 
order to push the negotiations and get Cyberland Ltd. to buy from SAP, X decides to invite 
the Managing Director of Cyberland Ltd. to a soccer game. X wants to use the soccer 
game to discuss the advantages of SAP solutions in a relaxed atmosphere.

• RISK: Inviting the MD of Cyberland in a bid cycle / sales cycle to a soccer game in this 
context may be regarded as an attempt to influence him.  This may lead to personal 
criminal sanctions.



Confidentiality (I)

➢ All internal operational documents, data, files, records and reports acquired or created in 
the course of employment are the property of SAP and are to be treated as confidential . 

➢ In particular, information relating to pricing, product and service development as well as 
trade secrets must be held in strictest confidence.

➢ Exchange of confidential information with SAP Customers, Vendors and Partners is 
prohibited as well as accepting confidential information from SAP Customers, Vendors 
and Partners. 



Confidentiality (II)

➢ External Workers must not contact representatives from the media or the financial 
community on their own initiative. 

➢ The use of SAP email accounts for personal purposes is prohibited.

➢ It is possible for External Workers to access the Internet provided there is no 
unauthorized use of copyrighted materials or unauthorized access to confidential 
information, source code or competitor products.  



Conduct with Customers

➢ Changes in Contracts must not be agreed without approval from the legal department

➢ Agreements about boycotts of customers, vendors, competitors, partners, or service 
providers are unlawful.

➢ Exclusive contracts would impact competition in the market and are therefore unlawful.

➢ External Workers of SAP must ensure that SAP does not enter into reciprocity deals in 
which SAP only accepts goods and services from another company on condition that the 
other company obtains SAP products . 



Conduct with Vendors

➢ External Workers must not force any 
vendor to buy SAP products in return 
for SAP’s purchase of the vendor’s 
goods or services. 

➢ SAP may, however, seek to sell 
products to its vendors as it does to 
any other customer.



Conduct with Competitors 

➢ All forms of price-fixing among competitors are forbidden. 

➢ All forms of collusion among competitors where they agree in advance who will submit 
the winning bid on a contract being led through the competitive bidding process (“Bid-
Rigging”), are strictly prohibited.

➢ External Workers of SAP must not talk with competitors about SAP’s internal matters, 
from which competitors could draw any competitive advantage.

➢ On no account may external workers of SAP seek to obtain, accept, read, or use trade 
secrets or other confidential or secret information about a competitor using dishonest 
means.



Conduct with Partners

➢ Changes in Contracts must not 
be agreed without approval 
from the legal department

➢ External Workers must avoid 
all forms of one-sided 
preferential treatment of one 
partner. This particularly 
applies to competing bids from 
several partners for the same 
customer.



• External Workers are expected to raise 

any issue or questions about violations of 

the Code of Business Conduct for External 

Workers.  

REPORTING

Any questions, issues and concerns shall be 

raised with the Legal Compliance & Integrity 

Office (LCIO) 

Contact: 

global-compliance-office@sap.com 

or 1-877-587-8605 (toll-free in North America) 

or +49 6227 7 40022 (Germany)

!

WHAT CAN I DO?

global-compliance-office@sap.com

1-877-587-8605 (toll-free in North America) or

+49 6227 7 40022 (Germany)



Well done! You now know:

• The objectives and scope of the CoBC.

• To be compliant with law.

• Where conflicts of interest may occur .

• That SAP has a zero tolerance policy for all forms of bribery 

and corruption. 

When information has to be treated as confidential.

• How to interact with Customers, Vendors, Competitors and 

Partners.

To raise any questions, issues and concerns with the LCIO. 
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Test your expertise!

You will be asked 16 questions. You will need to answer 

at least 11 of the total 16 questions correctly to pass the 

training.  Question 16 is mandatory and cannot be 

missed.

Good luck!

START THE TEST

https://surveys.sap.com/jfe/form/SV_8kNFvbJ6FQwxDdX
https://surveys.sap.com/jfe/form/SV_8kNFvbJ6FQwxDdX

