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 Scope Document 

SAP Cloud Application Services for SAP Enterprise Threat Detection, Alert Monitoring 

If the Order Form includes SAP Cloud Application Services for SAP Enterprise Threat Detection, alert 
monitoring, then this Scope Document* applies. This Scope Document is considered Documentation, as 
such term is defined in the General Terms and Conditions for Cloud Services. 

1. SCOPE OF CLOUD APPLICATION SERVICES (CAS)

SAP will provide CAS services as described herein for the SAP cloud environment systems related system 
landscape in scope subject to the usage metric volume purchased by Customer as set forth in the 
applicable order form and modules defined. 

Solution Scope 

SAP will continuously monitor customer’s applications in SAP Enterprise Threat Detection for irregular 
security activities. 

Approach and Activities 

SAP will conduct this service as follows: 

• SAP will perform security monitoring for the agreed patterns for the logs in the customer
target system.

• SAP will scan alerts for any suspicious activities and perform investigations.
• SAP will provide the investigation results and suggestions for remediation.
• SAP will implement approved solutions in case of use case adaption
• SAP will enhance or update relevant values in the related value list or relevant thresholds in

related threshold list
• SAP will provide recommendations for activation of standard pattern

Exclusions

The following services are not included: 

• New, customer specific pattern creation

Prerequisite 

• License of SAP Enterprise Threat Detection (public or private cloud edition)
• System connections between customers SAP systems and Enterprise Threat Detection
• Security Documents and security processes
• Security Policies
• Log flow from sending systems
• System access
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2. USAGE METRIC OF CLOUD APPLICATION SERVICES (CAS)

Service Scope item Usage Metric 

SAP Cloud Application Services for SAP Enterprise 
Threat Detection, alert monitoring 

Resources* 

* 1 Resources = 100 monitored users

3. CUSTOMER’S RESPONSIBILITIES, COLLABORATIVE AND COOPERATIVE DUTIES

a) SAP’s provision of the CAS service is subject to Customer fulfilling its responsibilities described in
the applicable RACI Matrix Documentation.

b) Customer will provide relevant security documents and security processes.
c) Customer will provide relevant system access as requested.

*For SAP HANA Enterprise Cloud Advanced Edition; RISE with SAP S/4HANA Cloud, private edition, tailored option;
SAP Cloud ERP Private, tailored option; and SAP ERP, private cloud edition, tailored option, this document is deemed
a Service Description Documentation. For RISE with SAP S/4HANA Cloud, private edition; SAP Cloud ERP Private;
and SAP ERP, private cloud edition, this document is deemed a CAS Service Description Guide.



Roles & Responsibilities for Cloud Application Services
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The goal of the Responsibility Matrix is to define the roles and the responsibilities within the service 
provision.

R Responsible person(s) for the provision or execution of the identified service / task.
R* Responsibility has to be clarified and agreed, usually during Transition phase.

A 
Accountable person(s) for approval of tasks. Signs off on work done by responsible and is ultimately 
answerable for correct and thorough completion of the service / task. There must be only one 
accountable specified for each service / task.

C
Consulted person(s). They support in the execution of the identified service and advise, assist, support 
and participate in the relevant tasks as required; typically subject matter experts (two way 
communication).

I Informed. Information is provided for those who are kept up-to-date on progress and / or completion of 
the service / task (one way communication).

Note 1 Service available for an additional fee and may be requested via the Change Request procedure 
(Order Form Exhibit 2).
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Roles & Responsibilities for Cloud Application Services
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SAP Customer Remarks
1
1.1

Execution of workshop with information to discover 
the possibilities of SAP Enterprise Threat Detection

R R*

Definition of Go-Live plan R R
Approve agreed pattern I R
Implement the measures for the agreed pattern R I

1.2
Perform security monitoring for the agreed patterns 
for the logs from customer system

R I

Provide design document for the SAP Enterprise 
Threat Detection set-up with details on the patterns 

I R

Provide relevant security documents and security 
processes

I R

1.3
Investigate root cause of potential suspicious activity R I
Recommend adjustments to prevent false positive 
results

R I

Approve remediation of false positive results I R
Enhance or update relevant values and/or threshold 
in the related value or threshold list

R I

Recommend adjustments to true positive results R I
Provide recommendations to address positive 
suspicious activity

R C

Analyze and implement true positive results 
remidation

I R

Recommend adjustments to activate standard pattern 
on customers requirements

R I

Approve recommendations to activate standard 
pattern on customers requirements

I R

Services
SAP Enterprise Threat Detection alert monitoring
Onboarding

Security Monitoring

Alert Handling


