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Scope Document 
 
 

SAP Cloud Application Services for Data Management 
 
 

If the Order Form includes one or more SAP Cloud Application Services for Data Management services, 
then this Scope Document* applies. This Scope Document is considered Documentation, as such term 
is defined in the General Terms and Conditions for Cloud Services. 

 
 

1. SCOPE OF CLOUD APPLICATION SERVICES (CAS) 
 
SAP will provide CAS within the following lines of service, for the SAP cloud environment systems and 
modules defined: 
 

Data Management Services: 

o Personal Data Retention Management for SAP SuccessFactors HCM 
o Data Sanitization for SAP Commerce Cloud 

 
 

1.1  Personal Data Retention Management for SAP SuccessFactors HCM 

Solution Scope 

SAP will create data retention management purge requests for personal data to support our customers 
in their efforts to comply with both global and regional data protection and privacy laws. These requests 
will be monitored monthly. The details of this service are described herein. 

 

Approach and Activities 

SAP will conduct this service as follows: 

• SAP will assist the customer with identifying the following: 
o Personal data purge types 
o Countries 
o Retention days 
o Approver 

• SAP will confirm the pre-requisites required for Data Retention Time Management (DRTM) and 
Data Protection and Privacy Functions are in place.  

• SAP will create data privacy and protection purge requests in the customer’s Non-Production 
(NON-PRD) system for the following:  

o Master Data Purge for inactive users 
o Specific Personal Data of active users by SuccessFactors module 
o External Users 
o Audit Data Purge for Reporting and Metadata Framework, which contain personal data 

• SAP will identify any errors resulting from the initial execution of the purge requests in NON-
PRD and PRD and resolve if errors are not configuration related.  

• SAP will schedule the purge requests to be automated based on the server time. (Note, the 
automated scheduling will occur in Production only.) 
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• SAP will monitor the purge requests in the PRD for alerts and errors, addressing issues 
through the problem management process and consulting the customer if necessary. 

 

Exclusions 

The following services are not included: 

• Purge and/or anonymization requests for non-personal data. 
• Other automated jobs outside of this service. 
• Changes to configuration are the responsibility of the Customer. 

 

1.2  Data Sanitization for SAP Commerce Cloud 

Solution Scope 

SAP will create data retention management purge requests for personal data to assist with the 
Customer’s privacy and protection compliance requirements and will monitor these purge requests as 
described herein. 

Approach and Activities 

SAP will conduct this service as follows: 

• SAP will configure and monitor the data purge requested in the SAP cloud environment 
according to the data types and retention periods required by the Customer.  

Data Type Default 

Inactive Customers 2 days 

Carts 30 days 

Audit Logs 1-30 days (data type dependent) 

Generated Personal Data Reports 30 days 

Reporting 30 days 

Media 90 days 

Products 180 days 

Orders 2 years 

Tickets 2 years 

 

• SAP will schedule the purge requests and monitor the purge requests in the Production SAP 
cloud environment for alerts and errors. 

• SAP will provide a summary of data purges in Production SAP cloud environment. 
• SAP will configure data anonymization for data backup restore to the Test SAP cloud 

environment to remove personally identifiable information for any of the following: 
o Customer 
o Address 
o Payment 
o Cart 
o Order 
o Tickets 
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Exclusions 

The following services are not included: 

• Purge requests for non-personal data 
• Other automated jobs outside of this service 

2. USAGE METRIC OF CLOUD APPLICATION SERVICES (CAS) 
 

Service Scope item Usage Metric 

Personal Data Retention Management for  
SAP SuccessFactors HCM 
 

Productive Instance 

Data Sanitization for Commerce Cloud 
 

Productive Instance 

 
 
3. CUSTOMER’S RESPONSIBILITIES, COLLABORATIVE AND COOPERATIVE DUTIES  
 

a) SAP’s provision of the CAS service is subject to the customer fulfilling its responsibilities 
described in the applicable RACI Matrix Documentation. Customer agrees to execute prompt 
performance of such responsibilities and provide the personnel and resources required for the 
performance of the service in sufficient measure. 

b) The Customer is responsible for any changes to the application layer code of the source and/or 
target data systems. 

c) The Customer is responsible to provide relevant system access as requested. 
d) It is the customer’s responsibility to evaluate legal requirements and use the features provided 

by SAP SuccessFactors in compliance with all applicable regulations. 
e) Key User should review the various data retention time management purge request types by 

module prior to the kickoff of this service. 
f) If there are any Known Errors during the purge requests, Key User will perform any 

configuration required to resolve the error. 
g) Should the customer make any changes that might impact the purge requests (such as adding 

new modules or countries), the Customer will notify SAP via the Service Desk to ensure proper 
realignment. 

h) Prior to the start of the CAS Service the Customer shall provide: 
o Write access to source code repository where SAP Commerce Cloud code will be 

stored. 
o S-User SAP should use to create SAP Support tickets on behalf of Customer. 
o CUSTOMER_SYS_ADMIN role assigned to SAP Team for SAP Commerce Cloud. 
o Handover detailed technical design documents. 
o Access to CAS Environments to be used to test data restore with anonymization. Data 

in this environment may become corrupted during testing. 
i) Customer shall comply with any relevant governmental and regulatory requirements. 
j) Customer is responsible for ensuring the NON-PRD environment is scaled to the correct size to 

accommodate data restore from Production System backup. 

 
*For SAP HANA Enterprise Cloud Advanced Edition; RISE with SAP S/4HANA Cloud, private edition, tailored option; 
SAP Cloud ERP Private, tailored option; and SAP ERP, private cloud edition, tailored option, this document is deemed 
a Service Description Documentation. For RISE with SAP S/4HANA Cloud, private edition; SAP Cloud ERP Private; 
and SAP ERP, private cloud edition, this document is deemed a CAS Service Description Guide. 
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Roles & Responsibilities for Cloud Application Services
Date: 07/2026

The goal of the Responsibility Matrix is to define the roles and the responsibilities within the 
service provision.

R Responsible person(s) for the provision or execution of the identified service / task.

R* Responsibility has to be clarified and agreed, usually during Transition phase.

A 
Accountable person(s) for approval of tasks. Signs off on work done by responsible and is 
ultimately answerable for correct and thorough completion of the service / task. There must be 
only one accountable specified for each service / task.

C
Consulted person(s). They support in the execution of the identified service and advise, assist, 
support and participate in the relevant tasks as required; typically subject matter experts (two 
way communication).

I
Informed. Information is provided for those who are kept up-to-date on progress and / or 
completion of the service / task (one way communication).

Note 1
Service available for an additional fee and may be requested via the Change Request 
procedure (Order Form Exhibit 2).

Legend
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SAP Customer Remarks
1 Data Management 
1.1 Personal Data Retention Management for SAP SuccessFactors HCM
1.1.1 Data Retention Management Planning

Provide customer list of possible data protection & privacy personal data purge 
types.

R C

Determine the modules, data purge types, retention days, countries and 
customer's Key User

C R Customer to provide which data types 
should be purged with the retention dates, 
based on the list of all data purge types by 
country. Customer identifies who will work 
with the SAP team during the setup and be 
the approver.

Provide SAP Admin access to the test and production instances C R Customer will need to provide SAP Admin 
type access in RBP to the data protection 
and privacy functions.

1.1.2 Data Retention Management Setup in Non-Production System
Confirm Prerequisites for Using Data Protection and Privacy Functions are in 
place

R C SAP reviews the customer's test instance to 
confirm the prerequisites.  Customer may 
need to be consulted.

Confirm Prerequisites for Data Retention Time Management are in place R C SAP reviews the customer's test instance to 
confirm the prerequisites.  Customer may 
need to be consulted.

Make any configuration changes that are required C R SAP will identify what needs to be 
changed, customer will make the changes.

Setup the Master Data Purge for inactive users R I Use the retention dates the customer 
provided

Setup the Purge Request by module of Specific Personal Data of active users R I Create the requests based on the modules 
the customer has and the retention dates 
the customer provided

Setup Purge Request of External Users R I Use the retention dates the customer 
provided

Setup the Audit Data Purge for Reporting and Metadata Framework, which 
contain personal data

R I Use the retention dates the customer 
provided

Direct Key User to Admin Center  Purge Request Monitor to to review the jobs 
in the Requests Pending Final Approval tab.

R C

Customer's Key User reviews the purge requests and approves them C R
Determine cause of any errors resulting from the execution of the purge 
requests

R C SAP will identify the cause of the errors

Resolve any errors, which may include configuration changes within the module R R Depending on the error, SAP may be able 
to resolve.  However, if it requires 
configuration changes, the customer will 
make the change.

Customer's Key User verifies the requests in the Purge Progress & Results. 
Approving SAP to proceed to production environment setup.

C R Customer may have questions which SAP 
will address prior to the setup in production

1.1.3 Data Retention Management Setup in Production System
Confirm Prerequisites for Using Data Protection and Privacy Functions are in 
place

R C SAP reviews the customer's production 
instance to confirm the prerequisites.  
Customer may need to be consulted.

Confirm Prerequisites for Data Retention Time Management are in place R C SAP reviews the customer's production 
instance to confirm the prerequisites.  
Customer's Key User may need to be 
consulted.

Make any configuration changes that are required C R SAP will identify what needs to be 
changed, customer will make the changes.

Setup the Master Data Purge for inactive users R I Use the retention dates the customer 
provided

Setup the Purge Requests by module of Specific Personal Data of active users R I Create the requests based on the modules 
the customer has and the retention dates 
the customer provided

Setup Purge Request of External Users R I Use the retention dates the customer 
providedSetup the Audit Data Purge for Reporting and Metadata Framework, which 

contain personal data
R I Use the retention dates the customer 

providedDirect Key User to Admin Center  Purge Request Monitor to to review the jobs 
in the Requests Pending Final Approval tab.

R C
Customer's Key User reviews the purge requests and approves them C R Customer may have questions which SAP 

will addressDetermine cause of any errors resulting from the execution of the purge 
requests

R C SAP will identify the cause of the errors

Resolve any errors, which may include configuration changes within the module R R Depending on the error, SAP may be able 
to resolve.  However, if it requires 
configuration changes, the customer will 
make the change.

Customer's Key User verifies the requests in the Purge Progress & Results. 
Approving SAP to proceed with automating the schedules

C R

1.1.4 Ongoing Operations
Automated Data Purge Requests in production are monitored weekly for alerts 
or errors. SAP will resolve errors and consult Key User if necessary.

R C

SAP will remind the Key User to review the Purge Progress & Results monthly R C Time frame  may change as it will be based 
on customer's purge types and retention 
dates

1.1.5 Service Review
Adjust service plan to realign as other modules, functionalities or countries are 
adopted

R C Review of service plan to make adjustments 
limited to twice yearly

1.2 Data Sanitization for SAP Commerce Cloud
1.2.1 Preparation

Send pre-packaged instructions, templates and pre-requisites list for download R C
Confirm Customer project team I R
Hold kick-off meeting: Communicate the Service, role and responsibilties R I
Confirm completion of pre-requesites R C

1.2.2 Data Purge

Services



# Confidential

Roles & Responsibilities for CAS
Version: 07/2026

SAP Customer Remarks
1 Data Management 
Services

Configure data type purge in non-PRD environment R C
Execute data purge and provide report to Customer R C
Execute test cases and test scripts C R
Resolve test issues related to Services R C
Resolve test issues related to Customer responsibilities C R
Develop and review cutover plan I R
Obtain change control approvals to move to PRD environment I R
Monitor jobs on weekly basis and provide support to resolve issues related to 
purge jobs

R C

Provide a report on a quarterly basis outlining a summary of data purges R I
1.2.3 Data Anonymization

Confiigure data anonymization scripts R C
Execute restore with data anonymization to non-PRD environment R C
Execute test cases and test scripts C R
Resolve test issues related to Services R C
Resolve test issues related to Customer responsibilities C R
Configure changes to data anonymization scripts to reflect changes to data 
type(s)

R C


