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BACKGROUND // &%
Purpose and Application. This document ("DPA") is incorporated into the Agreement and forms
part of a written (including in electronic form) contract between SAP and Customer. This DPA
applies to Personal Data processed by SAP and its Subprocessors in connection with its provision
of the Cloud Service. This DPA does not apply to non-production environments of the Cloud Service
if such environments are made available by SAP, and Customer shall not store Personal Data in
such environments. // BHMROGEHA A&F (LN DPAJ ) X, AR ICHAZAEN, BIEE SAP
MoRKE ETEREED) O HE2HKT 5, 20 DPA IX, SAP KOZ0 HLHEAESL) 2k, o
(770 Ry —E 2] ORMECBEEL TSNS MAAT—%) IC@EfEShD, 20 DPA (X, 770U R
=B ] OIFABEEREN SAP ICX VRSN DHE. DL BREICITEN IS, BEIL. DL ERE
I MEAT—%1 277 LTI B,
Structure. Appendices 1 and 2 are incorporated into and form part of this DPA. They set out the
agreed subject-matter, the nature and purpose of the processing, the type of Personal Data,
categories of data subjects and the applicable technical and organizational measures. // &
MEE 1) RO MHEF 20 20 DPA IS IAE N, %@*%%%ﬁf7o%ﬂawﬁﬁéﬁm\éﬁ
INTZAE, WEBoOWE LB, AT —F) OME, 7—ZEEROL T TV — KUY T D8I K
OREARRO S SR A Fedk L T %
GDPR. SAP and Customer agree that it is each party’s responsibility to review and adopt
requirements imposed on Controllers and Processors by the General Data Protection Regulation
2016/679 ("GDPR"), in particular with regards to Articles 28 and 32 to 36 of the GDPR, if and to
the extent applicable to Personal Data of Customer/Controllers that is processed under the DPA.
For illustration purposes, Appendix 3 lists the relevant GDPR requirements and the corresponding
sections in this DPA. // GDPR SAP %L, [—fk7 —Z{R#EHIAI 2016/679) (LLF TGDPR) ) 1Tk
D OTERE | RO VPR | \CFRENDE:, &V ild GDPR O 28 KL OUE 32 &£JVEHF 36 KizoN»
T, 2O DPA ICERSW TSN AR/ EHE ) © [EAT—4 ) IGEASh 85I, O TR
HEHRE L TRATIZENENENOYFEOEMLTHDL I LICHEET D, BB ETIC, TEE 3) 12,
B4 5 GDPR DOEEEKNZ D DPA ORIIET A7 a2 —EIZLTW3S,
Governance. SAP acts as a Processor and Customer (and those entities that it permits to use the
Cloud Service) act as Controllers under this DPA. Customer acts as a single point of contact and
is solely responsible for obtaining any relevant authorizations, consents and permissions for the
processing of Personal Data in accordance with this DPA, including, where applicable approval by
Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions
are provided by Customer these are provided not only on behalf of the Customer, but also on
behalf of any other such other Controller/s as the Customer has permitted to use the Cloud
Service. Where SAP informs or gives notice to Customer, such information or notice is deemed
received by those Controllers permitted by Customer to use the Cloud Service and it is Customer’s
responsibility to forward such information and notices to the relevant Controllers. // Z/NF X
SAP X MUPREE ) L7p0 | BE (RO 770 R —v R OFHZBENTFT5FEME) (X, 20 DPA
K%6<F%E%J&ﬁéo@§H$*®§M%D&ﬁU\C®IM\’%OTFMA?*ﬁj%%ﬁﬁé:
LIZHT D, TRTOMET LR, MEROHFNEZ55Z LICHMTEEEZA S, ZhIZE, %475
AL SAP & TpgE ) L CHERTAZ o, TEEE) ICLEBLEEND, @E#%@ HE\h
AT AINERICLVRE LSS, £AbE, BEEBFICRD> TET TIERL, BER [7J 0 F
PR EEHATHIIEEFALI-EOMOLH EFHE ] ICbRbo TiRMtEN S b D L5, SAP A
AR Z S S iﬁ%ﬂ Ltzﬁu L I AERE X TEMIE, (77U R —E X)) OFEREBERICLIVFTESN
c TFEE ) LR VZHEIN AR I, BRI, 75 DR O A BT S EEE ] ICiEET 5H
x99,
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1.5. The Act With Respect to the Use of Numbers to Identify a Specific Individual in
Administrative Procedures (the “Act”). Without limiting Customer’s obligations to SAP under
section 1.4 above, Customer and those entities that Customer permits to use the Cloud Service
as Controllers under this DPA have complied with the obligations including, without limitation,
obtaining the consent of all relevant Persons (as defined in the Act) with respect to the provision
of Specific Personal Information (as defined in the Act) as may be required or directed under the
Act, including, without limitation, Article 19. // 1TEEFEHRIZBT 2B EDBEAZBRINT Z 72D DEFTD
FIRECET S (A F Nk ) LRE LARICHESSEE D SAP ITHT 2R B2HIRT 52 &
2 BEKOBEENZODPADO FT EHE) L LT 770 RYh—E 2] OFAZROLFERL. H
EBAER] (A F "=k TER) ORMCEEL THELIND, BHETD RN ( f'?4’7L
UN—E] TER) ORBOREEZED, [~AF 03—k 8§ 19 FEOZOMOBEEICE T D HRKOE
RIZHED S

2. SECURITY OF PROCESSING // AHDEXx=VU T 4

2.1 Appropriate Technical and Organizational Measures. SAP has implemented and will apply
the technical and organizational measures set forth in Appendix 2. Customer has reviewed such
measures and agrees that as to the Cloud Service selected by Customer in the Order Form the
measures are appropriate taking into account the state of the art, the costs of implementation,
nature, scope, context and purposes of the processing of Personal Data. // 872 E57H & USERR
BIREE SAP (X, (B 2] (CFE DAY K U%ER Mﬁ%%%ﬂbfkb\_n%%mfé BRI,
MABRKR AR LT, MEXE) ITBWTHEHENBIRLE 1770 RP—EvX] ITBL T, E&%oxR
N MEANT —2) OUBEBOENKE, A0z b WE, @i, SEKOCHENEZBEICANTHY TS S
ZEICRET %,

2.2 Changes. SAP applies the technical and organizational measures set forth in Appendix 2 to SAP’s
entire customer base hosted out of the same Data Center and receiving the same Cloud Service.
SAP may change the measures set out in Appendix 2 at any time without notice so long as it
maintains a comparable or better level of security. Individual measures may be replaced by new
measures that serve the same purpose without diminishing the security level protecting Personal
Data. // ZEXE SAP %, ftEE 2) D IHEMHOLETHMORIKEZ, AU T—2o%—] hHR
Ah&Eh, AU (777 FYP—E 2] %7 T35, SAP OEFES—AT@EAT 5, SAP 1, [[% L/LL@V
SNANDEF 2 VT 0 BMFTARY BMETI 2, FEE 2) KEDLIMKREMENAET T2
NTELHLDLT L, fHxORRIL, MEAAT—%) 2R#ETLI2EXF2V T 4 LV EHEZDTFRL HE’J e
DRI T RICE MR DNDBERH D,

3. SAP OBLIGATIONS // SAP DEH

3.1 Instructions from Customer. SAP will process Personal Data only in accordance with
documented instructions from Customer. The Agreement (including this DPA) constitutes such
documented initial instructions and each use of the Cloud Service then constitutes further
instructions. SAP will use reasonable efforts to follow any other Customer instructions, as long as
they are required by Data Protection Law, technically feasible and do not require changes to the
Cloud Service. If any of the before-mentioned exceptions apply, or SAP otherwise cannot comply
with an instruction or is of the opinion that an instruction infringes Data Protection Law, SAP will
immediately notify Customer (email permitted). // BZE,D DB SAP 1, BENLDOXEIZLD
BRICE>TDH, MEAT—%) 2085, TRZK) (2o DPA ZETe) 1E, 2D LFEICK 5
DR ERY . 757 Fh—E ] OZAZTNOMMIT, &674%5 %r&& o SAP IE. ENLMSDOREE
DIREFRRbH - Tt T [F—2R#EE) ICLvRkdoh, HIFMICAETHY . o [T 0 Rib—
EA] ~OEREZLEL LIRWIRD | 169 X GERENE D, ﬁﬁif@m%@b‘f:}’mvﬁ%ﬂii UIN
X% SAP BZOMIERICNED Z L3 TERY, BHLIIERD [F— 2Rk ([T 25 &) i Th
L%, SAP [TEBICHEEICEMT D (BFA—HA]) .
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3.2 Processing on Legal Requirement. SAP may also process Personal Data where required to do
so by applicable law. In such a case, SAP shall inform Customer of that legal requirement before
processing unless that law prohibits such information on important grounds of public interest. //
EHERIZE IO SAP (FFE, @AKICIVRODONAGHED,. (AAT—% ] ZUHT 255036
b, TOYAE, SAP X, WELEAT O AN Y IEN BRI OWTHEICEK T b0 L5, EL, AD
BB LV 2 EEAERTEIES LTV DHAETEORY TEARW,

3.3 Personnel. To process Personal Data, SAP and its Subprocessors shall only grant access to
authorized personnel who have committed themselves to confidentiality. SAP and its
Subprocessors will regularly train personnel having access to Personal Data in applicable data
security and data privacy measures. // BB (AT —%] 24T 57205, SAP K OEO TLEEsf
HSE) 1R, BRI T 2N EIT o7z, HROBHIMEICORT 7 B AMEFETHb0 LT 5, SAP K&
OED HLEAESE) X, ST L5722 X2 )T ROT =27 T4 v —oxEIZB T, [EA
T—H | ~DT 7R AMEEAT DHMEIIK L CEMMICHHEZIT ) D ET 5,

3.4 Cooperation. At Customer’s request, SAP will reasonably cooperate with Customer and
Controllers in dealing with requests from Data Subjects or regulatory authorities regarding SAP’s
processing of Personal Data or any Personal Data Breach. SAP shall notify the Customer as soon
as reasonably practical about any request it has received from a Data Subject in relation to the
Personal Data processing, without itself responding to such request without Customer’s further
instructions, if applicable. SAP shall provide functionality that supports Customer's ability to
correct or remove Personal Data from the Cloud Service, or restrict its processing in line with Data
Protection Law. Where such functionality is not provided, SAP will correct or remove any Personal
Data, or restrict its processing, in accordance with the Customer’s instruction and Data Protection
Law. // B WEORDIZE T T, SAP [X, SAP Ik D MEAAT—% ] ONBET [MEAT —XER] 12
B35 I =23k UIHHIL RO OERA~OINIZIENT, BELKD MEEE ] ([CEEN 72 HPH T
HTDHLDOETD, SAP 1E, [MEAT—% | OMBICBEE LT [F—% K »HML10BEKREZIT 7215
A, FEET28H610) BEOILRDIERZS LTOLNDIERICALNIEZAD Z &7, AEMRHPHT
AR HNERLNCERICBAT 26D LT D, SAP 1, AT —%] OBEELIF 7T 0 Rh—E 2]
NH0 MEAT —%) OHIBREZITS . XU 17— ZR#EIE) > TEOREEZHIRT 2BE DR %Y
A= T HEEEEZIRUET 2D LT 5, DB EMEL IR VEGES, SAP X, BEOHEREY [F—4
PRIL ) 1ZfEo T MEAT —% ) OEBEER L IFHIBREZIT 5 2, XIFZOWLBEFHIRT52b 0 L35,

3.5 Personal Data Breach Notification. SAP will notify Customer without undue delay after
becoming aware of any Personal Data Breach and provide reasonable information in its possession
to assist Customer to meet Customer’s obligations to report a Personal Data Breach as required
under Data Protection Law. SAP may provide such information in phases as it becomes available.
Such notification shall not be interpreted or construed as an admission of fault or liability by SAP.
[/ BAT—FEBROBEM SAP X, MEAT—XEK] #8#ELGA. B J@EFIcmmTsL b
W2, [T =2 Rk 1SN T MEAT —XiEK] 2RETHIEEORG BBV ERT D Z & 2R T
5720, BEPRFET L2 EHNFEHAOERZIMIET 2D L35, SAP 1%, »AE#RE. AFAHREE 2V
WEREBEBANCRMET 22N TEDL LD LT 5, 02l FEL, SAP 1L 2K ITFTORE & I3RS
NN o L35,

3.6 Data Protection Impact Assessment. If, pursuant to Data Protection Law, Customer (or its
Controllers) are required to perform a data protection impact assessment or prior consultation
with a regulator, at Customer’s request, SAP will provide such documents as are generally
available for the Cloud Service (for example, this DPA, the Agreement, audit reports or
certifications). Any additional assistance shall be mutually agreed between the Parties. // T—#
o LAY % i (77— 2R 1Tit-C, R (TEo EEE] ) BTy — 2 {R#EICET L
BRSO IHIHI R & OFRiHiRZIT O BERHDHGE. BEORDIZEYD SAP 1T (777 F¥—v 2]
B L C—BMIC AT CELRRMT 26075 (L& X, 20 DPA, [TRER) | BEEOREE
RFEHER L) o ERUSAOITHRICOWTL, MY FEH THAEZEESND D LT 5,
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4.1

4.2

DATA EXPORT AND DELETION // 5—% D=7 23— b R UHIER
Export and Retrieval by Customer._During the Subscription Term and subject to the
Agreement, Customer can access its Personal Data at any time. Customer may export and retrieve
its Personal Data in a standard format. Export and retrieval may be subject to technical limitations,
in which case SAP and Customer will find a reasonable method to allow Customer access to
Personal Data. // BRIZEDZTZIJAFR—FRUOBROVHL (722707 a8k . TREK) I
Mo T, BFEIL, WERE AT —X) X7 7 8RXAFTHZ LN TES, BEIX, BT r—~vy b THHD
MAANT —% ] Zx7 AR—F L, ROHTILENTES, =7 ZF— MLRY L2, BT 72 RS
MINDEFERH Y EOHREHE L SAP X, AT —¥] ~OBEEDOT 7 EAZARRLE T DH-DDOG R
RFEERRT DD LT 5,
Deletion. Before the Subscription Term expires, Customer may use SAP’s self-service export
tools (as available) to perform a final export of Personal Data from the Cloud Service (which shall
constitute a "return" of Personal Data). At the end of the Subscription Term, Customer hereby
instructs SAP to delete the Personal Data remaining on servers hosting the Cloud Service within
a reasonable time period in line with Data Protection Law (not to exceed six months) unless
applicable law requires retention. // Bl [$ 7227 U7 a VHIR) 2T T 5R0IC, BEKIL, SAP
DENLTH =R AR— Y —1 FIHTELHE) #EHLT, 1777 RF—x) hbo HEA
T—H ] ODERENREI AR = NEFITTHIENTESL (FOHEIET AT —%1 © IEH) LHRE
NHb0ETD) , T2 7 YT g i ORKTE, BEIL TR ThoT, [F—Z Rk
> 7B B A ]IM (6 WAZEBARY) Wi, 790U R—ER] ZFRA ML TNWDH—N— RIZ5E
LTS MEAT =% ZHIBRT 2 X5 SAP ITHRT 2, L, BHECKVREDRRDONDHEIT
ZORRY TRV,

CERTIFICATIONS AND AUDITS // FREAVER

Customer Audit. Customer or its independent third party auditor reasonably acceptable to SAP

(which shall not include any third party auditors who are either a competitor of SAP or not suitably

qualified or independent) may audit SAP’s control environment and security practices relevant to

Personal Data processed by SAP only if: // BFICLDEE FHAR L SAP |2 & > THEMIZZ A W HE

RE=HOEAEN (SAP OBAGHFETHD, UTHEUNTEK LA LA L IR TIE R W = EE

NZBATH D LT5) 1T, LTOBEAITRY . SAP NUET 25 AT —4% ) (CH#T 5 SAP OFHEER

BROEX2 ) 7 A EEOEELZITH)ZENTELHD LT 5,

(a) SAP has not provided sufficient evidence of its compliance with the technical and
organizational measures that protect the production systems of the Cloud Service through
providing either: (i) a certification as to compliance with ISO 27001 or other standards
(scope as defined in the certificate); or (ii) a valid ISAE3402 and/or ISAE3000 or other
SOC1-3 attestation report. Upon Customer’s request audit reports or ISO certifications are
available through the third party auditor or SAP; // SAP 73, ROWT I ERHETEZ EIC X
V. 127770 Fh—t 2] OFBEIT AT L2 R 2 BAMTH R OHRLRRAY 726 R~ D YLD +43 72 FE
AERAE L T RWEES (1) TS0 27001 XiEZ OMOPEHEA~OHERUZ BT 23R E B (CY%FEHE
WCRRH S o dEl) o U (i) A#h7e TSAE3402 KR OV#F L < iE ISAE3000 XidZ dffied S0CI-3 7
AEHEE, BEOEFNOL, FEFOBEAEAET SAP 2l U T, BERSEET IS0 iEAEHEL
AFTE D,

(b) A Personal Data Breach has occurred; // MEAAT—ZEX] BNFEELESHE

(c) An audit is formally requested by Customer’s data protection authority; or // BEDOT—%
L /NG, BEAENERICERINESE

(d) Mandatory Data Protection Law provides Customer with a direct audit right and provided
that Customer shall only audit once in any twelve month period unless mandatory Data
Protection Law requires more frequent audits. // &0 H 2 [5F— 2Rk 12XV EEIC
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EEOREEENGZONTEY ., POBRICLIEEOFEHEY, 12 VAMIC 1 BloOALTIHE
(72720, il S10s 25 5 —2{RH#E] Lo TEVHEEDOSZWEEN RO ONDIGEITZDORY
TlE7eW)

5.2 Other Controller Audit. Any other Controller may audit SAP’s control environment and security
practices relevant to Personal Data processed by SAP in line with Section 5.1 only if any of the
cases set out in Section 5.1 applies to such other Controller. Such audit must be undertaken
through and by Customer as set out in Section 5.1 unless the audit must be undertaken by the
other Controller itself under Data Protection Law. If several Controllers whose Personal Data is
processed by SAP on the basis of the Agreement require an audit, Customer shall use all
reasonable means to combine the audits and to avoid multiple audits. // MOBEHEEIZLDEE
flhd TERE ) 1, & 5.1 RICHET 20T OHERYEOMO EFHRE ] Y TUIEDLHEICRY
% 5. 1 RICHES T, SAP MABRT 2 MEANT—# ) ICB#T 25 SAP OFHRERMEX =2V 7 ¢ EHBOBEAE
EITHZENTEDHDOET D, PHEEIT, H 5.1 FICEHTILBVEELBEL TCLRUBEEICL-T
FRs TR b0 n, BHOBEEN, [F—2{R#E) [CE S0 Tho MEEE) Ik ERSN
RITIER SR WVIEEIEZOMRY TiEZRW, 20 MEAT—%] 28 TARZK] IZFESWT SAP 2k v s
noEHo 1EHE ] NEELRDLIGE. BEIL. 0058 FREEHWTEELE LD, #HO
BERZBET DD ET D,

5.3 Scope of Audit. Customer shall provide at least sixty days advance notice of any audit unless
mandatory Data Protection Law or a competent data protection authority requires shorter notice.
The frequency and scope of any audits shall be mutually agreed between the parties acting
reasonably and in good faith. Customer audits shall be limited in time to a maximum of three
business days. Beyond such restrictions, the parties will use current certifications or other audit
reports to avoid or minimize repetitive audits. Customer shall provide the results of any audit to
SAP. // BEEO&EH BFIT. BEZITOHAICIIAR<ED 60 HRTE CICHEBEHZITObDETD
D, A0S D [T RH#EE) T — 2 RELRIC Lo TRV EHOBMARD G LHEILI DR
D TRV, BEOHEER AL, WY FEEHE T, GENCO»OMELZ b THAEILGESNDI LD LT
5, BRICLDERIL, RET 3 BEACRONAL LD LT 5, 05 HIRE B 25A, WY FE IR
DOFFHEXITZOMOEAREELFIH L T, REMZREEZRET 5 3R/MRIZT 200 & T 5, BEIL,
B DORERA SAP [ZIRMET 56D LT5

5.4 Cost of Audits. Customer shall bear the costs of any audit unless such audit reveals a material
breach by SAP of this DPA, then SAP shall bear its own expenses of an audit. If an audit determines
that SAP has breached its obligations under the DPA, SAP will promptly remedy the breach at its
owncost. // BEOEA MEL. TXTOEEOEMZAHTHLEO LT L0, 28IV T SAP
W& DZ D DPA DEKRQER KA LIZHEIL, SAP PEEOEMEZBELABET IO LT D, ALY
SAP AAZ D DPA ICZHESL TOHEBITER LTWD Z ENHIESNIZEA. SAP 134 F0EREZA LORMT
BHOPTRIETHHD LT 5,

6. SUBPROCESSORS // QA
6.1 Permitted Use. SAP is granted a general authorization to subcontract the processing of Personal

Data to Subprocessors, provided that: // BEFAIShdfERA SAP i, UUT&E&MEELT, AAT—

X | OWIRHERZ WLERANESE ) IZAMET 2 2R HERE 52 6D,

(a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in
electronic form) contract consistent with the terms of this DPA in relation to the
Subprocessor’s processing of Personal Data. SAP shall be liable for any breaches by the
Subprocessor in accordance with the terms of this Agreement; // SAP Xi% SAP SE 23% D1
LT, MBEAMNESL] 12k MEAT—4) OMBICEME L T, 20 DPA OFRMFEFELRVE
micks EBEFERICLD b0EET) ZPEICE ST B L) 2EFSE00 LT 5,
SAP I, TRBEAMNESG) ICX2ENBH-THE. TARK] ORMHE> THREZAI bD LT 5,
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(b) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior
to selection to establish that it is capable of providing the level of protection of Personal
Data required by this DPA; and // SAP 1%, BEIZerh, AN ovx2V T4, 7
T AN — B OB T 2 EBZFM L, 20 DPA TROHND [HAT —X ] OF#EOKYE
AT ARIDB DD EENFETH LD ET D,

(c) SAP’s list of Subprocessors in place on the effective date of the Agreement is published by
SAP or SAP will make it available to Customer upon request, including the name, address
and role of each Subprocessor SAP uses to provide the Cloud Service. // ['AZK ] O3
HIZBWTEEINTWD LB A ] @ SAP U A M2 SAP IZL VARSI TWD, XL SAP
DRDIIECTENEBFICRMT 22 L, 2R, 770 R —E R ORHEDTZHIZ SAP A
AT 54 MLPSNES] oA, A OREINLEHI DL Z &,

6.2 New Subprocessors. SAP’s use of Subprocessors is at its discretion, provided that: // ZH®D

SLEBAMESE  SAP (2K D MERSMAESE ) OFERIXZOEHETIT I N, LN E&FLT 5,

(a) SAP will inform Customer in advance (by email or by posting on the support portal available
through SAP Support) of any intended additions or replacements to the list of Subprocessors
including name, address and role of the new Subprocessor; and // SAP (%, [WLBERIANES: )
DY A MIBIMXIIANEZ 2T LT 256, Hillo TSR] OX4FR, EFTROMEEH T
#H LT, FRNJERICEET D (B A—/12Xk v, Xk SAP Support % i U CHIHEE/R AR — b
R—HA~OHBHIZLY) bD LT 5,

(b) Customer may object to such changes as set out in Section 6.3. // BE%&I%. % 6.3 SRITF#E
THLED, POAIETICHEFELEZR DI LNTED,

6.3 Objections to New Subprocessors. // FHROMHENEEICHT 525

(a) If Customer has a legitimate reason under Data Protection Law to object to the new
Subprocessors’ processing of Personal Data, Customer may terminate the Agreement
(limited to the Cloud Service for which the new Subprocessor is intended to be used) on
written notice to SAP. Such termination shall take effect at the time determined by the
Customer which shall be no later than thirty days from the date of SAP’s notice to Customer
informing Customer of the new Subprocessor. If Customer does not terminate within this
thirty day period, Customer is deemed to have accepted the new Subprocessor. // #HD

EANESE ) (2& D EAT —% ] OLBIZONT, [F—2{R#E] ICESVWTRELZEZXDIE
BRHENEFICH DG, BRI, SAP ~OFEmEm@EMILY ., TR Fi#o LS EE)
ODEANTEINTWS 7530 K= R IZ[RD) MBBRTELHHDET 5D, 1) LHFERIT. B
BEPRETARER TR T 2003203, Fillo NMLEANESE) [T L TERICEE TS SAP O
BAOEMOBAMNES 30 BHRETET D, Ui 30 ABUPNICBEDENR LR -8E, BE
WX, Be 7y TIERSMESE ) 2R LIcbD LB EIND,

(b) Within the thirty day period from the date of SAP’s notice to Customer informing Customer
of the new Subprocessor, Customer may request that the parties come together in good
faith to discuss a resolution to the objection. Such discussions shall not extend the period
for termination and do not affect SAP’s right to use the new Subprocessor(s) after the thirty
day period. // #iHo TEANES ) (2B L TERICES T 5 SAP OFE~OEHMO B N5 30
HUNIZ, BARIL, BFEOMEIZOWTHET 272012, MY EEDRELZ - TXATLHI L2
RTEDEDET D, P02 BEIEL. BRICMITZHMEZTEET 200 L1326, 0 T
BANESE) % 30 HOWIMRICEHEN TS SAP OMEFNITREL 5 2720,

(c) Any termination under this Section 6.3 shall be deemed to be without fault by either party
and shall be subject to the terms of the Agreement. // A& 6.3 RICESBERIZ. WFho
YHEFICLIBELEDRWELRINE DL L, TREK) OFEREHINAI D ET D,

6.4 Emergency Replacement. SAP may replace a Subprocessor without advance notice where the
reason for the change is outside of SAP’s reasonable control and prompt replacement is required
for security or other urgent reasons. In this case, SAP will inform Customer of the replacement
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Subprocessor as soon as possible following its appointment. Section 6.3 applies accordingly. //
BEZR SAP X, AEOHEMA SAP OFENLEIRABAT-bOT, X2 T 4 ZOMOBRAOFHIC
XD RPRERIGA ., Faio@EMAe LT MU ER] 23RS EBTED2HDET D,
ZOPA. SAP 1F, REEE D TRUEAELSE] 12oWT, FOEME A REECNCEEICEA TS LD L
T 5, F6.3LENHEEICHEAIND,

7. INTERNATIONAL PROCESSING // #B/ CoME

7.1 Conditions for International Processing. SAP shall be entitled to process Personal Data,
including by using Subprocessors, in accordance with this DPA outside the country in which the
Customer is located as permitted under Data Protection Law. // SN CTOLBEICETS5%4H:  SAP
. MEAT—%) OWs%Z, HLESNEE) 2R3 2564 5D, 20 DPA IZfE-T, [F—2 Rk
THIND, MEPFETHEOENTITI Z N TELHHD LT 5,

7.2 Standard Contractual Clauses. Where (i) Personal Data of an EEA or Swiss based Controller is
processed in a country outside the EEA, Switzerland and any country, organization or territory
acknowledged by the European Union as safe country with an adequate level of data protection
under Art. 45 GDPR, or where (ii) Personal Data of another Controller is processed internationally
and such international processing requires an adequacy means under the laws of the country of
the Controller and the required adequacy means can be met by entering into Standard Contractual
Clauses, then: // BE¥EFMEE (i) BEA B L IIAA ACAAELS EEE) © EAT—H] B3,
EEA, AA A, KO GDPR £ 45 FRICHES +0RKEDOT — X REIMTHONTNWDETH D L EKINEESIC X
DFRDHAVZE, MM L < ITHUsS TR E S HEE . U (1) Mo TERE) o [MEAT—%] MMiEsth
TR INDGETH - T, 02 TOMEI S, EHEE ] OEOERIZES VT e FR A M
ThHy, EMEFILIE] 2T 28I L > T2 @0 e FENE- SN D551,

(a) SAP and Customer enter into the Standard Contractual Clauses; // #% & SAP 728, [fE#e
BRI wRERET Do

(b) Customer enters into the Standard Contractual Clauses with each relevant Subprocessor as
follows, either (i) Customer joins the Standard Contractual Clauses entered into by SAP or
SAP SE and the Subprocessor as an independent owner of rights and obligations ("Accession
Model") or, (ii) the Subprocessor (represented by SAP) enters into the Standard Contractual
Clauses with Customer ("Power of Attorney Model"). The Power of Attorney Model shall
apply if and when SAP has expressly confirmed that a Subprocessor is eligible for it through
the Subprocessor list provided under Section 6.1(c), or a notice to Customer; and/or // #
BN, FNEFNOMET 2 LBANES ] ERO L 912 TEERNEE] 2/ET 5, () BEEN,
SAP # L <IE SAP SE & MHEANESE) MFRARS Uiz EMERSRTE) 1, HERI & BB O LR
FELTsmys (UnEET ) ) X%, (i1) TABSESE)  (SAP Ik v iRESND) A, #
Fe EERKGE] 2T 5 ( REMEET V) ) o [REMEET V] X H 6. 1) FITESN
TRtz TRPISNESE) DU 2 R OIBEITH T 2@ a2 U T HANESL) NEDOEHRER
T5HZ &%, SAP MHIFRMICHEER LA, EH S D, KOV XT

(c) Other Controllers whose use of the Cloud Services has been authorized by Customer under
the Agreement may also enter into Standard Contractual Clauses with SAP and/or the
relevant Subprocessors in the same manner as Customer in accordance with Sections 7.2
(a) and (b) above. In such case, Customer will enter into the Standard Contractual Clauses
on behalf of the other Controllers. // *® [7Z 7 K9 —bv 2] ORI [RKEK] I3 T
BKICE VARSI TN MEHHE] b, EiE 7.2() 5RO FI2iE-> T, BK & RIS SAP
BOV/IEBET 2 MUEsfde) & TEERMRE) 2R T 5208 TELHHD LT 5, TOHAE
I, BN, Yoo HERRE | (2o T NEEEKEHE) 2T 20b0E95,

7.3 Relation of the Standard Contractual Clauses to the Agreement. Nothing in the Agreement
shall be construed to prevail over any conflicting clause of the Standard Contractual Clauses. For
the avoidance of doubt, where this DPA further specifies audit and subprocessor rules in sections
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5 and 6, such specifications also apply in relation to the Standard Contractual Clauses. // &
K] TR DEAERA R D BFR (RZK] OWTHOED S, HEERKGEE] OMKT 5 5EIE
FT B LRI N N D LT 5, BRFBERREOZDITAFET UL, ZD DPA IZBWTHE 5 FRUE 6 FIC
BEA N OB IC BT 2 RAIN X SIZHE SN TV D EHE, 20D REN, HEMERNSKE) 126
LC#EHsNnD,
7.4 Governing Law of the Standard Contractual Clauses. The Standard Contractual Clauses shall
be governed by the law of the country in which the relevant Controller is incorporated. //
EEFAEOREILE EERNAE] (O3, BEds MBS DSBS ZEOEEMEA SN b
DETD,

8. DOCUMENTATION; RECORDS OF PROCESSING // CE{b, ABEOREE

Each party is responsible for its compliance with its documentation requirements, in particular
maintaining records of processing where required under Data Protection Law. Each party shall
reasonably assist the other party in its documentation requirements, including providing the
information the other party needs from it in a manner reasonably requested by the other party (such
as using an electronic system), in order to enable the other party to comply with any obligations
relating to maintaining records of processing. // %%%%ﬁii\ ZOXEFCEMEOWSE, LVl [F—21%
L) ICE SV EE Y Lﬁ@.:ﬂﬁ%:%;bf:io< ZEICEMLEAD, BYUFEHIL. MY FE A O R ek
BELTRELZE _%@Té%ﬁ% IZHEH ZEemMTED . iiﬁﬁ%%i%‘z’ﬁiﬁ%’:ﬁfp%%%&@‘5‘%%&%@%%%%
DEBEMICERT L HET (BTN ATAE2FH Lfiﬁ L) BT L2 b ED, GERREETZE O L
RlZBW T Y FEELZIET LD LT 5,

9. EU ACCESS // EU 77 & =&

9.1 Optional Service. EU Access is an optional service that may be offered by SAP. SAP shall provide
the Cloud Service eligible for EU Access solely for production instances in accordance with this
Section 9. Where EU Access is not expressly specified and agreed in the Order Form, this Section
9 shall not apply. // FFYav oY —¥ R [EU 77 1. SAP BN BT 2856083 H5, A7V a3
YDOPF—EATHD, SAP 1E, KHE 9 RN TABENA A2 ZAIZIRY . TEUT7 7B OXRRTH
5 770 Ry —v R 2#tT260L3%, [EU 77&X] BZUPRMICERIAT, ECE] W
THEBINTWRWGES, KH IFT#EHA L2V bDET 5,

9.2 EU Access. SAP will use only European Subprocessors to provide support requiring access to
Personal Data in the Cloud Service and SAP shall not export Personal Data outside of the EEA or
Switzerland unless expressly authorized by Customer in writing (e-mail permitted) on a case by
case basis; or as excluded under Section 9.4. // EU T Z7¥®&ZX SAP %, FRIND TS ESE] DA
ZffioC, 770 Ry —bR) AT MAAT—X] ~OT V7 ERAEZMELTHIR—beiRiitToL 40
12, SAP I, BZIC L0 ERIAICEH CTHRAIORRB STV D, SUIE 9.4 RICESWTHRAA SN TN D
é%%%\mA%Xﬁx4xE%Ki@A?w&i%Iﬂxﬁwibﬁw%mkﬁéo

9.3 Data Center Location. Upon the effective date of the Agreement, the Data Centers used to host
Personal Data in the Cloud Service are located in the EEA or Switzerland. SAP will not migrate the
Customer instance to a Data Center outside the EEA or Switzerland without Customer’s prior
written consent (email permitted). If SAP plans to migrate the Customer instance to a Data Center
within the EEA or to Switzerland, SAP will notify Customer in writing (email permitted) no later
than thirty days before the planned migration. // T—Zk® ' Z—0OFiEM ALK OFHHIC
BWC, 79— R] NT MEAT—%] ZFRA MFH7zbicfibhs [F—%tr 4% —] 1%, EEA
RIFAA ZZFAEL TS, SAP (3, BEOFFOEFRICE2ME (EFA—1LbROLNDL) o< LT,
BEA VAR A% EEA N UIAA AN D [F—2 22— TBITLARNSDET 5, SAP BEE
A AL A% BEA WXIFAAL AEND [F—2 k2% —] [ZBITT5Z &%%mbfw LA, SAP I,
TETHHITO 30 HATETIZ, FRT (BETA—ALEOLILD) BEICENTIHD LT 5,
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9.4

10.

Exclusions. The following Personal Data is not subject to 9.2 and 9.3: // BABE LITo [{EA

T—H ] 1, 9.2 KLU 9. 3 KOOGS ET D,

(a) Contact details of the sender of a support ticket; and // W&— FF 47~ hOEE OB
DA,

(b) Any other Personal Data submitted by Customer when filing a support ticket. Customer may
choose not to transmit Personal Data when filing a support ticket. If this data is necessary
for the incident management process, Customer may choose to anonymize that Personal
Data before any transmission of the incident message to SAP. // VAFA— T 47 v N&EHGE
HEBICBE N DI SNZZEOMmO EAT—% ] , BEIL, YAR— b FFr v hEBREETDERIC,

MAANT —4] ZEELRNIEHBBINTE D, ZOT—4NBA 2Ty NOFHT 1 R TNER
Bt WRIL. SAP 1A VT U M Ay e—URERTHANC. U MAT—X]) #EALT DD
EHTED,

DEFINITIONS // E#*

Capitalized terms not defined herein will have the meanings given to them in the Agreement.
AETEZSNTORWEIEIMT E OHFEIL. AR EDLIERERT 20D L& T D,

10.1

10.2

10.3

10.4

10.5

“Controller” means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of Personal
Data; for the purposes of this DPA, where Customer acts as processor for another controller, it
shall in relation to SAP be deemed as additional and independent Controller with the respective
controller rights and obligations under this DPA. // T&8¥] Lix. MEAT—%] OO HB K
OFB A, BT L LR THRET S, BRAE L UTEA, ALK, ABIEEE L <IXZ oMo
FREZ VD 200 DPA IZERWTIE, BRDBIOEEE T DLHEE L 22056, BRIT SAP & OBIRIC
BT, ZD DPA IZESENENOFEEREOHRNRORE LG T 5, BIMOMSL L FEE] LA
nNsbo L35,
“Data Center” means the location where the production instance of the Cloud Service is hosted
for the Customer in its region, as published at: http://www.sap.com/corporate-en/about/our-
company/policies/data-privacy-and-security/location-of-data-center.html or notified to Customer
or otherwise agreed in an Order Form. // F—%2%& &% —| Li%, BRDOTHIZ, FOHIKIZBWT
(7T 0 RYP—ERA] ORBEEA L AZ U ANKANEINDHATEZ WV, http://www. sap. com/corporate—
en/about/our—company/policies/data—privacy—and-security/location-of-data—center. html TAF I D
D, BRICEMINLDS D, T MECE] THRAEE SN,
“Data Protection Law"” means the applicable legislation protecting the fundamental rights and
freedoms of persons and their right to privacy with regard to the processing of Personal Data
under the Agreement (and includes, as far as it concerns the relationship between the parties
regarding the processing of Personal Data by SAP on behalf of Customer, the GDPR as a minimum
standard, irrespective of whether the Personal Data is subject to GDPR or not). // [F—4%{%#
Bl L, TREM) IS MEAT—% ) OB L THEADERN ML OB BT RIZZD T Z
AN —DOHERIERET D, YT 2EREZVY (ZhUCiE, BEORITELTO SAP 12X2 (MAAT—4)
OB T 2 M Y FEOBRICEAT IRY | KRS LT GDPR BEFEN. Zhix MEAT—X) B
GDPR DR THH)E I EMbian) |
“"Data Subject” means an identified or identifiable natural person as defined by Data Protection
Law. // TF—=FFE L. [F—2ER#E THESNLTWD, FESNUIFFENRZEAANEZ W
Y6
“EEA" means the European Economic Area, namely the European Union Member States along
with Iceland, Liechtenstein and Norway. // [EEA] &i%. 3 —w v SRREHEER, 372 HERMES O
HEFRNCTA AT R, JeTovadf v ER ) AT 2—%\0 ),
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10.6 “European Subprocessor ” means a Subprocessor that is physically processing Personal Data
in the EEA or Switzerland. // TBRMNODLIBSESE| L%, EEA XIAA RZBNT, MEAAT—% &
MBI LTS BN 20 ),

10.7 “Personal Data” means any information relating to a Data Subject which is protected under
Data Protection Law. For the purposes of the DPA, it includes only personal data which is (i)
entered by Customer or its Authorized Users into or derived from their use of the Cloud Service,
or (ii) supplied to or accessed by SAP or its Subprocessors in order to provide support under the
Agreement. Personal Data is a sub-set of Customer Data (as defined under the Agreement). //

MEAT—#1 Lk, [F—2{R#E CREShD [F—2 1K) CBETHE#HEZNS, 20 DPA 2BV
T, ROBAT—HORBREEND, (1) BEEXIZO [RE2—Y—] 12L&, 770 KF—E 2]
WCANENTZEHE LT 1790 Rh—EX] hHIRELIEHO, UL (i) TRERN) 1I2ES<$R— b
D 72DIT SAP B L IFZED ML) s snzE LTz bIc LV 77X Sncb o, [
ANT—=%21 1%, THET—%] ([XKRK] CTERIhTWD) oF7ky N Tho,

10.8 “"Personal Data Breach” means a confirmed (1) accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of or unauthorized third-party access to Personal Data or (2)
similar incident involving Personal Data, in each case for which a Controller is required under Data
Protection Law to provide notice to competent data protection authorities or Data Subjects. //

MEATF—FER] L3, fRaniz (1) MRS L IEER, AT —%] o8, #L, &%, ~
ERBR, HLIEHE=ZHICLD AT —F) ~oT7 782, Xix (2) HEAT—% ) 2L 2 REROfT
fEFfE T, WIhosagb 75— 2 R#EE TESWT FEE) PEEOT -2 RELYRXT T —FE
K ATEMEIT O LERHDLBDE NI,

10.9 “Processor” means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller, be it directly as processor of a controller or
indirectly as subprocessor of a processor which processes personal data on behalf of the controller.
[/ TAIEE| L3, TEEE] TboT MEAT—F) 208325 BARAE L IXEA, ARMEEKR, A
FOREEER L <IXZ DM Z VW, TEEEE | OABEER & U CEBENIC, XITLE S O LB EE &
LCHBEmMIZ, TEHE] IZffboT MEAT—# | 0BT 581355,

10.10 “Standard Contractual Clauses or sometimes also referred to the “"EU Model Clauses” means
the (Standard Contractual Clauses (processors)) or any subsequent version thereof published by
the European Commission (which will automatically apply). The Standard Contractual Clauses
current as of the effective date of the Agreement are attached hereto as Appendix 4. // [E#
FEE] (TEU £TAEHE] LFENGELH D) i, BRNEERICI VAR S D TEERKSIHE

(WLPRZEF) | L2 O®ERE VY (ZHITEBNICEA IR D) [ARZK) ) OFENAICBNTHED

MEAESN ST 3, Z O DPA D IfFJEE 4) & LCORFERTW5,

10.11 “'Subprocessor” means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties engaged by
SAP , SAP SE or SAP SE’s Affiliates in connection with the Cloud Service and which process
Personal Data in accordance with this DPA. // T&EARENE] L. (770 R —b R [ZB#H L T
SAP, SAP SE XIE SAP SE @ [BHfl) 225FEFEA2 31T 72, [SAP Bssxfl) | SAP SE, [SAP SE PHuiis:
fh) RO ZFT, ZO DPA > T MEAT—% | ZUFTEHH0E D,

11. Controlling Language // XBIEE
This DPA is executed in both the English and Japanese languages. in the event that there are
differernt interpretations of the same provision or acutal contradictions between the two
languages, the meanings of the English-language version shall prevail. // Z® DPA 1%, FEiE& B A
FEOW G OSFEICL VG SIS, FUFREICOWT 2 OOSEOM CHIRICHENE L, FEBRICFER
A CTHEITIE, FEEOEWRNEE SN D,
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Appendix 1 to the DPA and, if applicable, the Standard Contractual Clauses
DPA (YT 2B EIIEERNFEH) OHEE 1

Data Exporter // T—ZxJ AR—F—

The Data Exporter is the Customer who subscribed to a Cloud Service that allows Authorized Users to
enter, amend, use, delete or otherwise process Personal Data. Where the Customer allows other
Controllers to also use the Cloud Service, these other Controllers are also Data Exporters. // [ —4% =
JAR—FZ—] 1F, TRRE—V—] B MEAT—%] OAJ), BIE, #EH, Bk, UIZ20OMREEITS Z &%
FEEL T2 77 R —bE R IZIMALTWLIEETHD, BEMMbLO ERE) I2b 770 Rbh—EX] ©
FREZRBD LA, oo MEHE] & [F—F I AFR—%—] Thb,

Data Importer // T—F AV FR—F—
SAP and its Subprocessors provide the Cloud Service that includes the following support: // SAP KON
O TESESE) 1. UTOVR—1&28te (777 Rh—v 2] {75,

SAP SE Affiliates support the Cloud Service data centers remotely from SAP facilities in St. Leon/Rot

(Germany), India and other locations where SAP employs personnel in the Operations/Cloud Delivery

function. Support includes: // [SAP SE BE# 4L 1%, Vo7 hrgr/m—F (RA4Y) | 42 FEOZOMH

o GER) / 1770 Rigflt) 0¥ T SAP BMBEZEMA L TCWDHFTNICH D SAP Ofiknb ) E— T, 77

U RY—ER] OF—F L F—VR— b T5, VE— ML LTFREENRD,

e Monitoring the Cloud Service // 7 77U F¥—ERADEMR

e Backup & restoration of Customer Data stored in the Cloud Service // 77U K9 —¥E A NITHRTFE
ENniz THERF—4%] Oy 7T v 7 ROETT

e Release and development of fixes and upgrades to the Cloud Service // 77U K% —¥E X ] 1Zxt7
HEEKRRT v 77— RO Y J—2R L%

e Monitoring, troubleshooting and administering the underlying Cloud Service infrastructure and
database // RfEEBT (V530 RY—ER] DA LU TTANTIF X —ROT —Z_X—AOEMR, hF 7V
Va—T 4 T RUOEE

e Security monitoring, network-based intrusion detection support, penetration testing // X =V 7 ¢
B, Xy NI —I R—=ADRABRAMFA— b, BAT X L

SAP SE Affiliates provide support when a Customer submits a support ticket because the Cloud Service

is not available or not working as expected for some or all Authorized Users. SAP answers phones and

performs basic troubleshooting, and handles support tickets in a tracking system that is separate from
the production instance of the Cloud Service. // [SAP SE BFEith) 13, —ESXIILH o BEx——)

WXL T (770 Ry —bE 2] BDRATEROIIMFAELSBVICHERE LW L 2BHIBEERN YR — N7y b

EFAT LI2HA IS, R — N &9 5, SAP (X, BERICIERI L TEARNR N TZ TN a—T 4 0 T RTH L&D

W2 [2F 0 RY—ER] OKBREA L AZ AL THBESNTE T X TV AT LANT, PR— Moy b

WS 5,

Data Subjects // T —# &

Unless provided otherwise by the Data Exporter, transferred Personal Data relates to the following
categories of Data Subjects: employees, contractors, business partners or other individuals having
Personal Data stored in the Cloud Service. // [F—# /7 AKR—=Z—| ICLVHEOEDRS HEEERE.
RIS MEAT —F 1 ZROAT IV —0 [F =2 ICBET S (770 FMh—v 2] A EAT —
X BRESNTVAREER, BRE. BEIETEOMOMEA,
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Data Categories // T—% DA 7Y —
The transferred Personal Data concerns the following categories of data: // [EAT—%] &, kOB T2
V—O7— 2 2T 5,

Customer determines the categories of data per Cloud Service subscribed. Customer can configure the
data fields during implementation of the Cloud Service or as otherwise provided by the Cloud Service. The
transferred Personal Data typically relates to the following categories of data: name, phone numbers, e-
mail address, time zone, address data, system access / usage / authorization data, company name,
contract data, invoice data, plus any application-specific data that Authorized Users enter into the Cloud
Service and may include bank account data, credit or debit card data. // FE&IE. ALTWS 757 R
Pf—bR) TEZ, TFOHIT AV —HRET D, BEIE. 7TV RY—ERA] OBARZ, XX 77U R
P—ER| TEDIEOMDHETT —HT7 4 — IV RERETHIENTE D, HkEhsd MEAT—% ] 13—
HINZ, UToRT ) —ICB#+ 2 K4, EiFEs, B FA =T FUA, &, ErEH. A7 AICET
L7 7w A/FIR/HERE®, Stha ., 2O HR, FREH®R, RO TRE2—F—) B 7737 Fh—EvX] ITAT]
T5, TV r—varEROER EITOEEHR, 7Ly M= RE®R, IT Y b I— RIEREZELHE
BH5bH)

Special Data Categories (if appropriate) // #lkF—4%h57 3V — FYUTHES)

The transferred Personal Data concerns the following special categories of data: As set out in the
Agreement (including the Order Form) if any. // #xk&hsd MEAAT—% 1 X, RO AT 2V —IZE
WD o [RER) (TEE 280) WEDLLEBY (bA%E) .

Processing Operations / Purposes // %%/ BH

The transferred Personal Data is subject to the following basic processing activities: // ks 2 IEA

T—F) X, T OERNRWIBIEEDORIG L 705,

e use of Personal Data to set up, operate, monitor and provide the Cloud Service (including Operational
and Technical Support) // 770U R¥—bv2] oty b7 v B, BEREOREZITS 200 EA
T—4 ] OfFEH ( BERYAR—N KO [F7=01%K—F) 25T

e provision of Consulting Services; // T2 VL7 o 7 —E 2| O

e communication to Authorized Users // [fBE=2—%—] ~DaIa=r—a v

e storage of Personal Data in dedicated Data Centers (multi-tenant architecture) // H/H» [F—% &>
—] (RAFTFU T =FT7F¥—) ~O [HAT—% ]| OLRFF

e upload any fixes or upgrades to the Cloud Service // (77U K —bE 2] OBEERST v 77 L—FKD
7y Fae— R

e back up of Personal Data // MAAT—%] ONNv T v

e computer processing of Personal Data, including data transmission, data retrieval, data access // [{#
AT =% Oara—F—l (F—F Rk T—FRR, T—F7 78R EET)

e network access to allow Personal Data transfer // [EAT—# | OEEEAREIZTHZODRy T —7
T E'A

e execution of instructions of Customer in accordance with the Agreement. // TARZH)] (29> TIT I,
B DR O FEAT

Personal Data Processing Agreement for SAP Cloud Services (DUAL) jaJP.v.7-2020 Page 12 of 35



Appendix 2 to the DPA and, if applicable, the Standard Contractual Clauses - Technical and
Organizational Measures // DPA (ZUT 556 IXERERNEE) OMBEE 2 - HINE R ORI XK

This Appendix 2 comprises two sets of technical and organizational measures ("TOMs”): // Z® [f}
BE 2) TEMTE R ORI R (BLF TAREMT R OMREIRR) ) o2 20ty bbb ies,

¢ TOMs Set 1 (last updated April 2018, without change): applies to all Cloud Services,
except for the TOMs Set 2 Services defined below. [/ AKREAMHIRORBEAORIE (Y B 1)
(2018 4 4 A BT H. FDORIEIER L) @« LUTICER SN D AREMH R ORHkIIxR (B> b 2) H—
ERAZBRNERETO 1750 Rh—E 2] [,

¢ TOMs Set 2: applies to the TOMs Set 2 Services only. As of July 1, 2020, "TOMs Set 2
Services” means the following Cloud Services: SAP Analytics Cloud. SAP may remove a
Cloud Service from the list of TOMs Set 2 Services from time to time, in which case such
Cloud Service will be subject to TOMs Set 1. // AEAFHI R OHMBEOXR (By b 2) @« KE
TR OHERRAORI R (B b 2) =B RICOREMA SN 5D, 2020 £ 7 A 1 AfHT T, AREMH LG
HAREADSE (B b 2) —EREZ, UTD (759 Ry —ER] 8% %, SAP Analytics
Cloud & TN SAP Cloud Platform, SAP I&, AEIFHIK OMHMRAIXIR (B> b 2) y—E2DY R ki
5 1777 K —ER] ZOOTHHIRTHZENTE, TOHEY% 777 R —E X ] TR
A ORISR (By N 1) O#fE= 52 L ks,

TOMs SET 1 // AR ORBROXE (> b 1)
Last Updated: April 2018 // 2018 4 4 H Sk E %

1. TECHNICAL AND ORGANIZATIONAL MEASURES // B:AFf9R OHARERISE

The following sections define SAP’s current technical and organizational measures. SAP may change
these at any time without notice so long as it maintains a comparable or better level of security.
Individual measures may be replaced by new measures that serve the same purpose without
diminishing the security level protecting Personal Data. // LAT®O® 7 v a2 > Tid, SAP OBUTOHEIFI K
ORI R 2 EH D, SAP 1X, AFEUEOL VO X o VT 4 2T AR, @MmEiTo 2 &<, M
NOEERTLHIENTEDLbDET D, HrxoxKZ, MEAT—%) 2R#ETLEX=20 70 LV EERD
FE U BABNIDR DO BTt RICEE M ON D GG H D,

1.1 Physical Access Control. Unauthorized persons are prevented from gaining physical access to
premises, buildings or rooms where data processing systems that process and/or use Personal
Data are located. //  WBEHRT 7 2XHI#E HREZHLLOADR, MEAT—¥] ZLFHET/X
WEERAT AT —F LB AT APELE SN2, B, UIHRE~OWMINT 7 v A58 5 Z L EHIET
Do

Measures: // *#

e SAP protects its assets and facilities using the appropriate means based on the SAP Security Policy
[/ SAP IE, TSAP EX a2 UTF 4RV v— ) [ZES MU R FEERAWTEOEER R Z RET 5,

e Ingeneral, buildings are secured through access control systems (e.g., smart card access system).
[/ EE. BEWIET I RAGIHI AT A (Av— b = RIZLDT 7 HATVATLARE) 12D Ex=2V T4
I TND,

e As a minimum requirement, the outermost entrance points of the building must be fitted with a
certified key system including modern, active key management. // &2 EkE LT, @Mk bo+
MOAREIITIE, RBIAEEZZTF— 2T & (BHORBBNARF—EFH1L2ET) 2R T 2TnEnsk
VY,

¢ Depending on the security classification, buildings, individual areas and surrounding premises may
be further protected by additional measures. These include specific access profiles, video
surveillance, intruder alarm systems and biometric access control systems. // &%=V 7 1 O5%
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WS UC, @Y, &gk VR OB, B FEIZL > TS HIREINLIBERDH H, T, FF
E@?ﬁ?x7m774w\tTﬁ%ﬁ\&lgﬁﬁﬁ\&@N4ﬁ%#)7x_i577tzﬂ@/XTA
NEEND,

e Access rights are granted to authorized persons on an individual basis according to the System and
Data Access Control measures (see Section 1.2 and 1.3 below). This also applies to visitor access.
Guests and visitors to SAP buildings must register their names at reception and must be
accompanied by authorized SAP personnel. // 77 2L, VAT LAROT—Z 7 7 & A %t
KO(TREH L2 FROE 1.3 £&22H) ITt-> T, HREA T2 AMITEINCA 53D, 2, 5RE
DIEHBADIZH L THEHAIN D, SAP OEMEFHIN D RE R OGHMEIZOWTIL, ZATHATEREL, H
[R2H425 SAP DB TEIRI LERDH D,

e SAP employees and external personnel must wear their ID cards at all SAP locations. // SAP O®
WEEB RO DO ANRIE, SAP OF XTORFTT, BHD 1D I— FaH T ThRIFER B0,

Additional measures for Data Centers: // T—% v ¥ —\ZBT 2 BMDORE

e All Data Centers adhere to strict security procedures enforced by guards, surveillance cameras,
motion detectors, access control mechanisms and other measures to prevent equipment and Data
Center facilities from being compromised. Only authorized representatives have access to systems
and infrastructure within the Data Center facilities. To protect proper functionality, physical security
equipment (e.qg., motion sensors, cameras, etc.) undergo maintenance on a regular basis. // 7
RCO [F—=FvrZ—] X, WEEQR [T —] OENMERIZILIND Z 2T 570D

A, BRI AT, @H’FW%E EE, T 7 AREFIRLE REOMFEICL > TEBINLIFEEREX =2
T4 FNRITHE D . HEREZAF T HHELEF DL, F?—&ty&—JFﬂmmyx?A&w4V7§zk?7
FX—IZT VAT HIELNTED, BURMENELRET L7202, WEAREX2 U7 o (EE-Rm
HEE, W AT72E) X, EENRESFR TOND,

e SAP and all third-party Data Center providers log the names and times of authorized personnel
entering SAP’s private areas within the Data Centers. [/ SAP CTRTCOE=F [F—FEo ¥ —|
TanNg =ik, [F—FtrF—] WO SAP OIAELH A D RIS A U7 HEBR O & 2 Ik B D44 il &
O & 3ok 5,

1.2 System Access Control. Data processing systems used to provide the Cloud Service must be
prevented from being used without authorization. [/ Y AT AT 7 & X (770 R—t
A | OO OIHHEIN DT —Z B AT AT, HERO7Z2WEHZBLIE LR 7 570,

Measures: // *IE

e Multiple authorization levels are used when granting access to sensitive systems, including those
storing and processing Personal Data. Authorizations are managed via defined processes according
to the SAP Security Policy [/ STV 2T 4 ( (AAT—% ] OBMIEROUEREZITH VAT L%
Gite) T LTT 78 AR ET L83, HEOERMS G LRV SERDS, HERIZ, SAP £F =)
TARY v—] I TR 7T r B A TEEIN D,

e All personnel access SAP’s systems with a unique identifier (user ID). // JTXCOREIX. EAED
WA (22— — 1D) ZFEH LT, SAP DV AT AT /AT

e SAP has procedures in place to so that requested authorization changes are implemented only in
accordance with the SAP Security Policy (for example, no rights are granted without authorization).
In case personnel leaves the company, their access rights are revoked. // SAP Tid, EiFInic
MERR D IS TS| FMPt#;9%4ﬁuv~JK%of@ﬁ*ﬁéhéii’#é%ﬁ%ﬁgkéhfw

(7= & 2, AR LIV R SR b5 IR en y) o BES BT 2 . DT 7 AKEITELY H
Shd,

e SAP has established a password policy that prohibits the sharing of passwords, governs responses
to password disclosure, and requires passwords to be changed on a regular basis and default
passwords to be altered. Personalized user IDs are assigned for authentication. All passwords must
fulfill defined minimum requirements and are stored in encrypted form. In the case of domain
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passwords, the system forces a password change every six months in compliance with the
requirements for complex passwords. Each computer has a password-protected screensaver. //
SAP TlE, WRAU—FOEFEZEL, NATV— ROBIRISHT DG ED D & & bIZ, EHIICAAZAT—F
EEELT 74N EDONRRAT = NIERSTLHZ L E2HERT D, NAU—RFRI =% EDTNWD, HAFEHD
a—H— 1D 23, BIEDLZDIZHD HTEND, TNTONAY — FIIED b iR/NEIF 272 LT
TR 6T, B LENTEERTHRTFEEND, FAL LV ARAT—RZoOWTIE, YATFAICED, 6 WAL
2. BN AT — OB S T2/ A Y — ROEERRBMH T OND, FarEa—F—|2F, AT —
RCR#ESINTZAZ V=2t —N"—0 iz 5TV D,

e The company network is protected from the public network by firewalls. [/ &ttoxy v U—72
E. 77 AT7 0= MR ARy N =B RESNTND,

e SAP uses up-to-date antivirus software at access points to the company network (for e-mail
accounts), as well as on all file servers and all workstations. // SAP |X, &ttOxy N U —27 Tk}
T577ARA b (BTA—AT AU MH) IMAT, 3XTOT7 7 AV —R—=FRNFTRTOT—7
AF—=2a T, HHEDOT VFIA4NAI T v =T 2FEH LTV,

e Security patch management is implemented to provide regular and periodic deployment of relevant
security updates. Full remote access to SAP’s corporate network and critical infrastructure is
protected by strong authentication. // B#T 28XV T7 47 v 77— OEMP T 7oL A2k
EERET 27012, EX2 )7 4 8y FERPEAINTND, SAP OE¥ERy hT—27 ROEERA 7T
ALT I FX—~DT7NYF— T 7 BRT, BRI L > TRES LTV D,

1.3 Data Access Control. Persons entitled to use data processing systems gain access only to the
Personal Data that they have a right to access, and Personal Data must not be read, copied,
modified or removed without authorization in the course of processing, use and storage. // 5 —
ET 7 RAFIE T XA RT AOERAMERERETLEANL, T EAMEE TS AT —¥) OXH
EFACTE, AP, A, KORGFOBRICENT, HRZLIC AT —% ) P5srly, av— EE,
XIFHIBRSND Z ERH o TT R b,

Measures: // *I%&

e As part of the SAP Security Policy, Personal Data requires at least the same protection level as

“confidential” information according to the SAP Information Classification standard. // SAP @
X7 4RY—) O—ELT, MEAT—F] 1T, SAP @ [ERSH) BHEICE-> T, el &
b TR HMEF CREL VDB METH D,

e Access to Personal Data is granted on a need-to-know basis. Personnel have access to the
information that they require in order to fulfill their duty. SAP uses authorization concepts that
document grant processes and assigned roles per account (user ID). All Customer Data is protected
in accordance with the SAP Security Policy. // MEAT—%] ~OT7 7 AX, MLMLEEIEREL LT
BOLND, BEIX, BHOWEZ2ITT 51 DICLERER~OT 7 B AMEHT 5, SAP X, 5071
BEAROT AU R (22— — 1ID) TLiICHDEToONEREZ LTS D, HRICET a7 2N
By TRCO EETFT—HF1 1%, TSAP EXF2UT 4 RY o— ] ([it->THR#ESN D,

e All production servers are operated in the Data Centers or in secure server rooms. Security
measures that protect applications processing Personal Data are regularly checked. To this end,
SAP conducts internal and external security checks and penetration tests on its IT systems. // T
RTCORBH—AA—0KEL, [F—2tr¥—) dtXa )7 (R8PS N — =L —LTiTb
nad, MAANT—%] OWUBREITHI T 7V r—va v R#ET 22 U7 o L, ST = v 7 »BM7
bR THWD, ZOkH, SAP T, O IT VAT AIZHOWT, HNADOEXF 2V T 4 F = v I ROTREBAT A
FEFERLTWND,

e SAP does not allow the installation of software that has not been approved by SAP. // SAP Ti,
SAP AR L TCWARNWY T hU =T DA AR —/LERBOH TR,

Personal Data Processing Agreement for SAP Cloud Services (DUAL) jaJP.v.7-2020 Page 15 of 35



14

An SAP security standard governs how data and data carriers are deleted or destroyed once they
are no longer required. // SAP OEF oV TF ¢ HHETIE, 7 —F KOT —FERBIEENAREL It o6
2, FND EHIBR IS 2 HEE2 ED TV 2,

Data Transmission Control. Except as necessary for the provision of the Cloud Services in
accordance with the Agreement, Personal Data must not be read, copied, modified or removed
without authorization during transfer. Where data carriers are physically transported, adequate
measures are implemented at SAP to provide the agreed-upon service levels (for example,
encryption and lead-lined containers). // T—ZE2EHE AR IH-T (777 R —E X
DR HERIGEERE . AT —F 1 1%, BERICHERZR AT . 28— EIE, XI3HIkR%E
fToCiE b, T—XRREARSHENICEE SN2 GEF,. ARSI —ERA LV ERMIT 57
WIZ SAP IZEBWTHORXRNBEBEAINTNDE (&2, Bk, $ho A =r 7 olEsnizar 7575k
E) .

Measures: // %t

15

Personal Data in transfer over SAP internal networks is protected according to SAP Security Policy.
[/ SAP OHARy NT—r ETEEEND AT —F] 1. [SAP BX=2 U7 4K —) IZfE-> TIR#
SNbd,

When data is transferred between SAP and its customers, the protection measures for the
transferred Personal Data are mutually agreed upon and made part of the relevant agreement.
This applies to both physical and network based data transfer. In any case, the Customer assumes
responsibility for any data transfer once it is outside of SAP-controlled systems (e.g. data being
transmitted outside the firewall of the SAP Data Center). [/ T —# 7\ SAP & ZTORE L O Tlizik
INBHELAEE, BmEshd (EAT—% ] OREFESHAEICAEESh, BE#T 5 R o—fHEi5s,
L, BEHROR Yy b Y = R=ADT —FWEEOMWFICHEA I N D, WTHLOHEA S, BEIL, SAP 2
I B VAT AOANRIZT —F RNbHELEIE, TOT —XERIZEHTEAD (F—FM, SAP O [F—Ft
V=] DT AT U F—LOINUBIEINDIHGERE) .

Data Input Control. It will be possible to retrospectively examine and establish whether and by
whom Personal Data have been entered, modified or removed from SAP data processing systems.
/] T—FAAEIE  EAT—X B, SAP OF —FUFLL AT MIAD SR, BEShE, XFEZ
MHHIRSNTZNE I, KOENEIToTORHENE, Mo THRELNETAZENARETHL LD LT
Do

Measures: // x5

1.6

SAP only allows authorized personnel to access Personal Data as required in the course of their
duty. //  SAP 1%, HERZHTHME DL, £ ORE OB CLELGEICRY AT —%) 7 7%
AT HI L EBDD,

SAP has implemented a logging system for input, modification and deletion, or blocking of Personal
Data by SAP or its subprocessors within the Cloud Service to the extent technically possible. //
SAP (E. HANBICFREZRH T, 7 F7 U F¥—E 2] WTO SAP Iz MAEATE] 1282 MEAT—
21 AT, BE, ROHIER, XiE7 ey 2 ICdd 20X 7V A7 LB ALTND,

Job Control. Personal Data being processed on commission (i.e., Personal Data processed on a
customer’s behalf) is processed solely in accordance with the Agreement and related instructions
of the customer. // TaZhi#l LRIV REESND AT =2 (OFb, mEORIT TR
Ind MEAT—%1 ) &, &5 TR LORBEOBE LHERIcit- TUB E D,

Measures: // x5

SAP uses controls and processes to monitor compliance with contracts between SAP and its
customers, subprocessors or other service providers. // SAP (%, HE & ZOR% . WAL ITZ
DY —E 2T a A X —ROFK OB FEERT 57200, EFRFEROFIEZ AV,
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e As part of the SAP Security Policy, Personal Data requires at least the same protection level as
“confidential” information according to the SAP Information Classification standard. // [SAP &
FalT 4Ry v—] O—RELT, MHAAT—HF] 1T, SAP O [E@RHE) BT, bl &b

M) TR E R CIREL LB RETH D,

e All SAP employees and contractual subprocessors or other service providers are contractually bound
to respect the confidentiality of all sensitive information including trade secrets of SAP customers
and partners. // SAP OREEE R UEKI A TO DB ELE TZEDMOF — R F a8 F—Fd
T, BOBNCEREET 27X COEHR (SAP OFE ROV N— M —OEERBE L~ 5Ty) OFHERE % BT
T 5L B EThRIND,

1.7 Availability Control. Personal Data will be protected against accidental or unauthorized
destruction or loss. // FTHAMHIE [MEAT—%) 13, WEOIIRELMBIEIEENOHR#ESND B
DETD,

Measures: // %t

e SAP employs regular backup processes to provide restoration of business-critical systems as and
when necessary. [/ SAP 1%, IS U TEE ERAIKR S AT AOBILELT I 12D, EWRR Ny o
Ty a2 RAT 5,

e SAP uses uninterrupted power supplies (for example: UPS, batteries, generators, etc.) to protect
power availability to the Data Centers. // SAP X, [F—%® ¥ —| ~OBEB NG EMHET D720,
MR OEIR (728 20X, UPS, Ny TV — FE#KR L) 2HEHT5,

e SAP has defined business contingency plans for business-critical processes and may offer disaster
recovery strategies for business critical Services as further set out in the Documentation or
incorporated into the Order Form for the relevant Cloud Service. // SAP (&, ¥ ERAIRA7 et
ZICHT 2 EEEFEHEEHELZEDTEBY, [FXxa AT —a iy [CEMAREHR I TV, Y
51779 RP—v 2] O EXE) ICHARAER TS LB, EBHEEARARZR H—EA] 1T LTRE
1EIHERES 2 22U 2 5803 5,

e Emergency processes and systems are regularly tested. // BEXIEOFNER R AT MO T,
EFNZRBRB T 5,

1.8 Data Separation Control. Personal Data collected for different purposes can be processed
separately. // 7—#BEfHIE R BMCIESE EAT—% ) 13, BlA QB T2 2 58T
x5,

Measures: // *I%&

e SAP uses the technical capabilities of the deployed software (for example: multi- tenancy, or
separate system landscapes) to achieve data separation among Personal Data originating from
multiple customers. // SAP %, B SNT=Y 7 b = T OHEMHIERE (72 & 21T, A TFT T bRy
i AT LT FAS—7) 2ERLT, #HROBEFRICHKRTD EAT—%) BMOT =202 EHT 5,

e Customer (including its Controllers) has access only to its own data. // #% (o E#HE | 25
) . HEOT—HOIRIIT 7 BATHIENTE S,

e If Personal Data is required to handle a support incident from Customer, the data is assigned to
that particular message and used only to process that message; it is not accessed to process any
other messages. This data is stored in dedicated support systems. // MEAT—X] 23, BEENLD
PAR— b AT MR T 2 DI ERIGEEIL, Y%T —HIXZEOFEDA v —VICHIV Y ToHh,
YA =V OUBEDOTEDIZORMERAEND, TOMDRA v =V ENBT LD OT—X~DT 7k
APTOND Z &iXen, 207 =X, ROV R— N AT ARFEIND,
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1.9 Data Integrity Control. Personal Data will remain intact, complete and current during
processing activities. // 7 — &gkl MEANT —& 1 &, QEESEF, Bibhbd Z &7 <,
SERMP O ORI/ TN D,

Measures: // %I

SAP has implemented a multi-layered defense strategy as a protection against unauthorized

modifications. // SAP %, HERRSNOEIEIT T 2 REXK E LT, BEPEEOBHHEKIEEZ EA L TV 5,

In particular, SAP uses the following to implement the control and measure sections described above.

SAP Ti&, BITF2MMA LT LEOFHLEAEDOE v a v 2EHLTWD, Vb, UFZHET,

e Firewalls; [f/ 77 A7 Ux—/

e Security Monitoring Center; /] X2 VT Bl 2 —

e Antivirus software; [/ TVFUANAIT I T=xT

e Backup and recovery; [/ v 77 v KROMEIL

e External and internal penetration testing; // #ESMROWNEIOREAT A b

e Regular external audits to prove security measures. /] X2V T xR EGERT 2 @R 28T

B
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TOMs SET 2 // REMPHRUHBHXNE (B b 2)

(applies to TOMs Set 2 Services defined above) [/ (LREICTET S 2 ABITHY K ORI R (£ D2)
P RCHEHAIND)

Last Updated: May 4 2020 // 20204E5 H 4 A B E &

1. TECHNICAL AND ORGANIZATIONAL MEASURES // R OSERRAO*T 5

The following sections define SAP’s current technical and organizational measures. SAP may change
these at any time without notice so long as it maintains a comparable or better level of security.
Individual measures may be replaced by new measures that serve the same purpose without
diminishing the security level protecting Personal Data. // LA F®Dt&27 v a Tk, SAP OBATOHII&L
AR R 2 ED D, SAP X, FIEU EDOL_ADEF 2 VT 4 MR 5B, BMEITY 2 &72<, MR
NOEERTLHIENTELLDET D, HrOxEE, MEAT—%) 2R#ETLEX=20 74 LLEERD
FIE U B2 5 7= 72 xRS S x f‘ohéi}%/\ﬁ\&)éo

1.1 Physical Access Control.

SAP protects its assets and facilities using the appropriate means based on the SAP Security Policy
[/ SAP IE, TSAP EX a2 UTF 4R Y v—) [ZESHURFEAHNWTZEOEER R Z R#ET D,

e Ingeneral, buildings are secured through access control systems (e.g., smart card access system).
/] EE, BT BRI AT A (A= 1= RIZLDBT 7 RAVAT LRE) LV X2 )T o
REINLTND

e As a minimum requirement, the outermost entrance points of the building must be fitted with a
certified key system including modern, active key management. // &DVEME LT, BYOKHH
BDOARERZITIE, BREEZZ T 2F— 2 AT & (B ORRBINZRF—EHE25L) 20T RTER 62
VY,

e Depending on the security classification, buildings, individual areas and surrounding premises may
be further protected by additional measures. These include specific access profiles, video
surveillance, intruder alarm systems and biometric access control systems. // t¥x=U 7 1 O44H

WS UTC, 2, &k QR OB, BN FEICL > TIBIREINIEENRH D, THUTIE, §F
m@?&ﬁx7m774w VAR, BASREE., KOSA A AN 7 RZXDT 7 2 A AT A
NEEND,

e Access rights are granted to authorized persons on an individual basis according to the System and
Data Access Control measures (see Section 1.2 and 1.3 below). This also applies to visitor access.
Guests and visitors to SAP buildings must register their names at reception and must be
accompanied by authorized SAP personnel. // 77 AL, VAT LROT—X 7 7 A %t
KO(TRE 1.2 FROE 1.3 £&25R) [>T, HEREET 2 AR ’H’@éz‘béo AU, R
DEBAVIZK L THEA E D, SAP OR-MEZHN D RERDFHHEIZONWTIL, A THARTEREL, H
26725 SAP OENRFTEIRILERH D,

e SAP employees and external personnel must wear their ID cards at all SAP locations. // SAP O
WEEEKROINHDO NEIL, SAP OFTXTORFFIT, BHD ID I— REFIAHT TOHRITIUT R B R0,

Additional measures for Data Centers: // T—4% v 7 — |24 2 BMO %K

e All Data Centers adhere to strict security procedures enforced by guards, surveillance cameras,
motion detectors, access control mechanisms and other measures to prevent equipment and Data
Center facilities from being compromised. Only authorized representatives have access to systems
and infrastructure within the Data Center facilities. To protect proper functionality, physical security
equipment (e.g., motion sensors, cameras, etc.) undergo maintenance on a regular basis. [/
RCO [F—=FvrZ—] F, WBREQR T2 ¥ —] OEEDPERICELIND ZEEBIET 5701
A, BHI AT BEEMEE, 77 B AFEFIRLOZEOMTFRIC L > TERINImMEREFX 2V
T A FIBICWES, HEEAETL2HYEFOLN, T2 F—] HENDOVAT LKA VT FANT Y
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1.2

Fry—lZT 7 8ATDHIENTED, WMUREEELRET LT, WEMEX 2 U7 ¢ #ay @EER
B, WA TRE) F. EHNRRSTHITOI D,

SAP and all third-party Data Center providers log the names and times of authorized personnel
entering SAP’s private areas within the Data Centers. [/ SAP T X_XTCOE=FH [F—Hkto ¥ —]
TN F =L, [F=FvrZ—] NO SAP OFSELH A Y BIRFEIRIC ALY U2 HERRD & 2 5k B O 4 Hi K&
UM & Fe8 T 5,

System Access Control.
Multiple authorization levels are used when granting access to sensitive systems, including those
storing and processing Personal Data. Authorizations are managed via defined processes according
to the SAP Security Policy [/ HEICET 22275 ( (HATFT—% ] ORI EZITH AT L%
) It LTCT 7 B AR ET HEL. BEOERMS G LR RAWEND, HERIZ, [SAP %=
TARY =] - T=WA T r A TERIND,
All personnel access SAP’s systems with a unique identifier (user ID). // TRTOBEIX. EHAD
G (2—%— 1D) ZERA LT, SAP OV AT AILT 7 EAT 5,
SAP has policies designed to provide that no rights are granted without authorization and in case
personnel leaves the company their access rights are revoked. // SAP (. A&7 LICWIn7e D
FHAEGsnT, BENBRRT 256, TOT7 7 BAMIMVEINAIZ LEHAELLI ETHRY v—%F
LT3,
SAP has established a password policy that prohibits the sharing of passwords, governs responses
to password disclosure, and requires passwords to be changed on a regular basis and default
passwords to be altered. Personalized user IDs are assigned for authentication. All passwords must
fulfill defined minimum requirements and are stored in encrypted form. In the case of domain
passwords, the system forces a password change every six months in compliance with the
requirements for complex passwords. Each computer has a password-protected screensaver. //
SAP TiX, NAU—ROIFEEL, "AU— FORARIIKTLIICEED D L &I, EHICAIAT—F
EEE LT 74N IONRAT = REEET LI EE2ERT D, NRAV—RFKRI—2FEDTWD, HAFHD
a—HF— 1D A, FFEDTZDICEHID B THND, TRTONRAT— NIE D bR/ B A2 LTWRT
NIERLT, B L ENTZRRTHREEND, RAALUARRT=RIZOWTIE, YATAIZED, 6 THIZL
2. BHERNZAT — FOBRZESTo AT — ROEERRBEA T OND, HFarEa—F—{ZiF, ATV —
FCREENTZZAZ Y == _"—RE2 5TV 5,
The company network is protected from the public network by firewalls. // &#%oxy vU—7
E. 7747 04— R0 ARy N =IO RESN TS,
SAP uses up-to-date antivirus software at access points to the company network (for e-mail
accounts), as well as on all file servers and all workstations. // SAP 1%, &tk x vy MU —271Zx%f
TLHTI7BARAS N (BFA—NATHTMH) ITMAT, 3XTOT 7 AN —_"—=KPFTXTDOT—7
AT —va T, WHOT L FUANAY T =T 2 ERALTND,
Security patch management process to deploy relevant security updates on a regular and periodic
basis. Full remote access to SAP’s corporate network and critical infrastructure is protected by
authentication. // BEET+2vX2 V747 v 7T —bOBEHNRT 7 A b OOOExF2Y T4
Ny FERFNE, SAP DEFEXY NI =T ROEERA VT FANT I F v —~DT7NYE— 7 7 EAIL,
FRLIZ Ko TIREE STV D,

1.3 Data Access Control.

As part of the SAP Security Policy, Personal Data requires at least the same protection level as
“confidential” information according to the SAP Information Classification standard. // SAP @
X UTF R —] O—BELT, MAAT—F] 121X, SAP @ [E#SE) EIHE-T, b7l e
b TR W ER CRH#E L~ BLETH D,
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e Access to Personal Data is granted on a need-to-know basis. Personnel have access to the
information that they require in order to fulfil their duty. SAP uses authorization concepts that
document grant processes and assigned roles per account (user ID). All Customer Data is protected
in accordance with the SAP Security Policy. // MEAAT—%] ~O7 7R IL, MHNLEEEHEL LT
BOLND, BEIX, BHOWEEZZITT D1 DICUERER~OT 7V B AMEEH T 5H, SAP 1L, 5071
BAROT AU b (—H— ID) T &ITHY B THNEEZCE T D, HRICET 227 M EAN
B TRTO FET—F ) 1F, [SAP ¥X = UT 4R v—) ([Tt TIR#ES NS,

e All production servers are operated in the Data Centers or in secure server rooms. Security
measures that protect applications processing Personal Data are regularly checked. To this end,
SAP conducts internal and external security checks and/or penetration tests on its IT systems. //
TRTORBHYy—"—0BIENX., [F—Ftr&—) Itx=2 U7 o HR/PEI N2 —N— L — A TIT
bivd, MEANT—%] OWEAEITHY> T ) r—ra 2T 582U 7 o xKE, EPNICT v 70
IThhTWnwb, ZdD=d, SAP TiX, D IT VAT AIZHOWVWT, RO X2 T 4 F = v 7 KO/ XL
AT A REERLTND,

e Processes and policies to detect the installation of unapproved software on production systems.
// KIKRBDY 7 N =T ORBE S AT D DA VA M=V ERIT D FIEL R Y > —,

e An SAP security standard governs how data and data carriers are deleted or destroyed once they
are no longer required. // SAP OEX a2 U7 o AETIE, 7 — X ROT —FiREAERARE L 2o 76
2. D ZHIBR SUTHEET 5 FIEEZEH TV D,

1.4 Data Transmission Control.

e Personal Data in transfer over SAP internal networks is protected according to SAP Security Policy.
/] SAP DHARy RU—2 ETHEREND MEAT—F] 1L, TSAP BX=2 U7 4R v—) IZfE-> TR#E
S,

e When data is transferred between SAP and its customers, the protection measures for the
transferred Personal Data are mutually agreed upon and made part of the relevant agreement.
This applies to both physical and network based data transfer. In any case, the Customer assumes
responsibility for any data transfer once it is outside of SAP-controlled systems (e.g. data being
transmitted outside the firewall of the SAP Data Center). [/ 5 —#7\ SAP & T ORI L O Tz
INBHLGAEE, ImEshd AT —% ) OREFESHAEICAEESh, B#ET5 R oL,
L, BRI Yy b = R=ADT —HWEOWFICHEA SN D, WTHLOHEA S, BEIL, SAP »
I B VAT AOHNRICT —F RHHLEIE, TOT —FERICEHTEAD (F—FM, SAP O [F—Ft
E—=] DT AT U NVDINARE SN D HERE)

1.5 Data Input Control.

e SAP only allows authorized personnel to access Personal Data as required in the course of their
duty. //  SAP 1%, HERRZHTHME DL, £ ORE OB CLELGEICRY AT —%) 7 7%
AT HI L EBDD,

e SAP has in most cases implemented a logging system for input, modification and deletion, or
blocking of Personal Data by SAP or its subprocessors within the Cloud Service to the extent
technically possible. // SAP %, 3L A EDHAEIC, HARICHREZR&EHET, 77U F—EX] AT
D SAP XiFE D MAESNESR] 128D MEAT—%] OAJ), EBIE, ROHIER, Xid7n vy 7iidd5mEs
TVAT NEHAL TS,

1.6 Job Control.

e SAP uses controls and processes to monitor compliance with contracts between SAP and its
customers, subprocessors or other service providers. // SAP |X. HE & ZOREE% . AHANEE T+
DY —E AT m A X =R ORI O FEERT D70, ERAFERIOFIRZ AV,
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As part of the SAP Security Policy, Personal Data requires at least the same protection level as
“confidential” information according to the SAP Information Classification standard. // [SAP &
FalT 4Ry v—] O—RELT, MHAAT—HF] 1T, SAP O [E@RHE) BT, bl &b
M) TR E R CIREL LB RETH D,

All SAP employees and contractual subprocessors or other service providers are contractually bound
to respect the confidentiality of all sensitive information including trade secrets of SAP customers
and partners. // SAP OREER R UK & fl A TV D AEANELE T E DDV — R T a3 F—FT
T, BOBNCEREET 27X COEHR (SAP OFE ROV N— M —OEERBE L~ 5Ty) OFHERE % BT
T 5L B EThRIND,

1.7 Availability Control.

1.8

1.9

SAP employs regular backup processes to provide restoration of business-critical systems as and
when necessary. [/ SAP &, YEIL U TCEBERFRRV AT AOETEITHI 20O, BNy 7
Ty a2 RAT 5,

SAP uses uninterrupted power supplies (for example: UPS, batteries, generators, etc.) to protect
power availability to the Data Centers. // SAP 1%, [F—%® ¥ —| ~OBEB NG EHET D120
R OBIR (72 & 21X, UPS, Ny 7V — HBEHERE) #HEAT 5.

SAP has defined business contingency plans for business-critical processes and may offer disaster
recovery strategies for business critical Services as further set out in the Documentation or
incorporated into the Order Form for the relevant Cloud Service. // SAP (&, ¥¥ ERAIRA7 et
AT A FEFEFFREHBEZEDTEY, [FXa A TF—va v IGEMRGEHIN TS, XEET
5 177y Rb—vx] O MEXE] ICEAAERTHWD LD, EE ERAIXAE H—E 2] o3 LTKF
HIHERIE 2 R 258035 5.

Emergency processes and systems are regularly tested. // BREXIEOFIERL O AT KON TIE,
EFIZRBRB T 5,

Data Separation Control.
SAP uses the technical capabilities of the deployed software (for example: multi- tenancy, or
separate system landscapes) to achieve data separation among Personal Data originating from
multiple customers. // SAP %, B SNTZY 7 b0 = T OEMHIERE (72 & 21T, ~ATFT T bRy
i AT AT FRA—7) 2ERLT, BHOBEICHEKT S EAT—F] MoOT —& lx EBT 5,

Customer (including its Controllers) has access only to its own data. // % (2o [E#HE] 28
) X, BEOT —ZORIIT 7 |ATHIENTE D,

If Personal Data is required to handle a support incident from Customer, the data is assigned to
that particular message and used only to process that message; it is not accessed to process any
other messages. This data is stored in dedicated support systems. // [MEAAT—% ] 25, BEENHD
#f%b4yy?yb%%ﬁTét BB A X, ST — &i%@%mmx/t JIZEID Y ThHh,
YEA =V OUBADTDIZOHEHEND, TOMDRA v 2=V ENRT H72DICZDT—F~DT 7k
A TOND Z LTy, 207 —2i%, FHOVFR— AT ARESNLD

Data Integrity Control.

SAP has implemented a multi-layered defense strategy as a protection against unauthorized
modifications. // SAP 13, HERAMDEEISHT DR L LT, HEME ORI ZEAL T D

In particular, SAP uses the following to implement the control and measure sections described above.
SAP TIE, UUTZ2HEMH LT EROBFHLEGROE v a v BEHELTWD, Vb, LTEET,

Firewalls; [/ 77 A7 7 —
Security Monitoring Center; /] EF=2 VT ERHE X —
Antivirus software; /] TVFTAUNARYIT NI =T
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e Backup and recovery; [/ Ny 77 v ROET
e External and internal penetration testing and/or regular external audits to prove security
measures. [/ SNBEONEHOBRAT A RO/ UTEF 2 U 7 ¢ K EZFEI T 5 EHn 22 A
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Appendix 3 to the DPA and, if applicable, the Standard Contractual Clauses
DPA (YT 2B EIIFEERNFEH) OHFEE 3

The following table sets out the relevant Articles of GDPR and corresponding terms of the DPA for
illustration purposes only. // LLT®OZIZIL, GDPR OES#HT KB L %95 DPA OIEB %, HOLFHABHT

LT s,
Article of | Section of DPA | Click on link to see Section
GDPF
28(1) 2 and Appendix 2 | Security of Processing and Appendix 2, Technical and

Organizational Measures

28(2), 28(3) (d)
and 28 (4)

6

Subprocessors

28 (3) sentence

1.1 and Appendix

Purpose and Application Structure

1 1,1.2

28(3) (a) and | 3.1 and 3.2 Instructions from Customer. Processing on Legal Requirement.

29

28(3) (b) 3.3 Personnel

28(3) (c) and 32 | 2 and Appendix 2 | Security of Processing and Appendix 2, Technical and
Organizational Measures

28(3) (&) 3.4 Cooperation

28(3) (f) and | 2 and Appendix | Security of Processing and Appendix 2, Technical and

32-36 2, 3.5, 3.6 Organizational Measures. Personal Data Breach Notification.
Data Protection Impact Assessment.

28(3) (g) 4 Data export and Deletion.

28(3) (h) 5 Certifications and Audits

28 (4) 6 Subprocessor

30 8 Documentation; Records of processing.

46(2) (o) 7.2 Standard Contractual Clauses.
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Appendix 4
fTRE 4

[The Standard Contractual Clauses set out in this Appendix 4 are current as at 31 March 2018,
and the Japanese translation is provided as a matter of convenience only. These Standard
Contractual Clauses are automatically subject to updates by the European Commission and
as subsequently published by the European Commission, Customer should always access the
URL https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32010D0087 for
updated versions of the Standard Contractual Clauses. Customer’s local language may not be
supported at the European Commission, or at URL, and it will be Customer’s responsibility
to ensure that it is aware of the current version/s of the Standard Contractual Clauses and
manages any necessary translations of any updates of those Standard Contractual Clauses]

Zo MftE#E 4 CHEIND MEEZSIE] 1L, 201845 A 31 HRFRICBWTAHTHY . HAGE
OXFRIT, HEDOTOOEERE L TCoARMIND, T EEZKGEE) X, BMINEERITXD,

HEIMICHEHT SNAAREERH Y . TG THINEZESICL D ARINDS, BINEES UILL T O
URL IZHB W T T, BEOBHMOFIEIZOWTEYR— ML TWRWEERH L, BRIL, D [
BREHE] OFFRICERF, LT IRL 2B L TCT7 723580 & L (https://eur-
lex. europa. eu/legal—content/EN/TXT/?uri=celex%3A32010D0087) . X D BILIZB W T MEAEIKSL
TH| OERFREZTREL, 2005 NEEZEHFIE] OT X TOREHFICH L THLE L INLIFEREZITO LD
LT 5,

STANDARD CONTRACTUAL CLAUSES (PROCESSORS)*
RESROA&E (LERE) !

For the purposes of Article 26(2) of Directive 95/46/EC (or, after 25 May 2018, Article 44 et
seq. of Regulation 2016/79) for the transfer of personal data to processors established in third
countries which do not ensure an adequate level of data protection // +%7%2Lr~1o 55—
S REERIEL TCORVWEZE CTHERINTAHEFICHTI2HEAT — & OREICHET S, Ba
95/46/EC % 26(2) Z& (OUF. 2018 4F 5 A 25 HIIRRIZHOWTIE, KA 2016/79 D 44 KLLT) 122
ANEN

Customer also on behalf of the other Controllers // B% (£-fhd [FHE] [2Rb->7)
(in the Clauses hereinafter referred to as the ‘data exporter’) // (LT, [&IE] 2B\ T
[F—F T I RAR—F—] L))
and // kO
SAP // SAP
(in the Clauses hereinafter referred to as the ‘data importer’) // (T, [§HEH) I2BWT
[F—F VR —F—] L)) 1L

each a 'party’; together ‘the parties’, // (i i x IHEEE) | £LOT MHHEE] L))

! Pursuant to Commission Decision of 5 February 2010 (2010/87/EU)
12010 4= 2 3 5 HOBKMERZOREICE S (2010/87/EU)
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HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate
safeguards with respect to the protection of privacy and fundamental rights and freedoms of
individuals for the transfer by the data exporter to the data importer of the personal data
specified in Appendix 1. // [fEE 1) ICEWINTZBEAT —F 2T —F T I AR—F—InbT —#
A VR =B —ITHRET DA D, AADT T A N — R ORI 2 HEF] & B HOREIZRET 5507 TR
BEIERT D720, LT 12EEE] (14&HE)) ITEE L

Clause 1 [] # 1 %
Definitions // &%
For the purposes of the Clauses: // [4IE] (28T

(a) ‘personal data’, ‘special categories of data’, ‘process/processing’, ‘controller’,
‘processor’, ‘data subject’ and ‘supervisory authority’ shall have the same meaning as in
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data; // MEAT—% . FBlhTaV—0F—4]  P) | [FEEE]
Mg | T —2 k) | RO TEEERER) 13, AT — X WEIR DA ORER VY% T — % OH
MBI 5, MINES L OBESORS 95/46/EC (1995 4 10 A 24 H) ICBIT2EWKEFELE
WAFTHHDET D,

(b) ‘the data exporter’ means the controller who transfers the personal data; // [5—%
T AR—F—]| LiE, AT —F EHRET HEHEEZ VI,

(c) ‘the data importer’ means the processor who agrees to receive from the data exporter
personal data intended for processing on his behalf after the transfer in accordance with his
instructions and the terms of the Clauses and who is not subject to a third country’s system
ensuring adequate protection within the meaning of Article 25(1) of Directive 95/46/EC; [/

[F—& A VR—— Lix, BEEZV, T—F =7 AR—F —OHRE) [RE] OFMFIHE- Cia
EINRIL, T—H T AR—F =R Do TR T LHEOEANT —F 2T —H 7 AKR—F —nb%
BT D LICAET D, T —% A vAR—F—i%, 5% 95/46/EC & 25(1) FOBEWT HHMATHA%
AR L TWDEZEDO Y AT MDD ET 5,

(d) ‘the sub-processor’ means any processor engaged by the data importer or by any other
sub-processor of the data importer who agrees to receive from the data importer or from any
other sub-processor of the data importer personal data exclusively intended for processing
activities to be carried out on behalf of the data exporter after the transfer in accordance with
his instructions, the terms of the Clauses and the terms of the written subcontract; // [WLet
SES X, TFA R —F— NIT—Z A VR —F — DT OMAERINEI I D EFCE T T AL
Frnwn, F—F 27 AR—FZ—0R, [RE] OFF, ROEHREIZ K D FERMNICE> Tk S -k
W2, T—H 2T AR—F I fbo TEITIN L WBEEICANERE LI@AT —2 %, T—F A VA —
H— XIT =4 A Vv R—=F —DFOMLIINEEN HZEHT 2 Z EICFET 2,

(e) ‘the applicable data protection law’ means the legislation protecting the fundamental
rights and freedoms of individuals and, in particular, their right to privacy with respect to the
processing of personal data applicable to a data controller in the Member State in which the
data exporter is established; // TEMAT—Z{F#E L3, T—F =7 AR—F =385 a7z TN
BE] oF —2EHRFICHEAIND, HAOHEMECBER, &V DIFEAT =X ORBICEHT L7 T A4 N
DR B RET DIERE VD,
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(f) ‘technical and organisational security measures’ means those measures aimed at
protecting personal data against accidental or unlawful destruction or accidental loss, alteration,
unauthorised disclosure or access, in particular where the processing involves the transmission
of data over a network, and against all other unlawful forms of processing. // [HffE) & O%H
WX 2 U7 0 —%5K) Lid, BAT—X 2, BF0E L IZIEGIEMN A EE BRI 2R, 8,
REZRATRELIET 78R (E0biF, WENRY MU= E2N LTeT —F OERIPIDI5E) « K
W DOMT R TCOIEGIENLRTEONENGRET L EEHMNE LR E V),

Clause 2 [] # 2 £
Details of the transfer // #EXIZEET53M

The details of the transfer and in particular the special categories of personal data where
applicable are specified in Appendix 1 which forms an integral part of the Clauses. // #5%0
AL, ROV D DITEYT 5. Fl T ) —off AT —ZIiconTik, (HEE 1) (T&RE] OF
AIROFER AT WIS TV

Clause 3 [/ # 3 &
Third-party beneficiary clause // F=%##F T H4E

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i),
Clause 5(a) to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to
12 as third- party beneficiary. [/ 7 —#EKIE, F=E2mE L LT, AFLKVLUTOREET —4 =
7 AR—F—THEHT 5 2 &75>T’a‘5 Fagk b Mo (), Fbd S (@ 16 (o) KU (9 226 ().
64 (1) KO (2, B 7 4. 5 8(Q) &, WNIHE 9 £16HE 12 &4,

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e)
and (g), Clause 6, Clause 7,Clause 8(2), and Clauses 9 to 12, in cases where the data exporter
has factually disappeared or has ceased to exist in law unless any successor entity has assumed
the entire legal obligations of the data exporter by contract or by operation of law, as a result
of which it takes on the rights and obligations of the data exporter, in which case the data
subject can enforce them against such entity. // T—% 7 AKR—F—n, FEEHEE L=,
FER EFELRLS Rotliid, 7— 2 2MHIE, FE28T L LT AFAVUTOSREE T — 574/
R—H— Jﬁ%ﬂ@‘é_kﬁlfﬁéo 5% (@) 226 () RO (@), & 6 &, 55 7 &, % 8(2) &, I
ICH 9 D 12 &R, 2720, AMKEAD, BRNIEFOERICEI Y T —F =7 AR—F — DL
FOBRBOREETIEMHE, ZTORRL LT, RMEART —F =7 AR—F —DWHRROEB 5| &%
LHEEERLS, TOHEIE, T —F EERIT, YRENC LEREHEBH T2 &R TE D,

3. The data subject can enforce against the sub-processor this Clause, Clause 5(a) to (e)
and (g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data
exporter and the data importer have factually disappeared or ceased to exist in law or have
become insolvent, unless any successor entity has assumed the entire legal obligations of the
data exporter by contract or by operation of law as a result of which it takes on the rights and
obligations of the data exporter, in which case the data subject can enforce them against such
entity. Such third-party liability of the subprocessor shall be limited to its own processing
operations under the Clauses. [/ T—4 7 AR—=F —=ROF =4 A LV R—F =DMl MR, FELH
W UToh, B EFIE L2 < leolody, KIBWAREE [Sféot i T2 EERT, BEFZWE L LT A
%&@MTOD%IE%&&E%ES‘EK%@%W“Z):&7531% 5, #5 % (@ 75 () R (@), 6 5. H 7
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G, B 8(Q2) K. WNTE 9 &b 12 &, 2L, AHHEADR, BHXUIEROEMCLY T—4 =
I AR—=Z —DEREOBRBORREREZLIEHE . TORRE LT, KIKHEANT —F =7 AR —F —OHEF|
MOBB L EZ T 556 %K<, TOREIE. 77— BRI, BREENC LRRAHEEREIT 5 2 LT
Do ABAMES DD HE =FHOEMIT, [HRE) ([TES<H LORBEBICIRE SN D,

4. The parties do not object to a data subject being represented by an association or other
body if the data subject so expressly wishes and if permitted by national law. // W43 13.
T—F EENENEIRICHEZ L TR Y . ERNIETHRI SN TW AT, A T+ O MEikiEs 7 —
2ERERET D LTI LRV D LTS,

Clause 4 [] # 4 %
Obligations of the data exporter // T—#%T7 AR —F —DHEH

The data exporter agrees and warrants: // T— 4T/ AR—F—X, UUTFOZ LIZFEL, FiEd
50

(a) that the processing, including the transfer itself, of the personal data has been and will
continue to be carried out in accordance with the relevant provisions of the applicable data
protection law (and, where applicable, has been notified to the relevant authorities of the
Member State where the data exporter is established) and does not violate the relevant
provisions of that State; // HAT—X OAHE (ZDEEEE2ET) 1. ZNETHLESEBLIIEE, @
RS2 7 — 2 REEOBIHEHRICIE > TEITSN (RO #YT2HAE. 7T —F =7 AKR—F =%
Sz DUNERE] OBEYBIS@EmATToN) | BREORESELHEIZERK L TWRNT &,

(b) that it has instructed and throughout the duration of the personal data-processing
services will instruct the data importer to process the personal data transferred only on the data
exporter’s behalf and in accordance with the applicable data protection law and the Clauses; //
T—H T AR—FZ—DREL L TOH, MHIND T —FREERD [FEH] (12> THRE S @A
TR ENWHETHZLIZONT, T—H A AR —F = LTI TR L2 &, KOMEAT — & LB
Y- 2O EE L THRTLZ &,

(c) that the data importer will provide sufficient guarantees in respect of the technical and
organisational security measures specified in Appendix 2 to this contract; // T—%A v &FK—
=0, ZOEKO FEE 2) \ZTFHET 2 MR ORI 2% 2 V7 0 RITBE L THOITRGET D
Z ek,

(d) that after assessment of the requirements of the applicable data protection law, the
security measures are appropriate to protect personal data against accidental or unlawful
destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where
the processing involves the transmission of data over a network, and against all other unlawful
forms of processing, and that these measures ensure a level of security appropriate to the risks
presented by the processing and the nature of the data to be protected having regard to the
state of the art and the cost of their implementation; // #EHEN5TF — X RF#EEDEMEZ TN L
etk BX =2 U T 0 xRS, BFIE L <IXFEEIER R UIEIA 28R, AR, RERBRELL
X7 7EA (L0, WEAR Y NU—2 2N LT —F OEREIZH 1D BGEA) | KRBT OMTRTo
HEBERRIE ORI SEANT — 2 2 5#ET A0l TH D 2L, WIS DR, T DKAEL
BAEHEZBEICAN, LWL -TEHEND U AT ROR#ENROT — X OMEIZH L bl et %=
V74— b~ bZimlzLTnd 2 L,
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(e) that it will ensure compliance with the security measures; // &%= U7 1 —XxI5R A 85
SINDEITREHT L,

f) that, if the transfer involves special categories of data, the data subject has been
informed or will be informed before, or as soon as possible after, the transfer that its data could
be transmitted to a third country not providing adequate protection within the meaning of
Directive 95/46/EC; [/ EENKERIR T TV —OT— X2 IO HBEIF,. T —F BRI LT, B85
95/46/EC DEMRT D#PH CHO R RENE L SN TV RWEZEIZZ DT — X NiRiE S D AlREEN H 5
& &, TTCICIEM LA, ERRORNI TR EE fREZ2 R Y B0 @ad 5 b D L7 5,

(9) to forward any notification received from the data importer or any sub-processor
pursuant to Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data
exporter decides to continue the transfer or to lift the suspension; // T—% T 7 AR —% — iz
EOME, XUIFIEOMERREZRE LI=HE, & 5(b) £AOE 80Q) KIE-T, 7—4 A R —F—it
PSS D2 LTl E . 7 — X RO BB iR T 5,

(h) to make available to the data subjects upon request a copy of the Clauses, with the
exception of Appendix 2, and a summary description of the security measures, as well as a copy
of any contract for sub-processing services which has to be made in accordance with the Clauses,
unless the Clauses or the contract contain commercial information, in which case it may remove
such commercial information; // ZEFHIZE LT, T—¥ EEiZx LT, fHEE 21 2 [HRHA)
EOtXxal 7 4 —ROMEED 2 ©°— WD THRIE] I TR T 2 NS LBSMNEY — B X IZET
LENEOa—FARMT 5, 2L, THRE] UIBNEICHABRNEEN TV IEE LR, £
f. T HZ I AR—Z =L, D LERAEREHIGRT A ENTE D,

(i) that, in the event of sub-processing, the processing activity is carried out in accordance
with Clause 11 by a subprocessor providing at least the same level of protection for the personal
data and the rights of data subject as the data importer under the Clauses; and // % 4ME
T HGE . MEERKIL, R KESEEAT =2 ROT — % BEROEFIZH L TT —F A R —F—L
D7 EBFIC LIV OREETRIT H MM EEIZ LD | B 11 K-> TIEITENDHZ &,

6)) that it will ensure compliance with Clause 4(a) to (i). // % 4 & (a) 726 (1) ZWMEEIC
35 R AR

Clause 5 [] # 5 %
Obligations of the data importer // 5—% A VR—F—DHEHE

The data importer agrees and warrants: // T—%A VAR —%—X, UTOZ LIZFEEL, kT
D,

(a) to process the personal data only on behalf of the data exporter and in compliance with
its instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it
agrees to inform promptly the data exporter of its inability to comply, in which case the data
exporter is entitled to suspend the transfer of data and/or terminate the contract; // 7 —% =T
JAR—=LZ—ORILE L TOHR, TORFREY [FE] 28T L TEAT —Z 20T 52 &, BHIZED
ST MDD MFNRARERGEIL, T— XA VR —%—%, EFTERVEEZESCICT —F =T AR —
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H—ZBHT A2 EICRET S, TDOHE, T—H4 ) AR—F—F, T—HOEWTEERIETEH, KO/
I RBR T 2 2 LR TE D,

(b) that it has no reason to believe that the legislation applicable to it prevents it from
fulfilling the instructions received from the data exporter and its obligations under the contract
and that in the event of a change in this legislation which is likely to have a substantial adverse
effect on the warranties and obligations provided by the Clauses, it will promptly notify the
change to the data exporter as soon as it is aware, in which case the data exporter is entitled
to suspend the transfer of data and/or terminate the contract; // T— %A v FR—Z—Z@EH SN
DIERIZEY T—F T AR—Z —OZHT 28R, ROEMICESIL Z0BBHEOBITHYIT b5 &
BLHEEIERNWI &, FPPLBEBRICEERSH Y . [RE] [ZED DRIER OB I Y 72BN K
STEMBRZONDEEIE, MHLIALRVREBERLNIURER LT —F T AR—F —|Z@BHT Db
DETDH, TOYE, T—HZIAR—F—X, [F—F] OEBEEETILTE0, RO/ IR NE R
HILENTED,

(c) that it has implemented the technical and organisational security measures specified in
Appendix 2 before processing the personal data transferred; // @k SN7BAT —X 20T 5
ANC, TEE 2) ICHRE SN2 BINR O 22 U 7 s xR A BEA LD &,

(d) that it will promptly notify the data exporter about: // LATFIZHOWT, BT —H
JAR—Z =BT D &,

(i) any legally binding request for disclosure of the personal data by a law enforcement
authority unless otherwise prohibited, such as a prohibition under criminal law to preserve the
confidentiality of a law enforcement investigation; // (ESITHEBIC X 5, EICHR IO H DA
T—HBRGER, L, EPITHEBE ORI R OGS R T H2NEICE S EIE e & ik an-5GE
Br<o

(i) any accidental or unauthorised access; and // BRI SUIARIERT 7 & A

(iii) any request received directly from the data subjects without responding to that request,
unless it has been otherwise authorised to do so; // 7 —#% B HEH, BEREZZHELTH, jli&
INET HDMEREME SN TV DGR EZIRWNT, ZOERITIGELRNT &,

(e) to deal promptly and properly with all inquiries from the data exporter relating to its
processing of the personal data subject to the transfer and to abide by the advice of the
supervisory authority with regard to the processing of the data transferred; // ®=EOXHRTH
LEANT —Z QWP T 5T —F 7 AR —F —DFTXTOMNEDHEIZONT, BRIl %t
L, FEkINTT —F ORI L TEBMBE OIS 25F5 2 &,

(f) at the request of the data exporter to submit its data-processing facilities for audit of
the processing activities covered by the Clauses which shall be carried out by the data exporter
or an inspection body composed of independent members and in possession of the required
professional qualifications bound by a duty of confidentiality, selected by the data exporter,
where applicable, in agreement with the supervisory authority; // 7 —% =7 AR —% —DHE:%
NHIUE, 20T — XU %Z, [HRE] OMRTHLIUMELOEEICERDI O LT D, ZOBEEIL,
T—H Ty AR—H— TEEHBICHEVEY T 25A 13, ML E CHR S L, LB TR %
HLFWMBHEEAI, T—F 2T AR—F —NEINT AR L > THEIEIND,
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(9) to make available to the data subject upon request a copy of the Clauses, or any existing
contract for sub-processing, unless the Clauses or contract contain commercial information, in
which case it may remove such commercial information, with the exception of Appendix 2 which
shall be replaced by a summary description of the security measures in those cases where the
data subject is unable to obtain a copy from the data exporter; // ZFHBIZIGU T, T—F ERIC
LT, TRHE] . IRESNECET 2FORKMEDO a v —2RHT 2, =720, TR UIRKEF
WPHRERPNE ENTWDIEEERLS, 205G, T—F A4 VA —F—%, 2 2EHAEREHIRT S Z &
MNTED, £2, HEE 2) 2, fFEZE 2) 1T, 7—2FEEREX 2V 7 —3IHRPEEOa L —
BT AT AR—Z =B AFTERWEE, IMEECTEZMZ LD LT D,

(h) that, in the event of sub-processing, it has previously informed the data exporter and
obtained its prior written consent; // JEEIMNETIHET, HOPUDT —F 27 AKR—F —|Zi@
L, ZOEBLLFEELERICRET S,

(M that the processing services by the sub-processor will be carried out in accordance with
Clause 11; // MBHEAESEIC L DB — 213, # 11 KITit-> TEMS NS,

6))] to send promptly a copy of any sub-processor agreement it concludes under the Clauses
to the data exporter. // [5&H) ICTES &R LA ELEOENED a L —% | #HONIT —4
T Y AR—H —IZEMT D,

Clause 6 [/ # 6 %
Liability // Eft

1. The parties agree that any data subject, who has suffered damage as a result of any
breach of the obligations referred to in Clause 3 or in Clause 11 by any party or sub-processor
is entitled to receive compensation from the data exporter for the damage suffered. // W4
FlX, WTNOOYEE UINIINERICE D8 3 FXIE 11 FTERTLIEBOERICERT 8%
EWoTe T —F ERIT, o BEIZOWTT —F = AR— I 0 LBEEZ T OHMEZETHZ LILAE
T 5,

2. If a data subject is not able to bring a claim for compensation in accordance with

paragraph 1 against the data exporter, arising out of a breach by the data importer or his sub-
processor of any of their obligations referred to in Clause 3 or in Clause 11, because the data

exporter has factually disappeared or ceased to exist in law or has become insolvent, the data

importer agrees that the data subject may issue a claim against the data importer as if it were

the data exporter, unless any successor entity has assumed the entire legal obligations of the

data exporter by contract of by operation of law, in which case the data subject can enforce its
rights against such entity. // T—%A > R—% —XIIZOMINEICEDH 3 LUTHE 11 &T
SRTHENOLORBOELIZRINT 5HEIC, T—F 27 AR—F—PNEEEHER L0, EEEGFEL

7ol Ipotedy, MU WARREIZH > 7272012, T— % ERNE 1 B> TTF —F =7 AR —F —|Txt
L CHIBZEFERT D ENTERVWERE, T—F AV R—F—RNT—H LI AR—=F—ThHID0D LT,
T—H EERNT —F A VR F—ITFHRETOZENTEDZ LI, T—FA VAR —F—ZAETI DL

T 5, 722, AERHHEAR, BRI UIEEOERICL YV T —F =7 AR—F —DIERE LOBRBEO 2K E 5| X

HNZIGEZBRLS, 2OEE. T — X EEIT. YREANCHEOHERZM T 25 2 L B3 Tx 5,
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The data importer may not rely on a breach by a sub-processor of its obligations in order to
avoid its own liabilities. // T—% A VKR —F2—0, BHOETLE2EKNDT-DIT, LEIMNELRZDFE
BIER LI L 2R L3252 LIFERO L0,

3. If a data subject is not able to bring a claim against the data exporter or the data
importer referred to in paragraphs 1 and 2, arising out of a breach by the sub-processor of any
of their obligations referred to in Clause 3 or in Clause 11 because both the data exporter and
the data importer have factually disappeared or ceased to exist in law or have become insolvent,
the sub-processor agrees that the data subject may issue a claim against the data sub-processor
with regard to its own processing operations under the Clauses as if it were the data exporter
or the data importer, unless any successor entity has assumed the entire legal obligations of
the data exporter or data importer by contract or by operation of law, in which case the data
subject can enforce its rights against such entity. The liability of the sub-processor shall be
limited to its own processing operations under the Clauses. // MWMEESANMERICEDH 3 £ UIHE
11 £TERTDIEOHEBOEERTHHEI, T—H I AR —F =T =44 VR—F—DHE N
FEEME L2, BEEFE LR Roloh, IO REEIZH - 7272Dl, T—F EENE 1 HE
O 2 HTERSND X T —H 2/ AR—F—XEIT —# A AR =2 —ICx L CGERERET 2 &
MTERWGEL, WENERERT —F ) AR —F —NET —F A VR —F—Th iDL 5z, [5HE]
WIS ALERAMESE DAERZES \ZBI L CF — & ERPSERAMNEICIZH R 2T ) 2 &N TE B 2 LT, st
HERIFEET2b0E T2, 7220, AMEAN, TR UIEREOERICL Y T —F =7 AR —% — XX
TR A UR—F—DER LOBBORERE G EHNERE LR, F2OHAIE. 7T X ERIE, YHIEAN
B ORI EREIT 52 N TE 5, WEANEEOETE, T5HE] [CES BHOMBIERIZIRE S

5
Clause 7 [/ # 7 %
Mediation and jurisdiction // FERUEEEE
1. The data importer agrees that if the data subject invokes against it third-party

beneficiary rights and/or claims compensation for damages under the Clauses, the data importer
will accept the decision of the data subject: [/ T—XA v R—F—x, T—F ERNPHHIZH LT
BB OHMERRAT 50, RO/ XL TRE) ICESWTHIEZFERT 2581, 7— % RO
DREEZTAND Z L IZFHBET D LD LT 5,

(a) to refer the dispute to mediation, by an independent person or, where applicable, by
the supervisory authority; // MSZfgZefEl AN, IEEES T 25A XEEEBEIC L 2501, hfrEha
Do

(b) to refer the dispute to the courts in the Member State in which the data exporter is

established. // T7—#% =/ 2FR—%—=n%ilahiz NBRE] OFMFTC, WFReEhd,

2. The parties agree that the choice made by the data subject will not prejudice its
substantive or procedural rights to seek remedies in accordance with other provisions of national
or international law. // WX EE L, 7 — % BRI T o 728U, EWNEXIZEBREDZ OO FIAIC
o TROF 2RO D7 — ¥ FROER L Foe ORI Z 8729 O TIH RN Z LICHET D,
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Clause 8 [/ # 8 &
Cooperation with supervisory authorities // EE¥EL OWHH

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority
if it so requests or if such deposit is required under the applicable data protection law. // 7 —
B AR—Z =X, TOEFENDH T, LA SN2 T — X REEICE SO TREPLERSZ AT, 2
DOFEEFED 2 ¥ — BRI T 5 Z LICHET 5,

2. The parties agree that the supervisory authority has the right to conduct an audit of the
data importer, and of any sub-processor, which has the same scope and is subject to the same
conditions as would apply to an audit of the data exporter under the applicable data protection
law. // W4 EHFIL, BEBEHEENT — 24 AR — 2 — K OWBSNERE OB 2 T 2R+ H 52 &
WEEBT 5, ZOBERIT, EAHINDIT —FREIECESL T —F 27 AR —F —OEEA L[ UHiFE TITH
o, FHCHEH SN DM LRI LSS b LT 5,

3. The data importer shall promptly inform the data exporter about the existence of
legislation applicable to it or any sub-processor preventing the conduct of an audit of the data
importer, or any sub-processor, pursuant to paragraph 2. In such a case the data exporter shall
be entitled to take the measures foreseen in Clause 5(b). // T—% A > R—F—%, BH I
HANERICEA SN ADIERT, 5 2 HIZESLS T —F A Vil — & — TSN Tk 2 A 0 Eit %
BT 5 H0RBIVUE, HONIT —F I AR—F —|Z@ANTHbDLT D, 2255 EIE, T—XTT R
A—Z =%, BEE 5(b) FOWELMD ZENTE D,

Clause 9 [/ # 9 &
Governing law // ¥l

The Clauses shall be governed by the law of the Member State in which the data exporter is
established. // T4 Q% T—F =7 AF—F—nNHi 3Nz UNBE) OBEEREH IS,

Clause 10 [/ # 10 £
Variation of the contract // ZWWOERE
The parties undertake not to vary or modify the Clauses. This does not preclude the parties from
adding clauses on business related issues where required as long as they do not contradict the

Clause. // Wi4=EE|L, (L£E] 2FFEXUMEE LRV L E2NRT 5, 202 i3, LEREAI
[GIE ] LFIK LR T &%*#&LT Y N FEEREORMBEICRE L BT D Z & 20720,
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Clause 11 [/ # 11 £
Sub-processing // AAFE DT

1. The data importer shall not subcontract any of its processing operations performed on
behalf of the data exporter under the Clauses without the prior written consent of the data
exporter. Where the data importer subcontracts its obligations under the Clauses, with the
consent of the data exporter, it shall do so only by way of a written agreement with the sub-
processor which imposes the same obligations on the sub-processor as are imposed on the data
importer under the Clauses. Where the sub-processor fails to fulfill its data protection obligations
under such written agreement the data importer shall remain fully liable to the data exporter
for the performance of the sub-processor’s obligations under such agreement. [/ T—%A1 >
R—=F—F, 7= AR—=Z—OEFRCLDFRBEZFANCGL 2 L2, [RE] WESET—Fx7
AR—H —IZRo> THANEMT 2V DB ERLIE L TER LR, T—F 2T AR—X—D[F
BIZLY, T=F A R—F—N0 [FH] TESSBHOEBENET L2581L. 7 —F A AR —F =%,
MTZORHEE LT, [HRE] CESEXT XA VR —F—ITR SN DHRE &R U5 2 WA IR
T LA Z NI LS LD LT 5, LERSNEILEA 0D I L 5B HES L 7 — F i
BraBITCERNPSTGE, T4 A R —% =1L, 21D NCE S WEINFEIR OB DOBITIZ OV T,
Bl EBEBERELET — XTI AR—F—IZH LTAI LD LT D,

2. The prior written contract between the data importer and the sub-processor shall also
provide for a third-party beneficiary clause as laid down in Clause 3 for cases where the data
subject is not able to bring the claim for compensation referred to in paragraph 1 of Clause 6
against the data exporter or the data importer because they have factually disappeared or have
ceased to exist in law or have become insolvent and no successor entity has assumed the entire
legal obligations of the data exporter or data importer by contract or by operation of law. Such
third-party liability of the sub-processor shall be limited to its own processing operations under
the Clauses. [/ T—4% A v R—F— LN TEOR TRIZN 2 FRTOZHEICBNTH, UTDHE
WBLTH 3 RICEDIESREOFBEETEDLILDELT D, T—F I AR—F—LT—H A R—
H— O HPEEEHEE L2, B EFE LR Rofeh, WA 7272 diz, 7 — & 2K
B, 6 EE 1 HTEREIND LT —F I AR—F—ET —F A R—F—|Zx L THiE &2 7K
THIENTET, R UIEEDOERICL Y T —F =) AR —F =X I T —F A VR —F—DIEE LD
BORKRE S &k SEMIEAND 2 WNGE, WBSNEE O 55 =ZFHOFLIE, [54RHE] IS H LML
HEBITRE S ND,

3. The provisions relating to data protection aspects for sub-processing of the contract
referred to in paragraph 1 shall be governed by the law of the Member State in which the data
exporter is established. // # 1 HTE KN 2 ZMICE ENTQBINEICTIT 27 — X R#EOMHEIIZ
BT A5EICE, T—F 7 AR—F—0FiLa&niz EE] oFEfERdEHINS,

4. The data exporter shall keep a list of sub-processing agreements concluded under the
Clauses and notified by the data importer pursuant to Clause 5(j), which shall be updated at
least once a year. The list shall be available to the data exporter’s data protection supervisory
authority. // T—4%=T7 AR—F—%, [&KHE] CESWTHRESI, 8 50) RIE->TT—F A
A= = DA E T T EANEZEO Y X FEREFL, <t 1 B2 1 BEHTI 0T
Do DU ARNI, T—HFZIAR—F—DOFT — X RH#EEHEICRE T b0 LT 5,
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Clause 12 [/ # 12 %

Obligation after the termination of personal data-processing services // AT —Z4L
Y —ERORTHORS

1. The parties agree that on the termination of the provision of data-processing services,

the data importer and the sub-processor shall, at the choice of the data exporter, return all the
personal data transferred and the copies thereof to the data exporter or shall destroy all the
personal data and certify to the data exporter that it has done so, unless legislation imposed

upon the data importer prevents it from returning or destroying all or part of the personal data

transferred. In that case, the data importer warrants that it will guarantee the confidentiality of
the personal data transferred and will not actively process the personal data transferred

anymore. [/ T—Z0ABY—E AWK T ITIUL, T XA VAR —F — ROWBEAN TR, T4

T AR—=F—OFPUCLY | SR INTZT R TORAT —F R REDO A —% T —F 7 AR —F —|TiK
HT 50, T _XTOBAT—FEZWEL, TOEET —F =/ AR —F —Zxf L THERT 22 &I2, M
VHRIEIEET D, 12120, T—F A U AR—F —IZRRINDERITE Y | Ik SN @AT —F D3 TX

I8 EH IS 5 Z LN o551, ZORY TRV, ZOHEE, T—FA VU FR—F—I%,
HRRES NN T — % OB KR T 2 2 & ROLIBRITIRE SN EAT — % 2 BRIICLE L2 &

ZIREET D,

2. The data importer and the sub-processor warrant that upon request of the data exporter
and/or of the supervisory authority, it will submit its data-processing facilities for an audit of the
measures referred to in paragraph 1. // T—%A YR —% —KROWEANELIZ, T—F =7 AR—
H— RO/ IIEBREOEFE R HIUE, #H 1 HTEFATLHHEBIZOWT, 7F— X UMER 2 EAICERD
Z & RiEET D,
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