PERSONAL DATA PROCESSING AGREEMENT FOR SAP CLOUD SERVICES // SAP 7 5% F¥—V
22T B AT — ¥ AR

1. BACKGROUND // #X

1.1 Purpose and Application. This document ("DPA") is incorporated into the Agreement and forms
part of a written (including in electronic form) contract between SAP and Customer. This DPA
applies to Personal Data processed by SAP and its Subprocessors in connection with its provision
of the Cloud Service. This DPA does not apply to non-production environments of the Cloud Service
if such environments are made available by SAP, and Customer shall not store Personal Data in
such environments. // BEEROEA AFE (BUF DPAJ ) 1%, [TAEKN] ICHAAE, BELE SAP
MoRKE ETRREEL) O MEMHKT 5, 20 DPA X, SAP KOZ0 TUESER] 12Xy, 20

757 FY—E 2] ORMEICEEL TREsND EAT—%) ICEHAIND, 2@ DPA X, [Z7JUF
PR ) OIFABIHEREED SAP ICXVRESNIEHE. P2 2REICTEA ST, BRI, 2555
I MEAT =41 ZRAF L TUTR BV,

1.2 Structure. Appendices 1 and 2 are incorporated into and form part of this DPA. They set out the
agreed subject-matter, the nature and purpose of the processing, the type of Personal Data,
categories of data subjects and the applicable technical and organizational measures. // #B&

MPEE 1) KO HEE 2) A0 DPA ICHAAEN, ZO—H2HERT 2, TLHOMBEETIE. A
SNTENE, WHEOMEE AN, AT —%) O, 7—X RO 7 IV — KOS T 2 HMN KL
USRI SR 2 Fid L TV D,

1.3 GDPR. SAP and Customer agree that it is each party’s responsibility to review and adopt
requirements imposed on Controllers and Processors by the General Data Protection Regulation
2016/679 ("GDPR"), in particular with regards to Articles 28 and 32 to 36 of the GDPR, if and to
the extent applicable to Personal Data of Customer/Controllers that is processed under the DPA.
For illustration purposes, Appendix 3 lists the relevant GDPR requirements and the corresponding
sections in this DPA. // GDPR SAP LZIE. [—f5 — & R 2016/679) (BLF TGDPRy ) (2 X
D OTEERHE | RO VLPREER ) ICERENDEM:, & 0 biF GDPR OF 28 FRUE 32 LT 36 SO0
T, ZTO DPA [ZHEASWTRB SN DR/ TEHE ] © MEAT—%] ([Z#EHSh 25612, £ O#FE TRZE
HEHERLTEHATAZENENETNOYFEEOELTHDL I EITEET D, 2B FE T, fTHEE 3] I,
Bi#E$ % GDPR OEHFR NI D DPA OHIET L7 a2 —EIZL TS,

1.4 Governance. SAP acts as a Processor and Customer (and those entities that it permits to use the
Cloud Service) act as Controllers under this DPA. Customer acts as a single point of contact and
is solely responsible for obtaining any relevant authorizations, consents and permissions for the
processing of Personal Data in accordance with this DPA, including, where applicable approval by
Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions
are provided by Customer these are provided not only on behalf of the Customer, but also on
behalf of any other such other Controller/s as the Customer has permitted to use the Cloud
Service. Where SAP informs or gives notice to Customer, such information or notice is deemed
received by those Controllers permitted by Customer to use the Cloud Service and it is Customer’s
responsibility to forward such information and notices to the relevant Controllers. // #/8F VX
SAP X MLER¥EF | L7220, R (K 779 Ry —v x| OFAZBEENTFAT2HFEME) (X, 2D DPA
IZHES TEEE) Lk, BRITHE-OBEED LD, 20 DPA IZiE->T MEAT—% ) 20T 52
LT D, TRTORET HHER, AEROFFAZEDZ EICHMTEEZA S, ZHITZ, EH7T25%
A, SAP & TABR¥EFR ) L L CHERATLZ Lo, TEHFE] KLIARLEEND, BENHER, FE, 1§
ARTFFAIPERIC I VR LGS, 263, BEAFICRD> TETTIER, BES 770 F
=R ZERT L LALLM UL TEHEE ] CbRboTRtESh D bD LT 5, SAP A
BRI HRE ST E L2358, 028 3k, (770 Fh—v ) oHABEEICL VTSI
- VEBLE ) XV ZEINT LR S, BRIE D DEE L ONEM A BT 5 EFEE ) IRk 58]
EE2H 9,
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1.5. The Act With Respect to the Use of Numbers to Identify a Specific Individual in

Administrative Procedures (the “Act”). Without limiting Customer’s obligations to SAP under
section 1.4 above, Customer and those entities that Customer permits to use the Cloud Service

as Controllers under this DPA have complied with the obligations including, without limitation,
obtaining the consent of all relevant Persons (as defined in the Act) with respect to the provision
of Specific Personal Information (as defined in the Act) as may be required or directed under the
Act, including, without limitation, Article 19. // TBFEHRIIBT 2BEDCPEALZBINT Z-DDEED
FIRECETHEE (A F 2 =] ) LRE LARIIESSEED SAP IS 2 8B 2HIRT 22 &
2L, BEROEENZOWPAOTT FHE) L LT (770 Rh—E 2] OFMAZRO-EERL, 5
EEAEHR) ([~AF "= TER) ORMUICEEL CXLEL NS, BETS TRA] (T~=AF
VR—E] TER) ORBEOREEZEGD., [vAF "=k & 19 £ROFOMOKFEICBIT DR RO
KIZHED

2. SECURITY OF PROCESSING // X4#DEXx=2V T 4

2.1 Appropriate Technical and Organizational Measures. SAP has implemented and will apply
the technical and organizational measures set forth in Appendix 2. Customer has reviewed such
measures and agrees that as to the Cloud Service selected by Customer in the Order Form the
measures are appropriate taking into account the state of the art, the costs of implementation,
nature, scope, context and purposes of the processing of Personal Data. // 51722 EHTH & USHH#R
IR SAP 1, TR 2) ICED HHITHI R OFHMRRIXI R A EA LT Y, Zhaf+ 5, BmEE. 2
NOXMREMRLTEY, HEXE) ICBWTHEENSER L (777 Rb—E 2] 2B LT, YEOXR
B MENT—%] ORIOEINAKLE, EAD0a A M WE, #il, HSrkOCHNEZEICANTEHD TH D
ZLIZRET S,

2.2 Changes. SAP applies the technical and organizational measures set forth in Appendix 2 to SAP’s
entire customer base hosted out of the same Data Center and receiving the same Cloud Service.
SAP may change the measures set out in Appendix 2 at any time without notice so long as it
maintains a comparable or better level of security. Individual measures may be replaced by new
measures that serve the same purpose without diminishing the security level protecting Personal
Data. // ZEE SAP (X, HEE 2) [TEDDHHEMHE ORISR EZ, AL [F—2t2r 42— 1R
ZRER, AL 1797 Fy—t 2] 2% T35, SAP ORBEN—RTEMAT 5, SAP 1F, RS oL
SN OEX 2 VT 4 BHERFTARY, BEEITO 2R, (MEE 2] CEDOIRREMEEETLHZ L
NTEDLHDOLT D, fHxORFEIZ., MEAT—F) 2R#ETH X270 LVULERERDTR L I
MR BT RICEZ MR ONDHEERH D,

3. SAP OBLIGATIONS // SAP DE¥

3.1 Instructions from Customer. SAP will process Personal Data only in accordance with
documented instructions from Customer. The Agreement (including this DPA) constitutes such
documented initial instructions and each use of the Cloud Service then constitutes further
instructions. SAP will use reasonable efforts to follow any other Customer instructions, as long as
they are required by Data Protection Law, technically feasible and do not require changes to the
Cloud Service. If any of the before-mentioned exceptions apply, or SAP otherwise cannot comply
with an instruction or is of the opinion that an instruction infringes Data Protection Law, SAP will
immediately notify Customer (email permitted). // BIE» L DR SAP X, BEPLOXEIZLD
BRIt TOR, MEAT—%) 2T, TAEK) (ZoO DPA ZETe) X, 72D CEIC L2 HE
DfFERERY, 7577 R —ER] OFNENOERIL. SOR2ERERD, SAP X, FRLSOREE
DTN oI E. Fhn [F—2R#EE] [ZX VRO, BEIRWIZAIETHY, o 777 K —
ER] ~OEREZNLIEL LRWIRY | 185 X EGENRE N2 S, AROBSONT AR L TUIED |
XiE SAP BEOMFERICHE D Z ENTERV, FHLTHRD [F—FREE] IS5 &0V A ThH
D86, SAP TELICEEFICEIT D (BFA—ABHA)
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3.2

3.3

3.4

3.5

3.6

Processing on Legal Requirement. SAP may also process Personal Data where required to do
so by applicable law. In such a case, SAP shall inform Customer of that legal requirement before
processing unless that law prohibits such information on important grounds of public interest. //
EHERIZE SO SAP (TFE72, EAKICIVRDONAHGED. AT —% ) 20T 555035
5, FOHA ., SAP 1T, WPRET O AN YRIENBEHIZOWTHEICEE T 200325, 72720, A0
BEERBHIZL Y 202 #EERETEEIN TV AEEITEDRY T,

Personnel. To process Personal Data, SAP and its Subprocessors shall only grant access to
authorized personnel who have committed themselves to confidentiality. SAP and its
Subprocessors will regularly train personnel having access to Personal Data in applicable data
security and data privacy measures. // BE AT —%] 24T 5720, SAP KOZED [Lgsf
HESE) X, BRI T 2N E T o 7o, HROHIBICORT 7 B AEEFETH D L5, SAP K
WZO DABAES) E, YT 5T X2 VT A ROT—F T 74 N —oFRRIZBWT, EA
T—H | ~OT 7R AMEEA T HEEICH L CEMMICIHEZITS D & 95,

Cooperation. At Customer’s request, SAP will reasonably cooperate with Customer and
Controllers in dealing with requests from Data Subjects or regulatory authorities regarding SAP’s
processing of Personal Data or any Personal Data Breach. SAP shall notify the Customer as soon
as reasonably practical about any request it has received from a Data Subject in relation to the
Personal Data processing, without itself responding to such request without Customer’s further
instructions, if applicable. SAP shall provide functionality that supports Customer's ability to
correct or remove Personal Data from the Cloud Service, or restrict its processing in line with Data
Protection Law. Where such functionality is not provided, SAP will correct or remove any Personal
Data, or restrict its processing, in accordance with the Customer’s instruction and Data Protection
Law. // B WBEORDITE U T, SAP |F, SAP Ik D MEAT—% ] OMET MEAT—XER] 12
B9 25 I =% FK) JUIHHI LR O DOFERA~OISITIBNT, BELO TEHEE ) (CEEN R Tl
HT2zrbol+2, SAP 1. MEAT—%] OABICE#E LT [F—2 FE] HoMbr0EREZIT -5
f. (Y T256810) BEOILRIERZS LTOLNDIERICALNISA D Z &l AHEPRHMH T
Al AR BT 5 b D T D, SAP X, MEATFT—%] OBERELIX 17577 RYF—1E X
o0 MAANT—%] OHIBREZITS . XL 7 —2R#EE] IZE-> TEOLBEEZFIRT 2BE ORI %W
A b TAEELIRUET 20D L 95, D AEENEIE IR NGS, SAP 1E, BEOHEREKDY [F—4
PREEVE) IZfE> T MEAT — %) OEELELIFHIBREZIT I 2, XITEOWHEEFHIRT 5 HD &35,
Personal Data Breach Notification. SAP will notify Customer without undue delay after
becoming aware of any Personal Data Breach and provide reasonable information in its possession
to assist Customer to meet Customer’s obligations to report a Personal Data Breach as required
under Data Protection Law. SAP may provide such information in phases as it becomes available.
Such notification shall not be interpreted or construed as an admission of fault or liability by SAP.
/] BAT—2BRO@EE  SAP (X, MEAT—XiEN] ZR#E LG, Bl dEFICEMTLIELD
W2, [TF—2REE) ICESWT (MEAT —2ER] 2BETOHEORBBEVDERT D2 L2 ET
5720, BHEMWRFTHEHNFEAOEREZIZUET 5D L35, SAP X, 0 51EHRE. AFAREE 720
RN T 22 N TE D20 E T2, 2 2BAE, SAP 1L 28K UIFLORAE L IFR S
nenbnE+ 5,

Data Protection Impact Assessment. If, pursuant to Data Protection Law, Customer (or its
Controllers) are required to perform a data protection impact assessment or prior consultation
with a regulator, at Customer’s request, SAP will provide such documents as are generally
available for the Cloud Service (for example, this DPA, the Agreement, audit reports or
certifications). Any additional assistance shall be mutually agreed between the Parties. // T—#
REEICBE3 2 RO R [F— Z AL 12> T, R UIE0 IEEE] ) N7 —2{REICET 5%
BRGSO THIRE R & OFRTHE LT O LERH L5, BEORDIZED, SAP X 17570 RY—1E X
R L C—MICAFRRERCE LT 20035 (Tl xiX, 20 DPA, TARERN) | BEomEE
RFEAER E) . FRUADSTHRICOWTE, MY FEHTHECAEESINLD LD LT 5,
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4.
4.1

4.2

DATA EXPORT AND DELETION // 5—%®O=x 7 AFR— b ROHIER
Export and Retrieval by Customer._During the Subscription Term and subject to the
Agreement, Customer can access its Personal Data at any time. Customer may export and retrieve
its Personal Data in a standard format. Export and retrieval may be subject to technical limitations,
in which case SAP and Customer will find a reasonable method to allow Customer access to
Personal Data. // BEIL LD 7 AF— b ROV ML 72707 a8 1, TREK) 12
Mo T, BFEIL, WERE AT —X) X7 7 8RXAFTHZLNRTES, BEIX, BT+ —~y FTHHD
MANT—%] %27 AR —FL, BOHTZENTES, =7 ZAKR— MOEY HLITE, BT 7 Hl R A
DPODFENDY . ZTOFEME L SAP 1. MEAT—% | ~OFHEDT 7 EAZ WL T H72DDEIRM
RFEERRTL2b0LT D,
Deletion. Before the Subscription Term expires, Customer may use SAP’s self-service export
tools (as available) to perform a final export of Personal Data from the Cloud Service (which shall
constitute a "return" of Personal Data). At the end of the Subscription Term, Customer hereby
instructs SAP to delete the Personal Data remaining on servers hosting the Cloud Service within
a reasonable time period in line with Data Protection Law (not to exceed six months) unless
applicable law requires retention. // Bl (V7227 U7 g VHIR 25 T3 280, BEIL, SAP
DENVTH =R ZR—FY— FIHTEL25E) 28MLT. 770 Fb—Ev2] 6o TEA
T =4 ORENLT I AR— R NeFEITTHLENTES (ZOGEIE MBEAT—%1 © LEH RS
NHb0ETD) , 727 YT a M) oK TR, BET TARK) Tk T, IF—2 ki)
WS T A B (6 WHABZZRW) NI, 1777 Ky —ER] ZFRAMLTWDHh—— LI25%
FLTCWD MEAT—%] #HIBRT 2 X9 SAP ICHFRT D, 2L, #AECLVREDRRD ENDGET
ZORY TR,

CERTIFICATIONS AND AUDITS // GERVETR

Customer Audit. Customer or its independent third party auditor reasonably acceptable to SAP

(which shall not include any third party auditors who are either a competitor of SAP or not suitably

qualified or independent) may audit SAP’s control environment and security practices relevant to

Personal Data processed by SAP only if: // BEIZLDEE FE L SAP ITL > TAERIZA FTHE

RE=FOEAN (SAP OBAMHFETHD, XITHEDICEKZA LAWE L M TIE R WS =FEA

NI 280 L32) X, LTOHEIZRY . SAP SRS 25 MEAT—# ) ICB# T 5 SAP OFHEE

BROEX2 VTt BEOEREETI LN TEDL LD LT D,

(a) SAP has not provided sufficient evidence of its compliance with the technical and
organizational measures that protect the production systems of the Cloud Service through
providing either: (i) a certification as to compliance with ISO 27001 or other standards
(scope as defined in the certificate); or (ii) a valid ISAE3402 and/or ISAE3000 or other
SOC1-3 attestation report. Upon Customer’s request audit reports or ISO certifications are
available through the third party auditor or SAP; // SAP 23, IROWTFNnaEiRH+ 252 Lick
D, 1770 Y=t 2] OABEIY AT A2 Ri#ET D BN K& OSHRR R 726 58~ D YL D + 55 725iE
AR L TW2RWES - (1) IS0 27001 UFZ OMOIERE~O U 8 EER CYi%iEHE
SRR SN . T (1) A7 1SAE3402 K OVFE L <X ISAE3000 XiZZDfhod S0C1-3 7
FEREE, BEEOEENHIVUL, BEFOBEAEAL SAP 2@ U T, BEamEENIT 1S0 FEEL
AFTE D,

(b) A Personal Data Breach has occurred; // T[MEAAT—%5&ER]) NREAE LA

(c) An audit is formally requested by Customer’s data protection authority; or // B&EDOT —%
LN S, BEENERICER INZHE

(d) Mandatory Data Protection Law provides Customer with a direct audit right and provided
that Customer shall only audit once in any twelve month period unless mandatory Data
Protection Law requires more frequent audits. // 58l 10dH 5 15— 2 {i#kE) ([C LV EFIC
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5.2

5.3

5.4

6.1

EHENZEEENRGZ DN TRY . »OBRICEIAEADERE, 12 ZPAMIC 1| BoOHLETIHE
(Jz72L, s 105D [F—2E#E Lo TIVHEEOZVEENRDOLNDIEAIFZEORY

TlEAeW)
Other Controller Audit. Any other Controller may audit SAP’s control environment and security
practices relevant to Personal Data processed by SAP in line with Section 5.1 only if any of the
cases set out in Section 5.1 applies to such other Controller. Such audit must be undertaken
through and by Customer as set out in Section 5.1 unless the audit must be undertaken by the
other Controller itself under Data Protection Law. If several Controllers whose Personal Data is
processed by SAP on the basis of the Agreement require an audit, Customer shall use all
reasonable means to combine the audits and to avoid multiple audits. // MOEHEEIZLEE
find TERE ] (X, H 5.1 FRICHWTL2VTIALOEENLFEOMO THEFRE ] Y TXEDLILAICRY,
¥ 5. 1 RRICHES T, SAP PRS2 MEAT—# ) ICB# T2 SAP OFRBREREROEX =) 7 ¢ EHOEAE
EITHZENTEDLOET D, PrDEAT, § 5.1 FRICHEHITIEBVBEEL2EL TCLRUBEEICL-T
FHENRT TR B 20N YoBERN, [F—FR#EE) CESWTHo TMEFRE] X ERIh
RITIUTTR B RWEEITZORY TIERW, 20 EAT—F1 3 [RZK] ([ZHESNT SAP IR VAR S
NOEHD 1ERE] BDEEZROLIGE, BEIL. HOPLIERNRFELFHVWTEELE LD, HHO
EhZBTo D LT 5,
Scope of Audit. Customer shall provide at least sixty days advance notice of any audit unless
mandatory Data Protection Law or a competent data protection authority requires shorter notice.
The frequency and scope of any audits shall be mutually agreed between the parties acting
reasonably and in good faith. Customer audits shall be limited in time to a maximum of three
business days. Beyond such restrictions, the parties will use current certifications or other audit
reports to avoid or minimize repetitive audits. Customer shall provide the results of any audit to
SAP. // BEEOHHE HEEFIT. BEEZITOHAICEIDR<ED 60 HATE CIZHEAMBMZITO DO ETD
N, RG0S D [T —ZRHEE] T — A REYRIC L > TRV EHoBMRRO b5 2 OR
D TiEAeVv, BEOHEER AL, mYFEEH T, GHENICOOMEEL b > THAECGEINDI b D LT
b, BFICLDERIT, RET 3 BEHRRONDLZ LD LTS, 205 HIREZBX 125G, WS SE TR
DFEFIE NI Z OMOBEAREFLFMN L T, RIENREAEZ BT 2 UIR/NMRUCT 200 L 45, BRI,
A ORE R A SAP ([ZIRtT b0 LT 5
Cost of Audits. Customer shall bear the costs of any audit unless such audit reveals a material
breach by SAP of this DPA, then SAP shall bear its own expenses of an audit. If an audit determines
that SAP has breached its obligations under the DPA, SAP will promptly remedy the breach at its
owncost. // EEDEBA HEIL. T XTOEEOHEMZAHTILD LT EN, I HERIZHBVT SAP
&2 2D DPA OEKIER VU L5413, SAP REEOHMZELAHTILDE TS, BAEICLY
SAP 232 DPA 2D ZOHBITERX L TND Z LV HE SN2 HE, SAP IXYUFOERKEZAOORAT
HONZRIETDHD LT D,

SUBPROCESSORS // XLzt

Permitted Use. SAP is granted a general authorization to subcontract the processing of Personal

Data to Subprocessors, provided that: // ZFHENDMHEH  SAP 1%, UT 2L LT, MEAT—

X OIS & TIVERSNESE ) ICANET D el 2 5.2 5 b,

(a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in
electronic form) contract consistent with the terms of this DPA in relation to the
Subprocessor’s processing of Personal Data. SAP shall be liable for any breaches by the
Subprocessor in accordance with the terms of this Agreement; // SAP i SAP SE 23Z DfX
L LT, TABESMNESE] ICXD MEAT—% ) OQBUCEHE LT, 20 DPA O LTFELRNE
mizkd (BrERICLb0EET) RPYEFCESNT TLHEATEE] 2FIEL2LDETH,
SAP 1F, TSNS IR DERDBH TG, THREN] OFRMIE-> TEEZAS bDET D,
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6.2

6.3

6.4

(b)

(c)

SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior
to selection to establish that it is capable of providing the level of protection of Personal
Data required by this DPA; and // SAP 1%, BEIZEN D, TWEAESL) ovX=V T 4, 7
FGA N =R OFERFHCBT A EE ML, 20 DPA TROLND EAATFT—F ] OR#EOKYE
PRI AR AD DD I EENFGET AL D ET D,
SAP’s list of Subprocessors in place on the effective date of the Agreement is published by
SAP or SAP will make it available to Customer upon request, including the name, address
and role of each Subprocessor SAP uses to provide the Cloud Service. // AT OF%h
K%MT%ﬁéhT%6Tﬂﬁ%E%J@EW’@UXFﬁSWGZJU®%éMTM6\XﬁSW
DRDOITE L TENEBFICRMT S L, 2. (777 Rh—E 2] ORMEDZHIT SAP A3
RS 2% NUESN IS OLFR, FETROY ilJﬁwE%‘zézhé:ko

New Subgrocessor SAP’s use of Subprocessors is at its discretion, provided that: // H#®D
WREEAESE SAP (TR D TLPSMESE] OMAIZZOHETIT OB, UTa2RIEET 2,

(a)

(b)

SAP will mform Customer in advance (by email or by posting on the support portal available
through SAP Support) of any intended additions or replacements to the list of Subprocessors
including name, address and role of the new Subprocessor; and // SAP &, [WLEEANEE)
DY A MTEMXUIANREZETE D & T 256, FElo NUEsEE] O/, FERT KOS % T
#HLC, FRNEFICEET D (B A=Wk, Xt SAP Support % i U CHIARHREZR YR — b
R—=ZN~DEFHIZLY) bDET 5,

Customer may object to such changes as set out in Section 6.3. // BE&IL. & 6.3 FIZicH
THEBY, PLIETICEFZLBR DI ENTED,

Objections to New Subprocessors. // FHEONENEXIIHT D ES

(a)

(b)

(c)

If Customer has a legitimate reason under Data Protection Law to object to the new
Subprocessors’ processing of Personal Data, Customer may terminate the Agreement
(limited to the Cloud Service for which the new Subprocessor is intended to be used) on
written notice to SAP. Such termination shall take effect at the time determined by the
Customer which shall be no later than thirty days from the date of SAP’s notice to Customer
informing Customer of the new Subprocessor. If Customer does not terminate within this
thirty day period, Customer is deemed to have accepted the new Subprocessor. // #iiH®
DVEBANESE ) 1282 TEAT—4% ) OWEIZONT, [F—X{F#E ICESWTEREE2B XD E
YREHNEE D L5E. BEIT. SAP ~OFmEICLY . TAREK) CH#lo MLtk
DEABTFEINTND [Z7F70 R h—E 2] IZRD) 2METEDL LD LT D, M2 MRIZ. B
BERPGET DRETEDT DD LT D0, Bl TRES ) 1L TEZICEET D SAP OF
BAOWERO PSS 30 HBEETE TS, Y% 30 HEUWNICBEENRE L 20 - 54, BE
W, Brio 7y TAWRANESE] 2B LI bDEHZRIND,
Within the thirty day period from the date of SAP’s notice to Customer informing Customer
of the new Subprocessor, Customer may request that the parties come together in good
faith to discuss a resolution to the objection. Such discussions shall not extend the period
for termination and do not affect SAP’s right to use the new Subprocessor(s) after the thirty
day period. // %ﬁ%ﬁ@ MBI A S ) ’EQL’CFE%F "%iﬁ“é SAP DFEFE~OBHMO BfF0 5 30
HEINIZ, B L. BEOMEIZ OV TH®R T 272012, MYFEERHREL b TRETHILEH
2‘?’6%5%)0)&?“ Do DML, fEBRIZH j‘f_ﬂ\;ﬁFﬂ%ﬁe’tE‘fé%@): e b, R0 T
PN & 30 HOBIMIZICHEMN T2 SAP ORI EE 5 2 720,
Any termination under this Section 6.3 shall be deemed to be without fault by either party
and shall be subject to the terms of the Agreement. // A% 6.3 RIS fEERIZ. WTho
BRFICLDBELEDRNERRENDI DL L, TAREN] OFERERINLLGbDO LT 5,

Emergency Replacement. SAP may replace a Subprocessor without advance notice where the

reason for the change is outside of SAP’s reasonable control and prompt replacement is required
for security or other urgent reasons. In this case, SAP will inform Customer of the replacement
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Subprocessor as soon as possible following its appointment. Section 6.3 applies accordingly. //
BB SAP 1. BEOHHN SAP OFEMNLXEZBZTbOT, BXa YT 4 ZOMOBREOERIC
KRB L ERGE . Fafo@ma< LT MW T 2R7REELENRTEDIHD LTS,
DA, SAP X, R E D TSR] 1200 T, FOMLME A KL BEICEMT 2 b0 &
T5, HEIFMVEIICHHAIND,

7. INTERNATIONAL PROCESSING // i/ ConE

7.1 Conditions for International Processing. SAP shall be entitled to process Personal Data,
including by using Subprocessors, in accordance with this DPA outside the country in which the
Customer is located as permitted under Data Protection Law. // A TOMBIZET 55 SAP
. MEAT—%) osy, TRESNAEg) 2ERT 556450, 20 DPA IZE- T, [F—2{Ri#ik)
THIND, MEPFET HEOESNTITI 2N TELHHD LT 5,

7.2 Standard Contractual Clauses. Where (i) Personal Data of an EEA or Swiss based Controller is
processed in a country outside the EEA, Switzerland and any country, organization or territory
acknowledged by the European Union as safe country with an adequate level of data protection
under Art. 45 GDPR, or where (ii) Personal Data of another Controller is processed internationally
and such international processing requires an adequacy means under the laws of the country of
the Controller and the required adequacy means can be met by entering into Standard Contractual
Clauses, then: // BEH#EZRILE () BEA HLIZAA ACAIEZEL HEERE] © AT —%] 25,
EEA, AA A, KO GDPR % 45 SRICESL +oKEDOT =X REMTONL TV DIETH D L ERINEAIZ K
DRDHAVZE, M L < TS TR S D GE . T (1) Bl THERE) o [EAT—F) 23t
TREINDHBETH - T, 02 TOREITYZ EHE | OEOERIZE SV THET R FERN L
Thy, EAEZGEKIE] T2 2 LI L > Tho 2@ e FENM - S o 5613,

(a) SAP and Customer enter into the Standard Contractual Clauses; // % & SAP 3, [jE#E
KGRI wRERET Do

(b) Customer enters into the Standard Contractual Clauses with each relevant Subprocessor as
follows, either (i) Customer joins the Standard Contractual Clauses entered into by SAP or
SAP SE and the Subprocessor as an independent owner of rights and obligations ("Accession
Model") or, (ii) the Subprocessor (represented by SAP) enters into the Standard Contractual
Clauses with Customer ("Power of Attorney Model"). The Power of Attorney Model shall
apply if and when SAP has expressly confirmed that a Subprocessor is eligible for it through
the Subprocessor list provided under Section 6.1(c), or a notice to Customer; and/or //
BN, FNENOBEET S HAEAEE) RO X510 EEERNSEE] 2R 25, (1) R,
SAP # L <UL SAP SE & MUERAMESG) AR L7z MEYESRIRIE) 12, HERI & BB OMSL LA
FrLrTsmts (UnEEs ) ) X%, (1) [MapsbEd) AP kv REshnd) 28, @
Ko EMESGIE) 25 ( MREMEET V) o MREBEET V) 1T, 8 6. 1) FicHEo 0
TRt sz TAESNESE] OV R M UIBEICH T 2@Mm4 @ U T AEMNES) REOBKER
95T L&, SAP BHIRMICHERE LA, s, ROV

(c) Other Controllers whose use of the Cloud Services has been authorized by Customer under
the Agreement may also enter into Standard Contractual Clauses with SAP and/or the
relevant Subprocessors in the same manner as Customer in accordance with Sections 7.2
(@) and (b) above. In such case, Customer will enter into the Standard Contractual Clauses
on behalf of the other Controllers. // Z® 770 F¥—E x| OFFAR (ALK (23T
BRICEVARBIN T DM MEFEE] b, EEH 7.2() AV () FIZHE- T, K L FERIC SAP
ROV ATBES 2 TAsMNESR) & NEERNRE] i8N TE200ET 25, TOHE
W&, RN, BEomo THEHE | (2o T HEERKNEHE) 2T 2b0E 15,

7.3 Relation of the Standard Contractual Clauses to the Agreement. Nothing in the Agreement
shall be construed to prevail over any conflicting clause of the Standard Contractual Clauses. For
the avoidance of doubt, where this DPA further specifies audit and subprocessor rules in sections
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P

5 and 6, such specifications also apply in relation to the Standard Contractual Clauses. // T
B o D IEREE AR OBk (REH) ONThoEd s, EEREE] OMKT 55
T B LIIBREN N D LT 5, RFBEREOZDITAATETIUL, TD DPA (2B WTHE 5 FROE 6 &
BEA R OB IS BT 2 AN S SITHE I N TV D HA, 22 BEN,  MEERKSRE) I BE
LC#EHsND,
7.4 Governing Law of the Standard Contractual Clauses. The Standard Contractual Clauses shall
be governed by the law of the country in which the relevant Controller is incorporated. //
EERNEAEOENE TEERNEE) (i, BET S MBS S LSNEoBEERERAEIND b
DETD,

5
Iz

8. DOCUMENTATION; RECORDS OF PROCESSING // t&Efk, WEOFTE

Each party is responsible for its compliance with its documentation requirements, in particular
maintaining records of processing where required under Data Protection Law. Each party shall
reasonably assist the other party in its documentation requirements, including providing the
information the other party needs from it in a manner reasonably requested by the other party (such
as using an electronic system), in order to enable the other party to comply with any obligations
relating to maintaining records of processing. // #%%& 1L, FOXEBEFOBEF, L0 biF [F—2{R
L] TR SV TRERGAICUHEOTHREZR L T ZEIXEHTEZHA S, EYFHIL, MY FEN LB
ZIRL TR ZLICHETOIR/BICHE) 2L NTEDLLD, M HEHEENHEFLINOLE LT HERE MG L HEE
DEBINCERT HHIET (ETHIATLEFHLTREY) #4225, GHEINRHH T O E(LE
FRIZBWTH A Y FELIET DD LT 5,

9. EU ACCESS // FU 77t =&

9.1 Optional Service. EU Access is an optional service that may be offered by SAP. SAP shall provide
the Cloud Service eligible for EU Access solely for production instances in accordance with this
Section 9. Where EU Access is not expressly specified and agreed in the Order Form, this Section
9 shall not apply. // ZAZ7Yav P —E R  [EU 727 & A] 1T, SAP NS IEANH D, A7V 3
YOV —EATHD, SAP 1T, AE 9 RITU > TABEEA A X AMIZRY . TEUT 7 EA] OFHRTH
51770 R—v 2] 285350 L35, [EU 727kvA] RERMICERHINT, [EFEXE] B0
THHEEINTWARWGE, AH IFITEHA SNV bD LT 5,

9.2 EU Access. SAP will use only European Subprocessors to provide support requiring access to
Personal Data in the Cloud Service and SAP shall not export Personal Data outside of the EEA or
Switzerland unless expressly authorized by Customer in writing (e-mail permitted) on a case by
case basis; or as excluded under Section 9.4. // EBU 7Z7& R SAP [%, BKIND THLEANES] OH
EE-T, 779 KKp—v2x) AT AT —4%] ~OT7 78RN ELETHHR— MRt s Ll d
(2, SAP IE, FERIZ LV EBIAICEm T RMIIAR IN TS, XUEE 9.4 FIZESW TSI TN DY
HEBRE, EEASUIAA AESMC (AT —% ) =7 AKR—FLABVED LT D,

9.3 Data Center Location. Upon the effective date of the Agreement, the Data Centers used to host
Personal Data in the Cloud Service are located in the EEA or Switzerland. SAP will not migrate the
Customer instance to a Data Center outside the EEA or Switzerland without Customer’s prior
written consent (email permitted). If SAP plans to migrate the Customer instance to a Data Center
within the EEA or to Switzerland, SAP will notify Customer in writing (email permitted) no later
than thirty days before the planned migration. // T—# &2V Z—OFEH [AEK) ORHAIC
BWT, 770 k¥—vx] AT AT —%] ZFRA T ooicflibid [F—%&8 % —]) 1%, EEA
XIEAA ZZFHEL TV D, SAP 1, BIROFROFECLDIAE (BETA—Ab@BOHND) LT,
BEFEA VAL v A% BEA AT AL AESMNCH D [F—2 & — ] ITBITLRVED LT 5, SAP BNEE
A VAL A BEA WXIZAA ZAEND [F—Z 2 Z—] [TBITTDHZ 2 FELTWBEA, SAP (3,
FTETAHBATO 30 HAMETIZ, BRT ETA—LHROLND) BRICEMTIbDOLET 5,
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9.4

10.

Exclusions. The following Personal Data is not subject to 9.2 and 9.3: // BAHE LT [MEA

T E H 9.2 R KU 9.3 FOMGSNET D,

(a) Contact details of the sender of a support ticket; and // V& —FF 47 v FOEEFTOBARE
DFFEH,

(b) Any other Personal Data submitted by Customer when filing a support ticket. Customer may
choose not to transmit Personal Data when filing a support ticket. If this data is necessary
for the incident management process, Customer may choose to anonymize that Personal
Data before any transmission of the incident message to SAP. // V&R —FF7 v b & HGh
LERICHEHEN DR SN ZOM AT —%1 . BEIEX YA - F7y FE2HET LRI,

MAANT =4 2XE LAV ELRIRTE S, ZOTF—4BA Ty hOFHT 0 AICHER
B, BRI, SAP A VYTV M A v E—UERRETDANC, YK EAT—% ] 2EALTDHZ
LHTED,

DEFINITIONS // &%

Capitalized terms not defined herein will have the meanings given to them in the Agreement.
AETERSNTWRWVEHEIMS & OMFEIR, TARKNICEDLE®REZFT 26D LT D,

10.1

10.2

10.3

104

10.5

“Controller” means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of Personal
Data; for the purposes of this DPA, where Customer acts as processor for another controller, it
shall in relation to SAP be deemed as additional and independent Controller with the respective
controller rights and obligations under this DPA. // T&8EE] . MEAT—% ) OLEDHK K
OFE %, BT IhE LR THRET D, BAAE L ITEA. AXMFIE, AR L <IXEoftio
REZ WD, 20 DPA IZBWTIE, BEFBIOE I IR 2 AHER L 585, BEKIL SAP & OBRIC
BWT, 2D DPA TS ENTNOEHE DHFKROEE AT 5, BMOMSL LT MEEE] LS
NHHDET 5,
“"Data Center” means the location where the production instance of the Cloud Service is hosted
for the Customer in its region, as published at: http://www.sap.com/corporate-en/about/our-
company/policies/data-privacy-and-security/location-of-data-center.html or notified to Customer
or otherwise agreed in an Order Form. // [F—2% ¥ —] L%, BEDO-HIZ, ZOHIRIZE T
(750 R —ER] OKBEENA LV AX L ANRKANINDGEFTE WV, http://www. sap. com/corporate—
en/about/our—company/policies/data—privacy—and—security/location-of—data—center. html TAFRIN S
2, BRICHEmMI NS, T MEE] THRaEE SIS,
“"Data Protection Law"” means the applicable legislation protecting the fundamental rights and
freedoms of persons and their right to privacy with regard to the processing of Personal Data
under the Agreement (and includes, as far as it concerns the relationship between the parties
regarding the processing of Personal Data by SAP on behalf of Customer, the GDPR as a minimum
standard, irrespective of whether the Personal Data is subject to GDPR or not). // [F—%{%#
Bl oLk, TARER) S MEAT—4 ) OLFIZE L TEADERNREN K CHBIERCED T Z
AN —OHERIZRET D, ST HEREZV Y (2T, BEORITE LTO SAP I2k2 AT —4]
OB 2 W Y FEHEORBRICET 2R, R HEL LT PR BNEEN, ik MEAT—%] B
GDPR DR TH D E 2 hEMblen) |
“Data Subject” means an identified or identifiable natural person as defined by Data Protection
Law. // TF—=FFEE LiX. [F—#HE#EE THESN TS, BESNEUIFEREZRBEARAZ D
Do
“EEA” means the European Economic Area, namely the European Union Member States along
with Iceland, Liechtenstein and Norway. // T[EEA] &3, F—uv v SREFEE. 372 BRINES DM
HERNZTARAT R, VeT o vad A KN v =—% 9,
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10.6 “European Subprocessor ” means a Subprocessor that is physically processing Personal Data
in the EEA or Switzerland. // TERINDAESESE] &iF. EEA UTAA XZBWT, MEAT—#] %
BRI LTS TSN EE ] 20 ),

10.7 “Personal Data” means any information relating to a Data Subject which is protected under
Data Protection Law. For the purposes of the DPA, it includes only personal data which is (i)
entered by Customer or its Authorized Users into or derived from their use of the Cloud Service,
or (ii) supplied to or accessed by SAP or its Subprocessors in order to provide support under the
Agreement. Personal Data is a sub-set of Customer Data (as defined under the Agreement). //

MEAT—#1 &ix, [F—2E#E CHRESNIS [F—F R CBET2EHE VS, 20 DPA 1BV
. ROBAT =2 OHRPREEND, () BEEXFIZO [RE2—V—] 1L, 777 K- 2R]
WANENTZEHE LT 1770 R —EX] hHIRELTZHO, T (i) THREK) 1I2ES< Y R— b
D72z SAP A L IF#E0 TUEANESE ] Itifeahza LixEnblicLy 778X shizb o, [#

ANT—%] X, TBET—%) ([RKEH] TERINTND) OV Ty FTHD,

10.8 “"Personal Data Breach” means a confirmed (1) accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of or unauthorized third-party access to Personal Data or (2)
similar incident involving Personal Data, in each case for which a Controller is required under Data
Protection Law to provide notice to competent data protection authorities or Data Subjects. //

MEAT —#ERK| L3, EREINn (1) @FEELEER, MEAT—% ) OE, Bk, &, R
ERRR, HELLEE=FHICLD AT —F] ~0o7 78R, Xix (2) MEAT—F] I D FREROR
BT, WIhoGaEb [F— 2Rk ICESWT T NEEOT - RESR UL ¥F—% &
B ACBAZAT O LERDH D HDE NI,

10.9 “Processor” means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller, be it directly as processor of a controller or
indirectly as subprocessor of a processor which processes personal data on behalf of the controller.
[/ TREREE) Lif, [EEE) 1cflboT MAAT—#) #0ET 2 ARAE LUTEA, 2K, &
BIBSEER L <IZZ oo fifka vy, EBE ) OMBES & L CEEMIC, TABER OB g &
LCHEENIc, TEEE) fboT MEAT—% ) Z0ABTIHENH D,

10.10 “Standard Contractual Clauses or sometimes also referred to the “"EU Model Clauses” means
the (Standard Contractual Clauses (processors)) or any subsequent version thereof published by
the European Commission (which will automatically apply). The Standard Contractual Clauses
current as of the effective date of the Agreement are attached hereto as Appendix 4. // THE#
EREE! ([EU BTG EMIN2580H2) L1, BINZESICL VARSI S EEZNSIA

(ER3E) | I 0®%BERE VS (ZHIEBBMICEH SN D) | IARZZK ) OFDBIZBNTHEZZR

MEAEZLLIE] A, ZODPA D IfFEE 4) L LTRMFAIN TN

10.11 “Subprocessor” means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties engaged by
SAP , SAP SE or SAP SE's Affiliates in connection with the Cloud Service and which process
Personal Data in accordance with this DPA. // T&EAER] L1k, 777 Ry —b 2] ([ZB#E LT
SAP, SAP SE XIX SAP SE @ [Ptk O HEFEEZIT7-,  [SAP Bl t:) | SAP SE, [SAP SE B#s:
) RO =T, 20 DPA [>T MEAAT —4 | 2T L5505 05,

11. Controlling Language // X E7E
This DPA is executed in both the English and Japanese languages. in the event that there are
differernt interpretations of the same provision or acutal contradictions between the two
languages, the meanings of the English-language version shall prevail. // Z ® DPA (%, ZEFEE HA
ﬁg)ﬁji éﬁ% KOS D, FLREIZOWT2ODEFEOM CHBICHENE L, FEBRITER
B UTZGEITE, REOBRNIELEINLD,
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Appendix 1 to the DPA and, if applicable, the Standard Contractual Clauses
DPA (RRUT 5B EIIEEINFEH) OFRE 1

Data Exporter // T—% T AR—F—

The Data Exporter is the Customer who subscribed to a Cloud Service that allows Authorized Users to
enter, amend, use, delete or otherwise process Personal Data. Where the Customer allows other
Controllers to also use the Cloud Service, these other Controllers are also Data Exporters. // [F—4% =
JAR—=F—] X, RE=Z—W—1 B EAT—%] OAS, EIE, HH, HIER, IZOMAEEITHI 2 L%
FWREE T2 (770 Ry —E X [ZIMALTWEIEETHD, BENMLO EBEE | b 77 Rh—vXx] @
FREZRD 56, Thbfio MEHE] & [F—F I AR—%—] Thb,

Data Importer // T—% A VFR—F—
SAP and its Subprocessors provide the Cloud Service that includes the following support: // SAP K OY%&
O TS EE] . DTOYR— 250 (777 RYy—v 2| 2845,

SAP SE Affiliates support the Cloud Service data centers remotely from SAP facilities in St. Leon/Rot

(Germany), India and other locations where SAP employs personnel in the Operations/Cloud Delivery

function. Support includes: // [SAP SE B &H) (X, > 27 LAy /m—k (KA4Y) | 4V REQRZOM

o GEM) /1777 Fflk] OFEBET SAP BB EZEM L TWAEINCH D SAP OfiR»"b Y E— T, 775

U RY—ER] OF—FvrF—EYR— TS, PR— ML, UTHEERD,

e Monitoring the Cloud Service // 777 R¥—EZDEH

e Backup & restoration of Customer Data stored in the Cloud Service // 7 Z 7 K9 —E 2| NIZHRIF
Ntz BT —4%] Oy 7T v 7 ROMETT

e Release and development of fixes and upgrades to the Cloud Service // 757 K% —vE A [Tk
HEEROT v 77— KDY U —R L%

e Monitoring, troubleshooting and administering the underlying Cloud Service infrastructure and
database // RE#ELRT (7T R —ER| DAL TTRANT T F v —KROT —ZX—RDEMR, FT7T7L
Sa—T 4 T ROVEH

e Security monitoring, network-based intrusion detection support, penetration testing // ¥ =V 7 ¢
B, Ry N =7 X=2DFAMYFR—~, BATZ

SAP SE Affiliates provide support when a Customer submits a support ticket because the Cloud Service

is not available or not working as expected for some or all Authorized Users. SAP answers phones and

performs basic troubleshooting, and handles support tickets in a tracking system that is separate from
the production instance of the Cloud Service. // [SAP SE Bt 1%, —#Xixeo IFRE2—9—]

LT 1770 R—t 2] BDRPATEROIIHREE B ICHER LW L2 BHBICEEN Y R— FF 7> b

ERAT LG EIT, YAR— b a2 5, SAP 1F, EIFISR L TEARNR NI IV a—TFT 4 7 2ITH L LD

2. 1770 Ry =R OKBEA L AZ A LBFHESNIZ T v X VAT LANT, PR=-FF Ty b '

U O

Data Subjects // F—# Xk

Unless provided otherwise by the Data Exporter, transferred Personal Data relates to the following
categories of Data Subjects: employees, contractors, business partners or other individuals having
Personal Data stored in the Cloud Service. // [F—4 =/ AR —%— | L VPIEOEDND DHAEERE
kI AT —H ) FROAT ) —0 [F—X ) KBE#ETS : 770 F—v2x) A IEAT—
2| PRESNTVDLREER, BRE. BEIEUTZOMOMHEA,
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Data Categories // T—¥#DH T3V —
The transferred Personal Data concerns the following categories of data: // [MEAT—%] X, kROIT I
U—07—2ZHET 5,

Customer determines the categories of data per Cloud Service subscribed. Customer can configure the
data fields during implementation of the Cloud Service or as otherwise provided by the Cloud Service. The
transferred Personal Data typically relates to the following categories of data: name, phone numbers, e-
mail address, time zone, address data, system access / usage / authorization data, company name,
contract data, invoice data, plus any application-specific data that Authorized Users enter into the Cloud
Service and may include bank account data, credit or debit card data. // W&IX. MALTWS [/ F DK
=R TLiL, TEOAT AN —ERETDH, BEIE, 77U NP R OBARC, XE T7I0F
P—ER] TEDLZEDOMDFETT =X 74—V RERETHIENTED, BEIND EAT—H) 13—
Bz, ANOA 7 T —ICBET 5 K4, EEES. BFA AT RUA, B, EFE#R. VA7 AT
L7 78 AR/ HERRIE ], S04 AR, SRR, RO [RE2—Y—) N [7F 7 FHh—E 2] ITAN
T5, TV r—varyBEREOEHR RITOEER, 7L Yy b — FER, IT vy M — FMERE2E0LHE
BdHD)

Special Data Categories (if appropriate) // & T—2 07 3) — (%YUT5HEL)

The transferred Personal Data concerns the following special categories of data: As set out in the
Agreement (including the Order Form) if any. // #&%&hsd MEAAT—% ) X, RO T Y —IZE
WD AR (TEXE] 2858) WEDL LB (BDHE)

Processing Operations / Purposes // AE¥¥/BHK)

The transferred Personal Data is subject to the following basic processing activities: // #zix s s TEA

T—4 1 X, UTOERNRABIEEONG L 72D,

e use of Personal Data to set up, operate, monitor and provide the Cloud Service (including Operational
and Technical Support) // 275U Ry —v 2] Oty +7 v 7 @M BREOREEZITS 7200 TEA
T—#] OfFEH ( GEHYAR—N KO 77 =01 R—1F 25T

e provision of Consulting Services; // T2 ¥ LT 4 79 —E R O

e communication to Authorized Users // [RRE=x2—W—] ~DaIao=r— 3

e storage of Personal Data in dedicated Data Centers (multi-tenant architecture) // HH® 5 —4%+&
H—] (AVFTFU T —=F%T7Fv—) ~O MEAT—5) ORLF

e upload any fixes or upgrades to the Cloud Service // (779U F¥—tE x| ODEERLT v 77 L—FD
Ty la— R

e back up of Personal Data // MEAT—%] ORI T v

e computer processing of Personal Data, including data transmission, data retrieval, data access // [
ANT =% Oarya—F W (F—XE%E T—FRE. 72T 7 A5

e network access to allow Personal Data transfer // EAAT—% | OEEEAREIZT 720D FR Yy U —7
TR

e execution of instructions of Customer in accordance with the Agreement. // [RKZK] IZ0E->TIT D,
% DYETR D FAT
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Appendix 2 to the DPA and, if applicable, the Standard Contractual Clauses - Technical and
Organizational Measures // DPA GZUT2HAIEMELLSELE) OFNEFE 2 - HIRH L ORISR

1. TECHNICAL AND ORGANIZATIONAL MEASURES // TEHTHI R USHHBRAORT 3R

The following sections define SAP’s current technical and organizational measures. SAP may change
these at any time without notice so long as it maintains a comparable or better level of security.
Individual measures may be replaced by new measures that serve the same purpose without
diminishing the security level protecting Personal Data. // LLT®& 7 > 2 > Cid, SAP OBUTOHEIR KL
UHHARPIRIR 2 ED D, SAP X, FEU EO LD X 2 )T 4 24T 2R @BMEITH 2 &7, MFZ
NOEEFETDLIENTEDLLDET D, HxDKIL, MEAT—%] 2R#ETLI2EX=2) 740 L L2 H b
T HANTDR ) FTe o RICE E |2 N 258603 H 5,

1.1 Physical Access Control. Unauthorized persons are prevented from gaining physical access to
premises, buildings or rooms where data processing systems that process and/or use Personal
Data are located. //  #EHRT 72 A{E  HREGLLRWASR, MEAAT—%) 20K D/X
IEEAT 27 — 2 W X7 ANELE ST, B, XUXHE~OWERN T 7 e A& 55 2 L #FIET
Do

Measures: // %

e SAP protects its assets and facilities using the appropriate means based on the SAP Security Policy
J/ SAP 1E. TSAP ¥ =2 VT 4RV — | [ZESHYRTFEREEZMNTEOEEN iR ZR#ET 5,

e In general, buildings are secured through access control systems (e.g., smart card access system).
/] EE. EWET 7R AGIEHC AT A (A — b= RICEDT 7 BAVAT LRE) [ZEV X274
REIN TN D,

e As a minimum requirement, the outermost entrance points of the building must be fitted with a
certified key system including modern, active key management. // &2V ZEffE LT, BWOxHIL
MDOANEFIIE, REEEZ T X — AT A (ORI —EFREET) 2B 327672
VY,

¢ Depending on the security classification, buildings, individual areas and surrounding premises may
be further protected by additional measures. These include specific access profiles, video
surveillance, intruder alarm systems and biometric access control systems. // &%=V 7 1 ®45%A
IR UC, B, SR KOEFO#HMA, BN TFEICL > TELILREINILENH D, ZhITiL, §F
EDT 7 8ATR T 7 AN, BT AER, BABEREE, KOS AA M) 7 AZRD7 72 A AT A
DEEND,

e Access rights are granted to authorized persons on an individual basis according to the System and
Data Access Control measures (see Section 1.2 and 1.3 below). This also applies to visitor access.
Guests and visitors to SAP buildings must register their names at reception and must be
accompanied by authorized SAP personnel. // 77 B AiL, [P ATLAROT—% 7 7% Ail#H] %t
KO(TREE L2 £EROE 1.3 £&2ZM) [>T, HREFT 2 AMIERNAEIND, ZhiX, 35l
DEBAVIZK L TH#HA &5, SAP OH-M AN D REROFHHEIZONTEL, S TARTERER L, M
[R&H9 25 SAP OIRENFMEIRS LERNH D,

e SAP employees and external personnel must wear their ID cards at all SAP locations. // SAP O
TEEEROIMBED NEIE, SAP DT XTORFHT, BHD ID I— REZFIATF TOhRITIER S0,

Additional measures for Data Centers: // T—% & Z— |23 2 BMO%HE

e All Data Centers adhere to strict security procedures enforced by guards, surveillance cameras,
motion detectors, access control mechanisms and other measures to prevent equipment and Data
Center facilities from being compromised. Only authorized representatives have access to systems
and infrastructure within the Data Center facilities. To protect proper functionality, physical security
equipment (e.g., motion sensors, cameras, etc.) undergo maintenance on a regular basis. // ¥
NRCO [F—=2rd—] 1T, BBER [Tt ¥ —] OENERICELINDZ L E2VIET 57012,
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1.2

A, BRI AT BEEMERE, 77 B AHEFIELCZE OMFEIZE > TEBINDFEREF =Y
T4 RIEIZHED . HEREATLHIHEZFOLN, [T ¥ —] BENDOVAT ARV VT TANT Y
FX =TIV ERTHIENTE D, WURHEREEEZRET 72D, WHENZREX 2D 7 o #a (@EEm
g, WA TRE) %, EFWRERSERITDORS,

SAP and all third-party Data Center providers log the names and times of authorized personnel
entering SAP’s private areas within the Data Centers. [/ SAP T RTDE=ZH [F—2L o & —]

Tang =ik, [F—FtrX—] WD SAP OFAELH A ZEILFIRIC AL LIZHERO & BB O 4 Ri Kk
(0N ek o B

System Access Control. Data processing systems used to provide the Cloud Service must be
prevented from being used without authorization. // Y ATAT7R2AHE /77 K¥—b
A OREOTDITHEHIN DT —F UL 2T A TIE, HEOZRWMERZBI L L2 T 570,

Measures: // xt%

Multiple authorization levels are used when granting access to sensitive systems, including those
storing and processing Personal Data. Authorizations are managed via defined processes according
to the SAP Security Policy [/ HBICET 52T 4 ( HAT—%] OBMEOCLUEREITH VAT L%
GLe) IR LTT 7B AL ET DEIE. BROERMELNVBRHVWbND, HRIZ, SAP %=
TARY v—] I/ T e A TEEIND,
All personnel access SAP’s systems with a unique identifier (user ID). [/ TXTOBEIZ. EHO
RBIER (22— — ID) ZHEFA LT, SAP DTAT AT 7 EAT 5,
SAP has procedures in place to so that requested authorization changes are implemented only in
accordance with the SAP Security Policy (for example, no rights are granted without authorization).
In case personnel leaves the company, their access rights are revoked. // SAP TiE, EFIhz
MERRODOZEF A, [SAP EX a2 UT 4R v— | > TORETIND LHCTHTFRENVEAINLTND
(e & 20, AR LICWM R DR B E I eWie )  BERRET 256, 207 7 & ZAMEITHY 1H
INnd,
SAP has established a password policy that prohibits the sharing of passwords, governs responses
to password disclosure, and requires passwords to be changed on a regular basis and default
passwords to be altered. Personalized user IDs are assigned for authentication. All passwords must
fulfill defined minimum requirements and are stored in encrypted form. In the case of domain
passwords, the system forces a password change every six months in compliance with the
requirements for complex passwords. Each computer has a password-protected screensaver. //
SAP Tix, WAU—FOEFEEEEL, NATU— FOBRICHT ORISEED D & L HIT, EHICAAT— R
W%L7?¢W%®AXU~F IEEFTLHZ L EHERTDH, NRAU—RFR) —ZED TS, EAFEHD
Z—HF— 1D B, FEREODICHIV Y THND, TXTO/NRRAT — RIFEED b h/NEM 272 LTS
hﬁk%f\%%Méhtﬁﬁf%ﬁénéoF%%VNXU~PKome\yx%AKiD\6ﬁﬂjk
2. BHER AN AT — ROBRICHE S To AT — ROBEREFF T OND, FarPa—F—ld, "ATU—
FCRESNTEAT ) —B—"—RNHz N TND
The company network is protected from the public network by firewalls. [/ &ttOoxy hU—2
i, 7747 U=k, ARy N = MBREIN TN D,
SAP uses up-to-date antivirus software at access points to the company network (for e-mail
accounts), as well as on all file servers and all workstations. // SAP X, &%y v U —27 1%
TLT7I7RARA N (BFA—AT AU M) WWMAT, 3XTOT7 7 A NVH ==K RFTRXTDT—7
ATF—=a T, DT FUANAY T b =T # LTS,
Security patch management is implemented to provide regular and periodic deployment of relevant
security updates. Full remote access to SAP’s corporate network and critical infrastructure is
protected by strong authentication. // BI#T 28XV T 47 v 77— NOEMN T 7oA A2 K
EEBTH-DIC, EX2 VT4 Xy FEIHNEAINTND, SAP OfERy T —7 KNEERA T T
ARNTIF =D N E— T 7 RAL, BARBIEICE > THR#ES LTV D,
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1.3 Data Access Control. Persons entitled to use data processing systems gain access only to the
Personal Data that they have a right to access, and Personal Data must not be read, copied,
modified or removed without authorization in the course of processing, use and storage. [/ T—
277 ERGE TN AT AOERMERE AT HEANE. T AEEAT D AT =2 DX
RIRATE, WE, A, ROMRFOBRBRIZE T, #IRZ LI AT —#) Pisly, av— EIE,
MIFHIBR SN D Z B> TR b2,

Measures: // xt3

e As part of the SAP Security Policy, Personal Data requires at least the same protection level as
“confidential” information according to the SAP Information Classification standard. // SAP @

Mtx=2UT7 4RV —] O—BELT, MEAT—Z] ITiE, SAP @ MEWRSEH] A>T, b L
b ) HREFRUCRELNADULETHD,

e Access to Personal Data is granted on a need-to-know basis. Personnel have access to the
information that they require in order to fulfill their duty. SAP uses authorization concepts that
document grant processes and assignhed roles per account (user ID). All Customer Data is protected
in accordance with the SAP Security Policy. // MEAAT—%1 ~O7 7 ®RI%, MHLEEHEREL LT
RBOOND, BMEIX., BY OB BT T DI ERER~OT 7B AMELET D, SAP 1E, 5O =
BEARORT AT b (2—F— 1D) TEIZHV B TONEEECE(T D, HRICET 2227 MEHW
B, TRTO HET—H ) 1%, [SAP EFXa2UT KU v—) - TR#ESN D,

e All production servers are operated in the Data Centers or in secure server rooms. Security
measures that protect applications processing Personal Data are regularly checked. To this end,
SAP conducts internal and external security checks and penetration tests on its IT systems. // 9
RTCOEBHY —"—0BEIL, [F—FEr%—) IeFa V7T MRB I nm— = — A TITH
b, MEANT—Z] OWBETI T IV r—a v 2RiET 58X U7 xR, EFNICTF = v 7 BT
bhTWa, Zozd, SAP Tk, £0 IT VAT AIZHONWT, #RAAOExF 2V T 4 F =2 v 7 KR AT A
k& FERM L TWD,

e SAP does not allow the installation of software that has not been approved by SAP. // SAP TiZ,
SAP KRB L TWARWY 7 FU =T DA VA F—/LEBD TR,

e An SAP security standard governs how data and data carriers are deleted or destroyed once they
are no longer required. // SAP OEX = U7 4 LTI, 7 — % KOT — X BIEAERRE L oo e A
2. ZAD A HIBRSUTIEE T 5 FIEEEH TN D,

1.4 Data Transmission Control. Except as necessary for the provision of the Cloud Services in
accordance with the Agreement, Personal Data must not be read, copied, modified or removed
without authorization during transfer. Where data carriers are physically transported, adequate
measures are implemented at SAP to provide the agreed-upon service levels (for example,
encryption and lead-lined containers). // T —# &6 TR KiE->T (770 Kh—E 2R
DR HERIGEERE, AT —F 1 1%, BERICHERR AT . a8 — EE, XI3HIkRE
ToTE R bRV, 7 — X BRSBTS N EEE1F. BRI —E A L aigfihid 57
DIZ SAP IRV THARIRPNEAINTND (F2& 2E, BEb, $ho A =v 7 olisnizar 77
E) .

Measures: // x5

e Personal Data in transfer over SAP internal networks is protected according to SAP Security Policy.
[/ SAP OfAFRy hU—7 ETEREND (EAT =% X, [SAP ¥X =2 U7 4R >—) 12> TR
INnd,

e When data is transferred between SAP and its customers, the protection measures for the
transferred Personal Data are mutually agreed upon and made part of the relevant agreement.
This applies to both physical and network based data transfer. In any case, the Customer assumes
responsibility for any data transfer once it is outside of SAP-controlled systems (e.g. data being
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transmitted outside the firewall of the SAP Data Center). [/ T —% 7} SAP & Z D% & ORI CTlak
INALGEIE, BBEEhd MAAT—% ) OREFESHAEICEGRE SN, BEET S TREK] o—#HLid,
L, MBI ROy N — I R—=2OT —HEREOWFICHA IS, WITNWOHE S, BEIX, SAP 2
BHITDIVAT LONBICT =2 RHIGEIE,. TOT—HIBBICHEEZA DY (T—FMB, SAP © [F—F+
VE—] DT FAT T NAOIMNBEINDEGERE) |

Data Input Control. It will be possible to retrospectively examine and establish whether and by
whom Personal Data have been entered, modified or removed from SAP data processing systems.
/] T—HZAAEE  EAT—Z] B, SAP OF—FMEY 2T MIAS &R, BESRE, XUEEZ
MOHEIRSNTZNE S0, MOZENZToT2ODHENE, o TRELNGET 22 ENFETHLIHD LT
Do

Measures: // %R

1.6

SAP only allows authorized personnel to access Personal Data as required in the course of their
duty. //  SAP (%, HERREZATHME ORI, T OB O CHERIGAEICRY MEAT—%) 177k
AFTDHILERBD D,

SAP has implemented a logging system for input, modification and deletion, or blocking of Personal
Data by SAP or its subprocessors within the Cloud Service to the extent technically possible. //
SAP 1%, HEEATAIICAIREZRGEIC, 7 70 Rh—E 2] WTO SAP XFZED MAFEMEgE] 2k EAT—
X1 OAD, AEE, ROHIER, XiI7a v 7 x40 7V A7 A2 EAL TN,

Job Control. Personal Data being processed on commission (i.e., Personal Data processed on a
customer’s behalf) is processed solely in accordance with the Agreement and related instructions
of the customer. // Va7t ZRECIVREEND AT =2 (0FV, BmEOMRITTREL
Ihd MEAAT—#]) ) &, &6 TR ROBEORE LRI > T IS,

Measures: // %I

1.7

SAP uses controls and processes to monitor compliance with contracts between SAP and its
customers, subprocessors or other service providers. // SAP i3, B & Z 0%, WAL ITZ
D —E AT v Z =[O OEFEER T 27200, BERFEBRLOFIREZH NS,

As part of the SAP Security Policy, Personal Data requires at least the same protection level as
“confidential” information according to the SAP Information Classification standard. // [SAP &
FalTF4RYv—] O—RELT, MEAT—X] ITiX, SAP O [MERSE) B> T, Dt b

Mg fEREFCRELNADBLETH D,

All SAP employees and contractual subprocessors or other service providers are contractually bound
to respect the confidentiality of all sensitive information including trade secrets of SAP customers
and partners. // SAP OB KUK ZfEA TV DHEINELE T Z OO Y — 2 F a g & —dt~
T, MOBPWNCEEELET 5T XTONR (SAP OFEF KLV — M —OEEME L ET) OSFHES% BET
T, B EThEREND,

Availability Control. Personal Data will be protected against accidental or unauthorized
destruction or loss. // "IAERIE  MEAT—2 ) &, @RI ERBHE TP ORESND D
DET D,

Measures: // %I

SAP employs regular backup processes to provide restoration of business-critical systems as and
when necessary. // SAP 1%, MBS U TEE ERAIKR VAT AOETLEITI 20D, EFWI2 NNy 7
Tyl TuvAEBRAT S,

SAP uses uninterrupted power supplies (for example: UPS, batteries, generators, etc.) to protect
power availability to the Data Centers. // SAP 1%, [F—%®v o ¥ —| ~OBNHREZHERET D720,
R oER (72 & 20X, UPS, No 7 U — FEHR L) 2HEHT 5,
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e SAP has defined business contingency plans for business-critical processes and may offer disaster
recovery strategies for business critical Services as further set out in the Documentation or
incorporated into the Order Form for the relevant Cloud Service. // SAP (%, ¥¥% L RA X727 nk
AT A FEIEFFEAEEZTOTEY, [FXa AT —ya v [CHEMPAEHRINTWS, XiTBE4
51770 Ry—ER] O EXE] ITHAAERTHWDERY, EEERAIRR H—E X TR LTHRE
IR 2T 256805 5,

e Emergency processes and systems are regularly tested. // BExIEDOFINER T 2T JIOWTIE,
EHRNZRBR TN 5,

1.8 Data Separation Control. Personal Data collected for different purposes can be processed
separately. // T—ZGBEHIE RiesBWTIEINE AT —) 1E, A QBT 52 R8T
x5,

Measures: // *IK

e SAP uses the technical capabilities of the deployed software (for example: multi- tenancy, or

separate system landscapes) to achieve data separation among Personal Data originating from
multiple customers. // SAP (X, B SNT=Y 7 b U= T OHENHIHERE (72 & 21X, ~ AT 7T oy
HES AT KT v RAF—7) HERAL T, BRoBEICHKT D AAT—%) MoT7—25liaEET 5,

e Customer (including its Controllers) has access only to its own data. // #% (£o E#HE] 245
1) 1. BEOTF—ZDRIT VB ATEZENTE 5,

e If Personal Data is required to handle a support incident from Customer, the data is assigned to
that particular message and used only to process that message; it is not accessed to process any
other messages. This data is stored in dedicated support systems. // MEAT—X ] 23, BENHHD
PR=IA TV FNELT D DICBERGEAEIE, YT — X EEORED A v —VIH Y Y THIL,
VHA v E—VORBOIZDIZOBREREND, ZOMDA vy =V E2LIT LIDICIOT —F~DT 7 &
ADVTOND Z Liden, ZOoTF—Xi3, EHOYVFR— AT AREFEIND,

1.9 Data Integrity Control. Personal Data will remain intact, complete and current during
processing activities. // F—#sE&ERIE  MEAT—2) 1T QEEETD Hiabhd ZE 7L
FERP DR ORIEIRT-N D,

Measures: // xi3

SAP has implemented a multi-layered defense strategy as a protection against unauthorized

modifications. // SAP &, HERRANOEIEIT K3 D IREXR E LT, EEEEE OB EIIE 238 A L T 2,

In particular, SAP uses the following to implement the control and measure sections described above.

SAP TiX, LFAHEALCEROBHEROE s v a v 2FEimLT\5D, L0biF, LFEET,

e Firewalls;, [J/ 77A7U4+—/b

e Security Monitoring Center; [/ X2V 7 4Rl ¥ —

¢ Antivirus software; /] TVFUANARY T T

e Backup and recovery; [/ RNy T v T ROMET

e External and internal penetration testing; // #MEEROHREHOREAT A b

e Regular external audits to prove security measures. // Xz U7 ¢ %R EFEAT 5 EHIRO R

B A
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Appendix 3 to the DPA and, if applicable, the Standard Contractual Clauses
(FUTHEIIFEERNELR) OFFRE 3

The following table sets out the relevant Articles of GDPR and corresponding terms of the DPA for
illustration purposes only. // LIF®#IZIE. GDPR D4 55ELE 6% DPA OEA %, HHHABKT

LTV,

Article of GDPR

Section of DPA

Click on link to see Section

1.1 ROREE 1,
1.2

GDPR D 4IH DPA DEIZ v a v Vo227 09 733207y a iBBiLET
28(1) 2 and Appendix 2 | Security of Processing and Appendix 2, Technical
28(1) 2 RO RE 2 and Organizational Measures.
[/ REOEX )T ROMEE 2. S & U
TR RF R
28(2), 28(3) (d)and 28 (4) | 6 SUBPROCESSORS
28(2). 28(3) (d) KUt 28 (4) |6 /] ABRANESE
28 (3) sentence 1 1.1 and Appendix | Purpose and Application. Structure.
28 (3) # 1 X 1, 1.2 // BRIKOVE /) HiE

28(3) (a) and 29 3.1and 3.2 Instructions from Customer. Processing on Legal
28(3) (a) KU 29 3.1 KUY 3.2 Requirement.
DD OHR [) IERERIZE D < LB
28(3) (b) 3.3 Personnel.
28(3) (b) 3.3 3=
28(3) (c) and 32 2 and Appendix 2 | Security of Processing and Appendix 2, Technical
28(3) (c) KON 32 2 RO RE 2 and Organizational Measures.
/] WEOEX =2V T o KOMEE 2, HIFP RO
kA%t R
28(3) (e) 3.4 Cooperation.
28(3) (e) 3.4 // E%_j]

28(3) (f) and 32-36
28(3) (f) K® 32-36

2 and Appendix 2,
3.5, 3.6
2 AU RE 2,

Security of Processing and Appendix 2, Technical
and Organizational Measures. Personal Data
Breach Notification. Data Protection Impact

3.5, 3.6 Assessment.

/] WEOEX =27 0 KOMEE 2, HIFP RO
xR, /) AT —ZEXOWEH, T — X RH#IC
BE 3 2 R

28(3) (g9) 4 Data export and Deletion

28(3) (g) [/ T—HF DTy ZR— kK OHIER

28(3) (h) 5 CERTIFICATIONS AND AUDITS

28(3) (h) 5 /] RO

28 (4) 6 SUBPROCESSORS

28 (4) 6 AP

30 8 Documentation; Records of processing

30 8 XEAb, ABLOFLEK

46(2) (c) 7.2 Standard Contractual Clauses.

46(2) (c) 7.2 FEHES R SR I
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Appendix 4
fTRE 4

[The Standard Contractual Clauses set out in this Appendix 4 are current as at 31 March 2018,
and the Japanese translation is provided as a matter of convenience only. These Standard
Contractual Clauses are automatically subject to updates by the European Commission and
as subsequently published by the European Commission, Customer should always access the
URL https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32010D0087 for
updated versions of the Standard Contractual Clauses. Customer’s local language may not be
supported at the European Commission, or at URL, and it will be Customer’s responsibility
to ensure that it is aware of the current version/s of the Standard Contractual Clauses and
manages any necessary translations of any updates of those Standard Contractual Clauses]

Zo tEE 4 THEIND EMEZSIE] 1%, 201845 A 31 HFERIZBWTAZITH Y . HAGE
OXFIL, HEOTZDDOSERE L TOARMIEEIND, Z 0 FEEZKSEE] 1T, RINEERITED,
HEIWICER SN AEEENH U, RIS L TRNEZERICEI VARSI D, BRINEESUILLTO
URL IZBW T TiE, BROHHDOSFEIZONWTE TR — ML TWARWEARH D, BRIL, 20D [FEiE
BREHE] OFFRICHERE, LT RL 2@ L T7 7292550 & L (https://eur-
lex. europa. eu/legal—-content/EN/TXT/?uri=celex%3A32010D0087) . X D B(LIZB W T IEAEEK L
H] OERFREEREL, 22005 MEEZRKLE] OT X TOEFICH L THLELE INDHIFREITI> LD
LT 2,

STANDARD CONTRACTUAL CLAUSES (PROCESSORS)?
BRI (LEES) !

For the purposes of Article 26(2) of Directive 95/46/EC (or, after 25 May 2018, Article 44 et
seq. of Regulation 2016/79) for the transfer of personal data to processors established in third
countries which do not ensure an adequate level of data protection // +%7Z2L~1o [F—
) REERIEL TV A VWE E TR INTZAHERICHTI2EAT — X OWBEIZET S, BS
95/46/EC %5 26(2) & (X, 2018 4 5 A 25 HEABRIZ-DOW T, KB 2016/79 O 44 FK£LIF) £
ANEN

Customer also on behalf of the other Controllers // B% (E-fhd [FEHE] ZRb->T)
(in the Clauses hereinafter referred to as the ‘data exporter’) // (UITF. T54IE] 1280 T
[F =BT AR—F—] L))
and // kU
SAP // SAP
(in the Clauses hereinafter referred to as the ‘data importer’) // (LT, [4MHE] 128\ T
[F—B AR —F—] L)) X

each a ‘party’; together ‘the parties’, // (Entn%z IMFEE) | FLOHT MYFEE] L))

! Pursuant to Commission Decision of 5 February 2010 (2010/87/EU)
12010 4= 2 H 5 HORINZEZOPEIZES< (2010/87/EU)
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HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate
safeguards with respect to the protection of privacy and fundamental rights and freedoms of
individuals for the transfer by the data exporter to the data importer of the personal data
specified in Appendix 1. // [fEE 1) KB INIZBAT — 22T —F I AR—F—nbT —#
A VR — B —ICHRIET DA D, AADT T A N — R ORI MR & B HOREIZET 5507 TR
BEIERT A2, LT 125 E] (IT48RHE) ITaE L

Clause 1 [/ # 1 %
Definitions // &
For the purposes of the Clauses: // T[4 ([2BW T

(a) ‘personal data’, ‘special categories of data’, ‘process/processing’, ‘controller’,
‘processor’, ‘data subject’ and ‘supervisory authority’ shall have the same meaning as in
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data; // MEAT—%) . [RBlhT ) —0F—%) ) | [FHE) |
HMugRE ) o T —2 i) | RO TEEEEER) 13, AT — 2 LIRS EAORERNY#%T —Z DH
M7Z2BENCET 5. BINGEES R ORESOES 95/46/EC (1995 4% 10 A 24 H) IZBITHEWELFLE
WaHTH5b0LT 5,

(b) ‘the data exporter’ means the controller who transfers the personal data; // (5—%
T AR—=F—] LiE, BAT —FEBETHEREL VD,

() ‘the data importer’ means the processor who agrees to receive from the data exporter
personal data intended for processing on his behalf after the transfer in accordance with his
instructions and the terms of the Clauses and who is not subject to a third country’s system
ensuring adequate protection within the meaning of Article 25(1) of Directive 95/46/EC; [/

[F—Z A vR—2—] Lid, WEEEZV, T—F ) AR—F —OHRKD TRE] ORI T
EENTRIZ, T—F T AR—F =1l TREBTLMBOENT —F 2T —F T 7 AKR—F—hb%
T2 LIRET D, £7—FA v R—F—IF, 55 95/46/EC 5 25(1) SO EWT HHEPHTHor7
L FEL TWAEZE O AT JMIIfEbRV b D LT 5,

(d) ‘the sub-processor’ means any processor engaged by the data importer or by any other
sub-processor of the data importer who agrees to receive from the data importer or from any
other sub-processor of the data importer personal data exclusively intended for processing
activities to be carried out on behalf of the data exporter after the transfer in accordance with
his instructions, the terms of the Clauses and the terms of the written subcontract; // [/
WS L1, T—EA A= —, XIIT—Z A VIR—E—DF DM S B2 2T - 3
FHrD, T—H I AR—F—DHR, [5RE] OFM4, KOERICEK D FTHERNICE - ThEEI %
I, T—F 27 AR—=F =IO TETINHUPERICHWZRE LIEAT — 2%, T—XA v ik—
H—, XIIT —FA VR —F —DZOMABINESE N HZET D 2 LICHET D,

(e) ‘the applicable data protection law’ means the legislation protecting the fundamental
rights and freedoms of individuals and, in particular, their right to privacy with respect to the
processing of personal data applicable to a data controller in the Member State in which the
data exporter is established; // [T —#HR#E] LiX, T —F =7 AR—F —nEL Sz T
HE) oF —2FHRFICEHHAESNS, FAAOHEFKOEH, L VDFEAT —Z OIS 577 A N
DR B RET DIERE VD,

Personal Data Processing Agreement for SAP Cloud Services (DUAL) jaJP.v.6-2018 Page 20 of 29



(f) ‘technical and organisational security measures’ means those measures aimed at
protecting personal data against accidental or unlawful destruction or accidental loss, alteration,
unauthorised disclosure or access, in particular where the processing involves the transmission
of data over a network, and against all other unlawful forms of processing. // T[H#FE9K O
W eEX =2 D70 —%K) L%, AT —X %, BRIE L < IXFEAIENRIE IR o8k, £H,
RIERBATHELLIZT 782 (E0biF, MERRY NT—2 20 LT — X ORI PO LIHEAR) .« &
DM R TOIEGIERLRTEONENLRET L E 2B E LIZXRE N 5,

Clause 2 [] % 2 £
Details of the transfer // #&5icB+ 534

The details of the transfer and in particular the special categories of personal data where
applicable are specified in Appendix 1 which forms an integral part of the Clauses. // #5%®
HML, ROE D DIRYT LSS, T Y —oEAT —HIConTiE, PE#E 1 (T&RE) oF
AIROFRS 2T KBRS TVD,

Clause 3 |/ # 3 %
Third-party beneficiary clause // H=23&ICHT 54E

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i),
Clause 5(a) to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to
12 as third-party beneficiary. [/ 7—#% EfIE. F228EE LT AFERUTOLREEZT —4 =
JAR—BF—|ZHEHTHZENTED, 45 (b)) 226 (1), H 55 (@ 256 () LB (&) b ().
H6 & (D) RO (. # T &H8Q) &KMOITE 9 £ 12 &,

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e)
and (g), Clause 6, Clause 7,Clause 8(2), and Clauses 9 to 12, in cases where the data exporter
has factually disappeared or has ceased to exist in law unless any successor entity has assumed
the entire legal obligations of the data exporter by contract or by operation of law, as a result
of which it takes on the rights and obligations of the data exporter, in which case the data
subject can enforce them against such entity. // 7—# x>/ AFR—% =2, FEEHEBE LTz, X
WRER LHFEL RS R BB, T — ¥ FERIT, BESmEE LT AFLCUTOFREET —4 4
R—H—IZHHT DN TED, 5 5% (@ 5 () L (@), 6 &, & 7 5. % 8(2) £, I
CNEHE 9 Sem bl 12 Fr, 72721, ARREAD, B UIEHEOERIC LY 7 —4 =7 AR —% — Dk
FOEFOREEGIEHE, TORFBRE LT, KREANT —F 7 ZAR—F —OMHR R OEE L5 &Z1T
DA ERLS, FOBEIE, T X EFRIE, UEANC LRLEAMKE TN TE D,

3. The data subject can enforce against the sub-processor this Clause, Clause 5(a) to (e)
and (g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data
exporter and the data importer have factually disappeared or ceased to exist in law or have
become insolvent, unless any successor entity has assumed the entire legal obligations of the
data exporter by contract or by operation of law as a result of which it takes on the rights and
obligations of the data exporter, in which case the data subject can enforce them against such
entity. Such third-party liability of the subprocessor shall be limited to its own processing
operations under the Clauses. [/ T—# 7 AR—F —FNTFT—F A ViR—Z—DWFH, FELH
W LTz, B ETFE LR L Roledy, BWARRICH- 725613, 7 — X 2T, FE28F L LT K
FROLTORELZ NIRRT L2 TED, H 5 F (@ 26 (o) KW (9. H 6 &K, &H 7
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%o 8(2) & WONCH 9 KDDH 12 G 722U, KRHMEAS, SO ULEROERC LY 7 — 5 =
U A= 5 — O EORHO KL EPE | ZORMRE LT, ARHEART — ¥ 7 28— —OHef]
ROEHEI SR HHA LR ZOBAE, 7 BT, BB FRAHERHT 5 2 LA TE
B, MESERODPHHE =HORER,  [RH) S B S OUBERICRE SIS,

4. The parties do not object to a data subject being represented by an association or other
body if the data subject so expressly wishes and if permitted by national law. // WX FEH 1%,
T =X EERPENEHRICHE L TR Y, ENETHFAI STV A5A1E, A UXF OMRARS T —
ZEREREKT DI LI LN D LTS,

Clause 4 [] # 4 %
Obligations of the data exporter // 7 —# T/ 2R —F —DHEK

The data exporter agrees and warrants: // 77— 4T/ AR—F—F, UTFOZ LICEBEL, Rk
D,

(a) that the processing, including the transfer itself, of the personal data has been and will
continue to be carried out in accordance with the relevant provisions of the applicable data
protection law (and, where applicable, has been notified to the relevant authorities of the
Member State where the data exporter is established) and does not violate the relevant
provisions of that State; // AT —Z O (ZolEkEET) 1. ThETHLAE LIk, E
RAEN2 7T — 2 REEOBEEHEIZIE > TIEITEN (R ZYUTL2HAE. 7T —F =7 AR—F =15
Enz TINERE) OBBEY BIC@MATTh) |« SYEOBEREICER LTV &,

(b) that it has instructed and throughout the duration of the personal data-processing
services will instruct the data importer to process the personal data transferred only on the data
exporter’s behalf and in accordance with the applicable data protection law and the Clauses; //
TR T AR—H—OREE LTOH, MAINDT — X R#ERO T4RE] IXiE> THEINMEA
TR BT HZLIZDONT, T—H A VR ==X L TCT TR L &, KOEAT — & 03
P 2OHMEZEL THRRTHZ L,

(c) that the data importer will provide sufficient guarantees in respect of the technical and
organisational security measures specified in Appendix 2 to this contract; // T—%A v &K—
Z—MN, ZOTKO THEE 2] ICFET 2EMP R ORI ¥ 2 U7 ¢RI L TH2 IR 2
N

(d) that after assessment of the requirements of the applicable data protection law, the
security measures are appropriate to protect personal data against accidental or unlawful
destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where
the processing involves the transmission of data over a network, and against all other unlawful
forms of processing, and that these measures ensure a level of security appropriate to the risks
presented by the processing and the nature of the data to be protected having regard to the
state of the art and the cost of their implementation; // #HENh 57 — ¥ REEOFEFZ 310 L
Tete. BX 2 U T xR, RFHAE L < IFFEEIER R AEE OB IR 7258k, AR, REZRBIRE LL
X7 772 (L0b, WERR Y NT—2 20 LT — X ORI 0D 55E) - KOZEOMTXTo
FEBTERI R OB SN T — 2 ZR#ET H20IEY TH D 2 L, WRNTZN S DRER, FOKYEL
HBALRAEERIZAN, LIRIZE > TEHEIND U AT RORERNROT — X OMWEICKR LGt ¥ =
V74— LU ZizLTnbs Ik,
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(e) that it will ensure compliance with the security measures; // %= U7 ¢ —%}KH3EF
INDEHITTEREMIT L,

f) that, if the transfer involves special categories of data, the data subject has been
informed or will be informed before, or as soon as possible after, the transfer that its data could
be transmitted to a third country not providing adequate protection within the meaning of
Directive 95/46/EC; [/ B3Rl T TV —DF —Z b AT, F—F EERICRH LT, 55
95/46/EC DOEKRT HHIFHTHORERENHE L ONTWARWE ZEICEOT —Z PRE SN ATREER & 5
& &, TTICIEM Lc A, EREORNI TR EZ v REZ2 R Y B0 Z@md 5 b D L7 5,

(9) to forward any notification received from the data importer or any sub-processor
pursuant to Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data
exporter decides to continue the transfer or to lift the suspension; [/ 7 —% 7 AKR—% —)Hx
EOMkgE, XIIFIEOMERZRE LA, 8 5(b) FROE 80Q) FIH-T, T —F A1 R—F—XiZ
BSNESEIN B LB g, 7 — R OB BRI T 5,

(h) to make available to the data subjects upon request a copy of the Clauses, with the
exception of Appendix 2, and a summary description of the security measures, as well as a copy
of any contract for sub-processing services which has to be made in accordance with the Clauses,
unless the Clauses or the contract contain commercial information, in which case it may remove
such commercial information; // ZEEEIS LT, T—# ERIC LT, fHEE 2) &R THRHE)
FOEFx =l 7 0 —ROMEED a & — WO [HRHE] (IS0 THERET 2 NS LESMNEY — v A 2B
DENEDa—ERMT 5, 272, THRE] NIBHFBICHHERPNZEN TV DIHEE LR, £D3
By T—HATZIAR—F =X, D)L EHBEREZHEIBRT A ENTE S,

(i) that, in the event of sub-processing, the processing activity is carried out in accordance
with Clause 11 by a subprocessor providing at least the same level of protection for the personal
data and the rights of data subject as the data importer under the Clauses; and // W% E
TOHA. MR, TRHE) ICESEEAT —F ROT — X EEOEFNCK LTT—H A v R—F—¢
DI EBFET LV ORE LIRS 2B EEIZ LY 11 R TIITIND T L,

6) that it will ensure compliance with Clause 4(a) to (i). // % 4 & (a) 75 (i) ZHEFEIC
WP 5 Z &,

Clause 5 [] # 5 %
Obligations of the data importer // 55— %A VER—F—DEH

The data importer agrees and warrants: // T—%A L F—%—X, UTOZ LIZFEEL, HRiEd
60

(a) to process the personal data only on behalf of the data exporter and in compliance with
its instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it
agrees to inform promptly the data exporter of its inability to comply, in which case the data
exporter is entitled to suspend the transfer of data and/or terminate the contract; // 7 —#% =
JAR—=Z—ORILE L TOH, TOHFAKO [5RH] ZMF L TEAT - 2082528, FBHICED
DTN DESFRRARRRIG AL, T — 4 A VAR —F —F, BFTERVEEZEHSNIT —F T J AR —
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A —IBHAT AL ICAET S, FOBRE, T2 AR—F—F, T—FOEEEETIET L0, KOV
IR ERRR T 5 Z LR TX D,

(b) that it has no reason to believe that the legislation applicable to it prevents it from
fulfilling the instructions received from the data exporter and its obligations under the contract
and that in the event of a change in this legislation which is likely to have a substantial adverse
effect on the warranties and obligations provided by the Clauses, it will promptly notify the
change to the data exporter as soon as it is aware, in which case the data exporter is entitled
to suspend the transfer of data and/or terminate the contract; // T— %A VR —Z—|{Z@#EH S
DERIZEY, T—F T AR—F =Sl T 28R, ROEMICESL ZOBHEORBITHYIT 65 &
BLLOEBITRNWI &, FEPDLERICEERSH Y . [RE) IZED HRIER OB I Y R EEER K
BIENRBRZONDHAET. MDEIALERVREFERSLHICUFLE LT —F T/ AR—F —IZBAT DD
DET D, EOHE, T—FT I AR—FZ =%, [F—%) OWEEPILT 55, RO/ IR MR
DT ENTESD,

() that it has implemented the technical and organisational security measures specified in
Appendix 2 before processing the personal data transferred; // kSN 7-EAT —X 205
AN, MHEE 2) SRS SN RO R X2 ) 7T xR E B AL &,

(d) that it will promptly notify the data exporter about: // LIFIZ2WT, HOMZT —& =
J AR—H =BT H &,

(i) any legally binding request for disclosure of the personal data by a law enforcement
authority unless otherwise prohibited, such as a prohibition under criminal law to preserve the
confidentiality of a law enforcement investigation; // EHITHEBIIZ X 5. BRI OH DA
T2 BREE R, 722 L ERITRBE OGRS ORE 2 R T DINEICE SRR & ik Iz hiasx

Fr<,
(ii) any accidental or unauthorised access; and // BRI SUIRERT 7 & A
(iii) any request received directly from the data subjects without responding to that request,

unless it has been otherwise authorised to do so; // 7 —# Lk HEHE, BERE2ZHELTH, Bk
WET DHEREZ G SINTWDHAEERNT, ZOERIGE LN &,

(e) to deal promptly and properly with all inquiries from the data exporter relating to its
processing of the personal data subject to the transfer and to abide by the advice of the
supervisory authority with regard to the processing of the data transferred; // #=EOXSHTH
HENT —Z QW T 5T —F 7 AR —F — DT X TOMNEDRIZOWNT, #0NT A2 It
WL, FREINTT — X OB U CEBEMBE OIS 2752 &,

(f) at the request of the data exporter to submit its data-processing facilities for audit of
the processing activities covered by the Clauses which shall be carried out by the data exporter
or an inspection body composed of independent members and in possession of the required
professional qualifications bound by a duty of confidentiality, selected by the data exporter,
where applicable, in agreement with the supervisory authority; // 5—# =27 AR—% —DEE
NhIUL, 207 —XNHEEREZ, [5&H] OXMNRTHLIURELOERIIEZRLI O LT 5, ZOERIT,
T—H T AR—Z— IEHEEEBNCEVE S T 2561, M7 E TR S L, BB R 4
HLUSFRBEHBEZAY, T — X7 AR—Z—NRIRT BB L > TEEEIND,
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(9) to make available to the data subject upon request a copy of the Clauses, or any existing
contract for sub-processing, unless the Clauses or contract contain commercial information, in
which case it may remove such commercial information, with the exception of Appendix 2 which
shall be replaced by a summary description of the security measures in those cases where the
data subject is unable to obtain a copy from the data exporter; // ZFHIISL T, F—Z EEIC
LT, T&RE] | TLHEINEICBET SBEFOENED a v — 2325, 72720, THRHE) IB0E
WHEABBRPEEN TV IGEEZR, ZOGA. T—4 A4 v FR—%—X, 0 5EAEREEIRT 22 &
MNTED, £, HEE 2 2, HTEZE 2) 1L, 7—4FEERNEX 2V 7 0 —3IHFMEEO L —
BT —HZI AR—H—HAFTERWEE, IMEECEEIMRX DD LT 5,

(h) that, in the event of sub-processing, it has previously informed the data exporter and
obtained its prior written consent; // WEEZNETIHEE, HOPLDT —HX T 7 AR—F —|Ti@
ML, ZOEmMIELDFAEZFANCIGT 5,

(i) that the processing services by the sub-processor will be carried out in accordance with
Clause 11; // WEAEGIC L A0V —E 21T, F 11 KIE->THEBSH 5,

33) to send promptly a copy of any sub-processor agreement it concludes under the Clauses
to the data exporter. // T4 [CES &K LIAISNELEORED a Y —% HONIT —#
T I AR—HF —IZEMT D,

Clause 6 [] #% 6 £

Liability // &

1. The parties agree that any data subject, who has suffered damage as a result of any
breach of the obligations referred to in Clause 3 or in Clause 11 by any party or sub-processor
is entitled to receive compensation from the data exporter for the damage suffered. // Mi¥%=
Fix, WTNDLOYEE UILIINERIC L 558 3 £XUIHE 11 £ TERTLIRGOEKIER T HEE
WS TeT — X ERIL, Yo TmBEICONWTCT — X I AR—I OB EZ TR T D2 EICARE
T 5,

2. If a data subject is not able to bring a claim for compensation in accordance with
paragraph 1 against the data exporter, arising out of a breach by the data importer or his sub-
processor of any of their obligations referred to in Clause 3 or in Clause 11, because the data
exporter has factually disappeared or ceased to exist in law or has become insolvent, the data
importer agrees that the data subject may issue a claim against the data importer as if it were
the data exporter, unless any successor entity has assumed the entire legal obligations of the
data exporter by contract of by operation of law, in which case the data subject can enforce its
rights against such entity. // F—%A VR —% —XIZOUBAERICE DH 3 L3UTH 11 £&T
ST HENOLORBOELIIRRT HHEIE, T —F 7 AR —F—PNEEEHER Lo, B EFEL
e 7polzdy, I WREEILHa» 7272012, T—F EENBE 1 HIE-> TT —F =7 AR—F—IZxt
LTHIEZFERTDZENTERWGEEAE, T—F A VAR —F—RT =X I AR—F—THI0D LI,
TR EERNT —H A R—F—ITFEREITOZLENTEDZ LWL, T XA VKR—F—FRAETDIHD L
T 5, 12720, AEAD, BRXIIEFEOERIZEIY T =X =7 AR—2 —OEF EORBEORIKEF| %
NTEHEZBRLS, £OHE. 7 — % ERIZ, YsEANCH FOHRZHET 52 L B8 TE 5,
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The data importer may not rely on a breach by a sub-processor of its obligations in order to
avoid its own liabilities. [/ T—%A v R—% =0, BHOEEEZEND =0, LBSNELNZ DR
BICER LI Z & 2R LT 52 LITRBD LR,

3. If a data subject is not able to bring a claim against the data exporter or the data
importer referred to in paragraphs 1 and 2, arising out of a breach by the sub-processor of any
of their obligations referred to in Clause 3 or in Clause 11 because both the data exporter and
the data importer have factually disappeared or ceased to exist in law or have become insolvent,
the sub-processor agrees that the data subject may issue a claim against the data sub-processor
with regard to its own processing operations under the Clauses as if it were the data exporter
or the data importer, unless any successor entity has assumed the entire legal obligations of
the data exporter or data importer by contract or by operation of law, in which case the data
subject can enforce its rights against such entity. The liability of the sub-processor shall be
limited to its own processing operations under the Clauses. // WHSNESICL 55 3 LU
11 £TERTHZORBOERKICERTL2HGEIC, T—H I AR—H—LT =44 VR—X—DMi 70
FEEWHE LI, BEEGIE LR Roled, I OWREIZ-727odl, T— X ERWNE 1 EHE
OV 2 HTEREINALICT —F I AR —F—IT —F A VR —F—IZx L CHERERET 5 2 &
MDTERWEAIFE, LB EENT —F 27 AR—F—IT —H AV R—F—TH D00 L H1Z, T5HE]
V2D ALERSMNE S DALERZEFS 1T B U CF — & BIRDSERAMNE IR ZITH 2 N TE 5 2 LT, st
HEREFFRET2b0ET 25, 72720, AMEAR, BHXTEROERICLY T —F =7 AR—Z =X
T AR — 2 —DER LOBRBEOEERE S EHNZLEERLS, TOHEIE. T —F BRI, YKIEA
WA B ORI Z T 5 2 ENTE 5, MBINEREOTMIE, [HRE) IZES< A OLBEBRIZIRE S

2
Clause 7 |] % 7 %
Mediation and jurisdiction // &R OVEEEHE
1. The data importer agrees that if the data subject invokes against it third-party

beneficiary rights and/or claims compensation for damages under the Clauses, the data importer
will accept the decision of the data subject: // T—% A v R—%—iF, T—ZERBAHFIZH LT
EEZm B OMREZRAT 20, KO/XE TR ICESWTHIEZHERT 2561, 7— 2 EEDOLT
DREEZTAND ZEICRBETH LD LT 5,

(a) to refer the dispute to mediation, by an independent person or, where applicable, by
the supervisory authority; // HMSZE97E AN, XILEYS T 254 T BHBEIC L 250EIC. wFEeER
50

(b) to refer the dispute to the courts in the Member State in which the data exporter is

established. // T—# =7 ZR—F—=n%iLahiz NRE] oK. FeEhd,

2. The parties agree that the choice made by the data subject will not prejudice its
substantive or procedural rights to seek remedies in accordance with other provisions of national
or international law. // WX FEFIL, 7 — % EEBIT o &L, ERNEUIEEREDZOMOSKREIC
o TRF 2 RD DT —F EROFERW UL T LOMERIZH72 9 b O TIERNZ LIZEET 5,
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Clause 8 [/ # 8 £
Cooperation with supervisory authorities // EE#EL OWHH

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority
if it so requests or if such deposit is required under the applicable data protection law. // T —
B AR—H =L, TOBEENDH -T2, THEHAIN D7 — ZRERICE SO TREALERE AL, 2
DEREFED 2 ¥ — BB T 5 Z LICFRET 5,

2. The parties agree that the supervisory authority has the right to conduct an audit of the
data importer, and of any sub-processor, which has the same scope and is subject to the same
conditions as would apply to an audit of the data exporter under the applicable data protection
law. // WIMEFIL BEEEANT — 2 A VAR —F — R OESFEDEE L ST 2HF A FGT 52 &
WAEETDH, ZOBERE, MAShD T —2REEICES T =4 =7 AR —% —OEA LA UHiFE TITh
. FHICHEH SNSRI LRI LSS b LT 5,

3. The data importer shall promptly inform the data exporter about the existence of
legislation applicable to it or any sub-processor preventing the conduct of an audit of the data
importer, or any sub-processor, pursuant to paragraph 2. In such a case the data exporter shall
be entitled to take the measures foreseen in Clause 5(b). [/ 7—#%A v FR—%—iZ, BH XTI
BHANERICEMN SN DERT, 5 2 HICESL T —F A VR —F = XITRBESELITKH T D BER O FE %
i 5 b ORHIE, HONIT —F =7 AR—L—IZ@BNTDHEDET D, PrIGEEIE, T—F T
AN—F =%, AL 5() FORELZIMD Z LN TE D,

Clause 9 [/ # 9 £
Governing law // #EjLsk

The Clauses shall be governed by the law of the Member State in which the data exporter is
established. // T4 IQid, T—F 7 AR—FZ—NEiLan DNEE] OEENER SIS,

Clause 10 [/ # 10 %
Variation of the contract // ZWOEE
The parties undertake not to vary or modify the Clauses. This does not preclude the parties from
adding clauses on business related issues where required as long as they do not contradict the

Clause. // WUHEHIZ, [&HE] 2ZFEUMEE LRV LE2KHET S, 202 &id, LEREAIC
[RIH] LK LARWD & 25 E LT, MY EENFEEORBEICEELZ BTS2 L 2T 720,
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Clause 11 [/ # 11 %
Sub-processing // LEOANE

1. The data importer shall not subcontract any of its processing operations performed on
behalf of the data exporter under the Clauses without the prior written consent of the data
exporter. Where the data importer subcontracts its obligations under the Clauses, with the
consent of the data exporter, it shall do so only by way of a written agreement with the sub-
processor which imposes the same obligations on the sub-processor as are imposed on the data
importer under the Clauses. Where the sub-processor fails to fulfill its data protection obligations
under such written agreement the data importer shall remain fully liable to the data exporter
for the performance of the sub-processor’s obligations under such agreement. [/ T—% A~
A= =%, T—H I AR—Z—OEBMILHABEFANCGLZ L, T&RHEA] KEIET -/
AR—=F —=IZRO> THENFEMT 20D R DWIEEE LINEL TER LR, T—F 7 AR—F—DIF
Bloko, 7= A v AR—F =0 [£H] LA BHOEBZMNETI2HET. 7414 Vv R—¥—I%,
VFZOREE LT, THRE) ICERDSDEXT—H A VR — 2SN D EK LA URHE 2 LB e ISR T
EEIZ L AN NN LS L O L35, WESNELEN 0D EMmIZ L DR HESL T — 4 ik
BrBITCERPSTGE, T4 A R —% =%, 215N UBINT DO RFE DOBITIZ OV T,
Bl EWEBRRBELET — X I AR—Z—IZXH LTAI LD LTS,

2. The prior written contract between the data importer and the sub-processor shall also
provide for a third-party beneficiary clause as laid down in Clause 3 for cases where the data
subject is not able to bring the claim for compensation referred to in paragraph 1 of Clause 6
against the data exporter or the data importer because they have factually disappeared or have
ceased to exist in law or have become insolvent and no successor entity has assumed the entire
legal obligations of the data exporter or data importer by contract or by operation of law. Such
third-party liability of the sub-processor shall be limited to its own processing operations under
the Clauses. [/ T —% A LV iR—4 — LIBAEROM TRHEIEN 2 FRIOZHNEICBNTH, LTOSES
WRELTE 3 FIEDIEZSREOFHEEDDLILDET D, T—HZIAR—F =T —F A R—
B2 —DR TR FEFE LR Loh, B EFE LR olohy, XISHLWARRRICM - 72 7o i, 7 — & EK
2, E6FRE 1HEHTERINDLIZT X I AR—F—XET — XA R —&—IZxt L THfE &R
FTHZENTET, B UREHEOHEAIZ LY T — X2 AR = —XIT —F A VR — 2 —DIER L&
BOERE B Efk SHMEADR 72 WGE, WBINERODNDHE =FOETE, [TRHE] IZHES<HLOL
FEBICRE S LD,

3. The provisions relating to data protection aspects for sub-processing of the contract
referred to in paragraph 1 shall be governed by the law of the Member State in which the data
exporter is established. // % 1 HTE K SN 2BNICE ENZABINEIZE T 57 — X REOMIEIC
BT D4, T— X7 AKR—F—nFim3niz EE] oFEfsEHsb,

4, The data exporter shall keep a list of sub-processing agreements concluded under the
Clauses and notified by the data importer pursuant to Clause 5(j), which shall be updated at
least once a year. The list shall be available to the data exporter’s data protection supervisory
authority. // 7—# =7 AKR—%—iF, [§&HE] [ZESOTHRE S, & 5(0) &I TT—# 1
R—=F =DA% Z T T AN ERAED Y A 2 RFFL, Aledtd 1 FIZ 1 BEEHFTLIb0LT
B0 B IUANMI, T—HZI AR —OT —ZREEEKREICRILTE A LD LT 5,
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Clause 12 ] % 12 %

Obligation after the termination of personal data-processing services // AT —X4L
B —E RO THOEE

1. The parties agree that on the termination of the provision of data-processing services,

the data importer and the sub-processor shall, at the choice of the data exporter, return all the
personal data transferred and the copies thereof to the data exporter or shall destroy all the
personal data and certify to the data exporter that it has done so, unless legislation imposed

upon the data importer prevents it from returning or destroying all or part of the personal data

transferred. In that case, the data importer warrants that it will guarantee the confidentiality of
the personal data transferred and will not actively process the personal data transferred

anymore. [/ T —ZWBY—EROBENKET I T —F A AR —F - ROWESNERIT, T—F

T AR—H—OFRUCIY | BEINETARTOMAT —FRPZOA—%T —H T AR—H—|TiK

HIT B0, TR TOBAT—FEWHEL, TOEET —F T/ AR—F— I L THRT A Z &IT, M

YHBFIAET D, L, T4 A VA —F—ICRINDERICIY, BEIREEAT—Z D3 TX

IE— 2 IBHUIHET 2 Z ENRA L ONL25E81F, ZORY TRV, ZOEAEF. T —F A4 U R—F—i3,
HRIE SN T — X OB IR T 2 2 & ROLIBRITEE SN BAT — % 2 HEIZLIR L7222 &

EPRAET B,

2. The data importer and the sub-processor warrant that upon request of the data exporter
and/or of the supervisory authority, it will submit its data-processing facilities for an audit of the
measures referred to in paragraph 1. // 7 —%A VAR —Z —ROWIINERIZ, T —F =7 AR —
2 — RO/ TEEWE OGN HIX, # 1 HTERTHHEICONWT, F—#URER &2 EREICEZRD
T L ERAET D,
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