PERSONAL DATA PROCESSING AGREEMENT FOR SAP
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CLOUD SERVICES
BACKGROUND

Purpose and Application. This document ("DPA") is
incorporated into the Agreement and forms part of a
written (including in electronic form) contract between
SAP and Customer. This DPA applies to Personal Data
processed by SAP and its Subprocessors in connection
with its provision of the Cloud Service. This DPA does
not apply to non-production environments of the Cloud
Service if such environments are made available by
SAP, and Customer shall not store Personal Data in
such environments.

Structure. Appendices 1 and 2 are incorporated into
and form part of this DPA. They set out the agreed
subject-matter, the nature and purpose of the
processing, the type of Personal Data, categories of
data subjects and the applicable technical and
organizational measures.

GDPR. SAP and Customer agree that it is each party’s
responsibility to review and adopt requirements
imposed on Controllers and Processors by the General
Data Protection Regulation 2016/679 (“"GDPR"), in
particular with regards to Articles 28 and 32 to 36 of
the GDPR, if and to the extent applicable to Personal
Data of Customer/Controllers that is processed under
the DPA. For illustration purposes, Appendix 3 lists the
relevant GDPR requirements and the corresponding
sections in this DPA.

Governance. SAP acts as a Processor and Customer
and those entities that it permits to use the Cloud
Service act as Controllers under the DPA. Customer
acts as a single point of contact and is solely
responsible for obtaining any relevant authorizations,
consents and permissions for the processing of
Personal Data in accordance with this DPA, including,
where applicable approval by Controllers to use SAP
as a Processor. Where authorizations, consent,
instructions or permissions are provided by Customer
these are provided not only on behalf of the Customer
but also on behalf of any other Controller using the
Cloud Service. Where SAP informs or gives notice to
Customer, such information or notice is deemed
received by those Controllers permitted by Customer
to use the Cloud Service and it is Customer’s
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AOAHHbIX ANA OBJIAYHbLIX YCNYT SAP
OBLAA UHOOPMALINA

Llenb n npuMmeHeHue. YCNoBuA, cogepxawmecs B
HacTosALweM [OKYMeHTe («CornaweHunm o6
o6paboTke nepcoHasibHbIX AAHHbIX>»), SABASAIOTCS
yacTtbto CornaweHunsa 1 cornaweHnemM B NMcbMeHHon (B
TOM 4uCne 31eKTpoHHOW) dopme Mexay SAP wu
3aka3unkoM. Hacrtosiwiee CornaweHne o6 obpaboTke
NMepCoHasbHbIX AAHHbIX MPUMEHSAETCS K OTHOLIEHUAM
CtopoH no o6paboTke pJAaHHbIX B CBSA3M C
npepocrtasneHmem O6nayHo ycayrm B 4acTu
MepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbiX KOMNAaHNEN
SAP 7 ero Cybnoapsgunkamm. HacTtoswee
CornaweHune 06 o6paboTke nepcoHanbHbIX AaHHbIX He
NOANEXWUT MPUMEHEHMUI0 K OTHOoWweHusM CTOpoH Mo
noBoOAy HEeNpOAYKTMBHbLIX cpen O6naydHonm ycnyru,
ecnu 3akasumKy koMmnaHuen SAP 6bi1 npegocTtasBiieH
LOCTYN K TakKMM cpejaMm, W MNO3TOMYy 3aKasumk He
OOKEH XpaHUTb B HMX MepcoHanbHble AaHHbIE.

CTpykTtypa. lNpuioxeHmna 1 n 2 BKNKOYEHbl B COCTaB

HacTosLero CornaweHus 06 obpaboTke
nepcoHasnbHbIX AaHHbIX n ABNAOTCA ero
HeoTbeMneMbIMU 4acCTdaMMU. B HUX cornacoBaHbl
npeaMeT, Xapaktep W Uuenb o6paboTku, Twn
MepcoHanbHbIX  AaHHbIX, KaTeropum Cy6beKkToB
OaHHbIX M COOTBETCTBYHOLIME  TEXHUYECKME U

OpraHun3aLMOHHbIE Mepbl.

GDPR. SAP u 3aka3uumk cornawarTcs C TeM, 4To
Kaxgasa  CTOpOHa  HeceT  OTBETCTBEHHOCTb  3a
paccMoTpeHune 7 npuHAaTHUE TpeboBaHui,
npeabasnsembix Kk Onepatopam u O6paboTumkam
O6bwmM pernaMeHToOM nNO 3awmTe AaHHbix 2016/679
(«GDPR>»), B 4aCTHOCTW B OTHOLLEHUW CTaTel 28 n 32-
36 yKasaHHOro pernaMeHTa, ecnm 3To NnpuMeHnmo (U B
TON Mepe, B Kakoh 3TO NPUMEHUMO) K epCoHaNbHbIM
AaHHbIM  3akasumka wnum  OnepaTopoB, KOTopble
obpabatbiBatoTca B cooTBeTcTBMM C CornaweHunem ob
obpaboTke nepcoHanbHbIX AaHHbIX. B kKauectBe
UACTpaumnmn B MpunoxeHuun 3 rnepeyuncrieHsbl
cooTBeTCcTBYlOWMe TpeboBaHusa GDPR u pasgensl
HacToswero CornaweHus 06 obpaboTke
nMepcoHasibHbIX AAHHbIX.

MpuHUMNBbI NPaBOBOro peryaMpoBaHus. B pamMkax
CornaweHuns o6 obpaboTke mnepcoHanbHbIX AAHHbIX
SAP BbicTynaet B ponn ObpaboTumka, a 3akasuunk un te
opraHmsaunu, KOTOpbIM OH paspellaeT MCMNob30BaTb
O6nauHyto ycnyry, — B ponn OnepaTopoB. 3akKa3uuk
BbICTyNnaeT B KayecTBe eAWHCTBEHHOro0 KOHTaKTHOro
nvua n HeceT eAWHOSIMYHYIO OTBETCTBEHHOCTb 3a
nony4vyeHue nobbIX COOTBETCTBYIOWMX MNOSTHOMOUUNA,
onobpeHumn 7 paspeLeHum ans obpaboTku
MepcoHanbHbIX AaHHbIX B COOTBETCTBMU C HACTOALLMM
Cornawennem 06 o0bpaboTke nepcoHanbHbIX AAHHbIX,

BKJ/OYas, B COOTBETCTBYHOLUNX cuUTyaumsx,
noaTeepxaeHne Onepatopamm npusnedyeHnss SAP B
KayecTtee O6paboTunka. Ecnu 3aKkasumk

npeaocTasBfseT NnoiIHOMOoUUsl, 0A06peHNs, MopyUeHNs
WNW pa3speLleHmns, OHN NPeaoCTaBNATCA He TO/IbKO OT
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responsibility to forward such information and notices
to the relevant Controllers.

SECURITY OF PROCESSING

Appropriate Technical and Organizational
Measures. SAP has implemented and will apply the
technical and organizational measures set forth in
Appendix 2. Customer has reviewed such measures
and agrees that as to the Cloud Service selected by
Customer in the Order Form the measures are
appropriate taking into account the state of the art,
the costs of implementation, nature, scope, context
and purposes of the processing of Personal Data.

Changes. SAP applies the technical and
organizational measures set forth in Appendix 2 to
SAP’s entire customer base hosted out of the same
Data Center and receiving the same Cloud Service.
SAP may change the measures set out in Appendix 2
at any time without notice so long as it maintains a
comparable or better level of security. Individual
measures may be replaced by new measures that
serve the same purpose without diminishing the
security level protecting Personal Data.

SAP OBLIGATIONS

Instructions from Customer. SAP will process
Personal Data only in accordance with documented
instructions from Customer. The Agreement (including
this DPA) constitutes such documented initial
instructions and each use of the Cloud Service then
constitutes further instructions. SAP will use
reasonable efforts to follow any other Customer
instructions, as long as they are required by Data
Protection Law, technically feasible and do not require
changes to the Cloud Service. If any of the before-
mentioned exceptions apply, or SAP otherwise cannot
comply with an instruction or is of the opinion that an
instruction infringes Data Protection Law, SAP will
immediately notify Customer (email permitted).

Processing on Legal Requirement. SAP may also
process Personal Data where required to do so by
applicable law. In such a case, SAP shall inform

Personal Data Processing Agreement for SAP Cloud Services (DUAL) (CIS) ruRU.v.7-2020

2.2

3.2

MMEHW caMoro 3aKa3uukKa, HO M OT MUMEeHW Bcex
ocTanbHbIX OnepaTopoB, wucnonb3ylwmnx O6nayvHyto
ycnyry. B Tex cnyyasax, korga SAP nHdopMupyeT unm
yBeAgoMnseT 3aka3uuka, Takas WHdopMmauus uam
yBeAoM/IeHne cunTaeTcs Nosly4YeHHOoM TemMmn
OnepaTtopamu, KOTOPbIM 3aKka3unk  paspewmun
nucronb3oBatb O6nayHyro ycnyry, n 3akasudukK HeceT
OTBETCTBEHHOCTb 3a nepegadvy Takon umHdopmauuu um
yBeAOMJSIEHNI COOTBETCTBYIOLWNM OnepaTopam.

BE3OMNACHOCTb OBPABOTKMHA

CooTBeTcTBYIOL}ME TexHn4YeckKkme n
opraHusauMoHHble Mepbl. KomnaHnsa SAP BHegpuna
n 6yaeT NpUMEHsTb TEXHUYECKME U OpraHM3auMOHHbIe
Mepbl, onpeaesieHHble B [IpuaoxeHun 2. 3akasuuk
MU3Y4un 3T Mepbl U COrnaceH c NpUeEMSIEMOCTbIO Mep B
oTHoweHun O6nayHon ycnyrn, BblibpaHHOM MM B
JoroeBope, C y4yeTOM TeKyLlero YpOBHS pas3BuUTUSA
HayKu U TEXHWUKW, 3aTpaT Ha peann3auunto, xapakrepa,
cdhepbl NpUMEHEHUS, KOHTEKCTa U uenen obpaboTku
MepcoHanbHbIX AaHHbIX.

NU3MeHeHnsa. SAP npuMeHsieT onpeaeneHHole B
MpuUnoXeHun 2 TexHU4Yeckue n opraHusaumoHHbIE
Mepbl KO BCEM 3aka3uukam SAP, obcnyxmBaembiM B
OAHOM LleHTpe 06paboTkM AaHHbIX M NOoNy4awLWwmMm
OAHY M Ty xe Ob6naydHyto ycnyry. SAP MoxeT B ntoboe
Bpemsl 6e3 npeaBapuTesIbHOrO yBEAOM/IEHUS USMEHUTb
Mepbl, onpeaeneHHole B [puaoxeHun 2, ecnm npwm
3TOM COXPaHWUTCH COMOCTaBUMbIA nnn 6onee BbICOKUN
ypOBEeHb 6e3onacHocTw. NHamBuayanbHble
MeponpuaTUs MOryT 6biTb 3aMeHEHbl HOBbIMU MepaMMu,
€CNM OHWU CyXaT TOW Xe LeM U He yMeHbLlalT
ypoBeHb 6e3onacHocTu MepcoHanbHbIX AaHHbIX.

OBA3ATEJIbCTBA KOMIMNAHUN SAP

MopyuyeHus 3aka3uuka. SAP obsa3zaHo
obpabatbiBaTe [lepcoHanbHble AaHHble TOMbKO B
COOTBETCTBMW C [OKYMEHTaslbHO MNOATBEPXAEHHbIMU
nopy4vyeHusMm 3akasuumka. K TakoMy AOKYMeHTanbHO
NOATBEPXAEHHOMY  MepBOHAYallbHOMY  MOPYYEHUIO
oTHocuTcsa CornaweHuve (B TOM 4YuCe U HacTosuee
Cornawenune 06 o6paboTke nepcoHanbHbIX AAHHbIX), @
OOMONHUTENbHbIE  nopy4YeHns  GopMUpYOTCAa  Mpwu
KaXxgoM cny4dae ucrnonb3oBaHus O6nadyHon ycnyru.
SAP o06g3yeTca npunaraTb pasyMHble YyCUauMsa AN
BbINOJSIHEHMS NOObIX APYrnx MopydeHuMn 3akasuuka,
ecnm Toro TpebyeT 3akoHOAATENbCTBO O 3auuTte
MepCcoHasbHbIX  AaHHbIX 7 3TO  TEXHWYECKMn
ocywectBuMo 1 He TpebyeT mameHeHuit B Ob6navyHomn
ycnyre. Ecnn NpUMeHMMO Kakoe-nnbo n3
BbILUEYMOMSHYTbIX WCKOUYEHUA unn SAP He MoOXeT
BbIMOJSIHUTb MOpy4YeHMEe MO WHbIM npuyMHaM nmbo
NnpUAEPXMBaAeTCs MHEHUs, 4TO Mopy4yeHue Hapylaet
3aKkoHOAATEeNbCTBO O 3alUMTE MepCoHaNbHbIX AAHHbIX,

SAP  HesamepnuTenbHo yBegomnser 06  3TOM
3akaszuunka (aonyckaeTcs yBeAoM/eHune no
3/1EKTPOHHON nouyTe).

O6paboTkKa, OCHOBaHHas Ha Tpe6oBaHun
3aKoHopaaTeNnbCTBa. SAP TaKxe MOXeT
obpabaTbiBaTb [lepcoHanbHble AaHHble, €Cnu TOoro
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Customer of that legal requirement before processing
unless that law prohibits such information on
important grounds of public interest.

Personnel. To process Personal Data, SAP and its
Subprocessors shall only grant access to authorized
personnel who have committed themselves to
confidentiality. SAP and its Subprocessors will
regularly train personnel having access to Personal
Data in applicable data security and data privacy
measures.

Cooperation. At Customer’s request, SAP will
reasonably cooperate with Customer and Controllers
in dealing with requests from Data Subjects or
regulatory authorities regarding SAP’s processing of
Personal Data or any Personal Data Breach. SAP shall
notify the Customer as soon as reasonably practical
about any request it has received from a Data Subject
in relation to the Personal Data processing, without
itself responding to such request without Customer’s
further instructions, if applicable. SAP shall provide
functionality that supports Customer's ability to
correct or remove Personal Data from the Cloud
Service, or restrict its processing in line with Data
Protection Law. Where such functionality is not
provided, SAP will correct or remove any Personal
Data, or restrict its processing, in accordance with the
Customer’s instruction and Data Protection Law.

Personal Data Breach Notification. SAP will notify
Customer without undue delay after becoming aware
of any Personal Data Breach and provide reasonable
information in its possession to assist Customer to
meet Customer’s obligations to report a Personal Data
Breach as required under Data Protection Law. SAP
may provide such information in phases as it becomes
available. Such notification shall not be interpreted or
construed as an admission of fault or liability by SAP.

Data Protection Impact Assessment. If, pursuant
to Data Protection Law, Customer (or its Controllers)
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TpebyeT npuMeHMMOe 3akoHoAaTeNnbCTBO. B 3TOM
cny4dae komnaHua SAP fomkHa yBeAOMUTb 3akasuumka
0 TakoM TpeboBaHMW 3akoHoAaTeNbCTBa nepes
obpaboTkoli, ecnu Takoe WHMOPMUpPOBAHUE He
3anpeweHo 3aKoHOAATENbCTBOM MO YBaXWUTESIbHbIM
npuyMHaM B rocyAapCTBEHHbIX MHTEpecax.

MepcoHnan. B cBs3uM c obpaboTkoi [MepcoHanbHbIX
OaHHbIX KoMnaHua SAP un ee Cybnoapsagymkm no
06paboTke JAaHHbIX [O/HKHbI MPeAoCTaBNATb AOCTYN
TONIbKO  YMOJSIHOMOYEHHOMY MEpCOHany, KOTOopbIi
obsazancsa obecneunTb KOHdMAEHUNANBHOCTb.
KomnaHusa SAP n ee Cybnoapsgaunkm no obpaboTtke
OAHHbIX MPOBOAAT Cpean nepcoHana, WMerLwero
poctyn K [lepcoHanbHbIM AaHHBIM, PeErynsipHble
MHCTPYKTaXW N0 Haanexalumm Mmepam 3almThbl AaHHbIX
N KOHMUAEHUMANBHOCTH.

CotpyaHmuectBo. [lo 3anpocy 3akasuuka SAP
oKaxeT 3aka3uumky uam  nwbomy  Onepartopy
cogenctene B 06paboTke 3anpocoB CO CTOPOHbI
CybbeKkToB JAaHHbIX W KOHTPOJMPYIOWMX OpraHos,
OTHoOCcAWMXCA K o6pabotke SAP [lepcoHanbHbIX
OaHHbIX nnu nboro HapyLlweHns nx
KoHdMaeHumnansHocTn. SAP 0653yeTca KaK MOXHO
CKOpee yBeAOM/ATb 3aka3umka o nAwboM 3anpoce,
nony4yeHHoMm wmMm oT CybbekTa [AaHHbIX B CBA3U C
o6paboTkol lMepcoHanbHbIX AaHHbIX, HE OTBe4Yas Ha
3TOT 3anpoc 6e3 ganbHenWwnx NopyYeHin 3aKasumka,
ecnun 3TO NMPUMEHNMO. SAP npeaocTaBuT
PYHKUMOHaNbHbIe BO3MOXHOCTWU, KOTOpble MO3BONAT
3aKkasunky ucnpaBnaTb wau yaanate [epcoHanbHble
AaHHble 13 O6bnayHoW ycnyru wam orpaHuymMBaTtb UX
06paboTKy B COOTBETCTBMM C 3aKOHOAATENbCTBOM O
3aWmMTe  NepcoHanbHbIX  AaHHbIX. Ecnn  Takas
(dYHKUMOHaNbHOCTb He npepocTtaBnsetcs, SAP 6yaer
UcnpaensaTb WAM  yaansate obble  [epcoHanbHble
[aHHble wunu  orpaHuymBaTb ee o0b6paboTky B
COOTBETCTBUMU C nopy4vyeHuem  3akasuuka "

3akoHopaTeNnbCTBOM O 3awuTe  MepcoHasibHbIX
OAHHbIX.
YBeapoMneHue o HapyweHun

KOH(UAEHLMANIbHOCTU NMEepPCOHaNbHbIX AaHHbIX.
SAP ob6asyetca 6e3 kakux-imbo HeO6OCHOBAHHbIX

3a4epxeK yBedOMNATb 3aKasuMka O CTaBLuX
N3BECTHbIMU akTax HapyweHus
KOH®OUAEHUNANTBHOCTN  MEepPCOHaNbHbIX  AAHHbIX W©

npenocTaBuMTb B pasyMHbIX Mpeaenax WMeLycs
MHpopMauuo 0 Takux dakTtax, 4tobbl nomMoyb
3aka3unKky BbIMNOAHUTL ero obsas3aTenncrBa B
OTHOLUEHUN MHMOPMMpPOBaHUS o] HapyweHunu
KOH®MWAEHUMANBbHOCTM  MEpPCOHasnbHbIX AaHHbIX B
COOTBETCTBUM C TpeboBaHMAMM 3akoHoAaTesbCTBa O
3aWmMTe  nepcoHanbHbIX  AaHHbIX. SAP  MoxeT
NpeaocTaBnATb Taky WHGOpMauMio no3TanHo, no
Mepe TOro, Kak OHa CTaHOBMUTCHA AOCTynHoW. Takoe
yBeJOMJIEHNEe He JAO0/HKHO MHTEpPNpPEeTUpoBaTbCS WU
TONIKOBATLCA KakK rnpusHaHue ownbkmn nnu
OTBETCTBEHHOCTM CO CTOPOHbI SAP.

OueHka BO34eNCTBUNA Ha rnepcoHalsibHble
AaHHble. Ec/in B COOTBETCTBUU C 3aKOHOAATE/TIbCTBOM
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are required to perform a data protection impact
assessment or prior consultation with a regulator, at
Customer’s request, SAP will provide such documents
as are generally available for the Cloud Service (for
example, this DPA, the Agreement, audit reports or
certifications). Any additional assistance shall be
mutually agreed between the Parties.

DATA EXPORT AND DELETION

Export and Retrieval by Customer. During the
Subscription Term and subject to the Agreement,
Customer can access its Personal Data at any time.
Customer may export and retrieve its Personal Data in
a standard format. Export and retrieval may be
subject to technical limitations, in which case SAP and
Customer will find a reasonable method to allow
Customer access to Personal Data.

Deletion. Before the Subscription Term expires,
Customer may use SAP’s self-service export tools (as
available) to perform a final export of Personal Data
from the Cloud Service (which shall constitute a
"return" of Personal Data). At the end of the
Subscription Term, Customer hereby instructs SAP to
delete the Personal Data remaining on servers hosting
the Cloud Service within a reasonable time period in
line with Data Protection Law (not to exceed six
months) unless applicable law requires retention.

CERTIFICATIONS AND AUDITS

Customer Audit. Customer or its independent third
party auditor reasonably acceptable to SAP (which
shall not include any third party auditors who are
either a competitor of SAP or not suitably qualified or
independent) may audit SAP’s control environment
and security practices relevant to Personal Data
processed by SAP only if:

(a) SAP has not provided sufficient evidence of its
compliance with the technical and
organizational measures that protect the

production systems of the Cloud Service
through providing either: (i) a certification as to
compliance with ISO 27001 or other standards
(scope as defined in the certificate); or (ii) a
valid ISAE3402 and/or ISAE3000 or other
SOC1-3 attestation report. Upon Customer’s
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0 3alMTe NepcoHanbHbIX AaHHbIX 3akasunk (Mnun ero
OnepaTtopbl) AOMKHbI BbINO/HUTL OLEHKY BO34AENCTBUS
Ha nepcoHasnbHble AaHHble i npoBecTn
npeaBapuTENbHY KOHCY/IbTaLUMIO C KOHTPOMPYIOLUM
opraHoM, SAP no 3anpocy 3akasuuka npenocTaBuT
COOTBETCTBYIOLME [AOKYMEHTbl, KOTOpble 06bI4YHO
odopmMnaTCcs nNpu  okasaHum ObnayHom ycnyru
(Hanpumep, HacTtoswee CornaweHve 06 obpaboTke
nepcoHasnbHbiX AaHHbIX, CornaweHue, OT4YeTbl O
rnposepkax Nz ceptudukarol). Jobas
OOMONHUTENbHAs noMoWb AoXHa 6biTb B3aMMHO
cornacoeaHa mexay CTopoHamu.

SKCNOPT U YOANEHUE AAHHbIX

JKCNOPT U U3BJIeHeHUe AaHHbIX 3aKa3uuKoM. B
TeyeHne Cpoka noanumcku 3akasuuk B ntoboe Bpems
MMeeT A[O0CTyn K cBouM [lepCoHanbHbIM AaHHbIM B
CoOoTBETCTBUMN C ycnoBusMn CornaweHms. 3akasuumk
MMeeT npaBO 3KCNOpPTUpPOBaTb M U3BJeKaTb CBOU
lMepcoHanbHble paHHble B CTaHAapTHOM dopmMare.
Ecnn  Ha onepauuMm 3Kcnopta UM U3BJIeYEHUSN
pacnpoCTpaHATCA TEXHUYECKMe orpaHnyenunsi, SAP un
3akasunk o06sA3ytoTca  onpeaenutb 060CHOBaHHLIN
cnocob, obecneymBatoWwnim A0CTyN 3aKa3unmka K CBOUM
MepcoHanbHbIM AAHHbIM.

YpaneHue. [1o ncredeHms Cpoka noanmMckmn 3akasumk
MOXET WCMNOoNb30BaTb AOCTYMHble WHCTPYMeHTbl SAP

ans CaMOCTOATENIbHOIO 3KCnopTa, yTO6bI
OKOHYaTesIbHO 3KCNopTUpoBaThb MNMepcoHanbHble
AaHHble wn3  O6nayHon ycayrm  (4TO  AO/KHO

TOIKOBATbCS KakK «BO3BpaT» [lepcoHanbHbIX AaHHbIX).
Mo ncreyeHnmn Cpoka NOANMCKM 3aKa3uMK HACTOSALMM
nopydaetr SAP vypanutb [lepcoHanbHble AaHHble,
oCTaBlUMecs Ha cepBepax, rae pasmeweHa ObnauyHas
ycnyra, B TedeHMe 060CHOBAHHOIO nepuoaa BpeEMEHMU
B COOTBETCTBMM C 3aKkoHOAATeNbCTBOM O 3awuTte
NnepcoHasnbHbIX AaHHbIX (He 6onee wectn Mecsues),
€cnM nNpuvMeHMMOe 3aKkoHoAaTeNnbCTBO He Tpebyer
JanbHeNLWero nx XpaHeHus.

CEPTUOUKATDLI U AYANUT

AyauTt, npoBoAUMbIN 3aKa3uMKOM. 3aKasuyukK Wam
€ro He3aBUCUMbI BHELWHUIN ayanuTop, NpueMsemMblin B
pa3yMHbIX npegenax ansa SAP (npuBneyeHne BHELWHNX
ayAuUTOPOB, KOTOPbIE ABNAOTCA KOHKYpeHTamu SAP, He
MMET COOTBETCTBYHOLWEN KBanudukaumm uam He
ABMSAIOTCA  HE3aBUCUMbIMM, HEeAOMNYyCTUMO), MOryT
NnpoBEPUTb CPeACTBa OCYLLECTBNEHUSA KOHTPona SAP 1
MeToabl obecneyeHns 6e30MacHOCTM, MpUMEHSeMble
SAP npu obpaboTke [MepcoHanbHbIX AaHHbIX, TONbKO B
cneayowmx cnyyasax:

(a) KomnaHusa SAP He npeactaBuna AOCTATOYHbIX
CBMAETEeNbCTB COOMIOAEHUS TEXHUYECKUX W
OpraHn3aunoHHbIX mep, 3awmarowmx
NpoAYKTUBHblE cucTeMbl Ob6nadHon ycnyrm,
OAHUM n3 cnegywowmx  crocobos: (i)
npenocrasus ceptudumkar COOTBETCTBUSA
ctangapty ISO 27001 unu MHbIM cTaHgapTaM (B
obbeme, ykasaHHOM B cepTudukarte); (i)

npenocTaBMB AENCTBUTENbHbIM aTTECTAaUMOHHbIN
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request audit reports or ISO certifications are
available through the third party auditor or SAP;

(b) A Personal Data Breach has occurred;

(c) An audit is formally requested by Customer’s
data protection authority; or

(d) Mandatory Data Protection Law provides

Customer with a direct audit right and provided
that Customer shall only audit once in any
twelve month period unless mandatory Data
Protection Law requires more frequent audits.

Other Controller Audit. Any other Controller may
audit SAP’s control environment and security practices
relevant to Personal Data processed by SAP in line with
Section 5.1 only if any of the cases set out in Section
5.1 applies to such other Controller. Such audit must
be undertaken through and by Customer as set out in
Section 5.1 unless the audit must be undertaken by
the other Controller itself under Data Protection Law.
If several Controllers whose Personal Data is
processed by SAP on the basis of the Agreement
require an audit, Customer shall use all reasonable
means to combine the audits and to avoid multiple
audits.

Scope of Audit. Customer shall provide at least sixty
days advance notice of any audit unless mandatory
Data Protection Law or a competent data protection
authority requires shorter notice. The frequency and
scope of any audits shall be mutually agreed between
the parties acting reasonably and in good faith.
Customer audits shall be limited in time to a maximum
of three business days. Beyond such restrictions, the
parties will use current certifications or other audit
reports to avoid or minimize repetitive audits.
Customer shall provide the results of any audit to SAP.

Cost of Audits. Customer shall bear the costs of any
audit unless such audit reveals a material breach by
SAP of this DPA, then SAP shall bear its own expenses
of an audit. If an audit determines that SAP has
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5.2

5.3

5.4

otyeT ISAE3402 u (unn) ISAE3000 nn6o apyroti
otyeT SOC1-3. Tlo 3anpocy 3akasuuka
ayAUTOpPCKME OTYETbl MM cepTudukaumio Ha
COOTBETCTBME CcTaHAapTaM ISO BbinonHsaeT nnbo
BHELWHWN ayantop, 1nb6o SAP.

(b) nMpousowno HapylweHne KOHdUAEHUNANBHOCTU
nepcoHasbHbIX AaHHbIX.

(c) TMonyyeH dopManbHbIN 3anpoc Ha NpoBepKy OT
YMO/ITHOMOYEHHOMO OpraHa Mo 3aluTe AaHHbIX
3akasuyuka.

(d) WVmMnepaTMBHbIMM HOpMaMM 3aKOHOAATENbCTBA O

3awuTe nMepcoHasnbHbIX  AaHHbIX npsiMo
npeaycMOTPeHO NpaBo 3akasyuka Ha NMpoBepKy
(ayauTt) npu ycnosBmu, 4TO 3akasuumk 6yper
NpoBOAUTb TaKyl NMPoOBEPKY OAMH pa3 B Ntobon
ABeHaALaTUMeCsYHbIX Mepuod, €Cin  TOMbKo
3aKoHO4ATENBbCTBOM O 3aluUTe AaHHbIX He
npeaycMoTpeHbl 6onee yacTble NPoOBEPKY.

AyauTt, npoBoaMMbii apyrum OnepaTtopom. J1io6om
apyroi Onepatop MOXET MpoOBepsATb CpeAcTBa
ocyuwlecTBneHus KoHTponas SAP n metoabl obecnevyeHus
6e3onacHocTn, oTHocAWwuMecs K obpabaTbiBaeMbiM SAP
MepcoHanbHbIM Aa@HHbLIM, B COOTBETCTBMW C pasAesioMm
5.1, TonbkO ecnn K HeMy MNpUMEHUMbl OCHOBaHUA,
nepeyuncreHHole B pasgene 5.1. Takasa npoBepka
A0oKHa NpoBOANTBLCA yepes 3akasuunka B
COOTBETCTBUM C pa3gesnoMm 5.1, kpoMme cnyyaes, Korga
Takon ppyron OnepaTtop AO/KEH OCYWECTBAATbL ee
CaMOCTOSATENbHO B COOTBETCTBUM C
3aKoHO4aTeNbCTBOM O  3awmTte  MnepcoHaslbHbIX
AaHHbIX. Ecnn nposeaeHnsa nposepku TpebyloT cpasy
Heckonbko OnepatopoB, Ybu lMepcoHanbHble AaHHble
obpabaTtbiBatotcas  SAP Ha ocHoBe CornaweHus,
3aKasunKk AO/HKEH NMPUHATbL BCE pa3yMHble Mepbl ANs
obbeAuHeHMsT Takmx npoBepok BO u3bexaHue
MHOrOKpaTHOro NpoBeAeHus ayauTa.

O6bemMm ayauTa. 3aka3unk obszaH 3abraroBpeMeHHO
yBenomnaTe SAP o noboM ayauTe He no3gHee 4yeMm 3a
WecTbAecAT AHEN A0 ero NpoBeAeHNs, KPOMe Clly4aes,
Korga uMnepaTmBHbIMU HOpMaMK 3aKoHoAAaTeNbCTBA O
3aWmTe AaHHbIX WauM TpeboBaHMEM KOMMETEHTHOro
opraHa Mo 3awuTe JAaHHbIX MpeaycMoTpeH 6onee
KOPOTKUM nepuog Ans yseaomneHus. Yactota n obbvem
Nto6bIX NPOBEPOK AOMKHbI 6bITb B3AaUMHO COriacoBaHbl
Mexay CTOpOHaMu W npoBoAMTbCSH O6OCHOBaHHO W
pobpocosecTHo. lpoBeAeHWe MpOBEPOK 3aKaszuMKOM
OOMKHO b6bITb OrpaHMyeHo Tpems pabounmu AHAMU.

MOMUMO 3TUX OrpaHUWYEHUI CTOPOHbI 0653YHOTCS
MCcnosb3oBaTb  AeWCTBylOWME  cepTUdUKaTbl UK
OTYeTbl APYrMX ayaAuTOpOB  UAM  MPOBEPSAIOLMX

opraHusaumin, 4tobbl nsbexaTb NOBTOPHbLIE NPOBEPKU
WIn CBeCcTM UX K MUHUMYMY. 3aKas3uuk ob6s3aH
npeacrasnAaTb SAP pe3ynbTaTbl BCEX NPOBEPOK.

3arpaTtbl Ha npoBeaeHue ayauTa. 3aKa3uuK HeceT
pacxoabl no nwboi nposepke, ecnu B XxXode ee
nposeneHnss He 6yayT BbIsIBNIeHbl CylleCTBEHHble
HapyweHunsa Hactoswero CornaweHuns o6 obpaboTtke
rnepcoHasnbHbIX AaHHbLIX CO CTOpPOHbl SAP, B cnydae
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6.2

breached its obligations under the DPA, SAP will
promptly remedy the breach at its own cost.

SUBPROCESSORS

Permitted Use. SAP is granted a general
authorization to subcontract the processing of
Personal Data to Subprocessors, provided that:

(a) SAP or SAP SE on its behalf shall engage
Subprocessors under a written (including in
electronic form) contract consistent with the
terms of this DPA in relation to the
Subprocessor’s processing of Personal Data.
SAP shall be liable for any breaches by the
Subprocessor in accordance with the terms of

this Agreement;

(b) SAP will evaluate the security, privacy and
confidentiality practices of a Subprocessor prior
to selection to establish that it is capable of
providing the level of protection of Personal

Data required by this DPA; and

(c) SAP’s list of Subprocessors in place on the
effective date of the Agreement is published by
SAP or SAP will make it available to Customer
upon request, including the name, address and
role of each Subprocessor SAP uses to provide

the Cloud Service.

New Subprocessors. SAP’s use of Subprocessors is
at its discretion, provided that:

(a) SAP will inform Customer in advance (by email
or by posting on the support portal available
through SAP Support) of any intended additions
or replacements to the list of Subprocessors
including name, address and role of the new

Subprocessor; and

(b)

Customer may object to such changes as set out
in Section 6.3.
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6.
6.1

6.2

yero pacxogbl no ayauty 6yaer Hectu SAP. Ecnum
ayauTopckas nposepka BbIsiBUT, 4TO SAP HapylwaeTt
ceBon obsazatenbcrtBa no CornaweHnto o6 obpaboTtke
nepcoHasibHbIX AaHHbIX, SAP HeMeaneHHO YyCTpaHuT
HapylweHune 3a cO6CTBEHHbIN CYeT.

cyenoaAPAAYNKHN NO OBPABOTKE AAHHbIX

PaspelweHHoe ncnosibzosaHme. SAP nmeet npaso u
COOTBETCTBYOLLEE paspelueHune Ha nepegavy
obpaboTkn MepcoHanbHbIX AaHHbIX CybrnoapsaaymkaM
no o6paboTke AaHHbIX NMPU YCNOBUK, YTO:

(a) SAP unu SAP SE 6yayT OT CBOEro WMMEHMU
npuenekatb Cy6bnogpsaumkos no obpaboTke
AaHHbIX Ha OCHOBaHUN [orosopa,
3aK/1Il04aeMoro B NMUCbMeHHOM (B TOM 4ucne B
3/1eKTpOHHON) ¢dopMe B COOTBETCTBUM C
ycnoBusiMm  Hactosiwero  CornaweHuss 06
06paboTKe nepcoHasnbHbIX AaHHbIX B TOW 4acTu,
KoTopas KacaeTcs BbINOJIHEHUSA TaKo
obpabotkn Cybnogpsaumkom no ob6paboTke
AaHHbIX. SAP HeceT OTBETCTBEHHOCTb 3a Ntobble
HapyweHuna Cybnogpsauvka no obpaboTke
OaHHbIX B COOTBETCTBMW C  YC/I0BUAMU
HacTosiwero CornatleHus.

(b) nMepea Bbibopom Cybnoapsadnka no obpaboTtke
AaHHbIX SAP 6yaeTr oueHMBaTb NPUMEHSIEMblE
MM  MeToabl obecneyeHmss  6e30MacHOCTH,
HEMPUKOCHOBEHHOCTM M KOHMOWUAEHLMANBHOCTM
AaHHbIX, 4TOOblI YyCTAaHOBWUTb, CNOCOBEeH S OH
obecneunTb ypoBeHb 3alWuTbl [epcoHanbHbIX
OaHHbIX, TpebyeMbin B paMKax HacTOSsIWeEro
CornaweHuns 06 o06paboTke NepCcoHanbHbIX

AdHHbIX.

(c) AktyanbHbIh cnucok CybnogpsiaumkoB SAP no
06paboTke AaHHbLIX HA MOMEHT BCTYMJIEHUS B
cuny CornaweHus nybnmkyetca SAP  uvnu

npeaocTaBaseTcs 3akasuuky no 3anpocy. Ans

kaxgoro Cy6bnogpsauvMka no  obpaboTke
LAHHbIX, npuBneKaemoro SAP ans
npefocTaBneHuns ObnauHonm ycnyru,

yKa3blBaeTCA UMs, aapec U posib.

HoBble Cy6noapsaaumkn no o6paborke AaHHbIX.
SAP nonb3yetcs ycnyramm CybnoapsadvkoB Mo
obpaboTke [daHHbIX Ha CBOe YCMOTpeHue npu
cobnoaeHUN CrieayoWwnx yCiaoBUn:

(a) SAP 6ypet 3apaHee MHMOPMMpPOBaTL 3aKkasunka
(N0 3N1eKTPOHHOM No4YTe AN NyTeM Nybankaumm
Ha ropTane MOAAEPXKM, AOCTYM K KOTOPOMY
npenocTasnsaeT cnyxba conposoxaeHna SAP) o
ntobom npepgnonaraeMomMm paob6aBfieHMN HOBOIO
mnn 3ameHe Tekywero Cy6bnogpsadvka no
06paboTKe AaHHbIX C YKa3aHWUEM UMEH, apecoB

n ponen.

(b)

3aKkasuynmk MOXET BO3paxaTb MNPOTUB TaKUX
W3MEHEHMUI B COOTBETCTBMU C pasaesnom 6.3.
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6.3 Objections to New Subprocessors.

6.4

(a) If Customer has a legitimate reason under Data
Protection Law to object to the new
Subprocessors’ processing of Personal Data,
Customer may terminate the Agreement
(limited to the Cloud Service for which the new
Subprocessor is intended to be used) on written
notice to SAP. Such termination shall take effect
at the time determined by the Customer which
shall be no later than thirty days from the date
of SAP’s notice to Customer informing Customer
of the new Subprocessor. If Customer does not
terminate within this thirty day period,
Customer is deemed to have accepted the new
Subprocessor.

(b) Within the thirty day period from the date of
SAP’s notice to Customer informing Customer of
the new Subprocessor, Customer may request
that the parties come together in good faith to
discuss a resolution to the objection. Such
discussions shall not extend the period for
termination and do not affect SAP’s right to use
the new Subprocessor(s) after the thirty day

period.

(c) Any termination under this Section 6.3 shall be
deemed to be without fault by either party and

shall be subject to the terms of the Agreement.

Emergency Replacement. SAP may replace a
Subprocessor without advance notice where the
reason for the change is outside of SAP’s reasonable
control and prompt replacement is required for
security or other urgent reasons. In this case, SAP will
inform Customer of the replacement Subprocessor as
soon as possible following its appointment. Section 6.3
applies accordingly.

INTERNATIONAL PROCESSING

Conditions for International Processing. SAP shall
be entitled to process Personal Data, including by
using Subprocessors, in accordance with this DPA
outside the country in which the Customer is located
as permitted under Data Protection Law.
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6.3

6.4

Bo3paxeHus NnpoTMB HOBbIX Cy6noapsaa4YmMKoOB no
o6paboTke faHHbIX.

(a) Ecnm B cooTBeTCTBMM C 3aKOHOAATENBLCTBOM O
3alnMTe nepcoHasbHbIX AaHHbIX Yy 3aka3uuka
€CTb 3aKOHHas npu4YnHa BO3paXkaTb MNPOTUB
06paboTkn lepcoHasnbHbIX AAHHbIX HOBbIMU
CybnoagpsgunkamMn no ob6paboTke AaHHbIX,
3aKkasunk MoxeT pacTtoprHyTb CornaweHue (B
TOM, 4TO Kacaetca O6nauyHom ycnyrun, AnNS
KOTOpOW 6ynet npuBieKaTbCs HOBbIN
Cybnoapsgunk no  obpaboTke  AaHHbIX),
yBeaomms 06 3ToM SAP B nucbMeHHON dopme.
Takoe pacTopXXeHue BCTynaeT B CUY B MOMEHT,
YCTaHOB/IEHHbIN 3aKa3unkoM, HO He no3gHee
TpUAauaTM OHEeRn CO  AHS  MOJIydeHUs UM
yBegomnenmss ot SAP o HoBom Cybrnogpsiaumke
no ob6paboTtke pAaHHbIX. Ecnn B TeyeHwue
TPUALATU AHEN noc/e NoslyYeHUs yBeaoMSIeHUs
3aka3suymnk He pactopr CornaweHue, cymTaeTcs,
YTO OH COrfnaceH C TMpPUBJIEYEHNEM HOBOIO
Cybnoapsayuka no o6paboTke AaHHbIX.

(b) B TeuyeHue TpuaguLaTMAHEBHOrO Nepuoga CO AHS
yBeAoM/ieHMss 3aka3umka KomnaHuen SAP o
HoBoM Cy6noapsaunke no obpaboTke AaHHbIX
3akasuunk MoxeT notpeboBaTb, YTOObI CTOPOHDI
nobpocoBecTHO obcyannn paspelweHune
NpOTUBOPEYUMNN. Takune obcyxaeHuns He
npoaneBaldT Nepuoa ANs pacToOpXeHUs U He
BNMAIOT Ha npaBo SAP npusnekaTb HOBbIX
CybnoapsaunkoB no obpaboTke AaHHbIX Mocrne
TpUALaTUAHEBHOrO Nepuoaa.

(c) TMpu >ToM cuuTaeTcsi, 4UTO PpacTOpXeHMe B
COOTBETCTBMM C HacTosAWMM  pasjenom 6.3
NPONCXOANT He MO BWHE OAHOW M3 CTOPOH W
OCYLECTBNSAETCA B COOTBETCTBMW C YCJIOBUSIMU

CornalueHus.

JKCTpeHHas 3aMeHa. SAP MoOXeT 3aMeHUTb
Cybnogpsagunka no  obpabotke  pgaHHbIX  6e3
npenBapuTenbHOr0  yYBEAOMNEHUSA, €eCcln  npuymnHa
TakoM 3aMeHbl HaxoauTCcs BHe KOHTpons SAP M OHa
TpebyeTca HesameanutenbHo ans  obecneveHus
6e3onacHOCTN MM B CBA3W C APYIrMMU HEOTIOXHbBIMU
notpebHoctamu. B 3ToM cnyyae SAP ysepomnsaer
3aka3umka o 3ameHe Cybrnogpsaumka no obpaboTke
OAHHbIX Cpa3y Xe, KaK TO/IbKO 3TO CTaHOBMUTCS
BO3MOXHbIM MoOcC/fle ero HasHadyeHusa. [lpu 3ToM
COOTBETCTBEHHO NpuMeHseTcs pasgen 6.3.

MEXXAYHAPOAHASAA OBPABOTKA OAHHbIX

YcnoBua MeXAayHapoaHoi o06paboTKM AaHHbIX.
SAP wnmeer npaBo ob6pabaTbiBaTh [lepcoHanbHble

LaHHble, B TOM unmcne ¢ npuB/IeYEHNEM
Cybnogpsagunkoe no  obpaboTke  AaHHbIX, B
COOTBETCTBMM C  HactosAwmm CornaweHmem 06

06paboTke nepcoHanbHbIX AaHHbIX 3a npeaenamu
CTpaHbl MeCTa HaxoXAeHus 3akasuuka, COorflacHo
HopMaM 3akoHoAaTeNbCTBa O 3alUMTe MepCoHabHbIX
OAHHbIX.
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7.2

7.3

Standard Contractual Clauses. Where (i) Personal
Data of an EEA or Swiss based Controller is processed
in a country outside the EEA, Switzerland and any
country, organization or territory acknowledged by the
European Union as safe country with an adequate level
of data protection under Art. 45 GDPR, or where (ii)
Personal Data of another Controller is processed
internationally and such international processing
requires an adequacy means under the laws of the
country of the Controller and the required adequacy
means can be met by entering into Standard
Contractual Clauses, then:

SAP and Customer enter into the Standard
Contractual Clauses;

(a)

Customer enters into the Standard Contractual
Clauses with each relevant Subprocessor as
follows, either (i) Customer joins the Standard
Contractual Clauses entered into by SAP or SAP
SE and the Subprocessor as an independent
owner of rights and obligations ("Accession
Model") or, (ii) the Subprocessor (represented
by SAP) enters into the Standard Contractual
Clauses with Customer ("Power of Attorney
Model"). The Power of Attorney Model shall
apply if and when SAP has expressly confirmed
that a Subprocessor is eligible for it through the
Subprocessor list provided under Section 6.1(c),
or a notice to Customer; and/or

(b)

Other Controllers whose use of the Cloud
Services has been authorized by Customer
under the Agreement may also enter into
Standard Contractual Clauses with SAP and/or
the relevant Subprocessors in the same manner
as Customer in accordance with Sections 7.2 (a)
and (b) above. In such case, Customer will enter
into the Standard Contractual Clauses on behalf
of the other Controllers.

(c)

Relation of the Standard Contractual Clauses to
the Agreement. Nothing in the Agreement shall be
construed to prevail over any conflicting clause of the
Standard Contractual Clauses. For the avoidance of
doubt, where this DPA further specifies audit and
subprocessor rules in sections 5 and 6, such
specifications also apply in relation to the Standard
Contractual Clauses.
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7.2

7.3

CtaHpapTHble [OroBopHble ycsoBuA. B cnyuae,
ecnu (i) NepcoHanbHble AaHHble OnepaTtopa m3 E33

win LWeenuapun obpabaTbiBaloTCA B CTpaHe 3a
npegenamm E33, LWBenuapum wn nwbbIX CTpaH,
opraHusauni nnu TeppuUTOpUiA, NPU3HAHHbIX

EBponerickmum Coto30M B KayecTBe 6e30nacHoM CTpaHbl
C ajeKkBaTHbIM YPOBHEM 3aluMTbl AAHHLIX COracHo
cT. 45 GDPR, a Takxe ecnu (ii) MepcoHanbHble AaHHblE
apyroro Onepatopa obpabaTbiBaloTCA TpaHCrpaHUYHO
M AN TaKOW TpaHCrpaHwuyHon obpaboTkm TpebyroTcs
cpeactBa obecneveHns afeKBaTHOCTU B COOTBETCTBUM
C 3aKOHOAaTeNnbCTBOM CTpaHbl OnepaTtopa, U Takue
TpebyeMmble cpeacTtBa MOXHO obecneuntb nyTem
3aknoyeHna  CraHAapTHbIX AOFOBOPHbIX  YC/I0BWNA,
NPUMEHSAIOTCA CcneayloLme rnosIoXKeHUs:

(a)

SAP wun 3akas3uumk 3akntouvatoT CraHaapTHble
[OroBOpHbIe YCNOBUS.

3aKas3unk

(b) 3aK/oyaeT CtaHgapTHble
AOroBopHbIe ycrnosus C KaXAabIM
COOTBETCTBYOLUM Cybnoapsagunkom no
o6bpaboTke paHHbIX cneaywwmMm obpasom: (i)
npucoeanHsaetca Kk CraHAapTHbIM [LOrOBOPHbLIM
YCNOBUAM, 3aKtoueHHbIM Mexay SAP nnmn SAP
SE n Cybnoapsayumkom no o6paboTke gaHHbIX, B
KayecTBe HesaBucuMoro obnagartensa npas w
ob6sa3aTenbcTB («Moaenb NpuUcoeanHeHns») nnm
(ii) camocTosiTenbHO 3akstoyaeT CTaHAapTHble
[OroBOpHblE YCNOBUS C nMpeacTtaBsieHHbIM SAP
Cybrnogpsgumkom no obpaboTke  AaHHbIX
(«Mopenb [0OBEPEHHOCTU»). Moaenb
[OBEpeHHOCTU NpUMeHseTcs, ecnu un koraa SAP
npsMo noateepant, u4to Cybnogpsaunk no
o6paboTke [AaHHbIX WMMEEeT nMpaBoO Ha ee
ucnonb3oBaHne, p[obaBMB €ro B CNMCOK
Cybnoagpsagunkos no o06paboTke  AaHHbIX,
yKasaHHbIl B pa3gene 6.1(c), nan ysegomms 06
3TOM 3aKa3uuka.

(c) Adpyrme OnepaTtopbl, KOTOpPbIM  3aKa3uuk
paspewwnn ucnonb3osatb Ob6nayvHble ycnyru B
cooTBeTCTBMM C CornalweHueM, MOryT TakxXe
3akno4vatb ¢ SAP 1 (Unn) COOTBETCTBYHOLLUMU
CybnogpsgunkamMn no o6paboTtke AaHHbIX
CTaHpapTHble AOrOBOPHbIE YCIOBUS TakKUM Xe
obpasoM, kak 3akas3uumk, B COOTBETCTBUM C
NONOXEHUAMU, N3NOXKEHHBbIMW Bbille B pasaenax
7.2 (a) n (b). B aToM cny4yae 3aka3uuk byaer
3aknto4vatb CraHAapTHbIe AOroBOPHbIE YC0BUS
oT uMeHn apyrmux OnepaTopos.

CeBsa3zb Mexnay CornaweHmeM u CraHaapTHbIMU
AOrOBOPHbIMMU YC/NIOBUSAAMU. HuKakme nonoxeHus
CornaweHuns He UMEKT NPENUMYLLECTBEHHYIO CUY Hag
KakKMMn-nnbo npoTmBopevalMMm UM MONOXKEHUAMU
CTaHAapTHbIX AOroBOPHbIX ycnoBui. Bo usbexaHue
HeaopasyMeHun cnepyert YTOUHUTD, yTo
OOMONHUTENbHbIE OMpeAeneHns npaswia ayauta W
npueaedyeHns cybnoapsigumMKoB,  M3JIOXKEHHbIE B
pasgenax 5 wn 6 Hacroswero CornaweHumsa o6
06paboTke nepcoHasbHbIX AaHHbIX, MPUMEHSIOTCS
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7.4 Governing Law of the Standard Contractual
Clauses. The Standard Contractual Clauses shall be
governed by the law of the country in which the

relevant Controller is incorporated.

8. DOCUMENTATION; RECORDS OF PROCESSING

Each party is responsible for its compliance with its
documentation requirements, in particular maintaining
records of processing where required under Data Protection
Law. Each party shall reasonably assist the other party in its
documentation requirements, including providing the
information the other party needs from it in a manner
reasonably requested by the other party (such as using an
electronic system), in order to enable the other party to
comply with any obligations relating to maintaining records
of processing.

9. EU ACCESS

Optional Service. EU Access is an optional service
that may be offered by SAP. SAP shall provide the
Cloud Service eligible for EU Access solely for
production instances in accordance with this Section
9. Where EU Access is not expressly specified and
agreed in the Order Form, this Section 9 shall not
apply.

9.2 EU Access. SAP will use only European Subprocessors
to provide support requiring access to Personal Data
in the Cloud Service and SAP shall not export Personal
Data outside of the EEA or Switzerland unless
expressly authorized by Customer in writing (e-mail
permitted) on a case by case basis; or as excluded

under Section 9.4.

9.3 Data Center Location. Upon the effective date of the
Agreement, the Data Centers used to host Personal
Data in the Cloud Service are located in the EEA or
Switzerland. SAP will not migrate the Customer
instance to a Data Center outside the EEA or
Switzerland without Customer’s prior written consent
(email permitted). If SAP plans to migrate the
Customer instance to a Data Center within the EEA or
to Switzerland, SAP will notify Customer in writing
(email permitted) no later than thirty days before the
planned migration.
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Takxe B
yCNOBWIA.

OTHOLWEHNN CTaHD,apTHbIX AOroBOPHbIX

7.4 MpuMmeHuMoOe 3akoHoaaTeNnbCcTBO B CTaHAAPTHbIX
AOroBOPHbIX ycnoBusax. CtaHaapTHble AOrOBOPHbIE
YCNOBUA PErynpyroTcs 3aKOHOAATENNbCTBOM CTPaHbl, B
KOTOpOoW 3aperncrtpuposaH COOTBETCTBYIOLLMN

OnepaTop.

8. AOOKYMEHTALINA n
OBPABOTKMA

BEAEHUE YYETA

Ka)kaasi CTOpoHa HeceT OTBETCTBEHHOCTb 3a cobnoaeHune e
TpeboBaHU K AOKYMEHTaUMn, B YaCTHOCTU BEAEHUIO yYeTa
06paboTkn B cnyyasx, korga 3Tto TpebyeTcs B COOTBETCTBUM
C 3aKkoHOAaTeNbCTBOM O 3aluTe MNepcoHaNbHbIX AAHHbIX.
Kaxxaas cTopoHa AO/HKHA B npejenax pasyMHOro nomMoraTtb
Apyron  ctopoHe B  cobnwogeHun  TpeboBaHUMA K
AOKyMeHTauuu, B TOM 4ucne npeaoctaBnsas HeobxoanMyio
Apyron CcTopoHe wuHdopMauuto Tem cnocobom, KOTOpbIN
oboCHOBaHHO 3anpalwuBaeT Takas Apyras CTOpoHa
(Hanpumep, C MCNONb30BAHMEM 3/IEKTPOHHON CUCTEMBI), C
TeM 4tobbl MocCnegHAs CMorna BbIMOMHUTL BCE CBOW
obs3aTenbCcTBa, CBS3aHHble C BegeHneM yyeTta ob6paboTku.

9. AocCTyn EcC

9.1 [OononHutenbHble ycnyru. [Joctyn EC — 2370
AONOSHUTENIbHAsA yCnyra, KOTOPYH MOXET NMpeasioxXunTb
SAP. SAP npepoctaBnsiet Takytw Ob6nadHyt ycnyry,
ans KOTOpOW npeaocTasieH JdocTtyn EC,
WCKIIOYMTENBHO AN MNPOAYKTUBHbLIX MHCTanNsuMn B
COOTBETCTBMM C HAcTosAWwmMM pasgenom 9. Ecnm JocTtyn
EC B [oroeBope sBHbIM 06pa3oM He yKasaH W He

cornacoBaH, HaCTOSALWMNI pasnen 9 He NpuUMeHseTcs.

Boctyn EC. [na obecneyeHna ycayr no
COMPOBOXAEHMUIO, Tpebyrowmx hoctyna K
MepcoHanbHbIM AaHHbIM B O6nayHoi ycnyre, SAP
6ynet npuenekaTb TOJIbKO EBponenckux
cybrniogpsaumkos rno obpaboTke gaHHbIX. SAP He byaeTt
3KCnopTupoBaTh lMepcoHanbHble AaHHbIE 3a npeaensl
E33 wnu LUBenuapuun, KpoMe criydyaes, Koraa 3To SBHO
He pa3pelweHo 3aka3yYnkoM B MUCbMEHHON ¢opMe B
Ka>XIOM KOHKPeTHOM cfyvyae (paspelleHue MoxXeT
6bITb MpeaoCcTaBAeHO MO 3/EKTPOHHOM MoyTe) wunu
SIBNSIETCSA UCK/TIOYEHMEM, NPeayCMOTPEHHbIM pa3aesiom
9.4.

9.2

9.3 Mecto HaxoXxxaeHus LleHTpa 06paboTkn AaHHbIX.
HauuHaa ¢ patbl BCcTynsieHua CornaweHus B cuiy,
LleHTpbl 06paboTKM AaHHbIX, WCMOSb3yeMble AN
pa3melleHus [lepcoHanbHbIX AaHHbIX B O6nadHom
ycnyre, pacnonaratTtca B ED3 wnn Lsenuapun. SAP
065a3yeTCcsa He NepeHOCUTb MHCTaNNsAuMIo 3akasymka B
LleHTp o06paboTkn AaHHbIX 3a npeaenamm E33 u
LLseruapun 6e3 npeaBapuTeNbHOMO MUCbMEHHOMO
cornacua  3akasuuka (kKoTopoe  MoxeT  bbiTb
npeaoCcTaBNeHO MO 3MeKTPOHHOM nouTe). Ecnn SAP
NJ1aHWpyeT rMepeHecTu WHCTanNAuMio 3aka3umka B
LleHTp o06paboTkm JaHHbIX 3a npeaenamm E33 u
Wsenuapun, SAP yBesomuT 06 3TOM 3akasumka B
nMcbMeHHOW bopMe He no3gHee YeM 3a TpuauaTb AHeN
A0 NNaHMpyemoro nepesoja.
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9.4

10.

Exclusions. The following Personal Data is not subject
to 9.2 and 9.3:

Contact details of the sender of a support ticket;
and

(a)

(b) Any other Personal Data submitted by Customer
when filing a support ticket. Customer may
choose not to transmit Personal Data when filing
a support ticket. If this data is necessary for the
incident management process, Customer may
choose to anonymize that Personal Data before
any transmission of the incident message to

SAP.

DEFINITIONS

Capitalized terms not defined herein will have the meanings
given to them in the Agreement.

10.1

10.2

10.3

“Controller” means the natural or legal person,
public authority, agency or other body which, alone or
jointly with others, determines the purposes and
means of the processing of Personal Data; for the
purposes of this DPA, where Customer acts as
processor for another controller, it shall in relation to
SAP be deemed as additional and independent
Controller with the respective controller rights and
obligations under this DPA.

“Data Center” means the location where the
production instance of the Cloud Service is hosted for
the Customer in its region, as published at:
http://www.sap.com/corporate-en/about/our-
company/policies/data-privacy-and-
security/location-of-data-center.html or notified to
Customer or otherwise agreed in an Order Form.

“Data Protection Law” means the applicable
legislation protecting the fundamental rights and
freedoms of persons and their right to privacy with
regard to the processing of Personal Data under the
Agreement (and includes, as far as it concerns the
relationship between the parties regarding the
processing of Personal Data by SAP on behalf of
Customer, the GDPR as a minimum standard,
irrespective of whether the Personal Data is subject to
GDPR or not).

9.4

10.

Bce TepMWHBI,

UcknroueHmn. TpeboBaHua pasgenos 9.2 u 9.3 He
pacrnpocTpaHaloTcs Ha cneaywowme [lepcoHanbHble
LaHHble:

(a)

KOHTaKTHblE [laHHble OTNpaBUTENS 3arnpocoB Ha
COMpPOBOXAEHMUE.

(b) Jlwbble pgpyrue
npeaocTaBneHHble 3aKa3ynmkom npu
odopMneHnn 3anpoca Ha COMpPOBOXAEHMeE.
3aKkasunk MMeEeT NpaBo 0TKa3aTbCsa OT Nepeaayn
lMepcoHanbHbIX AaHHbIX MNpu  odopMAeHUn
3anpoca Ha conpoBoxaeHwe. Ecnn Takue
AaHHble HeobxoaMMbl B X04e pas3pelleHus
MHUMAEHTA, 3aKa3uuK MOXET  BbIMNOSHUTb
obesnnumBaHue Bcex [lepcoHanbHbIX AaHHbIX
nepea nepepader coobuweHns 06 MHUMAEHTE B
SAP.

ONPEAEJNIEHUNA

[MepcoHarnbHble AdHHbIE,

HanucaHHble C 3arnaBHOWN 6YKBbI n He

onpefeneHHble B HACTOALWEM AOKYMEHTE, ynoTpebnsaoTca B
3HAUYEHMAX, YCTaHOB/EHHbIX B CornalueHuu.

10.1

10.2

10.3

«Onepartop>» 03Havaer usmnyeckoe unm
lopuandeckoe MU0, rOCydapCTBEHHbI  OpraH,
yuypexaeHne WaM ApYyrylo oOpraHvsaumio, KoTopble

CaMOCTOSAITENIbHO MW COBMECTHO C APYrMMU NMUaMKU
onpegensaoT uenu 7 cnocobbl 06paboTku
MepcoHanbHbIX AaHHbIX. [nsa uenen HacToAwero
CornaweHus o6 o6paboTke nepcoHanbHbIX AAHHbIX B
cnyyae, Korga 3aKkasuuk BbICTynaer B KadecTBe
O6paboTtumka ansa apyroro OnepaTtopa, B KOHTEKCTE
B3ammoaencTeus ¢ SAP OH Ao/mKeH paccMaTpuBaTbCs
B KayecTBe [OMONHWUTENbHOMO W HEe3aBUCUMOIo
Onepatopa C COOTBETCTBYKLWMMW MNpaBaMn U
obsizaTtenbcTBaMn No Hacrtosiwemy CornaweHuto 06
obpaboTke nepcoHanbHbIX AaHHbIX.

«LleHTp 06paboTkM pAaHHbLIX>» O03HayaeT MecTo
pa3MeLlleHuns NpoAYKTUBHOIO aK3emnnspa
(nHcTannsumm) O6nayHoM ycnyrn ans 3akasuymka B
COOTBETCTBYIOLIEM pErMOHE, KOTOpPOE YKas3aHo Ha
canTe: http://www.sap.com/corporate-en/about/our-
company/policies/data-privacy-and-
security/location-of-data-center.html nnu B
yBeAOM/IEHNUM, HanpaBneHHOM 3akKasunKky, UK UHbIM
obpasoM cornacoBaHo CToOpoHamu B [lorosope.

«3aKoHOAaTeNbCTBO O 3aliMTe MNepCcoHaNibHbIX
AAHHbIX> 03HAYaeT NPUMEHNMOE 3aKOHOAATENLCTBO,
3awmatowiee 6aszoBble npaBa M cBoboabl noaen wm
npaBO0 Ha HEMNPUKOCHOBEHHOCTb 4YaCTHOW XW3HU B
cBa3n c obpaboTkoi [epcoHanbHbIX AaHHbIX MO
CornaweHmio (M B TOM, 4YTO KacaeTCs OTHOLUEHWM
Mexay CTopoHamMm B cBA3n C  obpaboTkomn
lMepcoHanbHbIX  AAHHbIX KOMNaHwuen SAP no
nopyyeHuto 3akasuduka, Bkarovaetr GDPR B kauecTtse
MWHUMaNbHOro CTaHAapTa, He3aBMCMMO OT TOro,
pacnpocTpaHsaeTcs n nencremne GDPR Ha
MepcoHanbHblie AaHHbIE).
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10.4

10.5

10.6

10.7

10.8

10.9

10.10 “"Standard Contractual Clauses”

“"Data Subject” means an identified or identifiable
natural person as defined by Data Protection Law.

“EEA” means the European Economic Area, namely
the European Union Member States along with
Iceland, Liechtenstein and Norway.

“European Subprocessor” means a Subprocessor
that is physically processing Personal Data in the EEA
or Switzerland.

“"Personal Data” means any information relating to
a Data Subject which is protected under Data
Protection Law. For the purposes of the DPA, it
includes only personal data which is (i) entered by
Customer or its Authorized Users into or derived from
their use of the Cloud Service, or (ii) supplied to or
accessed by SAP or its Subprocessors in order to
provide support under the Agreement. Personal Data
is a sub-set of Customer Data (as defined under the
Agreement).

“Personal Data Breach” means a confirmed (1)
accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of or unauthorized third-party
access to Personal Data or (2) similar incident
involving Personal Data, in each case for which a
Controller is required under Data Protection Law to
provide notice to competent data protection
authorities or Data Subjects.

“Processor” means a natural or legal person, public
authority, agency or other body which processes
personal data on behalf of the controller, be it directly
as processor of a controller or indirectly as
subprocessor of a processor which processes personal
data on behalf of the controller.

or sometimes
also referred to the “"EU Model Clauses” means the
(Standard Contractual Clauses (processors)) or any
subsequent version thereof published by the
European Commission (which will automatically
apply). The Standard Contractual Clauses current as
of the effective date of the Agreement are attached
hereof as Appendix 4.

10.4

10.5

10.6

10.7

10.8

10.9

«Cy6beKT AaHHbIX>» O3HayaeT onpeaesieHHOe WU
onpeaenseMoe GU3NYECKOE NULO, KaK 3TOT TEPMUH
yCTaHOBMeH B  3aKoHoAaTeNnbCTBE O  3aluuTe
MepcoHasnbHbIX AaHHbIX.

«E33» o03HauyaeT EBpPONENCKYD 3KOHOMUYECKYH
30HY, @ MMEHHO: rocyfapcrea-yieHbl EBponenckoro
Coto3za, a Takxe MWcnaHauto, JIUXTEHWTENH,
Hopseruto.

«EBponenckuini cybnoapagumk no o6paborke»
o3Ha4vaeT Cybrnogpsaumka no obpaboTke, KOTOPbLIN
dunsnyeckmn ocywectenaet obpaboTky MepcoHanbHbIX
AaHHbIX Ha TeppuTopun E33 nnu Lsenuapun.

«lMepcoHanbHble pAaHHbIe» o03Ha4dalT byto
MHdopMaunto, oTHocawycad K CybbekTy AaHHbIX W
oxXpaHsieMyto 3aKkoHOAaTeNbCTBOM o 3awuTe
nepcoHanbHbIX AaHHbIX. Ana uenein CornaweHus ob
06paboTke nepcoHasbHbIX AAHHbIX K HUM OTHOCATCSH
ToNbKO [epcoHanbHble agaHHble, KoTopble (i) BBEAEHDI
3aKa3ynkom nnn ero ABTOpPU30BaAHHbIMU
nonb3oBatensmMm B cpedy O6nadHoi ycnyru wam
noslyyeHa MMM B CBSA3U C ee ucnonb3oBaHueMm; (ii)
npeLocTaB/EeHbI KOMMNaHnu SAP nnu ee
CybnogpsaumkamMn no ob6paboTke pAaHHbIX nnbo
MCNONb3YKTCA MMW C LeNblo OKasaHus ycnyr no
conpoBoxaeHnto no CornaweHuto. [lepcoHanbHble
JaHHble — 3TO MNOAMHOXecTBO [aHHbIX 3aKa3uyumka
(kak aTOT TepMuUH onpegeneH B CornaweHmn).

«HapyweHue KOH(dUMAEHLNANIbHOCTHN
nepcoHasibHbIX AQHHbIX > O3Hayvaet
noaTeepxaeHHoe (1) cnyyaHoe WM He3aKoHHoe
YHUYTOXEHME, yTparty, N3MeHeHwWe,
HEeCaHKLUMOHUPOBaHHOE pacKkpbliTue [lepcoHanbHbIX
OAHHbIX WM HECAHKLUMOHWPOBAHHbLIA AOCTYN K HUM
TpeTbmnx Nunu; (2) aHanornyHbIi MHLUMAEHT, CBA3AHHbIN
c [NepcoHanbHbIMKM AaHHbIMWM, B CJlydae KOTOpPOro
Onepatop B COOTBETCTBUM C 3aKOHOAATENLCTBOM O
3alMTe NepcoHanbHbIX AAHHbIX AO/HKEH YyBEAOMASTb
KOMMNETEHTHbIE OpraHbl MO 3aluTe JAaHHbIX WK
Cyb6beKTbl AaHHbIX.

«06paboTunk>» O3Ha4yaeT  wusnyeckoe nnu
lopuamMyecKkoe  NMUO,  rocyAapCTBEHHbIN  Oprad,
yypexneHune wnu Apyryto opraHuMsauuio, KoTopble
obpabaTbiBalOT NepCcoHasibHble AaHHbIE NO MOPYYEHUIO
onepaTopa, 6yAb TO HENOCPEACTBEHHO B KayecTBe ero
obpaboTumka niz KOCBEHHO B KauecTtee
cybnoapsaumka obpaboTunka, KOTOpbIl
obpabaTtbiBaeT [lepcoHanbHble paHHble OT MMEHMU
onepartopa.

10.10 «CtaHaapTHble AOroBOpPHbIE YCJ/IOBUSA», TaKxe

Ha3biBaeMble <«Tunosble ycnosusa EC», o3HavaeTt
YyC/I0BUSA, OMUCaHHbIE B MNpuioxeHnn «CraHaapTHble
[oroeopHble ycnoeus (obpabotumkn)», n nobbix
nocnenyroLwmx BEpCcUSAX 3TOro OOKYMeHTa,
onybnukoBaHHbIX  EBponenckon  komuccumen  (m
NpUMeHsAEeMbIX aBTOMaTU4eCKM). CraHpgapTHble
[OroBopHble  yCfloBMS B pedakuuMm Ha  jaty
BCTynneHns B cuny CornaweHus npusBeaeHbl B
kKadvecTtse lMpunoxeHus 4.
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10.11"Subprocessor” means SAP Affiliates, SAP SE, SAP 10.11 «Cy6noapsaauMk no o6paboTtke paHHbIX>»

SE Affiliates and third parties engaged by SAP , SAP
SE or SAP SE's Affiliates in connection with the Cloud
Service and which process Personal Data in
accordance with this DPA.

o3HavaeT AddunmpoBaHHbix nuy SAP, SAP SE,
AddunnpoBaHHbix nuy SAP SE un TpeTbux nuy,
npuenekaembix SAP, SAP SE nnn AdpdunnmpoBaHHbIMK
nvuamm SAP SE B CBS3M C npenocTaB/ieHMEM
O6nayHom ycnyrm 7 obpabaTbiBatoLmx
MNepcoHanbHble fAaHHble B paMKax HacToswero
CornaweHus o6 o6paboTke nepcoHasnbHbIX AaHHbIX.
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Appendix 1 to the DPA and, if applicable, the
Standard Contractual Clauses

Data Exporter

The Data Exporter is the Customer who subscribed to a Cloud
Service that allows Authorized Users to enter, amend, use,
delete or otherwise process Personal Data. Where the
Customer allows other Controllers to also use the Cloud
Service, these other Controllers are also Data Exporters.

Data Importer

SAP and its Subprocessors provide the Cloud Service that
includes the following support:

SAP SE Affiliates support the Cloud Service data centers
remotely from SAP facilities in St. Leon/Rot (Germany),
India and other locations where SAP employs personnel in
the Operations/Cloud Delivery function. Support includes:

e Monitoring the Cloud Service

e Backup & restoration of Customer Data stored in the
Cloud Service

e Release and development of fixes and upgrades to the
Cloud Service

e Monitoring, troubleshooting and administering the
underlying Cloud Service infrastructure and database

e Security monitoring, network-based intrusion detection
support, penetration testing

SAP SE Affiliates provide support when a Customer submits
a support ticket because the Cloud Service is not available
or not working as expected for some or all Authorized Users.
SAP answers phones and performs basic troubleshooting,
and handles support tickets in a tracking system that is
separate from the production instance of the Cloud Service.

Data Subjects

Unless provided otherwise by the Data Exporter, transferred
Personal Data relates to the following categories of Data
Subjects: employees, contractors, business partners or other
individuals having Personal Data stored in the Cloud Service.

Mpunoxkenue 1 k CornaweHunto 06 o6paborke
nepcoHasibHbIX A@HHbIX U, €CNU NPUMEHUMO,
CTaHnapTHbIM AOroBOpPHbLIM yCZiOBUSAM

dkcnopTep AaHHbIX

DKcnopTep AaHHbIX — 3TO 3aKa3uyuK, KOTOpbIN noanucancs
Ha O6nayHyl ycnyry, no3BoAsAlOWY ABTOPM30BAHHbLIM
nonb3oBaTeNsM BBOANTb, U3MEHSATb, UCNONb30BaTb, YAansTb
WIn MHbIM 0bpa3oM obpabaTbiBaTb NepCcoHanbHble AAaHHbIE.
B Tex cnyyasx, kKorga 3akas3yuMK MNO3BONSET ApPYruM
OnepaTtopaM Takxe ucnosab3oBaTb O6nayHyr ycnayry, 3Tm
apyrve OnepaTtopbl TakXxe SBASKOTCA  DKCnopTtepamu
OAHHbIX.

MMnopTep AaHHbIX

KomnaHusa SAP un ee Cybnoapsaumku no obpaboTke
npepoctasnsaT O6nayHy ycnyry, KoTopasl BK4daeT
cneaytowme ycnyrm no conpoBOXAEHMIO:

AddunmposaHHble nuua SAP SE okasbiBalT ycayru no
conpoBoxaeHuto ansa LleHTpoB 06paboTkM paHHbIX, rae
pa3sMmewaeTtcs ObnayHas ycnyra, yaaneHHo c o6bekToB SAP,
Haxoasawmnxca B CaHkT-JleoH-PoTte (FepmanHus), WHamn wu
ApYrux MecTax, rae komnaHma SAP HaHMMaeT nepcoHan ans
onepauuoHHON AeATeNbHOCTM WM oKasaHua O6nadHbixX
ycnyr. K conpoBOXAEHUIO OTHOCATCSA:

e  MOHUTOPUWHI ObnayHon ycnyru;

. pe3epBHOE KOMMpPOBaHWE W BOCCTaHOBAeHWEe [aHHbIX
3aKa34yuka, XpaHMMbIX B paMKaX OKa3aHwud O6nauHomn
ycnyru;

e pa3paboTka M BbINYCK MCMpaB/ieHNn U 06HOBNEHUA AN
O6nayHon ycnyru;

e  MOHWTOPWHI, MOWCK HEUCNPaBHOCTEN W YyrnpasfeHue
OCHOBHOW nHdpacTpykTypon n 6ason aaHHbix O6navyHom
ycnyrm;

. MOHUTOPUHI 6e30MacHOCTM, COMPOBOXAEHNE CUCTEM
06HaDY)KEHVIFI CeTeBbIX aTakK, npoBeAEeHME TECTOB Ha
NMPOHUKHOBEHUE.

AddunmposaHHble nuua SAP SE okasbiBalT ycayru no
COMPOBOXAEHUID B Tex cnydasx, Korga 3akasuuk nopaet
3anpoc Ha COMpOBOXAEHWE Ha Takue yCnyrm B CBA3U C
HeaoCTyrnHocTbio ObnayvHon ycnyrm ans BCeEX WMAW 4YacTu
ABTOpPM30BaHHbIX MOJSIb30BaTENEN UM OTK/IOHEHUSIMU B ee
paboTe. SAP oTBeyaeT Ha TenedoHHble 3BOHKWN U BbINOSHAET
6a30BbIn nounck HEencnpaBHOCTEN, HanpasnseTt n
obpabaTbiBaeT 3anpocbl Ha COMPOBOXAEHWE B CUCTEME
OTCNeXMBaHWSA, OTAENIEHHOM OT NPOAYKTUBHOM MHCTANAALMK
O6nayHoun ycnyru.

Cy6beKTbl AaHHbIX

KpoMe cnyyaes, Koraa 2KCMOpPTEPOM AAHHbLIX YCTaHOBMEHO
nHoe, nepepaHHble [lepcoHasbHble AaHHble OTHOCATCA K
cnepyowmnm kateropuam Cy6bekToB AaHHbIX: COTPYAHWUKH,
paboTHMKM NO  rpaxAaHCKO-MpaBOBbIM  COrNalleHunsaM,
AenoBble NapTHepbl U Npoyune nunua, NepcoHanbHble AaHHbIE
KOTOpbIX XpaHATca B ObnayHon ycnyre.
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Data Categories

The transferred Personal
categories of data:

Data concerns the following

Customer determines the categories of data per Cloud Service
subscribed. Customer can configure the data fields during
implementation of the Cloud Service or as otherwise provided
by the Cloud Service. The transferred Personal Data typically
relates to the following categories of data: name, phone
numbers, e-mail address, time zone, address data, system
access / usage / authorization data, company name, contract
data, invoice data, plus any application-specific data that
Authorized Users enter into the Cloud Service and may include
bank account data, credit or debit card data.

Special Data Categories (if appropriate)

The transferred Personal Data concerns the following special
categories of data: As set out in the Agreement (including the
Order Form) if any.

Processing Operations / Purposes

The transferred Personal Data is subject to the following basic
processing activities:

e use of Personal Data to set up, operate, monitor and
provide the Cloud Service (including Operational and
Technical Support)

e provision of Consulting Services;

e communication to Authorized Users

e storage of Personal Data in dedicated Data Centers (multi-
tenant architecture)

e upload any fixes or upgrades to the Cloud Service

e back up of Personal Data

e computer processing of Personal Data, including data
transmission, data retrieval, data access

e network access to allow Personal Data transfer

e execution of instructions of Customer in accordance with
the Agreement.

KaTteropuu gaHHbIX

MepenaBaemble MepcoHanbHbIe
cneayownx KaTeropMVl AAHHbIX:

AaHHblIE KacaloTcs

3aka3uymK onpeaensieT KaTeropum JAaHHbIX MO  KaXaow
O6nayHoM ycnyre, Ha KOTOpPYK OH MoAanucasncs. 3akasumk
MOXET HACTPOUTb MO AaHHbIX NpU BHeapeHun ObnadHomn
YCAyrm wnu uHbiM obpasoM, npenycMoTpeHHbiM O6nayvHomn
ycnyron. lNepenaBaemble lepcoHanbHble AaHHble 06bIYHO
BK/IIOYAIOT cCneaylowmne KaTeropum JAaHHbIX: WUMs, HOMep
TenedoHa, aapec 3MeKTPOHHOM MO4YTbl, 4acoBOW MOsC
HaxoxAeHuss cybbekTa, aapec, AaHHble Ans [ocTyna K
cucteMe, aBTOpM3auMM WM UCMNOSb30BaHUS  CUCTEMBI,
Ha3BaHMe KOMMaHWW, AaHHble O KOHTpaKTax M c4yeTax, a
TakXe JaHHble KOHKPETHbIX MpPUNIOXEHUI, BBOAMMbIE
ABTOPM30BaHHbIMW MOSIb30BATENSAMM B paMKax Nosib30BaHUS
O6nayHoM ycnyrom, B TOM 4yucne ceeaeHuss o 6aHKOBCKOM
cyeTe, KpeaAuTHbIX 1 AebeToBbiX KapTax.

Ocobble kKaTeropum gaHHbIX (€C/iM NPUMEHUMO)

MNepenaBaeMble MepcoHanbHble  AaHHble KacatoTcs
cneaywolmx — 0cobbiX  KaTeropuil  AaHHbIX:  COr/lacHo
ykasaHHoMy B CornaweHun (B ToM uucne [Jorosope), ecnu
3TO MPUMEHNMO.

Onepauuu m yenm o6paboTkm

O6paboTka nepeaasaeMbiX MepcoHanbHbIX  AAHHbIX
npeanofaraeT cneayoLlmne OCHOBHbIE onepaumn U Lenun:

e ncnonb3oBaHue lNepcoHanbHbIX AaHHbBIX ANS HAaCTPOMKK,
ynpasneHus wu HabnogeHus 3a O6nadHon ycnyromn
(Bknoyasa Ycnyrm no onepaumMoHHOMY M TEXHUYECKOMY
COMpPOBOXAEHUIO);

e npeaoctaBneHme KoHCYNbTalUMOHHbIX YCAYT;

e nepepayva
nonb30BaTeNaMm;

nHdopmaLumm ABTOPM30BaHHbIM

e XpaHeHue T[lepcoHanbHbIX AaHHbIX B  BblAENIEHHbIX
LleHTpax o06paboTkn AaHHbiXx (MHOronosb3oBaTesibckas
apxuTekTypa);

e 3arpyska B
o6HOBNEHUN;

ObnauHyto ycnyry ucnpasfieHUhn U

e pe3epBHOE KOMMpoBaHue MNepcoHanbHbIX AAaHHbIX;

e KOMMbioTepHas o6paboTka [lepcoHanbHbIX AaHHbIX,
BK/IlOUas mepeaavy, U3BJeYeHMe AaHHbIX U A0CTYMn K
HUM;

e CeTeBOM [AOCTYyNn B LUensxX paspelleHus nepenaydu
[MepcoHanbHbIX AAHHbIX;

e  UCMOJIHEHME nopy4eHuni 3aKas4yunka corflacHo
CornawieHwuto.
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Appendix 2 to the DPA and, if applicable, the
Standard Contractual Clauses - Technical and
Organizational Measures

This Appendix 2 comprises two sets of technical and
organizational measures ("TOMs"):

. TOMs Set 1 (last updated April 2018, without
change): applies to all Cloud Services, except for the TOMs

Set 2 Services defined below.

. TOMs Set 2: applies to the TOMs Set 2 Services
only. As of July 1, 2020, "TOMs Set 2 Services” means the
following Cloud Services: SAP Analytics Cloud. SAP may
remove a Cloud Service from the list of TOMs Set 2 Services
from time to time, in which case such Cloud Service will be
subject to TOMs Set 1.

TOMs SET 1

Last Updated: April 2018
1. TECHNICAL AND ORGANIZATIONAL MEASURES

The following sections define SAP’s current technical and
organizational measures. SAP may change these at any time
without notice so long as it maintains a comparable or better
level of security. Individual measures may be replaced by
new measures that serve the same purpose without
diminishing the security level protecting Personal Data.

1.1 Physical Access Control. Unauthorized persons are
prevented from gaining physical access to premises,
buildings or rooms where data processing systems
that process and/or use Personal Data are located.

Measures:

e SAP protects its assets and facilities using the
appropriate means based on the SAP Security Policy

e In general, buildings are secured through access control
systems (e.g., smart card access system).

e As a minimum requirement, the outermost entrance
points of the building must be fitted with a certified key
system including modern, active key management.

e Depending on the security classification, buildings,
individual areas and surrounding premises may be
further protected by additional measures. These include
specific access profiles, video surveillance, intruder
alarm systems and biometric access control systems.

MpunoxkeHue 2 k CornaweHunto 06 o6paborke
nepcoHasibHbIX A@aHHbIX U, €CNU NPUMEHUMO,
CTaHAapTHbIM AOroBOpHbLIM yCZioBUsiM —
TeXHUYECKNe U OpraHn3aLMoHHbIe Mepbl

Hactoswee TlpunoxeHuve 2 COAEpPXWUT ABe
TEXHUYECKMX W OpraHmM3aunoHHbix Mep ("“TOM"):
. ’pynna TOM 1 (nocnepHee o6HOBNEHMEe B
Anpene 2018, 6e3 U3MeHEHUMN): MPUMEHSIETCA KO BCEM
O6nayHbIM ycnyram, 3a WCK/IIOYEHUEM YCAYyr, K KOTOPbIM
npuMeHuma N'pynna TOM 2.

rpynnbl

. Frpynna TOM 2: npuMeHAeTCs TOMbKO K Ycnyram
Mpynnbl TOM 2. Ha 1 nonsa 2020, “Ycnyru Fpynnbl TOM 2”
BKOUaOT cneayowme Ob6bnauHble ycnyru: SAP Analytics
Cloud. Bpems ot BpeMmeHu SAP Bnipase nckniodate ObnayHble
ycnyru n3s nepedens Ycnyr pynnel TOM 2. B aTOM cnyvae K
TakmMm O6bnauHbiM ycnyram 6yayT npumeHatecsa pynna TOM
1.

Fpynna TOM 1

MocnegHee o6HoBNeHue: Anpenb 2018
1. TEXHUYECKMUE U OPTAHU3ALIMOHHbLIE MEPDI

B cneaywowmx  pasgenax — onpenensalTca  TeKywume
TEXHMYECKME U OpraHusaumoHHble Mepbl SAP. SAP MoxeT
MEHSTb 3T Mepbl B Nto60n MOMeHT 6e3 yBefoOM/IEHUS MpU
ycnosun obecneyeHns aHanormyHoro mnu 6onee BbICOKOro
ypoBHs 6e30macHocTu. WHAWBMAYyanbHble MeponpusaTUS
MOryT 6bITb 3aMeHeHbl HOBbIMW MepaMu, eC/in OHW CRyXaT
TOW Xe uenM W He yMeHblakwT ypoBeHb 6e3omnacHoCTH
MepcoHanbHbIX AAHHbIX.

1.1 KoHTtponb d¢usmnueckoro pgocryna. Heobxoammo
npenoTBpaTUTL dursnyeckuni [ocTtyn
HECaHKLMOHUPOBAHHbLIX NML HA 06bEKTbI, B 34aHUSA U
nomelleHns, rae pasMeLlarTcs cuctembl 06paboTku
OAHHbIX, ncnonb3yemble ans obpaboTku

[MepcoHanbHbIX AaHHbIX W/WAn X UCNOSIb30BaHUs.

Mepbl:

e SAP 3awmulaeT CBOE MMYLLECTBO U 06bEKTbI, NCMONb3YS
COOTBETCTBYlOWIME cCpeacTBa B COOTBETCTBUMU  C
Monuntnkon 6e3zonacHoctn SAP

e B uenoMm 3aaHusa 3awmuieHbl MNOCPEACTBOM CUCTEM
KOHTpONA pocTtyna (HanpuMmep, cCUCTeMbl AOCTyna no
cMapT-KapTam).

e MuWHUManNbHbIM TpeboBaHWEM SBASIETCA OCHalWleHWEe
BHEWHNX BXOA0OB B 34aHUA CepTUPULNPOBAHHOM
cuctemon  knyen, obecneymBaloWENn COBpPEMEHHOe

AKTUBHOE ynpaB/iEHUE KNllo4YaMu.

e Moryt 6bITb
obecneveHuns

peanusoBaHbl AOMONHUTENbHbIE Mepbl
6e3onacHOCTM  34aHUN,  OTAENbHbIX
TEpPpUTOPUA U npuneravowmx O06bLEKTOB C Yy4eTOM
knaccupukaumm  6esomnacHoctn. Ciopga  OTHOCSTCSA
KOHKpeTHble npodunm [ocTyna, BuAeOHabntoaeHue,
CUCTEMbl  TPEBOXHOW  CUFHanM3auMm W CUCTEMbI
6MOMeTpMYECKOro KOHTpOJS AoCTyna.
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Access rights are granted to authorized persons on an
individual basis according to the System and Data
Access Control measures (see Section 1.2 and 1.3
below). This also applies to visitor access. Guests and
visitors to SAP buildings must register their names at
reception and must be accompanied by authorized SAP
personnel.

SAP employees and external personnel must wear their
ID cards at all SAP locations.

Additional measures for Data Centers:

All Data Centers adhere to strict security procedures
enforced by guards, surveillance cameras, motion
detectors, access control mechanisms and other
measures to prevent equipment and Data Center
facilities from being compromised. Only authorized
representatives have access to systems and
infrastructure within the Data Center facilities. To
protect proper functionality, physical security
equipment (e.g., motion sensors, cameras, etc.)
undergo maintenance on a regular basis.

SAP and all third-party Data Center providers log the
names and times of authorized personnel entering SAP’s
private areas within the Data Centers.

1.2 System Access Control. Data processing systems
used to provide the Cloud Service must be prevented
from being used without authorization.

Measures:

Multiple authorization levels are used when granting
access to sensitive systems, including those storing and
processing Personal Data. Authorizations are managed
via defined processes according to the SAP Security
Policy

All personnel access SAP’s systems with a unique
identifier (user ID).

SAP has procedures in place to so that requested
authorization changes are implemented only in
accordance with the SAP Security Policy (for example,
no rights are granted without authorization). In case
personnel leaves the company, their access rights are
revoked.

lMpaBa pocTtyna npeaocTaBnsaOTCA YMNOJNHOMOYEHHbIM
vuam Ha WHAMBWMAYyanbHOW OCHOBE B COOTBETCTBUM C
MepaMu NO KOHTPOJIO CUCTEMbI M AOCTYNa K AaHHbIM (CM.
nyHkTel 1.2 un 1.3 HMXe). DTU Mepbl Takxe
pacrnpocTpaHATCA Ha AOCTyn nocetuTenen. Foctn wm
nocetutenn 3aaHnii SAP o6s3aHbl 3apernctpupoBaTtbCs
Ha BxoAe, coobwmB cCBOe MMSA, W Aanee cnefoBaTbh B
COMPOBOXAEHUN YNOHOMOYEHHbIX COTpYAHWKOB
KOMMaHuu.

PaboTHukn SAP 1 CTOPOHHUI NepcoHan AO/MKHbI UMEeTb
npu cebe wnaeHTUOUKALMOHHbIE KapTbl Ha BCeX
obbekTax SAP.

JononHuntenbHblie Mepbl Ang LleHTpoB 06paboTKn AaHHbIX:

Bo Bcex LleHTpax 06paboTkm p[AaHHbIX Heobxoammo
cneposatb CTpPOrMMm  npoueaypaMm 6e3o0nacHocTM ¢
npuBreYyeHnem cneunanmcTos no oxpaHe n
MCNoNb30BaHMEM KaMep HabnwaeHusi, [ETEKTOPOB
ABWXKEHUS, YCTPOWCTB KOHTPOSS AoCTyna W Apyrux
CpeacTs, NO3BONSAOLWMX yCTpaHuTb yrpos3bl
6e3onacHocTh Ana obopynosaHMs M noMelleHnin LieHTpa
06paboTku OaHHbIX. Tonbko YMNOSTHOMOYEHHbIE
npeacraBMTenM UMeKT [OCTYN K  cucTeEMaM w
WH@PpaCcTpyKType B noMeweHusx LleHTpoB ob6paboTku
OaHHbIX. B uensAx noapep)xaHus  MpaBWIIbHOMO
DYHKLUNOHMPOBAHMUS obopynoBaHus obecnevyeHuns
dusmyeckorn 6esonacHocTn  (AATUYMKOB  ABUXKEHMUS,
KaMmep W T. 4.) NpOBOAUTCS perynsipHoe obcnyxuBaHue
obopyanoBaHus.

SAP n BCe cTOpoHHMe nposangepbl LleHTpoB 06paboTku
AaHHbIX  dUKCUMPYIOT WMMeHa U BpeMsa npubbiTua
YMNO/IHOMOYEHHOr0 NepcoHana Ha 3aKkpbiTble TeppUTOpUn
B cocTtaBe LleHTpoB 06paboTkn gaHHbIX.

1.2 KoHTponb aocrtyna K cucrteMmam.
HecaHKUMOHMPOBaHHBIN  AOCTYN K  cucTeMaMm
obpaboTku OaHHbIX, NCNonb3yeMbIM ans
npenoctasneHns O6nayvyHon ycnyru, AonxeH 6biTb
3aKpbIT.

Mepbl:

e [JlocTym K YA3BUMbIM cucTemMaM, B TOM 4ucne

NCMNOJIb3yeMbIM ans XpaHeHus " 06paboTku

MepcoHanbHbIX AaHHbIX, NPEeAOCTaBASAETCS MO MOAENU
MHOFOYpOBHEBOM aBTopu3aLmn. YnpaBreHue
pa3peLleHnsMun ocyliecTBnsieTcs nocpeacTeBoMm
onpezeneHHbIX NPOLECcCOB B COOTBETCTBMU C MOANTUKON
6e3onacHocTn SAP.

Becb nepcoHan BxoAMT B cucteMbl SAP Tonbko Ha

OCHOBaHUK YHUKaNbHOro naeHTudmUKaTopa
(noeHTnduKaTopa nonb3oBaTtens).
B SAP penctByloT npouecchl, obecneumBatowime

BHeAPeHWE 3anpalnBaeMbiX W3MEHEHWA MOTHOMOUMIA
CTPOro B COOTBETCTBUM C MNMonntukoin 6esonacHocTn SAP
(HanpuMep, HWKaKWe MnpaBa He npeaocTaBnawTcs 6e3

COOTBETCTBYIOLLErO0 paspelleHunsd). Ecnnm  coTpyaHuk
nokuaaet KOMMNaHuio, ero npaea foctyna
aHHYnpytoTcs.
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1.3

SAP has established a password policy that prohibits the
sharing of passwords, governs responses to password
disclosure, and requires passwords to be changed on a
regular basis and default passwords to be altered.
Personalized user IDs are assigned for authentication.
All  passwords must fulfil defined minimum
requirements and are stored in encrypted form. In the
case of domain passwords, the system forces a
password change every six months in compliance with
the requirements for complex passwords. Each
computer has a password-protected screensaver.

The company network is protected from the public
network by firewalls.

SAP uses up-to-date antivirus software at access points
to the company network (for e-mail accounts), as well
as on all file servers and all workstations.

Security patch management is implemented to provide
regular and periodic deployment of relevant security
updates. Full remote access to SAP’s corporate network
and critical infrastructure is protected by strong
authentication.

Data Access Control. Persons entitled to use data
processing systems gain access only to the Personal
Data that they have a right to access, and Personal
Data must not be read, copied, modified or removed
without authorization in the course of processing, use
and storage.

Measures:

Data
as
SAP

Personal
level
the

As part of the SAP Security Policy,
requires at least the same protection
“confidential” information according to
Information Classification standard.

Access to Personal Data is granted on a need-to-know
basis. Personnel have access to the information that
they require in order to fulfill their duty. SAP uses
authorization concepts that document grant processes
and assigned roles per account (user ID). All Customer
Data is protected in accordance with the SAP Security
Policy.

All production servers are operated in the Data Centers
or in secure server rooms. Security measures that
protect applications processing Personal Data are
regularly checked. To this end, SAP conducts internal

1.3

B SAP peiicTByeT nonuTvMka naposien, 3anpeliatowlas
COBMECTHOe WCNosib30BaHMe W 06MeH naponsamu,
npeanucoiBalowas nNopsaoK AencTBMii B ciiydae
pacKpbITUS Napofs M ycTaHaBnmBawwas TpeboBaHus o
perynsapHon CMeHe napofen U M3MeHeHUW naponen no
yMon4yaHuwo. [Ana  ayTeHTUdUKaUUMM  Ha3HavarTcs
nepcoHanbHble MaeHTUdMKaTOpbl Mosb3oBaTenen. Bce
naponn  AOMKHbI  COOTBETCTBOBATb  MWHMMAsbHbIM
yCTaHOBNEHHbIM  TpeboBaHUAM U XpaHUTbCa B
3awndgposaHHon ¢dopmMe. B cucteme peanunsoBaHa
NpUHyaANTENbHAs CMeHa [AOMEHHbIX Maponen Kaxable
wecTtb  MecsueB W OEeUCTBYIOT  onpefeneHHble
TpeboBaHUA K CNOXHOCTM naponen. Ha kaxaom
KOMMblOTEPE MMEeTCs 3allMleHHas naposieM 3KpaHHas
3acTaBka.

CeTb KOMMaHMM 3alwmuieHa oT 06WenoCTynHON ceTn
6paHaMayspoM.

SAP ncnonb3yeT COBpPEMEHHbIe aHTUBUPYCHbIE
NporpaMmbl Ha ToOYKax AOCTyna B CETb KOMMaHuu (4ns
YUYETHbIX 3anuncen 3/eKTPOHHOM MOYTbl), @ TaKXe Ha
Bcex (pannoBbIx cepBepax M Bcex paboumx cTaHUMNX.

[Ons rapaHTMpPOBaHHOIO pErynsipHOro pa3BepTbiBaHUS
HeobxoAMMbIX 06HOBNEHUI 6€30MacHOCTU NCMNOJIb3YETCS
nporpaMma ynpaBJ/ieHMs NPOrpaMMHbIMU BCTaBKaMu Ans
cuctembl 6e3onacHoCcTu. MonHbIN yaaneHHbIn AOCTyn K
KOpnopaTMBHOWN cetun n KPUTUYECKU BaXXHOM
nHdpacTpykTtype SAP 3awuuieH C NOMOLbIO CTpOrom
ayTeHTMdmKaumm.

KoHTponb aAocTtyna K AaHHbIM Nuua,
YMO/IHOMOYEHHbIE UCMNONb30BaTb CUCTEMbI 06paboTKm
OAHHbIX, [O/MKHbI WMMETb AOCTYM TONMbKO K TeM
MepcoHanbHbIM AAHHbIM, B OTHOLLIEHUM KOTOPbIX Y HUX
eCcTb npaBO AoCTyna; MnpoCMOTP, KOMWpoBaHue,
U3MeHeHne unu yganeHue lepcoHasnbHbIX AAHHbIX B
xoae 06paboTKK, WCMOSIb30BaHMA W XpaHeHuss 6e3
COOTBETCTBYIOLLEro paspeLlleHuns 3arnpeLieHo.

Mepebl:

B cooTtBetctBUM cC [Monutukonm 6esonacHoctn SAP
HeobxoamMMo obecneuntb  3awmTy  [lepcoHanbHbIX
OaHHbIX MO MeHbllell Mepe Ha YpOBHE 3aluThl
KOHMUAEHUMANbHbIX AAaHHbIX B  COOTBETCTBMM  CO
ctaHgapToM SAP no knaccudukaummn nHdbopmaumu.

Joctyn Kk [lepcoHanbHbIM AaHHbIM MpeaocTaBnseTcs
TOJIbKO No cnyxebHon HeobxoamMMocTu. MepcoHan nMeet
aoctyn K uHdopmauum, Heobxogmmon eMmy AOns
BbINOSIHEHNS CBOMX 06593aHHOCTen. B SAP ncnonb3syrTcs
KOHLEenuunM nosHOMOYMA, B paMKax KOTOpbIX Ans
Kaxkaon y4eTHoMn 3anumcu (noeHTndukaTopa
nonb3oBaTens) LOKYMEHTUPYHOTCS npoueccol
npeaocTaBNeHNs U Ha3HayeHus ponen. Bce [aHHble
3aKasuymka 3alMLlleHbl B COOTBETCTBUM C [MoANTMKOMN
6e3onacHocTn SAP.

Bce npousBoacCTBeHHble cepBepbl  paboTaloT B
COOTBETCTBYHOWMX LleHTpax 06paboTkn AaHHbIX WK
CepBepHbIX  MOMELEHUSsIX. Mepbl  6e3onacHoCTH,
KOTOpble 3alMLLaloT MPUIOXKEHUS, UCNOJSb3yeMble ANS
06paboTku lMepcoHanbHbIX  AAHHbIX, perynsipHo
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1.4

and external security checks and penetration tests on
its IT systems.

SAP does not allow the installation of software that has
not been approved by SAP.

An SAP security standard governs how data and data
carriers are deleted or destroyed once they are no
longer required.

Data Transmission Control. Except as necessary for
the provision of the Cloud Services in accordance with
the Agreement, Personal Data must not be read,
copied, modified or removed without authorization
during transfer. Where data carriers are physically
transported, adequate measures are implemented at
SAP to provide the agreed-upon service levels (for
example, encryption and lead-lined containers).

Measures:

1.5

Personal Data in transfer over SAP internal networks is
protected according to SAP Security Policy.

When data is transferred between SAP and its
customers, the protection measures for the transferred
Personal Data are mutually agreed upon and made part
of the relevant agreement. This applies to both physical
and network based data transfer. In any case, the
Customer assumes responsibility for any data transfer
once it is outside of SAP-controlled systems (e.g. data
being transmitted outside the firewall of the SAP Data
Center).

Data Input Control. It will be possible to
retrospectively examine and establish whether and by
whom Personal Data have been entered, modified or
removed from SAP data processing systems.

Measures:

SAP only allows authorized personnel to access Personal
Data as required in the course of their duty.

SAP has implemented a logging system for input,
modification and deletion, or blocking of Personal Data
by SAP or its subprocessors within the Cloud Service to
the extent technically possible.

1.4

nposepstoTca. Ana storo SAP NpoBOAUT BHYTPEHHME U

BHewHne npoBepkn 6e3onacHoCcTM M TecTbl Ha
NpOHWKHOBEHME B cBOU UT-cncTtemsl.
SAP He paspewaer YCTaHOBKY MNpoOrpaMMHOro

obecneyeHuns, He yTBepxaeHHoro SAP.

MeToAbl YHWUTOXEHUA AaHHbIX W HOCUTENEen AaHHbIX,
nocrne TOro Kak oHuM 6Gonbwe He TpebytoTtcs,
onpeaensioTcs npasuiamMmn 6esonacHocTn SAP.

KoHTponb nepepaum paHHbIX. 3a WCK/IOYEHUEM
cny4yaeB, Korga 3TO0 HeobxoAuMO ANs  OKasaHus
ObnauHbIX ycnyr B cooTBeTcTBUM C CornaweHuem,
3anpewaeTtca 6e3 paspelweHnss npocMaTpusaTh,
KOMUpoBaTb, U3MEHATb WNKW yaanaTb [lepcoHanbHble
AaHHble BO BpeMs nepepaun. B cnyvae dwmsmueckon
TPAHCNOPTUPOBKN HOCUTENEN AaHHbIX KOMMnaHus SAP
o6sa3aHa NpuMHATb afeKkBaTHble Mepbl AN obecneveHns
COrnlacoBaHHbIX yYpoBHeW obcnyxuBaHus (Hanpumep,
wndpoBaHUE N OCBMHLOBAHHbIE KOHTENHEPDI).

Mepbl:

1.5

Mpun nepepave no BHYTPEHHUM CceTam SAP
MepcoHanbHble AaHHble 3alNLLAOTCA B COOTBETCTBUN C
Monutnkon 6e3onacHocTn SAP.

Ecnn paHHble nepeparTca Mexay KoMnaHuen SAP wu
3aka3uyMkoM, Mepbl NO  3awWuTe nepenaBaeMbix
MepcoHanbHbIX [AaHHbIX COrIacykTCs CTOpPOHaMU W
BK/IIOYAIOTCS B COOTBETCTBYHOWEe cornaweHue. 3T0
ycnoBume npuMeHsieTca K  (GU3ndeckoMy nepeHocy
OaHHbIX M NepeHoCcy AaHHbIX Mo cetu. B nwbom cnyvae
3aka3uumk bepeT Ha cebs OTBETCTBEHHOCTb 3a ntboe
nepeMelleHne AaHHbIX 3a NpegenamMmu NOAKOHTPOJIbHbIX
SAP cuctem (Hanpumep, Mpu MepeHoce JAaHHbIX 3a
npegensl 6paHamayspa LleHTpa 06paboTkM AaHHbIX
SAP).

KoHTponb BBOAA AaHHbIX. Heobxoanmo obecneunTb
BO3MOXHOCTb peTpOCNeKTUBHOIO M3y4veHus 7
yCTaHoBneHus ¢akta BBOAA, W3MEHEHUs  Waun
yhaneHusa [epcoHanbHbIX AaHHbIX B CUCTeMax
06paboTkn gaHHbIX SAP.

Mepebl:

KomnaHnsa SAP pa3spewaeT goctyn K [lepcoHanbHbIM
OAHHbIM  TONbKO aBTOPM30BAHHOMY MepcoHany, B
HeobxoaMMoM anst paboTbl o6beMe.

KoMmnaHusa SAP BHeapuna cUCTEMY permcrtpauum BBOAA,
U3MeHeHus, ypaneHus n 610kMpoBkU [epCoHanbHbIX
OaHHbIX cOTpyAHuMKamn SAP wnn ee Cybnogpsaunkamm
no obpaboTke AaHHbIX B TOW CTeNeHW, B KOTOPOM 3TO
BO3MOXHO B paMkax npegocTtasneHus O6nadHomn
ycnyru.
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1.6 Job Control. Personal Data being processed on
commission (i.e., Personal Data processed on a
customer’s behalf) is processed solely in accordance
with the Agreement and related instructions of the

customer.

Measures:

e SAP uses controls and processes to monitor compliance
with contracts between SAP and its customers,
subprocessors or other service providers.

e As part of the SAP Security Policy, Personal Data
requires at least the same protection level as
“confidential” information according to the SAP
Information Classification standard.

e All SAP employees and contractual subprocessors or
other service providers are contractually bound to
respect the confidentiality of all sensitive information
including trade secrets of SAP customers and partners.

1.7 Availability Control. Personal Data will be protected
against accidental or unauthorized destruction or loss.

Measures:

e SAP employs regular backup processes to provide
restoration of business-critical systems as and when
necessary.

e SAP uses uninterrupted power supplies (for example:
UPS, batteries, generators, etc.) to protect power
availability to the Data Centers.

e SAP has defined business contingency plans for
business-critical processes and may offer disaster
recovery strategies for business critical Services as
further set out in the Documentation or incorporated
into the Order Form for the relevant Cloud Service.

e Emergency processes and systems are regularly tested.

1.8 Data Separation Control. Personal Data collected for
different purposes can be processed separately.

Measures:

e SAP uses the technical capabilities of the deployed
software (for example: multi- tenancy, or separate
system landscapes) to achieve data separation among
Personal Data originating from multiple customers.

1.6 KoHTposnb 3apaHui. O6pabaTtbiBaeMble MO 3akasy
MepcoHanbHble AaHHble (Hanpumep, [epcoHanbHble
AaHHble, obpabaTbiBaeMble MO 3anpocy 3aKas3uuka)
cneayeTr o6pabaTbiBaTb WMCKAKOUYUTENbHO COMlacHo
ycnoeuam CornaweHmss u COnyTCTBYHOLWMX YyKasaHumn
3akasuunka.

Mepbl:

e KomnaHma SAP wucnonb3yeT cpeactBa KOHTPOAS W
npouecchl, MNo3BondwwWmne creguTb 3a BbINOSIHEHUNEM
NONOXXEHUI A0roBopoB Mexay SAP n ee 3akasuumkamu,
cybnoapsaymMkamm no obpaboTke AaHHbIX M APYTrUMuK
MoCTaBLUMKaMU yCNyr.

e B coortBetrctBUM c [Nonutukonm 6esonacHoctn SAP
Heobxoammo obecneuntb  3awmTy  [lepcoHanbHbIX
AAHHbIX NO MeHbLleN Mepe Ha YpOBHE 3aluThl
KOH(MMAeHUManbHbIX AaHHbIX B COOTBETCTBUM  CO
cTaHpgapToM SAP no knaccmdukaumm nHdopMauunm.

e Bce paboTHukM, cybnogpaaunkm no obpaboTke faHHbIX
7 npoyve  nocTasBwWMKn  ycnyr SAP  cBsi3aHbl
[OrOBOPHbIMU obs3aTenscTBamMm cobnopaTb
KOH(MMAEHUMANbHOCTb BCEN YSA3BUMOW WHGOpMauuu,
BK/IlOYAsl MpPOMbIWJ/IEHHbIE CEKPEeTbl 3aKa3uMKoB W
napTtHepos SAP.

1.7 KoHTponb AOCTYNMHOCTU. HeobxoaMmo 3awwmwaTtb
lMepcoHanbHble  AaHHble  OT  CAyYalHOro  mau
HECaHKLMOHMPOBAHHOIO YHUYTOXEHUS MW NOTEPHU.

Mepebl:
e SAP wucnonb3yeT npoueccbl peryaspHoro pesepBHOro
KOMMpPOBaHUA ans obecneyeHuns BO3MOXHOCTWU

BOCCTAHOBNEHNA KPUTUYHECKUN BaXHbIX 6usHec-cucrtem
no Mepe HeobxoaMMoOCTH.

e SAP ucnonb3yeT UCTOYHUKKM BecnepeboHOro nNUTaHUS
(Hanpumep, UBI, akkyMynaTopbl, reHepaTopbl U T. 4.),
yTobbl nNogaepXaTb HenpepbiBHYHO paboTy cuctem
anekTponuTaHus LleHTpoB 06paboTkM AaHHbIX.

e KomnaHuna SAP onpegenwuna nnaHbl AN BHELWTATHbIX
cuTyauui B CBA3U C KPUTUYECKM BaXHbIMK Ans busHeca
npoueccamm WM MOXET  MNPeasioXuTb  CTpaTerum
aBapUMHOro BOCCTAHOBNEHUS KPUTUYECKN Ba>KHbIX AN
6u3Heca cnyx6, noagpobHO onncaHHble B JJOKyMeHTauum
WM BKJIKOYEHHble B [JOroBOp ANA COOTBETCTBYHOLLEN
O6nauHon ycnyru.

e PerynsapHo  nNpoBOASTCA  WCMbITaHUS  aBapUMHbIX

npoueccoB U CUCTEM.

1.8 KoHTponb pasaeneHus pAaHHbIX. [lepcoHanbHble

OaHHble, cobpaHHble B pas3HbiX Uensx, MoryT
obpabaTtbiBaTbCSA MO OTAEBHOCTH.

Mepebl:

e SAP ncnonb3lyeT TEXHUYECKHe BO3MOXHOCTU

pa3BEpPHYTOro nporpammHoro obecrnedyeHuns (Hanpumep,
MHOroOMNos1b30BaTe/IbCKME WAN pa3fefibHble CUCTEMHbIE
naHpgwadTbl) Ans pasgeneHust MNMepcoHanbHbIX AaHHbIX
OT pa3HbIX 3aKa34nNKOB.
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e Customer (including its Controllers) has access only to
its own data.

e If Personal Data is required to handle a support incident
from Customer, the data is assigned to that particular
message and used only to process that message; it is
not accessed to process any other messages. This data
is stored in dedicated support systems.

1.9 Data Integrity Control. Personal Data will remain
intact, complete and current during processing
activities.

Measures:

SAP has implemented a multi-layered defense strategy as a
protection against unauthorized modifications.

In particular, SAP uses the following to implement the
control and measure sections described above:

e Firewalls;

e Security Monitoring Center;

e Antivirus software;

e Backup and recovery;

o External and internal penetration testing;

e Regular external audits to prove security measures.

e 3akasuyuk (B TOM uucne ero OnepaTtopbl) MMEeT AOCTYnN
TOJIbKO K COBCTBEHHbIM AaHHbIM.

e Ecnun lNMepcoHanbHble AaHHble TpebytoTca Ans o6paboTku
MHUWAEHTa  COMPOBOXAEHWS  3akasuuka, [aHHble
NPUKPEnNsITCa K TakoMy 3anpocy W WCMONb3YylTCs
Tonbko ana obpaboTkm nopobHoro 3anpoca. OHM He
ncrnonb3ykTcsa ana o6paboTkm nobbiX ApYyrux 3anpocos.
Takne paHHble XpaHATCS B BblAENEHHbIX CUCTEMax
COMPOBOXAEHMS.

1.9 KOHTpONb LENOCTHOCTU AaHHbIX [lepcoHanbHble
AaHHble B npouecce  ob6paboTku OoCTaHyTCs
HEU3MEHHbIMU, MOJIHbIMU W aKTyasibHbIMU.

Mepebl:

SAP BHegpuna MHOrOypoBHEBYK CTpaTervio 3awuTbl OT
HEeCaHKUMOHNPOBAHHbIX M3MEHEHWUN.

B uacTtHoctn, SAP wucnonb3yeTr cneaytowme cnocobbl
BHeApEeHMS CpeacTB KOHTPONS, NMepeyncneHHbliX B pasaenax
0 CpeAcTBax KOHTPoAs U Mepax 6e30MacHOCTM Bbille:

e Cucrembl ceteBol 3awumThbl (Firewalls);

e LleHTp MOHUTOpMHIra 6e3o0nacHoOCTH;

e aHTMBMPYCHOE NporpaMMHoe obecneyeHue;

e pe3epBHOE KOMUPOBaHME U BOCCTAHOB/IEHME AaHHbIX;
e BHYTPEHHMWE U BHELUHWE TECTbl HA MPOHUKHOBEHUE;

e perynsipHble He3aBWCUMMble MNpPOBepPkU 3bDEKTUBHOCTHU
Mep 6e30nacHOCTM.
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TOMs SET 2
(applies to TOMs Set 2 Services defined above)

Last Updated: May 4, 2020
1. TECHNICAL AND ORGANIZATIONAL MEASURES

The following sections define SAP’s current technical and
organizational measures. SAP may change these at any time
without notice so long as it maintains a comparable or better
level of security. Individual measures may be replaced by
new measures that serve the same purpose without
diminishing the security level protecting Personal Data.

1.1. Physical Access Control.

e SAP protects its assets and facilities using the
appropriate means based on the SAP Security Policy

e In general, buildings are secured through access control
systems (e.g., smart card access system).

e As a minimum requirement, the outermost entrance
points of the building must be fitted with a certified key
system including modern, active key management.

e Depending on the security classification, buildings,
individual areas and surrounding premises may be
further protected by additional measures. These include
specific access profiles, video surveillance, intruder
alarm systems and biometric access control systems.

e Access rights are granted to authorized persons on an
individual basis according to the System and Data
Access Control measures (see Section 1.2 and 1.3
below). This also applies to visitor access. Guests and
visitors to SAP buildings must register their names at
reception and must be accompanied by authorized SAP
personnel.

e SAP employees and external personnel must wear their
ID cards at all SAP locations.

Additional measures for Data Centers:

e All Data Centers adhere to strict security procedures
enforced by guards, surveillance cameras, motion

F'pynna TOM 2
(npumeHsieTcs k Ycnyram Mpynnel TOM 2, onpeaeneHHble
BbILLE)

MocnepHee o6HOBNeHue: 4 mas, 2020
1. TEXHUWYECKME N OPTAHU3ALIMOHHDbIE MEPbDI

B cneaywowmx  pasgenax — onpenenslTcsa  TeKywume
TEXHMYECKME U OpraHusaumoHHble Mepbl SAP. SAP MoxeT
MEeHATb 3TU Mepbl B Nt06on MoMeHT 6e3 yBeaOMAeHUs npu
ycnosun obecneyeHus aHanormyHoro mnu 6onee BbICOKOro
ypoBHA 6e3onacHOCTU. WHAMBUAYaNbHblE MeponpusaTUs
MOryT 6bITb 3aMeHeHbl HOBbIMW MepaMu, €Cii OHW ChyXaT
TOW Xe UenM W He yMeHblakwT ypoBeHb 6e3onacHocTu
MepcoHanbHbIX AAHHbIX.

1.1. KoHTponb chnsnyeckoro gocryna.

e SAP 3awmiaeT cBOE MMYLLECTBO N 06BbEKTbI, MCNOSb3YS
COOTBETCTBYlOWIME CpeacTBa B COOTBETCTBUMU  C
Monuntukoit 6eaonacHocTn SAP

e B uenoM 34aHMa 3aWulieHbl MNOCPEACTBOM CUCTEM
KOHTpoNna poctyna (HanpuMep, cucTeMbl AocTyna no
cMapT-KapTam).

e  MuWHUManNbHbIM TpeboBaHUEM SBASETCA OCHalWleHWe
BHEWHNX BXOA0B B 34aHUA CepTUPULNPOBAHHOM
cuctemon  knyen, obecneymBaloWEen COBpPEMEHHOe

AdKTUBHOE ynpaB/ieHNe Kn4aMn.

e Moryt 6bITb
obecneveHuns

peanusoBaHbl AOMONHUTENbHbIE Mepbl
6e3onacHOCTM  34aHUN,  OTAENbHbIX
TEppUTOPUIA M  Npunerawwmx ob6bEKTOB C Y4eToM
knaccudbukaumm  6esonacHoctu. Cioga  OTHOCSTCSA
KOHKpeTHble npoduan [octyna, BuAeoHabnwoaeHue,
CUCTEMbl  TPEBOXHOW  CUFHanAM3auMm W CUCTEMbI
6nomMeTpmyeCcKoro KOHTpoasa AocTtyna.

e [lpaBa pocTyna npefocTaBASAOTCS YMNOJHOMOYEHHbLIM
nuaMm Ha MHAMBMAYaANbHOW OCHOBE B COOTBETCTBUM C
MepaMu Mo KOHTPOJIIO CUCTEMbI U AO0CTYyNa K AaHHbIM (CM.
NyHKTbl 1.2 1 1.3 Huxe). DTM Mepbl TaKxe
pacnpoCTpPaHATCA Ha [OCTyn nocetutenen. Foctm wm
nocetutenu 3gaHnii SAP ob653aHbl 3aperncTpnpoBaTbCs
Ha BXxoje, coobwumB CBOE MMS, W Janee crnefosBaTb B
COMpOBOXAEHUMU YMOAHOMOYEHHbIX COTPYAHWNKOB
KOMMaHuu.

e PaboTHukmM SAP n CTOpOHHMI MepcoHan AOMXHbl UMETb
npn cebe wuaeHTMdDMKAUMOHHbIE KapTbl Ha BcCeX
obbekTax SAP.

JononHuntenbHblie Mepbl ang LleHTpoB 06paboTkun AaHHbIX:

e Bo Bcex LUeHTpax 06paboTkm paHHbIX HeobxoanMo
cneposatb  CTporMMm  npouegypam  6e3onacHocTM €
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detectors, access control mechanisms and other
measures to prevent equipment and Data Center
facilities from being compromised. Only authorized
representatives have access to systems and
infrastructure within the Data Center facilities. To
protect proper functionality, physical security equipment
(e.g., motion sensors, cameras, etc.) undergo
maintenance on a regular basis.

SAP and all third-party Data Center providers log the
names and times of authorized personnel entering SAP’s
private areas within the Data Centers.

1.2, System Access Control.

Multiple authorization levels are used when granting
access to sensitive systems, including those storing and
processing Personal Data. Authorizations are managed
via defined processes according to the SAP Security
Policy

All personnel access SAP’s systems with a unique
identifier (user ID).

SAP has policies designed to provide that no rights are
granted without authorization and in case personnel
leaves the company, their access rights are revoked.

SAP has established a password policy that prohibits the
sharing of passwords, governs responses to password
disclosure, and requires passwords to be changed on a
regular basis and default passwords to be altered.
Personalized user IDs are assigned for authentication.
All  passwords must fulfill defined minimum
requirements and are stored in encrypted form. In the
case of domain passwords, the system forces a
password change every six months in compliance with
the requirements for complex passwords. Each
computer has a password-protected screensaver.

npuBrevyeHnem cneumanmcTos no oxpaHe "
ncnonb3oBaHneM Kamep HabnwgeHus, [EeTEeKTOpoB
ABWMXXEHUSA, YCTPOWCTB KOHTPONSA AocTyna W Apyrux
CpefacTs, No3BONAOLWMX yCTpaHuTb yrposbl
6e3onacHocTu ansg obopyaoBaHua U noMeLleHnn LieHTpa
06paboTku OaHHbIX. Tonbko YMNOSIHOMOYEHHbIE
npeacTaBuTenn  WUMewT AOCTYyn K  cucTeMam U
WHdpacTpykType B nomeweHunax LleHTpoB o6paboTku
AaHHbIX. B uenax noadepxaHus — NpaBWSIbHOMO
pyHKUNOHMPOBaHUSA obopynosaHus obecneveHus
dusmyeckorn 6esonacHocTn  (AATYMKOB  ABUXKEHMUS,
Kamep 1 T. A4.) NpOBOAUTCHA perynsapHoe obcnyxuBaHue
obopynoBaHus.

SAP n BCe cTOpoHHMe npoBangepbl LleHTpoB 06paboTku
OaHHbIX  (OUKCUMPYIOT MMeHa U BpeMsa npubbiTus
YMOSHOMOYEHHOr0 NepcoHana Ha 3aKpbITble TEPPUTOPUU
B cocTaBe LleHTpoB 06paboTkn gaHHbIX.

1.2. KoHTpONb AOCTYNa K cCUCTEMaM.

JocTtyn K Yy$3BUMbIM cucTeMaMm, B TOM 4ucne
NCMONb3yeMbIM ans XpaHeHus " obpaboTku
MepcoHanbHbIX AaHHbLIX, NpeAocTaBaseTcs No MOAENU
MHOroypOBHEBOW aBToOpu3aumun. YnpasneHue
pa3peLleHnsaMmn ocyllecTBngeTcs nocpeacTsoMm
onpefesieHHbIX NpoLeccoB B COOTBETCTBUM C [TOANTUKON
6e3onacHocTn SAP.

SAP TOMbKO Ha
naeHTudukaTopa

Becb nepcoHan BXOAUT B CUCTEMbI
OCHOBaHUM YHUKaNbHOro
(naeHTUdMKaTopa nonb3oBaTens).

B SAP nencTtBylOT NOAUTUKK, NpeayCMaTpuBawoLwme, 4yto

HUKaKue npasa He npefocTaBnATCS 6e3
COOTBETCTBYIOLLEr0 paspelleHnsi, U ecnm COTPYAHUK
nokuaaer KOMMaHMuIo, ero npasa JocTtyna
QHHYNMpYlOTCS.

B SAP pencrtByeTr nonuMTuMka naponen, 3anpeliatoulas
COBMeCTHOe WCNosb30oBaHMe W o0bMeH naponamu,
npeanucoiBalowas nopsaoK AencTBMii B ciiydae
pacKpbITUS Napofs M ycTaHaBnmBawwas TpeboBaHus o
perynsapHoin CMeHe napofer u M3MeHeHUn naposen no
yMmon4yaHuo. [Ana  ayTeHTUdUKauum  HasHavarTcs
nepcoHasbHble mMaeHTUdUKaTOpPblI Nosb3oBaTtenen. Bce
naponn  AOMKHbI  COOTBETCTBOBATb  MWHMMaJsbHbIM
yCTaHOBNEHHbIM  TpeboBaHUAM U XpaHUTbCA B
3awndgposaHHon dopmMe. B cucteme peanusoBaHa
NpUHyANTENbHAs CMeHa [AOMEHHbIX Maponen Kaxable
WwecTb  MecsLeB W OENCTBYIOT  OnpefeneHHble
TpeboBaHUSA K CMOXHOCTM naponer. Ha Kaxaom
KOMMblOTEPE MMEEeTCs 3allMuieHHas naposieM 3KpaHHas
3acTaBka.
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e The company network is protected from the public
network by firewalls.

e SAP uses up-to-date antivirus software at access points
to the company network (for e-mail accounts), as well
as on all file servers and all workstations.

e Security patch management processes to deploy
relevant security updates on a regular and periodic
basis.

e Full remote access to SAP’s corporate network and
critical infrastructure is protected by authentication.

1.3. Data Access Control.

e As part of the SAP Security Policy, Personal Data
requires at least the same protection level as
“confidential” information according to the SAP
Information Classification standard.

e Access to Personal Data is granted on a need-to-know
basis. Personnel have access to the information that
they require in order to fulfil their duty. SAP uses
authorization concepts that document grant processes
and assigned roles per account (user ID). All Customer
Data is protected in accordance with the SAP Security
Policy.

e All production servers are operated in the Data Centers
or in secure server rooms. Security measures that
protect applications processing Personal Data are
regularly checked. To this end, SAP conducts internal
and external security checks and/or penetration tests on
its IT systems.

e Processes and policies to detect the installation of
unapproved software on production systems.

e An SAP security standard governs how data and data
carriers are deleted or destroyed once they are no longer
required.

1.4. Data Transmission Control.

e Personal Data in transfer over SAP internal networks is
protected according to SAP Security Policy.

CeTb KOMNaHuM 3awuuieHa OT ob6wefoCTynHOM ceTn
6paHaMay3poM.

SAP ncnonb3lyet COBpEMEHHbIe aHTUBUPYCHbIE
NporpamMMmbl Ha ToOYKax AOCTyna B CETb KOMMaHuu (4ns
YYETHbIX 3anuMcerl 3NEeKTPOHHOW MOouYThl), @ TakXe Ha
Bcex (pannoBbIx cepBepax M Bcex paboumx cTaHuMsX.

Mpoueccbl ynpasneHuss natyamm 6e3onacHoCcTM Ans
pa3sBepTbiBaHUS COOTBETCTBYHOLWMX obHoBNEHMN
6e30MacHOCTM Ha perynsipHoi 1 NOCTOSSHHOM OCHOBE.

MoNHbIN yAaneHHbI AOCTYN K KOPNOpaTUBHOW CETU WU
KPUTUYECKU BaXXHOW MH@pacTpykType SAP 3aliunwieH c
NMOMOLLbIO ayTeHTUPUKaLUNK.

1.3. KOHTpOJb AOCTYNA K AaHHbIM

B cootBetctBuM c TlNonutmkonm 6esonacHoctn SAP
Heobxoammo obecneuntb  3awmTty  [lepCcoHanbHbIX
OaHHbIX MO MeHbllell Mepe Ha YpOBHE 3aluThl
KOHOWAEHUMANbHbIX AAHHbIX B  COOTBETCTBUM  CO
cTaHgapToM SAP no knaccndukaumm MHGopMauum.

Joctyn Kk [lepcoHanbHbIM AaHHbIM MpeaocTaBnseTcs
TONbKO No cnyxebHon HeobxoanmocTu. lNMepcoHan nmeet
aoctyn Kk  uHdopmauum, Heobxogumon emy AOns
BbINOIHEHNSA CBOMX 06a3aHHOCTeln. B SAP ncnonb3ytorcs
KOHLEenuun MnosHOMOYMA, B paMKax KOTOpbIX Ans
Kaxkaom y4YeTHoM 3anuncu (naeHTndukaTopa
nonb3oBaTens) OOKYMEHTUPYIOTCS npoleccol
npefocTaBieHMs M Ha3HadyeHua ponei. Bce [daHHble
3aKasuymka 3alMLlieHbl B COOTBETCTBUM C [MOANTMKOMN
6e3onacHocTn SAP.

Bce npousBoACTBEHHble cepBepbl paboTalT B
cooTBeTCTBYOWMNX LleHTpax 06paboTkM AaHHbIX MAK
cepBepHbIX noMeLleHnsX. Mepbl 6e3onacHocTy,
KOTOpble 3alULAOT MNPUIOXKEHNS, UCMONb3yeMble ANS
06paboTku lMepcoHanbHbIX  AAHHbIX, perynsipHo
npoBepstoTca. OAng atoro SAP npoBOAUT BHYTPEHHUE U
BHewHne npoBepkn 6e3onacHOCTM WM TecTbl Ha
NMPOHMKHOBeHUe B cBoU UT-cucrtemel.

Mpoueccsl n NONUTUKN ans BbISIBJIEHUS
HECAaHKLUMOHNPOBAHHOW  YCTAaHOBKM  MpPOrpamMMHOro
obecneyeHnss B NpoAyKTUBHbIX CUCTEMAX.

MeToabl YHWUTOXEHUA AaHHbIX W HOCUTENEen AaHHbIX,
nocne TOro Kak oHW 6Gonbwe He TpebytoTcs,
onpenensitoTcs npasuiamMmn 6esonacHocTu SAP.

1.4. KoHTpoab nepenayuv AaHHbIX.

Mpn nepepavye no BHYTPEHHUM CceTsam SAP
lMepcoHanbHble AaHHbIE 3aLLMLLAOTCA B COOTBETCTBUMK C
Monutukoi 6esonacHocTn SAP.
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When data is transferred between SAP and its
customers, the protection measures for the transferred
Personal Data are mutually agreed upon and made part
of the relevant agreement. This applies to both physical
and network based data transfer. In any case, the
Customer assumes responsibility for any data transfer
once it is outside of SAP-controlled systems (e.g. data
being transmitted outside the firewall of the SAP Data
Center).

1.5. Data Input Control.

SAP only allows authorized personnel to access Personal
Data as required in the course of their duty.

SAP has in most cases implemented a logging system
for input, modification and deletion, or blocking of
Personal Data by SAP or its subprocessors within the
Cloud Service to the extent technically possible.

1.6. Job Control.

SAP uses controls and processes to monitor compliance
with contracts between SAP and its customers,
subprocessors or other service providers.

As part of the SAP Security Policy, Personal Data
requires at least the same protection level as
“confidential” information according to the SAP

Information Classification standard.

All SAP employees and contractual subprocessors or
other service providers are contractually bound to
respect the confidentiality of all sensitive information
including trade secrets of SAP customers and partners.

1.7. Availability Control.

SAP employs regular backup processes to provide
restoration of business-critical systems as and when
necessary.

SAP uses uninterrupted power supplies (for example:
UPS, batteries, generators, etc.) to protect power
availability to the Data Centers.

Ecnn paHHble nepepatoTcsa Mexay KomnaHuen SAP um
3aka3uyMkoM, Mepbl NO  3aWuUTe nepenaBaeMbix
MepcoHanbHbIX [AaHHbIX COrIacylTCs CTOPOHaMU W
BKJ/IIOYAIOTCA B COOTBETCTBYHOWEe cornaweHue. 3TO0
ycnoBuMe npuMeHsieTca K  (pU3ndeckoMy nepeHocy
OaHHbIX M NEepeHoCy AaHHbIX Mo cetu. B nwobom cnydae
3akas3uuk bepeT Ha cebss OTBETCTBEHHOCTb 3a fboe
nepeMeLleHne AaHHbIX 3@ NpegenamMmm NOAKOHTPOsIbHbIX
SAP cuctem (Hanpumep, Mpu MepeHoce JAaHHbIX 3a
npegensl 6paHamayspa LleHTpa 06paboTkM AaHHbIX
SAP).

1.5. KoHTponb BBOAA AAaHHbIX.

KomnaHnsa SAP pa3spewaeT goctyn K [lepcoHanbHbIM
OAHHbIM  TONbKO aBTOPM30BAHHOMY MepcoHany, B
HeobxoamMmMoM ans paboTbl o6beMe.

KoMnaHua SAP B 60nblUMHCTBE Cry4YaeB BHeapuna
CUCTEMY perncrpaumm BBOAA, U3MEHEHUA, YAasleHUs U
610KkMpOBKK NepcoHanbHbIX AAHHbIX COTPYAHMKaMn SAP
unn ee Cybnogpsaunkamum no obpaboTke AaHHbIX B TOM
CTerneHn, B KOTOPOM 3TO BO3MOXHO B paMKax
npepoctabneHns ObnayHom ycnyru.

1.6. KoHTpOnb 3apaHUN.

KoMmnaHus SAP wucnonb3yeT cpeactBa KOHTpoONs w
Npouecchbl, MO3BONAKOWMNE CNeanTb 3a BbINOJIHEHWEM
NONOXXEHUIn AorosBopoB Mexay SAP n ee 3akasuumkamu,
cybnoapsaymMkamm no obpaboTke AaHHbIX M APYrUMuK
nocTaBLlUMKaMun yCnyr.

B cooteBetctBUM C [Monutmkon 6esonacHoctn SAP
Heobxogmmo obecneuntb  3awmTy [lepCcoHanbHbIX
OAHHbIX MO MeHbllell Mepe Ha YpOBHE 3aWuThl
KOH(UAEHUManbHbIX AaHHbIX B  COOTBETCTBUM  CO
cTaHpgapToM SAP no knaccndukaumm nHdopMauunm.

Bce paboTHukun, cybrnogpsagumkm rno obpaboTtke AaHHbIX
M npouyvme nocTaBWwmkM ycnyr SAP  cBs3aHbl
[OrOBOPHbIMU obs3aTenLcTBaMm cobnoaaTb
KOH(MUAEHUMANbHOCTb BCEN YSA3BUMOW WHGOpMauumu,
BKJIlOYAsl MpPOMbILW/IEHHbIE CEKPEeTbl 3aKa3uuMKoB W
napTtHepos SAP.

1.7. KOHTpONb AOCTYNHOCTM!.

SAP wucnonb3yeT npouecchbl peryaspHoro pesepBHOro
KOMMpoBaHus ans obecneveHuns BO3MOXHOCTH
BOCCTAHOB/IEHNA KPUTUYECKUN BaXHbIX 6usHec-cuctem
no Mepe Heo6xo0aMMOCTH.

SAP ucnonb3yeTr UCTOYHUKKM BecnepebomHOro nuTaHus
(Hanpumep, UBI, akKkyMynaTopbl, reHepatopbl U T. 4.),
yTobbl MoggepXaTb HenpepbiBHYHO paboTy cuctem
anekTponuTaHus LleHTpoB 06paboTkM AaHHbIX.

Personal Data Processing Agreement for SAP Cloud Services (DUAL) (CIS) ruRU.v.7-2020 Page 24 of 36



SAP has defined business contingency plans for
business-critical processes and may offer disaster
recovery strategies for business critical Services as
further set out in the Documentation or incorporated into
the Order Form for the relevant Cloud Service.

Emergency processes and systems are regularly tested.

1.8. Data Separation Control.

SAP uses the technical capabilities of the deployed
software (for example: multi- tenancy, or separate
system landscapes) to achieve data separation among
Personal Data originating from multiple customers.

Customer (including its Controllers) has access only to
its own data.

If Personal Data is required to handle a support incident
from Customer, the data is assigned to that particular
message and used only to process that message; it is
not accessed to process any other messages. This data
is stored in dedicated support systems.

1.9. Data Integrity Control.

SAP has implemented a multi-layered defense strategy
as a protection against unauthorized modifications.

In particular, SAP uses the following to implement the
control and measure sections described above.

Firewalls;

Security Monitoring Center;
Antivirus software;

Backup and recovery;

External and internal penetration testing and/or regular
external audits to prove security measures.

KoMmnaHus SAP onpegenuna nnaHbl ANs BHELWTaTHbIX
CUTyauui B CBSA3U C KPUTUYECKM BaXHbIMKW Ans busHeca
npoueccamm W MOXET  NpPeasoXuTb  cTpaTerum
aBapuUMHOro BOCCTAHOBNEHUS KPUTUYECKN Ba>KHbIX ANS
6u3Heca cnyx6, noapobHO onucaHHble B [JOKyMeHTaumm
WIN BKJIIOYEHHble B [JOroBOp ANs COOTBETCTBYHOLLEN
O6nauHon ycnyru.

PerynsipHo  MpoBOASITCS  UCMbITaHUS

NnpoLeccoB N CUCTEM.

aBapUMHbIX

1.8. KoHTpoOab pa3aeseHns AaHHbIX.

1.9.

SAP ncnonb3yeT TeEXHUYeCcKne BO3MOXHOCTM
pa3BepHYTOro nporpaMMHoro obecneveHus (Hanpumep,
MHOromnosb30BaTeNbCKNE WM pa3fesibHble CUCTEMHbIE
nanawadTbl) Ana pasgeneHus MepcoHanbHbIX AAHHbBIX
OT pa3HbIX 3aKa34ynKOB.

3aka3uuk (B ToM uucie ero OnepaTopbl) UMeeT AOCTyn
TOJIbKO K CO6CTBEHHbIM JaHHbIM.

Ecnu NepcoHanbHble gaHHble TpebyoTcsa ans o6paboTku
MHUMAEHTa COMpPOBOXAEHUA  3akasuuka, [AaHHble
NPUKPEenasiTCa K TakKoMy 3anpocy W WCMONb3YyTCH
TONIbKO AN 06paboTku nomobHoro 3anpoca. OHM He
ncnonb3ytoTcsa ana 06paboTku Nobbix ApyrMx 3anpocos.
Takne p[aHHble XpaHATCA B BblAENEHHbIX CUCTEMax
COMpPOBOXAEHUS.

KOHTpOn b UE€JZIOCTHOCTU AadHHbIX.

SAP BHegpwufia MHOMOYpPOBHEBYIO CTpaTeruio 3awmTbl OT
HEeCaHKLUMOHMPOBAHHbLIX U3MEHEHWA.

B u4acTtHoctM, SAP wucnonbsyert
peanu3aunm KOHTPOSS M BHeApeHus Mep,
BblLLE.

cnepgywuwee  and
ONMUCaHHbIX

Cucrtembl ceteBoli 3awmnThl (Firewalls);

LleHTp MOHMTOpMHIra 6e3onacHoOCTH;

AHTUBUPYCHOE NMporpaMMHoe obecneyeHue;
Pe3epBHOe KOMMpoBaHME N BOCCTAHOBJIEHWE AAHHbIX;

BHewHue n BHYTpEHHME TeCTbl Ha NPOHUKHOBEHUE UTN
perynsipHble He3aBUCUMble MPOBEPKN 3DHEKTUBHOCTU
Mep 6e3onacHoOCTW.
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Appendix 3 to the DPA and, if applicable, the
Standard Contractual Clauses

Mpunoxxenue 3 k CornaweHunto 06 o6paborke
nepcoHasibHbIX A@HHbIX U, €CNU NPUMEHUMO,
CTaHnapTHbIM AOroBOpPHbLIM yCZioBUsAM

The following table sets out the relevant Articles of GDPR
and corresponding terms of the DPA for illustration purposes
only.

B cnepytowen Tabnuue n3noxeHbl COOTBETCTBYIOLME CTaTbU
GDPR u cootBeTcTBYlOWwWMe ycnosusa CornaweHuns o6
06paboTke nepcoHanbHbIX AaHHbIX. 34eCb OHW NpUBeAEHbI

NCKNKYNTENTbHO B UANKOCTPAaTUBHbIX LENAX.

Article of GDPR
Cratbsa GDPR

Section of DPA

Pazpen CornaweHus
06 o6paboTke
nepcoHa’sibHbIX AAaHHbIX

Click on link to see Section

MpoiianTe No ccbiike, YUTO6bI NPOCMOTpPETb pazaen

28(1)

28(1)

2 and Appendix 2

2 n MpunoxeHne 2

Security of Processing and Appendix 2, Technical and
Organizational Measures.

Security of Processing v MpunoxexHue 2 «TeXHNYECKUNE U
OpraHu3aunoHHbIE MEepPbI».

28(2), 28(3) (d) and 28 (4)
28(2), 28(3) (d) u 28 (4)

6
6

SUBPROCESSORS
SUBPROCESSORS

28 (3) sentence 1
28(3) npeanoxeHue 1

1.1 and Appendix 1, 1.2

1.1 v MNMpunoxeHune 1, 1.2

Purpose and Application. Structure.

Purpose and Application. Structure.

28(3) (a) and 29 3.1 and 3.2 Instructions from Customer. Processing on Legal
Requirement.

28(3) (a) n 29 3.1un3.2 Instructions from Customer. Processing on Legal
Requirement.

28(3) (b) 3.3 Personnel.

28(3) (b) 3.3 Personnel.

28(3) (c) and 32

28(3) (c) n 32

2 and Appendix 2

2 n MpunoxeHne 2

Security of Processing and Appendix 2, Technical and
Organizational Measures.

Security of Processing v MpunoxexHue 2 «TexXHNYECKNE U
OpraHu3aLnOHHbIE MEDbI».

28(3) (e)
28(3) (e)

3.4
3.4

Cooperation.
Cooperation.

28(3) (f) and 32-36

28(3) (f) u 32-36

2 and Appendix 2, 3.5, 3.6

2 v Mpunoxenune 2, 3.5, 3.6

Security of Processing and Appendix 2, Technical and
Organizational Measures. Personal Data Breach.
Notification Data Protection Impact Assessment.

Security of Processing u MpunoxeHne 2 «TexHUYeckme u
OpraHusaumoHHble  Mepbl». Personal Data  Breach
Notification. Data Protection Impact Assessment.

28(3) (9) 4 Data export and Deletion

28(3) (g) 4 Data export and Deletion

28(3) (h) 5 CERTIFICATIONS AND AUDITS

28(3) (h) 5 CERTIFICATIONS AND AUDITS

28 (4) 6 SUBPROCESSORS

28(4) 6 SUBPROCESSORS

30 8 Documentation; Records of processing
30 8 Documentation; Records of processing
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46(2) (c) 7.2 Standard Contractual Clauses.
46(2) (c) 7.2 Standard Contractual Clauses.
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Appendix 4
STANDARD CONTRACTUAL CLAUSES (PROCESSORS)!

For the purposes of Article 26(2) of Directive 95/46/EC (or,
after 25 May 2018, Article 44 et seq. of Regulation 2016/79)
for the transfer of personal data to processors established in
third countries which do not ensure an adequate level of data
protection

Customer also on behalf of the other Controllers

(in the Clauses hereinafter referred to as the ‘data
exporter’)

and
SAP

(in the Clauses hereinafter referred to as the ‘data
importer’)

each a ‘party’; together ‘the parties’,

HAVE AGREED on the following Contractual Clauses (the
Clauses) in order to adduce adequate safeguards with
respect to the protection of privacy and fundamental rights
and freedoms of individuals for the transfer by the data
exporter to the data importer of the personal data specified
in Appendix 1.

Clause 1
Definitions
For the purposes of the Clauses:

(a) ‘personal data’, ‘special categories of data’,
‘process/processing’, ‘controller’, ‘processor’, ‘data
subject’ and ‘supervisory authority’ shall have the same
meaning as in Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the
processing of personal data and on the free movement
of such data;

(b)

‘the data exporter’ means the controller who transfers
the personal data;

(c) ‘the data importer’ means the processor who agrees to
receive from the data exporter personal data intended
for processing on his behalf after the transfer in
accordance with his instructions and the terms of the
Clauses and who is not subject to a third country’s
system ensuring adequate protection within the

meaning of Article 25(1) of Directive 95/46/EC;

NMpunoxxeHune 4

CTAHAAPTHbIE JOrOBOPHbLIE YC/IOBUS
(OBPABOTYMKM)?

Onsa uenen ctatbmn 26(2) Oupektusbl 95/46/EC (a HaumHas c
25 masa 2018 roga ctatbn 44 n ganee PernamenTta 2016/79)
ANa  nepepayn nepcoHasnbHbIX AaHHbIX obpaboTumkam,
yuypexxaeHHbIM B TPeTbMX CTpaHax, B KOTOpbIX He obecneyeH
OOJIKHbBIA YPOBEHb 3alMThl AAHHbIX

3aka3umkK, B TOM uMcsie OT MMeHM apyrux Onepatopos

(B HacToAWMX YCNoBusx, Aanee MMeHyeMbln
«3KCMOPTEPOM AAHHbIX> ),

SAP

(B HacToSAWMX YCIOBUAX, Aaniee UMEHYEMbII <MMMNOPTEPOM
AAaHHbIX>)

(Kaxabln N3 HUX UMEHYeTCs Mo OTAENbHOCTU «CTOPOHa», a
COBMECTHO — «CTOPOHbI»)

OOrOBOPUNTNCb o cnepytowmnx [OroBopHbIX YCNOBUSX
(«YcnoBusa») C uenbld NPUHATL Hagnexawue Mepbl Ans
3alWmnTbl NpaBa Ha HEMNPUKOCHOBEHHOCTb YAaCTHOM XWU3HU U
OCHOBHbIX Mpae u cBobof rpaxhaH B CBA3W C nepepaden
nepcoHasnbHbIX AAHHbIX, YKa3aHHbIX B [onosHeHun 1, oT
aKcrnopTepa AaHHbIX UMMOPTEPY AaHHbIX.

TMyHKT 1.
OnpepeneHunn

B KOHTEKCTe HacCTosALWKUX YCNOoBUiA:

(@) TepMuHbI «repcoHasnbHble  AaHHble», «0cobble
KaTeropum  AaHHbix», <«obpabaTtbiBaTb/06paboTka»,
«onepaTop MNepCoHasbHbIX AAHHbIX», «0b6paboTumnk»,
«CyObbeKT [aHHbIX» W <«HaA30pHbIN OpraH» WMelT
3HayeHus, npeaycMoTpeHHble B Oupektuse 95/46/EC
EBponeickoro napnaMeHta m CoBeTa oOT 24 okTa6ps
1995 rogpa o0 3awute GOU3MYECKUX UL, B CBSA3M C
06paboTKON MNepcoHanbHbIX AaHHbIX M O CBO6OAHOM

nepeaBm>XeHn Taknx AaHHbIX;

(b) «3kcnopTep OAaHHbIX>» O3Hauvaet onepaTtopa
NepcoHasnbHbIX  AaHHbIX,  OCYLLeCTBASIOWEro  ux
nepeaady;

(c) «uMnopTep AaHHbIX» O3Ha4daeT 06paboTumka, KOTOPbLIN

cornawaercs MNonyyYuTb OT 3KCnopTepa  AaHHbIX
nepcoHasbHble  AaHHble, nMpeAHa3HayeHHble  Ans
06paboTKK MO NMOpPYYEHUID IKCMopTepa AaHHbIX Mocse
nepegayvn B COOTBETCTBUM C €ro nopyvyeHunamm wm
NOSIOXXEHUsIMU  YCNOBUW, U AENCTBUS KOTOPOro He
perynmpyroTcs cucTtemon TpeTben CTpaHbl,
obecneumBatoLen 4OMKHbIM YPOBEHb 3aLUUTbl COr/TacHO
ctatbe 25(1) Anpektnebl 95/46/EC;

! Pursuant to Commission Decision of 5 February 2010 (2010/87/EU)

2 B cootsercTsuu ¢ Pemennem Komuccnu ot 5 gespans 2010 ropa (2010/87/EU)
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(d) ‘the sub-processor’ means any processor engaged by
the data importer or by any other sub-processor of the
data importer who agrees to receive from the data
importer or from any other sub-processor of the data
importer personal data exclusively intended for
processing activities to be carried out on behalf of the
data exporter after the transfer in accordance with his
instructions, the terms of the Clauses and the terms of
the written subcontract;

(e) ‘the applicable data protection law’ means the
legislation protecting the fundamental rights and
freedoms of individuals and, in particular, their right to
privacy with respect to the processing of personal data
applicable to a data controller in the Member State in
which the data exporter is established;

(f) ‘technical and organisational security measures’ means
those measures aimed at protecting personal data
against accidental or unlawful destruction or accidental
loss, alteration, unauthorised disclosure or access, in
particular where the processing involves the
transmission of data over a network, and against all
other unlawful forms of processing.

Clause 2
Details of the transfer

The details of the transfer and in particular the special
categories of personal data where applicable are specified in
Appendix 1 which forms an integral part of the Clauses.

Clause 3
Third-party beneficiary clause

1. The data subject can enforce against the data exporter
this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and
(g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2),
and Clauses 9 to 12 as third-party beneficiary.

2. The data subject can enforce against the data importer
this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause
7,Clause 8(2), and Clauses 9 to 12, in cases where the
data exporter has factually disappeared or has ceased
to exist in law unless any successor entity has assumed
the entire legal obligations of the data exporter by
contract or by operation of law, as a result of which it
takes on the rights and obligations of the data exporter,
in which case the data subject can enforce them against
such entity.

(d) «cybnogpsgumk no obpaboTke» o3HavaeT nwboro
obpaboTumnka, nNpuUBIEKAEMOro WMMOPTEPOM JAaHHbIX
wnn agpyrum cyébnoapsayunkom no obpabotke nmnoprepa
[aHHbIX,  KOTOpbI  cornawaeTrcs  MNofly4yuTb  OT
uMnopTepa AaHHbIX UK ero Apyroro cybnoapsaymka no
obpaboTke nepcoHasnbHble [aHHble, KoTopble
npegHasHayeHbl UCKIKYUTENbHO Ans  obpaboTky,
BbIMO/IHAEMOM MO MOPYYEHUID 3KCNopTepa AaHHbIX
nocne nepefayv B COOTBETCTBUW C €ro NMOPYUYEHUSMY,
MNOIOXEHNAMN YCNOBUIA N MUCbMEHHbIM AOrosopom
cybrnoapsaa;

(e) <«npuMeHMMoOe 3aKoHOAATENbCTBO O 3alUMTe AaHHbIX»
O3HavaeTt 3aKOHOAATeNbCTBO, 3awmwanwee
dyHOoaMeHTanbHble npaBa WM cBoboabl 4venoBeka, B
YaCTHOCTM MpaBO Ha HEMNPUKOCHOBEHHOCTb YacCTHOM
XXU3HM B CBA3M C 06paboTkon lMepcoHanbHbIX AAHHbIX,
M MpUMEeHsieMoe K onepaTopy NepcoHasbHbIX AAHHbIX B
FocypapcTBe-uneHe, B KOTOPOM HaxoAWTCS 3KcnopTep
OAHHbIX;

(f) «TexHuyeckme ©  OpraHU3aUMOHHble  Mepbl  NO
obecneyeHuto  6e3onacHOCTU»  O3Ha4yalwT  Mepbl,
HalueneHHble Ha 3aluTy MNepCoHasbHbIX AAHHbIX OT
CNy4YalHOro WMAN HE3aKOHHOr0 YHWYTOXEHUS, MoTepw,
MU3MEHEeHUs, HeCaHKLUWOHUPOBAHHOIO pPacKpbITUS WK
[OCTyna, B 4acTHOCTM B ciy4asx, korga obpabotka
npeanonaraeT nepegadvy AaHHbIX MO CETU, a Takxe oT
BCEX OCTasibHbIX (POPM He3aKOHHOM 06paboTku.

TMyHKT 2.
CBepeHMA 0 nepeaave AaHHbIX

MonpobHble cBeaeHWs O  nepepgadvye, B 4acTHOCTH,
NnpUMeHMMble 0cobble KaTeropumM MepcoHasbHbIX AaHHbIX,
yKasaHbl B [JonosiHeEHUM 1, COCTaBSOWEM HEOTHLEMIEMYHO
yacTb YCoBuUiA.

TTyHKT 3.
YcnoBue o CTOpoHHeM 6eHecdumumnape

1. CybbekT pAaHHbIX MOXeT B KayecTBe CTOPOHHEro
6eHedmumnapa notpeboBaTtb NPUHYANTENBHOIO
NCMONHEHUS 3KCMopTepomM AaHHbIX yCnoBwuit
HacToslwero nyHkTa, nyHkToB 4(b)-(i), nyHkTOoB 5(a)-
(e) n (g)-(), nyHkToB 6(1) 1 (2), NyHKTa 7, NyHKTa
8(2) v nyHkTOB 9-12.

2. Cybwbekrt OAHHbIX MOXeT notpebosaTb
NPUHYANTENBHOrO WCMOJIHEHUS MMMOPTEPOM AAHHbIX
YyCNOBUW HacTosiWero nyHKTa, nyHKToB 5(a)-(e) n (g),
nyHKTa 6, NyHKTa 7, nyHkTa 8(2) u nyHKTOB 9-12, ecnu
3KCNopTep AaHHbIX PaKTUYECKM UCYE3 UKW NpeKkpaTun
topuanyeckoe cylecTsoBaHWe, KpoMe cnydaeB, Korga
opraHusaums-npeemMHuUK  B3sna Ha  cebs BCE
topuanyeckme obasaTenbCrBa 3KCNopTepa AaHHbIX Ha
OCHOBaHWW OOroBOpa WM 3aKOHa, B pe3ynbTaTe 4ero
3Ta opraHusaums npuobpeTtaeT npasa u obs3atenbcTea
3KCnopTepa [AaHHbIX W, CcrnefoBaTeNlbHO, CybbekT

Personal Data Processing Agreement for SAP Cloud Services (DUAL) (CIS) ruRU.v.7-2020 Page 29 of 36



3. The data subject can enforce against the sub-processor
this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause
7, Clause 8(2), and Clauses 9 to 12, in cases where
both the data exporter and the data importer have
factually disappeared or ceased to exist in law or have
become insolvent, unless any successor entity has
assumed the entire legal obligations of the data
exporter by contract or by operation of law as a result
of which it takes on the rights and obligations of the
data exporter, in which case the data subject can
enforce them against such entity. Such third-party
liability of the subprocessor shall be limited to its own
processing operations under the Clauses.

4. The parties do not object to a data subject being
represented by an association or other body if the data
subject so expressly wishes and if permitted by national
law.

Clause 4
Obligations of the data exporter
The data exporter agrees and warrants:

(a) that the processing, including the transfer itself, of the
personal data has been and will continue to be carried
out in accordance with the relevant provisions of the
applicable data protection law (and, where applicable,
has been notified to the relevant authorities of the
Member State where the data exporter is established)
and does not violate the relevant provisions of that
State;

(b) that it has instructed and throughout the duration of
the personal data-processing services will instruct the
data importer to process the personal data transferred
only on the data exporter’s behalf and in accordance
with the applicable data protection law and the Clauses;

(c) thatthe data importer will provide sufficient guarantees
in respect of the technical and organisational security
measures specified in Appendix 2 to this contract;

(d) that after assessment of the requirements of the
applicable data protection law, the security measures
are appropriate to protect personal data against
accidental or unlawful destruction or accidental loss,
alteration, unauthorised disclosure or access, in
particular where the processing involves the
transmission of data over a network, and against all
other unlawful forms of processing, and that these

AaHHbIX MOXET I'IOTpEGOBaTb MX MCMNOJSIHEHUS OT 3TOM
opraHusauunun.

3. CybbekTt OaHHbIX MOXeT notpebosaTtb
NPUHYAUTENBHOIO MWCNOSIHEHMS CcybnoapsayYMKOM no
06paboTke yCnoBuMIi HaCToAWEro nyHKTa, MYHKTOB
5(a)-(e) n (g), nyHkTa 6, nNyHKTa 7, nyHkTa 8(2) u
MYHKTOB 9-12, ecnn 3KCcnopTep AaHHbIX U MMOopTep
OaHHbIX  daKTUYeCKM ucyesnu Wan  npekpaTuim
opuamMyeckoe CyulecTsoBaHWe, KpoMe ciy4vaeB, Korga
opraHmM3auna-npeemMHmnK B3s/1a Ha cebs BCE
ropnanveckne obssatenbCcTBa aKcnopTepa AaHHbIX Ha
OCHOBaHMKW [OroBoOpa MAM 3akKOHa, B pe3ysibTaTe 4ero
3Ta opraHusauus npuobpeTtaeT npaBa 1M obs3aTtenbcTea
aKcrnopTepa AaHHbIX U, CclefoBaTenbHO, CybbekT
OaHHbIX MOXeT notpeboBaTb MX MCMNOSIHEHUS OT 3TOM
opraHmsaumn. OTBETCTBEHHOCTb cybnoapsgunka no
obpaboTke nepen TpeTbMMW NULAMWU OrpPaHUYMBAETCS
ero cobcTBeHHbIMM  onepaumamu no  obpaboTke
COr/lacHO YCroBUSAM.

4. CTOpOHbl HE BO3pa)katoT NMPOTUB TOro, YTO6bI MHTEPECHI
cybbeKkTa AaHHbIX MpeAcTaBAsAUCh accoumnaumein unm
OPYrMM OpraHoMm, ecnuM Ccy6bekT [AaHHbIX ABHbIM
06pa3oM BbIPa3UT B 3TOM XENAHWE M eCclM 3TO He
3anpelleHo HauMoHabHbIM 3aKOHOAATENbCTBOM.

TTyHKT 4.
O6s13aTenbcTBa 3KCNopTepa AaHHbIX
DKCropTep AaHHbIX NOATBEPXAAET WU rapaHTUPYeET, 4YTo:

(a) O6paboTka nMepcoHanbHbIX AaHHbIX, BKAKYasA KX
nepeaavy, BbIMONHAETCA U 6yAeT  BbIMOJHATLCA
cornacHo COOTBETCTBYOLMM NONOXEHUSAM
NpUMEHMMOro 3aKoHO4aTeNbCTBa o} 3awmTe
NnepcoHasnbHbIX AaHHbIX (U, FAe 3TO NPUMEHUMO, O HEM
yBeAOMJIeHbl COOTBETCTBYHOLME opraHbl ocynapcTea-
ysieHa, B KOTOPOM pacroJfIOXeH 3KCMopTep AaHHbIX) U
HEe HapywaeT COOTBETCTBYHOLIMX 3aKOHOB 3TOro
rocynapcTtBa;

(b) oH pmpan wn Ha nNpoOTAXEHUM BCero nepuoaa
npepocrtaBneHns ycnyr o6paboTkm nepcoHanbHbIX
AaHHbIX ByaeT npoaosmkaTb AaBaTb MMMNOPTEPY AaHHbIX
yKasaHus, u4To ob6paboTke nognexaTr  TOJIbKO
nepcoHasibHble AaHHble, nepefaHHble B WHTepecax
3KcrnopTepa AaHHbIX, n 06paboTKy cneagyeT BbIMOAHATL
TONIbKO B COOTBETCTBUM C OENCTBYIOLWUM
3aKOHOAaTe/IbCTBOM O 3alunTe AaHHbIX U YCIOBUSMU;

(c) wMnopTep AaHHbIX NPefoCTaBUT AOCTaTOYHbIE rapaHTUm
B OTHOLUEHUWN TEXHUYECKMX N OpraHM3aLUMOHHbIX Mep No
obecneyveHuto 6e3onacHocTH, YKasaHHbIX B
MpunoxeHnn 2 K HacTosILeMy AOroBOpY;

(d) nocne OUEHKM TpeboBaHu NMPUMEHMMOTro
3aKoHoAaTeNnbCTBA@ O  3aWuUTe  AaHHbIX  Mepbl
6€30MacHOCTN COOTBETCTBYIOT YPOBHIO, HEO6XOAUMOMY
AN 3aWMTbl NepCOHaNbHbIX AaHHbIX OT C/Ty4aMHOro uim
HE3aKOHHOro YHWUYTOXEHUS WM MOTEPU, U3MEHEHMS,
HECaHKLMOHNPOBAHHOIO PacKpbITUS U UCMONb30BaHMS,
B 4aCTHOCTU, korga obpaboTka npeanonaraeTt nepegavy
OaHHbIX MO CeTn, a TakXe OoT JbbiXx Apyrux
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measures ensure a level of security appropriate to the
risks presented by the processing and the nature of the
data to be protected having regard to the state of the
art and the cost of their implementation;

(e) that it will ensure compliance with the security
measures;

(f) that, if the transfer involves special categories of data,
the data subject has been informed or will be informed
before, or as soon as possible after, the transfer that its
data could be transmitted to a third country not
providing adequate protection within the meaning of
Directive 95/46/EC;

(g) to forward any notification received from the data
importer or any sub-processor pursuant to Clause 5(b)
and Clause 8(3) to the data protection supervisory
authority if the data exporter decides to continue the
transfer or to lift the suspension;

(h) to make available to the data subjects upon request a
copy of the Clauses, with the exception of Appendix 2,
and a summary description of the security measures,
as well as a copy of any contract for sub-processing
services which has to be made in accordance with the
Clauses, unless the Clauses or the contract contain
commercial information, in which case it may remove
such commercial information;

(i) that, in the event of sub-processing, the processing
activity is carried out in accordance with Clause 11 by
a subprocessor providing at least the same level of
protection for the personal data and the rights of data
subject as the data importer under the Clauses; and

(j) that it will ensure compliance with Clause 4(a) to (i).
Clause 5
Obligations of the data importer
The data importer agrees and warrants:

(a) to process the personal data only on behalf of the data
exporter and in compliance with its instructions and the
Clauses; if it cannot provide such compliance for
whatever reasons, it agrees to inform promptly the data
exporter of its inability to comply, in which case the
data exporter is entitled to suspend the transfer of data
and/or terminate the contract;

(b) that it has no reason to believe that the legislation
applicable to it prevents it from fulfilling the instructions
received from the data exporter and its obligations
under the contract and that in the event of a change in
this legislation which is likely to have a substantial

HEe3aKOHHbIX dopM 06paboTkn, M 4YTO 3TU Mepbl
obecneumnBaioT YPOBEHb 6e3onacHocTH,
COOTBETCTBYIOLWMIA  puUCKaM,  BO3HMKAKOWMM  Mpu
obpaboTke, M XxapaKkTepy 3alMllaeMblX [aHHbIX, C
YY4ETOM  YPOBHS  TEXHOMOrMM U  CTOMMOCTM  UX
peanusauuu;

(e) oH obecneuunTt cobnoaeHmne Mmep 6e30nacHOCTU;

(f) ecnu nepemada KacaeTcs crneumanbHbIX KaTeropui
OaHHbIX, CY6bEeKT AaHHbIX NPOMHGOPMUPOBAH WIN
6yaeT npoMHMOpMUpPOBaH 40 Nepefayvn UM Kak MOXHO
CKOpee rnocne Hee 0 TOM, YTO €ro AaHHble MOryT 6bITb
nepedaHbl B ApYyryl CTpaHy, He obecneuumBatollyto
OO/DKHBIM - YpOBEHb  3aluTbl  COMMacHO [upekTuBe

95/46/EC;
(g) oH 6ymer nepepaBaTb nbble  yBegoMsieHus,
NMosy4YeHHble oT mMnopTepa AaHHbIX nnm

cybrniogpsaumka no obpaboTke cornacHo nyHkTam 5(b)
n 8(3), HaA30pHOMY OpraHy Mo 3aliMTe AaHHbIX, ecnu
3KCMopTep AaHHbIX PELUT MPOAC/IXKUTL Nnepesady unm
OTMEHUTb NMPUOCTAHOBKY;

(h) oH no 3anpocy npenocTaBuT CybbeKkTaM AaHHbIX KOMUIO
Ycnosuin, 3a wuckaodeHnem [punoxeHusa 2, a Takxe
CBOAHOE onucaHue Mep 6eszonacHocTu n konuto noboro
porosopa o cybnoapsae ycnyr o6paboTkuM AaHHbIX,
3aK/Il04aeMoro B COOTBETCTBMM C YCNOBMSMW, 3a
WCKJIIOYEHNEM CNy4vaeB, Korga YCnoBus Wian [OroBop
cybriogpsiaa cogep)aTt KOMMEpPYECKY WH@opMauuio;
npu Haanuum TakKoOW KOMMep4yeckon WHdopMmauun B
YcnoBusax nnu gorosope cybnogpsaga MMnopTep AaHHbIX
MOXET yAanuTb ee€;

(i) B cnyyae cybnogpsiga npoueaypa o6paboTku AaHHbIX
6yneT BbINOMHATLCS B COOTBETCTBMM C MYHKTOM 11
cybnoppsaunkom no obpabotke, obecneumpatoLmm Kak
MWUHMMYM TaKOW e YpPOBEHb 3alMTbl MepCOHasbHbIX
OaHHbIX M MpaB cybbekTa AaHHbIX, YTO W UMMoOpTep
OaHHbIX, AENCTBYIOLWMA B COOTBETCTBUM C YCNOBUSIMU;

(j) oH obecneuunt BbINOAHEHNE NYHKTOB 4(a)-(i).
TMyHKT 5.
O6s3aTtenbcTBa MMNopTepa AaHHbIX
MMnopTep AaHHbIX NOATBEPXAAET U rapaHTUpPyeT, 4To:

(a) oH 6yneT BbINOMHATL 06paboTKy NepCoOHaNbHbIX AaHHbIX
TO/IbKO MO MOPYYEHUID 3KCNopTepa pAaHHbIX UM B
COOTBETCTBMW C €ro ykKasaHuWsiMM U YC/IOBUSIMU; eCcnu
MMnopTep AaHHbIX HE CMOXET MO KakKMM-N1Mb0 NpUYnHaM
obecneunTb Takoe COOTBETCTBME, OH 064a3yeTcs
coobLWmMTb 06 3TOM 3KCNOpPTEPY AAHHbLIX B KpaTyamnwimm
CpPOK, W B 3TOM C/ly4ae 3KCnopTep AaHHbIX MMeeT NpaBo
NPUOCTaHOBUTb Nepeaady AaHHbIX U (MNK) NpekpaTuTb
AelcTBme Aoroesopa;

(b) y Hero HeT MpPMUKMH MonaraTtb, YTO MPUMEHMMOE K HEMY
3aKOHOAATENbCTBO HE MO3BOMSET €MY BbINOAHATb
nopy4eHus, NoslydaeMble OT IKCNopTepa AaHHbIX, U ero
0653aTeNbCTBa B COOTBETCTBUWM C LOrOBOPOM, M €C/M
N3MeHeHune 3TOro 3aKoHOoAaTeNbCTBa oKaxeT
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(©

(d)

(e)

()

(9)

(h)

adverse effect on the warranties and obligations
provided by the Clauses, it will promptly notify the
change to the data exporter as soon as it is aware, in
which case the data exporter is entitled to suspend the
transfer of data and/or terminate the contract;

that it has implemented the technical and
organisational security measures specified in Appendix
2 before processing the personal data transferred;

that it will promptly notify the data exporter about:

(i) any legally binding request for disclosure of the
personal data by a law enforcement authority
unless otherwise prohibited, such as a prohibition
under criminal law to preserve the confidentiality
of a law enforcement investigation;

(i)

any accidental or unauthorised access; and
(iii) any request received directly from the data

subjects without responding to that request,
unless it has been otherwise authorised to do so;

to deal promptly and properly with all inquiries from the
data exporter relating to its processing of the personal
data subject to the transfer and to abide by the advice
of the supervisory authority with regard to the
processing of the data transferred;

at the request of the data exporter to submit its data-
processing facilities for audit of the processing activities
covered by the Clauses which shall be carried out by
the data exporter or an inspection body composed of
independent members and in possession of the
required professional qualifications bound by a duty of
confidentiality, selected by the data exporter, where
applicable, in agreement with the supervisory
authority;

to make available to the data subject upon request a
copy of the Clauses, or any existing contract for sub-
processing, unless the Clauses or contract contain
commercial information, in which case it may remove
such commercial information, with the exception of
Appendix 2 which shall be replaced by a summary
description of the security measures in those cases
where the data subject is unable to obtain a copy from
the data exporter;

that, in the event of sub-processing, it has previously
informed the data exporter and obtained its prior
written consent;

(©

(d)

(e)

()

(9)

(h)

3HauuTeNbHOE oTpuuaTtesnbHoe BNUSIHNE Ha
BO3MOXHOCTb MMMOpTepa JAaHHbIX BbIMOJHATL CBOM
rapaHTum n obs3aTenbCTBa, M3M0XEHHbIE B YCNOBUSAX,
TO OH HEeMeaNleHHO YBEeAOMUT O TaKOM W3MEHEHUMU
3KCnopTepa AaHHbIX, KaK TOJIbKO O HEM Y3HA€ET, U B 3TOM
cnydae akcnopTep OaHHbIX nmeer npaso
NPUOCTaHOBUTb Nepeaayvy AaHHbIX U (MNK) NpekpaTuTb
AencTBmne Aorosopa;

nepen 06paboTKON  nepedaHHbIX  MNepCoHasbHbIX
OaHHbIX O6yayT peanun3oBaHbl BCe TeXHUYecKue wu
OpraHu3aumMoHHbIEe Mepbl no obecrneyeHunto
6e30nacHOCTU, yKasaHHble B [pUIoXeHun 2;

OH HE3aMeaANnTENbHO YBEAOMUT 3KCNOPTEPA AAaHHbLIX O:

(i) mobom topuandeckm ob6sa3biBalOLLEM 3anpoce Ha
pacKkpbiTUe NepcoHasbHbIX AaHHbIX, MOJyYYEHHOM
oT NpaBoOOXPaHUTENbHOIO opraHa, 3a
WCK/IIOYEHMEM CrlyyaeB, Koraa 3TO 3arnpeLieHo,
HanpuMep B cflyyae TpeboBaHMS O COXpPaHEHUMU
KOHMMAEHUNANBHOCTH npoBOAMMOrO
NpaBOOXpaHUTEsIbHbIM OpraHoOM paccriefoBaHus
COMNacHO YrosioBHOMY 3aKOHOAATENbCTBY;

(ii) nwbom cnyyaHOM WA HECaHKUMOHWUPOBAHHOM
AOCTyne K AaHHbIM;

(iii) nobomM 3anpoce, HaMNpsMyt MNOJYYEHHOM OT
cybbeKkToB AaHHbIX, HE OTBeYas Ha 3TOT 3anpoc,
KpoMe cflyyaes, Korga OTBeT Ha 3anpoc
CaHKLMOHMPOBaH;

OH HeMeaneHHO M AO/KHbIM 06pa3oM byaeT oTBevaTb
Ha 3anpocbl 3KcrnopTepa, Kacawwwmeca o6paboTku
MepcoHanbHbIX AaHHbIX, MoANeXalux nepegaye, U
npuaepXmBaTbCs pPeKoMeHAauMn Haa30pHOro opraHa
OTHOCUTENIbHO 06paboTkM NepeaaHHbIX AaHHbIX;

Nno 3anpocy 3KCnopTepa AaHHbIX OH NPeAoCTaBUT CBOU
noMelleHns, B KOTOPbIX BbIMoOJHAeTCS o06paboTka
OaHHbIX, AN ayaAuTa onepauun no obpaboTke,
OMUCAHHOIo B YCNOBUAX U BbINOJIHAEMOIO 3KCMopTeEpOM
OaHHbIX NGO OpraHoM MpPOBEPKM, COCTOALMM U3
He3aBUCUMbIX JINL, KOTOpble o6nap,a+0T HeOGXOLI,VIMbIMVI
npodeccnoHanbHbIMK KayecTBamu, CBsi3a@Hbl
TpeboBaHMAMN KOHMUAEHLUMANBLHOCTM M BbibupatoTcs
3KCMOPTEPOM  AaHHbIX, rAe 3T0 MNpUMMEHUMO, Mo
COrNacoBaHUIO C HAA30PHbLIM OPraHoOM;

Mo 3anpocy OH MPeaoCTaBUT CY6BbEKTY AaHHbIX KOMMUIO
Ycnosuii mnu nwo6oro CyLLecTBYIOLLIEro [0roBopa o

cybnoapsae ycnyr obpaboTkun OAHHbIX, 3a
WUCK/IIOYEHMEM CrlyyaeB, Koraa 3Tu  YCnosuss wnu
[OroBOp coAepXaT KOMMEep4YecKylo WHdopmaumio,

KOTOPYI0 B TakOM C/lly4yae OH MOXET yAanuTb, KpoMe
MpunoxeHusa 2, KoTopoe 6yAeT 3aMeHEeHO CBOAHbLIM
onucaHveM Mep 6€30MacHOCTM B Tex Ciydaax, Koraa
Cy6beKT [AaHHbIX He MOXET MOoNyYUTb KOMUI OT
3KCrnopTepa AaHHbIX;

B C/lyyae nepepayn o6paboTKM AaHHbIX Ha cybnoapsas
OH MpeABapuTeNbHO YBELOMUT 06 3TOM 3KCropTepa
[aHHbIX U MOMYyYNUT ero NMCbMeHHoe cornacue;
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@(3)

that the processing services by the sub-processor will
be carried out in accordance with Clause 11;

to send promptly a copy of any sub-processor
agreement it concludes under the Clauses to the data
exporter.

Clause 6

Liability
The parties agree that any data subject, who has
suffered damage as a result of any breach of the
obligations referred to in Clause 3 or in Clause 11 by
any party or sub-processor is entitled to receive

compensation from the data exporter for the damage
suffered.

If a data subject is not able to bring a claim for
compensation in accordance with paragraph 1 against
the data exporter, arising out of a breach by the data
importer or his sub-processor of any of their obligations
referred to in Clause 3 or in Clause 11, because the data
exporter has factually disappeared or ceased to exist in
law or has become insolvent, the data importer agrees
that the data subject may issue a claim against the data
importer as if it were the data exporter, unless any
successor entity has assumed the entire legal
obligations of the data exporter by contract of by
operation of law, in which case the data subject can
enforce its rights against such entity.

The data importer may not rely on a breach by a sub-

processor of its obligations in order to avoid its own
liabilities.
3. If a data subject is not able to bring a claim against the

data exporter or the data importer referred to in
paragraphs 1 and 2, arising out of a breach by the sub-
processor of any of their obligations referred to in
Clause 3 or in Clause 11 because both the data exporter
and the data importer have factually disappeared or
ceased to exist in law or have become insolvent, the
sub-processor agrees that the data subject may issue a
claim against the data sub-processor with regard to its
own processing operations under the Clauses as if it
were the data exporter or the data importer, unless any
successor entity has assumed the entire legal
obligations of the data exporter or data importer by
contract or by operation of law, in which case the data
subject can enforce its rights against such entity. The
liability of the sub-processor shall be limited to its own
processing operations under the Clauses.

()

@(4)

2.

MmnopTtep

cybnoapsaumk no obpabotke 6yaeT okasbiBaTb yCayru
06paboTKn B COOTBETCTBMM C MYHKTOM 11;

OH He3aMennTesIbHO OTMPaBUT 3KCNOPTEPY AaHHbIX
Konuio  Nboro  cornaweHus,  3aKJYEHHOro C
cybnoapsayumkom o6paboTkm gaHHbIX B COOTBETCTBMU C
YcnoBusamu.

TTyHKT 6.
OTBETCTBEHHOCTb

CTopoHbl cornawarTca € TeM, 4To bon cybbekTt
AaHHbIX, NoHecwuin yuwepb B pe3synbraTe HapylweHus
0653aTenbCTB, yKasaHHbIX B NyHKTax 3 mam 11 nwobon
M3 CTOpPOH unun cybnoapsgyumkom no obpaboTtke, umeer
npaBo Ha nMoOJlydeHMe OT 3KcnopTepa AaHHbIX
KOMMeHcauMn noHeceHHoro yuwepba.

Ecnn cybbekT [aHHbIX He MOXeT npeabsBuUTb
3KCNOpTepY QAaHHbiX TpeboBaHMe O KOMMNEeHcauum
COrNlacHO noAnyHKTYy 1 B CBSI3M C HapylweHueM
MMMNOPTEPOM [AaHHbIX WM ero cybrnogpsayMkoMm no
o6paboTke kakoro-nmbo M3 0653aTenbCTB, OMUCAHHbIX
B NyHKTe 3 wunam 11, NoCKONbKY 3KCNOpTep AaHHbIX
dakTnyeckmn ncyes, npekpaTtun ropuanyeckoe
CylecTBoBaHue nan 06aHKpoOTUICS, UMNOPTEP AaHHbIX
MPU3HAET, YTO CyObEeKT AaHHbIX MOXET MNpeabsBUTb
uMnopTepy AaHHbiXx TpeboBaHMe O KOMMEHCauMWn, Kak
ecnu 6bl TOT 6bI1 3KCNOPTEPOM AAaHHbIX, KPOME Clly4aes,
Koraa opraHusauusi-npeeMHUMK B3sisla Ha cebss Bce
ropuanyeckmne obsizaTtenbcTsBa aKcrnopTepa Ha
OCHOBaHMW AOroBopa WMNM 3akoHa, U B 3TOM Ciiyyae
cybbekT JaHHbIXx MoxeT noTpeboBaTb OT 3TOM
opraHumsauum npuHyauUTENbHON peanusaumm CBOMUX
npas.

AaHHbIX HE MOXET YKNOHUTLCA oT

OTBETCTBEHHOCTM MO CBOMM 0653aTeNnbCTBaM, CCbIAsCb Ha
HapyLweHue obsa3aTenbcTB cybnoapsaunkom no obpabotke.

3.

Ecnn  cybbekT f[aHHbIX He MOXeT npeabsiBuUTb
3KCNOpTEPY WM WUMNOPTEpPY AaHHbIX TpeboBaHue o
KOMMEeHcauMn cornacHo NoAnyHKTY 1 u 2 B CBS3W C
HapyweHnem cybnoapsaunkom no obpaboTke Kakoro-
nnb6o n3 06a3aTenbCTB, ONUCaHHbIX B NYHKTe 3 unu 11,
NOCKONbKY 3KCNOPTEP N UMMOPTEP AAaHHbIX PaKTUUYECKN
ncyesnu, npekpaTtuan puanveckoe CyLlecTBoBaHWe
mnn obaHkpoTunucb, cybnogpsadmMk no obpaboTke
NpU3HaeT, 4YTO Cyb6bEeKT AaHHbIX MOXET MNpeabsBUTb
cybrnogpsaumky no  obpabotke TpeboBaHue O
KOMMNeHcaumn, Kak ecnm 6bl TOT 6bls1 3KCNOPTEPOM UK
UMNOPTEPOM  AaHHbIX, MPUMEHUTENbHO TOMbKO K
onepauusam 06paboTky, BbIMOSIHEHHbIM
cybnoapsAYMKOM, KpoMe criyyaeB, Koraa opraHusauns-
npeemMHUK B3s1a Ha ceba BCce opuanyeckue
oba3aTenbCTBa IKCNopTEpa AW UMNopTepa AaHHbIX Ha
OCHOBaHWW [0OroBopa WM 3aKoOHa, W B 3TOM ciy4ae
CybbeKkT paHHbIX MoxeT noTpeboBaTb OT 3TOM
OopraHusaumn npuHyAUTENbHON peanu3aumm CBOUX
npas. OTBETCTBEHHOCTb cybrnoapsaymka no obpaboTtke
OaHHbIX orpaHuymBaeTcs ero CcOb6CTBEHHbIMU
onepaumsMm no obpaboTke, BbINOMHAEMbIMM COrNacHO
Ycnosusam.
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Clause 7
Mediation and jurisdiction

1. The data importer agrees that if the data subject
invokes against it third-party beneficiary rights and/or
claims compensation for damages under the Clauses,
the data importer will accept the decision of the data
subject:

(a) to refer the dispute to mediation, by an
independent person or, where applicable, by the
supervisory authority;

(b) to refer the dispute to the courts in the Member
State in which the data exporter is established.

2. The parties agree that the choice made by the data
subject will not prejudice its substantive or procedural
rights to seek remedies in accordance with other
provisions of national or international law.

Clause 8
Cooperation with supervisory authorities

1. The data exporter agrees to deposit a copy of this
contract with the supervisory authority if it so requests
or if such deposit is required under the applicable data
protection law.

2. The parties agree that the supervisory authority has the
right to conduct an audit of the data importer, and of
any sub-processor, which has the same scope and is
subject to the same conditions as would apply to an
audit of the data exporter under the applicable data
protection law.

3. The data importer shall promptly inform the data
exporter about the existence of legislation applicable to
it or any sub-processor preventing the conduct of an
audit of the data importer, or any sub-processor,
pursuant to paragraph 2. In such a case the data
exporter shall be entitled to take the measures foreseen
in Clause 5(b).

Clause 9
Governing law

The Clauses shall be governed by the law of the Member
State in which the data exporter is established.

Clause 10
Variation of the contract

The parties undertake not to vary or modify the Clauses. This
does not preclude the parties from adding clauses on
business related issues where required as long as they do
not contradict the Clause.

TTyHKT 7.
MocpeaHnyecTBO M IOpUCANKLNSA

1. WVMnopTep AaHHbIX MNpU3HaeT, 4To, ecan cybbekT
OAHHbIX MNPUMEHUT MNPOTMB HEro rpasa CTOPOHHEro
6eHedvumnapa w (MnAn) npeabsAsBuTt TpeboBaHue O
KoMneHcauun yulepba cornacHo YcnoBusMm, uMmnopTep
AaHHbIX COrNacuTcsa C peleHnem cybbekTa AaHHbIX:

(a) o paspeweHnn cnopa nyTeM nocpesHUYEecTBa
He3aBMCMMOro nua WAW, rae 3TO NPUMEHUMO,
HaA30pHOro opraHa;

(b) o nepepaue cnopa B cya [ocyaapcTBa-usieHa, B
KOTOPOM pacrosioXeH 3KCNopTep AaHHbIX.

2. CTOpOHbI cornawatTcs ¢ TeM, 4YTo Bbi6Op, caenaHHbIN
cybbekToM pAaHHbIX, He HaHeceT vyuepba ero
MaTepuanbHbiM W MNpoueccyasibHbiM MpaBaM Ha Mepbl
3alMTbl COrflacHO APYTrUM MOMIOXEHUSM HaLMOHabHOIoO
WM MeXAYyHapOoAHOro 3aKoHOAATENbCTBA.

lMyHKT 8.
CoTpyAHMYECTBO C HAA3OPHbIMU OpraHamm

1. DKcrnopTep AaHHbIX COrflaceH npeaocTaBUTb KOMUIO
HacTosILero AoroBopa HaA30pHOMY OpraHy Mo 3anpocy
WAN B COOTBETCTBUW C TpeboBaHMEM MPUMEHUMOrO
3aK0OHOAATENbCTBA O 3alUUTe AAHHbIX.

2. CTOpOHbl MPU3HAIOT, 4YTO HAA30pHbLIM OpraH wumeeTt
npaBo NpPOBOAWUTbL ayaAMT MMNoOpTepa AaHHbIX U nboro
cybrnogpsaumka no obpabotke. O6beM ayamTta M ero
yCNnoBuS COBMafaloT ¢ 06beEMOM M YyC/NOBUSIMU ayauTa,

KOTOpbIi npoBoaunacss 6bl  3KCMOPTEPOM  AAHHbIX
COr/lacHO MPUMEHMMOMY 3aKoHOAATEeNbCTBY O 3awuTe
OaHHbIX.

3. WMnopTep paHHbIX B KpaTyawwui CpPOK coobwmTt

3KCMOpTepy [JaHHbIX O HaaMyMM 3aKOHa, KOTOpbIi
pacnpocTpaHseTcs Ha Hero nnm noboro
cybnogpsauvka no o6bpaboTtke wn  He no3Bonser

NpPoOBOAUTL ayAMT MMMopTepa JAaHHbIX wan nwboro
cybrnogpsgumka no o6paboTtke B COOTBETCTBUMM C
noAnyHkKToM 2. B 3TOM cnyyae akcnoptep v uMmnopTtep
OaHHbIX nmeT npaso NPUHATb Mepbl,
npeaycMoTpeHHble B NyHKTe 5(b).

TMyHKT 9.
NMpuMmeHuMoe 3aKoHOAATENbCTBO

YcnoBua perynupyroTcs 3akoHoAaTeNbCTBOM [ocyaapcTBa-
yfieHa, B KOTOPOM 3aperucTpupoBaH JKCNopTep AaHHbIX.

lMyHKT 10.
NU3MmeHeHna gorosopa

CTopoHbl 0653y10TCS HE BHOCUTb M3MEHEHUs B YCNoBus. ITo
He 3anpewaeT CTOpoHaM Npu HeobxoauMoctTn A06aBnSATb
NMYHKTbI, CBA3aHHble C 6WU3HEeCOM W He MnpoTuBOpevalime
Ycnosusam.
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1.

Clause 11
Sub-processing

The data importer shall not subcontract any of its
processing operations performed on behalf of the data
exporter under the Clauses without the prior written
consent of the data exporter. Where the data importer
subcontracts its obligations under the Clauses, with the
consent of the data exporter, it shall do so only by way
of a written agreement with the sub-processor which
imposes the same obligations on the sub-processor as
are imposed on the data importer under the Clauses.
Where the sub-processor fails to fulfill its data
protection obligations under such written agreement
the data importer shall remain fully liable to the data
exporter for the performance of the sub-processor’s
obligations under such agreement.

The prior written contract between the data importer
and the sub-processor shall also provide for a third-
party beneficiary clause as laid down in Clause 3 for
cases where the data subject is not able to bring the
claim for compensation referred to in paragraph 1 of
Clause 6 against the data exporter or the data importer
because they have factually disappeared or have
ceased to exist in law or have become insolvent and no
successor entity has assumed the entire legal
obligations of the data exporter or data importer by
contract or by operation of law. Such third-party liability
of the sub-processor shall be limited to its own
processing operations under the Clauses.

The provisions relating to data protection aspects for
sub-processing of the contract referred to in paragraph
1 shall be governed by the law of the Member State in
which the data exporter is established.

The data exporter shall keep a list of sub-processing
agreements concluded under the Clauses and notified
by the data importer pursuant to Clause 5(j), which
shall be updated at least once a year. The list shall be
available to the data exporter’'s data protection
supervisory authority.

Clause 12

Obligation after the termination of personal data-

processing services

The parties agree that on the termination of the
provision of data-processing services, the data importer

1.

lMyHKT 11.

Mepenaua ycnyr o6paboTkm gaHHbIX Ha cyénoapsapa

bes npeaBapuTenbHOr0  MUCbMEHHOro  Cornacus
aKcnopTepa AaHHbIX UMNOPTEP AaHHbIX HE MMEeeT NpaBa
nepeaaBaTb Ha cybnoapsa kakue-nnbo onepauum no
06paboTke [AaHHbIX, BbINOJHAEMbIE MO MNOPYYEHUIO
3KCropTepa JAaHHbIX CcornacHo YcnoeusMm. B Tex
cny4yasix, Korga C corjacus 3Kcnoptepa JAaHHbIX
UMNOPTEP [AaHHbIX MepefaeT BbIMNOJIHEHME  CBOMX
06s3aTenbCTB, MNPeAyCMOTPEHHbIX  YCNOBUSIMKM, Ha
cybrnoapsia, OH 06a3yeTcss Aenatb 3TO TOMbKO Mpwu
YyCNIOBUM 3aKJIIOYEHUS MUCbMEHHOro CornaweHns C
cybnogpsaunkom no obpaboTke, KOTOpoe HanaraeT Ha
cybriogpsagumka no obpaboTke Te xe ob6s3aTenbCTBa,
yTo6 6eper Ha cebsa umMNoOpTep AaHHbIX COrlacHo
YcnosusMm. Ecnu cybnogpsigumk no obpaboTke He
BbiNOsIHAeT obs3aTenbCcTBa MO 3alUTe  AaHHbIX,
NpeaycMOTPEHHbIE TakKUM MUCbMEHHbIM COrNalleHNEM,
MMnopTep AaHHbIX HeceT MOJSIHYI OTBETCTBEHHOCTb
nepes  3KCMOPTEPOM  AaHHbIX 3@  UCMOJIHEHMWE
obsasaTenbcTtBs cybnogpsgumka no obpaboTtke o
YKa3aHHOMY COrnalleHMIo.

MpeaBapuUTeNbHbIA  MUCbMEHHbIM  AOFOBOP  MexXAay
MMMOPTEPOM AaHHbIX U cybnoapsaaumkom no obpaboTke
TakXe JAO/KeH BK/IOYaTb YCNOBME O CTOPOHHEM
b6eHedunumape, aHanorM4yHoOe MNOJIOXEHUAM MNyHKTa 3,
NPUMEHUTENbHO K CNy4YasM, Korga cybbekT AaHHbIX He
MOXET NpeAbsBUTb 3KCNOPTEPY MU MMMNOPTEPY AAHHbIX
TpeboBaHMe 0 KOMMeHcauum, ynoMsHyToe B NOAMYHKTE
1 nyHKTa 6, NOCKOJIbKY 3KCNOPTEP M UMMOPTEP AaHHbIX
akTuyeckn wmcyesnu, npekpaTuauM  Kpuandeckoe
cylwiectBoBaHue nnu 06aHKpPOTUINCH " HeT
OopraHmsauum-npeeMHmKa, KoTtopas B3ssa 6bl Ha cebs
BCe topuanyeckume obsizaTenbCTBa 3KCNopTepa Wau
uMnopTepa [AaHHbIX Ha OCHOBaHWMW [OroBopa WK
3aKoHa. OTBETCTBEHHOCTb cybnoapsaumka no
o6bpaboTke nepes TPETbUMW NMLUAMU OFpaHUYMBAETCS
ero cobcTBeHHbIMM onepauusmMm  no  obpaboTke
COrnacHo Ycnosusim.

MonoxeHuns, Kacawlmecs acrnekToB 3alUMTbl AAHHbIX
npu nepepavye o06paboTku AaHHbIX Ha cybnoapsa B
COOTBETCTBMM C MNOAMNYHKTOM 1, perynupytotca B
COOTBETCTBMM C 3aKoHOAATenbCTBOM [OcyaapcTsa-
yfieHa, B KOTOPOM y4YpexZAeH 3KcnopTep AaHHbIX.

DKCrnopTep JAaHHbIX BeAeT nepedyeHb CornalieHun o
cybnoapsae, KOoTOpble 6binn 3aKJ/I0YEHDI B
COOTBETCTBUM C YCNOBUSMM M O KOTOPbIX MMMAOPTEP
OAHHbIX YBEAOMUN ero B COOTBETCTBUM C MYHKTOM 5(j).
AKTyanbHOCTb 3TOr0 CnMcKa AOJIXKHa MpPOBepsATbCS He
MeHee opHoro pasa B roa. Cnucok pomkeH 6biTb
AOCTyneH HaA30pHOMY OpraHy no 3awuTe JAaHHbIX,
KOHTPOMUPYOLWEMY AeATeNbHOCTb 3KCNopTepa AaHHbIX.

TyHKT 12.

O6s13aTenbCTBa NoC/e NpeKkpaweHns yciyr
06paboTKM NepcoHanbHbIX AAHHbIX

CTOpOHbI cornawakwTCs, 4YTO nocne npekpalleHus
OKasaHusa ycnyr o6paboTku AaHHbLIX MMMNOPTEP AaHHbIX

Personal Data Processing Agreement for SAP Cloud Services (DUAL) (CIS) ruRU.v.7-2020 Page 35 of 36



and the sub-processor shall, at the choice of the data
exporter, return all the personal data transferred and
the copies thereof to the data exporter or shall destroy
all the personal data and certify to the data exporter
that it has done so, unless legislation imposed upon the
data importer prevents it from returning or destroying
all or part of the personal data transferred. In that case,
the data importer warrants that it will guarantee the
confidentiality of the personal data transferred and will
not actively process the personal data transferred
anymore.

The data importer and the sub-processor warrant that
upon request of the data exporter and/or of the
supervisory authority, it will submit its data-processing
facilities for an audit of the measures referred to in
paragraph 1.

n cybnoapsaumk no obpaboTke B 3aBMCUMMOCTU OT
peleHns 3KcnopTepa AaHHbIX NnuMbo BepHYT Bce
nepeAaHHble MNepcoHasbHble JAaHHble W UX  KOMWUK
3KcnopTepy OaHHbIX, nméo yHU4YTOXAT BCe
nepcoHasibHble AaHHble W NpeaoCTaBAT 3KCMopTepy
OaHHbIX NOATBEPXAEHWE 3TOr0, 3@ WCK/IOYEHUEM
CnyyaeB, Korja 3aKOHOAATeNbCTBO, MpPUMEHsiEMoe K
UMNOPTEPY JAaHHbIX, HEe pa3pelwaeT BO3BpaT WU
YHUYTOXEHME  BCeX MNepefaHHbIX  NepcoHasbHbIX
AaHHbIX Unun noboi nx yactu. B aTtom cnyyae mMnopTtep
OaHHbIX 065a3yeTca obecneynTb KOHOWUAEHLMaNbHOCTb
nepeAaHHbIX NepCoOHaNbHbIX AAHHbLIX U MPEKPaTUTb UX
aKTMBHYIO 06paboTKy.

MMnopTtep AaHHbIX M cybnoapsaunk no obpaboTke
064a3yl0TCA NO 3amnpocy 3KcnopTepa AaHHbIX U (Man)
HaZA30pHOro opraHa NpeaocTaBUTb CBOM MOMELLEHUS NO
obpaboTke AaHHbIX AN NPOBEPKU Mep, OMUCaHHbLIX B
noanyHkre 1.
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