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DATA PROCESSING AGREEMENT FOR SAP SERVICES ("DPA")
SAP IR ERIEE & (ATE "DPA, )

DEFINITIONS
HEE

"Audit Reports and Certifications” mean documents available under: https://www.sap.com/about/trust-
center/certification-compliance/compliance-finder.html or any subsequent website notified to Customer.

F"FEZEBE REEB | & Y 44U A7 5] 24 https://www.sap.com/about/trust-center/certification-
compliance/compliance-finder.htm| 574 4853@ 512 = 65 T-{a] 480k

"Cloud Service" means any distinct, subscription-based, hosted, supported and operated on-demand solution
as defined in the Agreement

" B | ARG EIFTE R LAST R R - W AREEE U TRYE SRR R R TTE -

"Controller" means the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of Personal Data; for the purposes of this
DPA, where Customer acts as processor for another controller, it shall in relation to SAP be deemed as
additional and independent Controller with the respective controller rights and obligations under this DPA.

"HEEE ) (iR EE M A SEEE(E N EREE B R TR B R ABUE N ~ BUNTER -t ECE A
TR  $HEADPAE » MEFIERS—EEENEHEE - A SAP B A SN H I EE - BR
A DPA SUEEE & 2 (E R REFFIZEH -

"Data Protection Law" means the applicable legislation protecting the fundamental rights and freedoms of
natural persons and their right to privacy with regard to the processing of Personal Data under the Agreement.

"ERREE ) (RIEIRE R RAEARERIAIE B DU AR S LR A\ B RHH RS AL AT 2 AR -

"Data Subject" means an identified or identifiable natural person as defined by Data Protection Law.

"EREEA ) RiEERREARTE B TR B AN -

"EEA" means the European Economic Area, namely the European Union Member States along with Iceland,
Liechtenstein and Norway.

"EEA | RISEUNEORE - IRRIEE S BB FOKE ~ FISZE SRR -

"GDPR" means the General Data Protection Regulation 2016/679.
FTGDPR | {4f555 2016/679 SIS RHRER A -

"List of Subprocessors" means a compilation of the name, address and role of each Subprocessor SAP
uses to provide SAP Services which is in general published under: https://support.sap.com/en/my-
support/trust-center/subprocessors.html or any subsequent website notified to Customer.

"OIBREERGEER | (45 SAP FHLUR(E SAP RIS 2 B oy BRI A ~ Mkl R s - HOBE ST T
Figahl : https://support.sap.com/en/my-support/trust-center/subprocessors.html| 271%4& & %1% =T 48k o

"My  Trust Center® means information available on the SAP support portal (see:
https://support.sap.com/en/my-support/trust-center.html) or the SAP agreements website (see:
https://www.sap.com/about/trust-center/agreements.html) or any subsequent website(s) made available by
SAP to Customer.

TEREEET L ) BIETIIEN LR 2 & - SAP IR ADIMENE (2R, ¢ hitps://support.sap.com/en/my-

support/trust-center.html) 5 SAP &4J4815 (&K, © https://www.sap.com/about/trust-center/agreements.html)
B4 SAP fRELAEE SRV T4t -

"New SCC Relevant Transfer" means a transfer (or an onward transfer) to a Third Country of Personal Data
that is either subject to GDPR or to applicable Data Protection Law and where any required adequacy means
under GDPR or applicable Data Protection Law can be met by entering into the New Standard Contractual
Clauses.
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"New Standard Contractual Clauses" means the unchanged standard contractual clauses, published by the
European Commission, reference 2021/914 or any subsequent final version thereof as adopted by SAP. To
avoid doubt Modules 2 and 3 shall apply as set out in Section 8.3.

" RS | (ATEECH R G R i 2 PRSI RRRABRE. (4R5T 2021/9914) » BHIRME SAP AR Z
BASHRAR © - Ryt leas > 540 2 70 3 FEREE 8.3 (RALE M -

"Personal Data" means any information relating to a Data Subject. For the purposes of the DPA, it includes
only personal data which is:
"EANER ) GIEEE R ERSAHRARVEMEER o FA DPA Z HAY - IL{EEHE THIEAER

a) processed by SAP as part of the Cloud Service; or
FH SAP W [EIEnEIRBHT— TR © 5

b) supplied to or accessed by SAP or its Subprocessors in order to provide support under the applicable
Agreement or in connection with SAP Services.

BB AL SAP IRESTIRITTHRAE IR - 151 SAP SUH 4y AR B it HAR L (A 20K -

"Personal Data Breach" means cases of a confirmed:

EABRES ) (RiE TYIGEE 25

a) accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or unauthorized third-party
access to Personal Data; or

BANE R EINEEGEERIR - 8K ~ B - REIERSEE - 23058 =07 REFHEFEL 5
b) similar incident involving Personal Data, in each case for which a Controller is required under Data
Protection Law to provide notice to competent data protection authorities or Data Subjects.

W R A8 NERHEVRDISEE - EEEET A9 ARE R R A BUE - BRI SR RE T E TR
HEREEA -

"Processor" means a natural or legal person, public authority, agency or other body which processes personal
data on behalf of the controller, be it directly as processor of a controller or indirectly as subprocessor of a
processor which processes personal data on behalf of the controller.

"REE | GEEAREEEREEANEREANSCEN « BUFTHER - IIEECHLMUARER - HSEEER
PEEENRIEE » SR E R R BRI - (R E H R E A& -

"SAP Support” means support services as defined in the applicable Agreement.

"SAP X#% | s G ERZ SRR

"Schedule” means the numbered Appendix with respect to the Standard Contractual Clauses (2010) and the
numbered Annex with respect to the New Standard Contractual Clauses.

THRGIRR | RFETEERLAIIRER (2010) RIS Z SRS iR - DURCHT AR ARSI BRRR TN < Raeh % -

"Services" means implementation services, consulting services and/or other related services as defined in
the Agreement and may also be referred to in the Agreement as "Consulting Services" or "Professional
Services".
"HRE ) BIERTIR - SRR R EE S E R HA AR R fES P AT RERE &y T SRR ) B
CEERE, -

"Standard Contractual Clauses (2010)" means the Standard Contractual Clauses (processors) published by
the European Commission, reference 2010/87/EU.

" EREFLAINRR (2010) | (IR EZE & i 4RST Ky 2010/87/EU 2 BEEZLLIIEK (FRELE) -

"Subprocessor” or “sub-processor’ means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties
engaged by SAP, SAP SE or SAP SE's Affiliates in connection with the SAP Services which process Personal
Data in accordance with this DPA.
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"Technical and Organizational Measures" means the technical and organizational measures for the relevant
SAP Service published on the My Trust Center (see: https://www.sap.com/about/trust-
center/agreements/cloud/cloud-services.html?search=Technical%200rganizational%20Measures).
"R, (RS T RAEE PG, EZHB SAP IR R R T I AH AR iE (2R
https://www.sap.com/about/trust-center/agreements/cloud/cloud-
services.html?search=Technical%200rganizational%20Measures) -

"Third Country" means any country, organization or territory not acknowledged by the European Union under
Article 45 of GDPR as a safe country with an adequate level of data protection.

"EEE ) B YIRS - 4RI ¢ BRERfiiE GDPR 5 45 (REUE - ARSI HBI B B ReE
1287 BRI

BACKGROUND
R

Application

HH

This document ("DPA") is incorporated into and forms part of an Agreement between SAP and Customer
about SAP Services. For the purpose of this DPA, SAP Services are defined as Cloud Service, Services or
SAP Support in the Agreement and are subject to its terms.

A (TDPA ) EAIANGER SAP B1E SRIAR SAP RISE4YZ 7 - LA DPA (S > SAP 4k
EF LTI ERRTS - R%E SAP 1% - HIEZ G4 K -

This DPA sets forth the terms and conditions related to the processing of Personal Data by SAP and its
Subprocessors in connection with delivering SAP Services.

A DPA SUE SAP S LR {H SAP AR tHRR < o3 Bt e B E A et 2 sk B R - -

This DPA does not apply to non-production environments of the SAP Services made available by SAP.
Customer shall not store Personal Data in such environments.

A DPA IR H SAP 28y SAP s 2 JEIEAEFERIT - & P SERIRREE | G &R -

Structure

AR

Schedules 1 and 2 are incorporated into this DPA. They set out the agreed subject-matter, the nature and
purpose of the processing, the type of Personal Data, categories of data subjects and the applicable technical
and organizational measures.

HIdZE 1 f1 2 ©4IAK DPA - Hi [ HiESE NG BHREE S « RHEMEEREE HEY - (8 SR - &k
EENER > DU SRR A 4R 4 T -

Governance
p=siiil

SAP acts as a Processor and Customer and those entities that Customer permits to use the SAP Services act
as Controllers under the DPA.

SAP 2k Ry F - 1% P fuat A SAP IRISHIE FAIER: > HIfREE DPA ZiREMLRIEE S -

Customer acts as a single point of contact and shall obtain any relevant authorizations, consents and
permissions for the processing of Personal Data in accordance with this DPA, including, where applicable
approval by Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions
are provided by Customer these are provided not only on behalf of the Customer but also on behalf of any
other Controller. Where SAP informs or gives notice to Customer, such information or notice is deemed
received by those Controllers permitted by Customer to use the SAP Services or furnish Personal Data.
Customer shall forward such information and notices to the relevant Controllers.
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HEEREBEA - WEREA DPA HUSE A\ BREEATRE ZAHBIRAE - FIEAEIR - Hoh e # 2
SAP {E Ry pa BE R 21k - FEF PIRHHE - R - fEReiEiREy - MEARE RN - ERRAMEE
HHEAL - 5 SAP Mg & FeRE P HEA > AR RE S EEER SAP JRES SR AHE A Bk 2 28 E EUE
FIBHENSGER] - & MR A A RS E AR B -

SECURITY OF PROCESSING
PR et

Applicability of the Technical and Organizational Measures

ES SUIE Nk e =) T R

SAP has implemented and will apply the Technical and Organizational Measures. Customer has reviewed the
appropriateness of such measures before it executes an Agreement that incorporates this DPA.

SAP CEERGITMIAHSIE A B 2 - BFPNEHITEEAR DPA ZG4JAT - CEH IS & M T
e

Changes
B

SAP applies the Technical and Organizational Measures to SAP's entire customer base hosted out of the
same data center or receiving the same SAP Services. SAP will review the Technical and Organizational
Measures as necessary and may change the Technical and Organizational Measures at any time without
notice so long as it maintains a comparable or better level of security. Individual measures may be replaced
by new measures that serve the same purpose without diminishing the security level protecting Personal Data.

SAP AR ek ERE A B8 % PR - AR PR RIESLEER —F R0 - SUHE SAP RF5# -
SAP R ERFAR AR R AL G IR - M ASAEMERT R F o 2 2R FRATATIE T - BB & B R A0 8%iH
Bt > ARG Rkl o N ZERFE B A MR & o] DUEZAERI HEY > BA GIREE NERIRER 72 2F40
S 51 Bt =T DA R ELA @

SAP will publish updated versions of the Technical and Organizational Measures on My Trust Center and
where available Customer may subscribe to receive e-mail notification of such updated versions.

SAP G T |WIVEET L o EEBMROTRISHS S AT R IRA - BT » &P R BUAHIBE T iR A 2
BT E A -

OBLIGATIONS
B

Instructions from Customer

ZFYER

SAP will process Personal Data only in accordance with documented instructions from Customer. The
Agreement (including this DPA) constitutes such documented instructions. SAP will use reasonable efforts to
follow any additional reasonable Customer instructions, as long as technically feasible. If SAP will not comply
with an instruction or is of the opinion that an instruction infringes Data Protection Law, SAP will immediately
notify Customer (e-mail permitted).

SAP FHEMRIBLUAEC IR PR REIE A &R - AEL) (B &7 DPA) #EGZ FHRIEE S - SAP
HUEE I DI & 2 PRSI S EYE R - HERIF R ERT EEA T - %5 SAP #AEFERITH
BCHI Rz dE B BB REE - SAP KEILRIERIE = (FEEE T E - A)

Processing on Legal Requirement

FTERE R Z i

SAP may also process Personal Data where required to do so by applicable law. In such a case, SAP shall
inform Customer of that legal requirement before processing unless that law prohibits such information on
important grounds of public interest.

SAP JRE]RERRIS I AR 2 HUE AR ER(E &) © FELEPEIL T - SAP JEREREL 2 BRI ez i AREK - B
FFRZ AR A A A B i 2R E R A G -
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Personnel

AE

To process Personal Data, SAP and its Subprocessors shall only grant access to authorized personnel who
have committed themselves to confidentiality. SAP and its Subprocessors will regularly train personnel having
access to Personal Data in applicable data security and data privacy measures.

SAP FH 77 B PRRGE AT (A K TR % T BRI e N B3 T HURERR » DU N &k - SAP R H oy R s
PAfES I FEUE NE R Z N & & BIE TR 2 Bkl e e M B R R AL A -

Cooperation

afE

At Customer's request, SAP will reasonably cooperate with Customer and Controllers in dealing with requests
from Data Subjects or regulatory authorities regarding SAP's processing of Personal Data or any Personal
Data Breach. If SAP receives a request from a Data Subject in relation to the Personal Data processing
hereunder, SAP will promptly notify Customer (where the Data Subject has provided information to identify
the Customer) via e-mail and shall not respond to such request itself but instead ask the Data Subject to
redirect its request to Customer.

JEZ P ZE5K » LERNE A SEERIRE SAP FRHE(E A B aEaE N Bk 2 R ERHZK - SAP K& H
MEHEPAZEEERE L - (8 SAP WEEREE AMKIBASLR T Z N ERREAERES K - SAP KiEiEE
TEAFILAENE S (AR EEACRMERYERZZ ) - HAERERIFG K » MEFKEREEANS
o1 PR -

In the event of a dispute with a Data Subject as it relates to SAP's processing of Personal Data under this
DPA, the Parties shall keep each other informed and, where appropriate, reasonably co-operate with the aim
of resolving the dispute amicably with the Data Subject.

i A SR 2 AR SAP {RIEA DPA FRElE N Bkl A R 2 B0 - BB - HAEsE - EAR
BIERIE AL AR R B T EERE L A1F -

SAP shall provide functionality for production systems that supports Customer's ability to correct, delete or
anonymize Personal Data from a Cloud Service, or restrict its processing in line with Data Protection Law.
Where such functionality is not provided, SAP will correct, delete or anonymize any Personal Data, or restrict
its processing, in accordance with the Customer's instruction and Data Protection Law.

SAP JEFR SRR P B B T IUE - BEReE A L8 N E R Z IEFUEE 2400088 - SRIEE R REAR
FIME A& Z R - AR LI BIThRE - SAP BHRIBZ FimAERIREL - HIE - BiRsE A L E A&k
SRR AR R A B -

Personal Data Breach Notification
[EPN—y S eSS

SAP will notify Customer without undue delay after becoming aware of any Personal Data Breach and provide
reasonable information in its possession to assist Customer to meet Customer's obligations to report a
Personal Data Breach as required under Data Protection Law. SAP may provide such information in phases
as it becomes available. Such notification shall not be interpreted or construed as an admission of fault or
liability by SAP.

SAP FHEAIZRE N ERMEF B2 B AR 5 HAMSIE - WIREEFRAR SR &N - DIREE PR
BRHRE A Z ZORBIRE N ERHR B 2515 - SAP 1544 \lE G ERAIIF IR PR EAR Bt 2 - HEBUEAN A ERE AR
B Ky SAP RFBK BUARTRLT -

Data Protection Impact Assessment
ERHRTER BT

If, pursuant to Data Protection Law, Customer (or its Controllers) are required to perform a data protection
impact assessment or prior consultation with a regulator, at Customer's request, SAP will provide such
documents as are generally available for the SAP Services (for example, this DPA, the Agreement, Audit
Reports and Certifications). Any additional assistance shall be mutually agreed between the Parties.
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EIRBEERORE NS - B (EEER) LR TER RSB LSS R EE - SAP #izE P
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DATA EXPORT AND DELETION
FORHE LH bR

Export and Retrieval
P B ER

If and to the extent SAP hosts Personal Data in a Cloud Service, during the Subscription Term of such Cloud
Service and subject to the Agreement, Customer can access its Personal Data at any time. Customer may
use SAP's self-service export tools and retrieve its Personal Data in a structured, commonly used and
machine-readable format.

#i SAP FEEENRARFHAEAER » s HEREHEAREAER PSRN Z Ein Ak gss TR A
B GEIHEFI Y - LIERSHH SAP BEEIMTH » WAL - #H B ERRm R A E R -

Deletion
S

Before the Subscription Term of the Cloud Service expires, Customer shall perform one final data export which
constitutes a final return of Personal Data from the Cloud Service.

T E ks ] R IR AT > & P IESI TR R FE - HApR AR (E A R e 5 iR E -

At the end of the Agreement, Customer hereby instructs SAP to delete the Personal Data remaining with SAP
(if any) within a reasonable time period in line with Data Protection Law (not to exceed 6 months), unless
applicable law requires retention.

RELQEER - BRIFERVERIORIRY - B4R SAP St (8 NEk » MR ERIORaEAAE S HEHAR
W (R 6 8 H) MR -

CERTIFICATIONS AND AUDITS
Soae S

SAP Resources
SAP A&

SAP provides Audit Reports and Certifications free of charge, online or upon request. Additional verifications
that require SAP resources are limited and subject to the following Sections.

SAP TE{ELR EEEIN R RIS BLRE I i s ) adis - FR 2 SAP A B HtAVERS NGRS - RIS THIPRSORES
Al AT AR

Limitations

PRI

Customer or its independent third party auditor (reasonably acceptable to SAP excluding any third party
auditor who is either a competitor of SAP or not suitably qualified) may be permitted to conduct an audit under
Sections 6.3 and 6.4. Customer shall provide at least 60 days advance notice of any audit unless mandatory
Data Protection Law or a competent data protection authority requires shorter notice.

FFRHBIIE =716 8 (SAP T &HIEEZHIE =548 » BEREIEEE SAP (EfmRH T SfrEiE
EERZHP) SOdPERIES 6.3 (RI15E 6.4 (REITIEH - IRERHREERHIFE SGEMSAY BRI RE LB
B SOCREE A EAEAIR S - S RENTSZRTZE /D 60 K&l -

The frequency (not to exceed once every 12 months), timeframe and scope of any audit shall be mutually
agreed between the parties acting reasonably and in good faith. Customer audits shall be limited to remote
audits where possible. Customer shall provide the results of any audit to SAP. Customer shall bear the costs
of any Customer initiated audit unless such audit reveals a material breach by SAP of this DPA, then SAP
shall bear its own expenses of an audit. If an audit determines that SAP has breached its obligations under
the DPA, SAP will promptly remedy the breach at its own cost.
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6.3.

6.3.1.

6.4.

6.5.

EHEENELLEHE HENG > AFERERIGRER (8 12 @A SEE—X) ~ HIFREE - 5 EmiEt
AT > HPTERIERN BIRIER - ZPIER SAP Rt —UIEREER - FrAmE PREZIE » ERERER
T o PRIEILIEIERZE5E SAP HEAER A DPA 55 - Il SAP JEETTRIETEZE R - HTEHIE SAP #
A DPA FTiiE > 15 » SAP [EVIEIHE TLAFHIE -

Cloud Services Customer Audit
TS FIEX

Customer may audit SAP's control environment and IT security practices relevant to Personal Data processed

by SAP, that require SAP resources equivalent to a maximum of 3 business days if:

% F1RTEIZEL SAP ([ N &R FRAERANUIEHIERIEA 1T 22 MHEHE - EFE2E SAP A E&% 3 [ LIEHWIC &

> fiEs

a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational
Measures through providing a certification as to compliance with ISO 27001 or other standards (scope
as defined in the certificate), such as a valid SSAE18/ISAE3402 and/or ISAE3000 (e.g. SOC2 or C5) or
an equally accepted regional or local certification or attestation; or
SAP [EARIRH I EEE - SR CE TR S AHARFEHE - AT AR BT & 1SO 27001 B HAMAEAE
P8 (HENSLEEATER) - B2 AR SSAEL8/ISAE3402 F/5( ISAE3000 (41 SOC2 =, C5) Bi[H %k
R IEEH TR B E B

b) a Personal Data Breach has occurred; or
BEE AR ES © =

¢) an auditis formally requested by Customer's data protection authority or provided under mandatory Data
Protection Law.

FEEE R iA R E PIVERCRE L ERBIATIES R - SRR HI R R A e R -

SAP Support and Services Customer Audit
SAP 71% K% P e

Customer may audit SAP's service and support delivery centers and IT security practices relevant to Personal
Data processed by SAP that require SAP resources equivalent to a maximum of 1 business day if:
ZFIGEZ 8L SAP {E NE R ELAHBRRY SAP Z IR RIS O Al IT L ax i - HAR% SAP TEAE
&% 1 {EIT{FHEY SAP A& - {4 ¢

a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational
Measures through providing a certification as to compliance with ISO 27001 or other standards (scope
as defined in the certificate); or
SAP s ARBR N A /75818 - SIHE B TR R ARG i » 55 FH 7 SRR LT & 1SO 27001 B AREAEY
e (FEWEEETES) 5

b) a Personal Data Breach has occurred; or
BAMEANERMEE © 5

¢) an auditis formally requested by Customer's data protection authority or provided under mandatory Data
Protection Law.

FEGEE R AR PIVERCRE L ERBIATIES IR - SRRSO A e R -

Other Controller Audit
HA P& HIEX

Any other Controller may assume Customer's rights under this Section 6 only if it applies directly to the
Controller and such audit is permitted and coordinated by Customer. Customer shall use all reasonable means
to combine audits of multiple other Controllers to avoid multiple audits.

EATEMPZE FSIEA 6 k2 SHEM - ML RATF R E BN ZIEE S - B P nsriliERit
W - B FIEEA VI GEI S0 S A M E HHrER% - LI R EtRIEH -
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7.1.

7.2.

SUBPROCESSORS
Pay e

Permitted Use
FEFEH

SAP is granted a general authorization to subcontract the processing of Personal Data to Subprocessors,
provided that:

SAP BARHE N ERIERIE B2 I BRI R — I - /AR & MALE N

a)

b)

c)

SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in electronic form)
contract consistent with the terms of this DPA in relation to the Subprocessor's processing of Personal
Data. SAP shall be liable for any breaches by the Subprocessor in accordance with the terms of the
Agreement;

SAP =iy SAP SE - [EDIHC#% - WL EFEEA (BfEETPR) BmEmm ey > aERS
DPA 7 iR B P iR B E N B 2 (53K - SAP S BB B A SR AT RAE »

SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior to its selection
in order to establish that it is capable of providing the level of protection of Personal Data required by this
DPA; and

SAP RN BE(E Sy BRI PG ARG HoZe 21 ~ BRRRAMERITE R MRS - DARECR LT FF &4 DPA FrEsRVE A&
THOREELR DL

SAP provides to Customer the List of Subprocessors by publishing it on My Trust Center or by making it
available to Customer in writing (email permitted) upon Customer's written request.

SAP [ & PR R R EE - R T HRAVEE L B3 SRR P EES K - ME
HTRRERF (EAE T RZ) -

New Subprocessors
Ay itsi

SAP's use of Subprocessors is at its discretion, provided that:
SAP S ETTRES /T REER 2B - ARG THIRUE

a)

b)

c)

SAP will inform Customer in advance (by email or posting on My Trust Center) of any intended additions
or replacements to the list of Subprocessors including name, address and role of the new Subprocessor.
Customer agrees to register on the My Trust Center and subscribe to its applicable and available List of
Subprocessors. If Customer does not object, Customer is deemed to have accepted the new
Subprocessor.

YRR TR A A (R B L 2 5T - SAP FESEmAIE F (MIEFE{FEFIEAE T HRNEEF L
b)Y ERBEGEH RN 2 4 - ikfA e - FEEERE T REESG ) B WETRHATE
R EY 7 BRER A B o B R PRS- AR R BRI B R i B

Customer may object to a new Subprocessor by notifying SAP in writing within 5 business days of SAP's
information for Services and in case of SAP Support and Cloud Services within 30 calendar days and
explaining the reasonable ground(s) for its objection.

E 13 SAP IRFSENE % 5 [ TIEHWN » ZiA SAP & R EmkFRI % 30 (B H N » DB H Al
SAP SRR RS 0 MEREAH S S B -

If Customer objects SAP may choose: (i) not to use the Subprocessor; or (ii) to take reasonable measures
to remedy Customer’s grounds for its objection and use the Subprocessor or (iii) if this is not possible,
use the Subprocessor. If Customer continues to have a legitimate objection, Customer may only terminate
the affected SAP Service using the new Subprocessor, however termination of SAP Support shall also
comply with the termination provision of the respective SAP Support agreement. Such termination shall
take effect at the time determined by the Customer in its written termination notice provided Customer
accepts the use of the proposed Subprocessor during the remainder of the Agreement until the effective
termination date.

ERPFORNE - SAP 13 © () AMEMZ IR 2 (i) SREGEIE UM P REAVE T A
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7.3.

8.1.

8.2.

8.2.1.

ZoypR R o B (i) SN ARSI - AIE I DR - B R PRER RGN - FPEERIEEE
Y SAP JIRFS - (ERTHT I RERRS o M SAP SR Z & ILIEE ST H SAP SIREXIRIE IHIUE - FiFa4%
IEERE PAEES A LB AP E RS A E P REENR GLIRERIIRAN - 2ARE I H R
P2 RIHERE Ry 7y R EERY o

d) If Customer objects but neither of the options under 7.2.(c) (i) or (ii) are pursued and SAP has not received
any notice of termination, Customer is deemed to have accepted the new Subprocessor.
EEFFRSCE o ABRBRTE 7.2.(c) (i) 2¢ (i) ATy - H SAP RIKEHEM4E EmA - AIE R AEE
B2 DB -

e) Any termination under this Section shall be deemed to be without fault by either party and shall be subject

to the terms of the Agreement.
HREARRHE T R 41k JERBATIREEENT—TT 2 EH » BIEZAGLIRZ #iE -

Emergency Replacement

PasE il

SAP may replace a Subprocessor without advance notice where the reason for the change is outside of SAP's
reasonable control and prompt replacement is required for security or other urgent reasons. In this case, SAP
will inform Customer of the replacement Subprocessor as soon as possible following its appointment. Section
7.2 applies accordingly.

AR SAP SEERIFENFER - HENRZ M EA R S HRA RSB R B 2 0% - A SAP 5
TSR DR EERE - fEILEN T - SAP JERRIRE A 2 7T I B 1% - FRZ &&= - 5 7.2
AR R L E L -

INTERNATIONAL PROCESSING
ESEpEE

Conditions for International Processing
PSEU PR iR (F:

SAP shall be entitled to process Personal Data, including by using Subprocessors, in accordance with this
DPA outside the country in which the Customer is located as permitted under Data Protection Law.

TEERHRE AT #IE N - SAP ARENE P ATERR LIIMEETE DPA FRERE AR » GRS e -

Applicability of the Standard Contractual Clauses (2010)
FEREBLLI R 2 I (2010)

Where for the period up to and including 26 September 2021, Personal Data of a Controller that is subject to
GDPR is processed in a Third Country, or where Personal Data of a Swiss or United Kingdom based Controller
or another Controller is processed in a Third Country and such international processing requires an adequacy
means under the laws of the country of the Controller and the required adequacy means can be met by
entering into the Standard Contractual Clauses (2010), then:

B 2021 £ 9 H 26 H (&% H) Kk > %52 GDPR #2748 #{E AN Ek » HAFE = EUETIRE S
F=BIER A i e PR B EE Z BB R AR Bl R H A SR B B T E B AR E
2T HZn B iE ) A B s TR SLLRK (2010) JETT » Al

a) if applicable, SAP and Customer enter into the Standard Contractual Clauses (2010);
SAP B P a TREAESLLIERFR (2010) (1)

b) Customer joins the Standard Contractual Clauses (2010) entered into by SAP or SAP SE and the
Subprocessor as an independent owner of rights and obligations; or
A SAP = SAP SE By B AT s | 2 ARER2LUMK (2010) - (9BIZ A RER] ~ BHESRHS

c) other Controllers whose use of the SAP Services have been authorized by Customer under the applicable

Agreement may also enter into Standard Contractual Clauses (2010) with SAP or the relevant
Subprocessors in the same manner as Customer in accordance with Sections 8.2.1 a) and (b) above.
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8.2.2.

8.2.3.

8.3.

8.3.1.

8.3.1.1.

8.3.1.2.

8.3.2.

HANEIEF P RBEAGAIREL A SAP o 28 - Jrali% Luliss 8.2.1 a) fiRfl (b) ZMHEI= - &
SAP SAHGH TR B i T ARSI AR (2010) »

The Standard Contractual Clauses (2010) shall be governed by the law of the country in which the relevant
Controller is established.
ERAEBLZRRR (2010) fE DUAERRTZEE & I AT E BRI S A R 80 % -

Where applicable Data Protection Law adopts the New Standard Contractual Clauses as meeting any required
adequacy means as an alternative or update to the Standard Contractual Clauses (2010) then the New
Standard Contractual Clauses shall apply in accordance with Section 8.3.

fisf 28 FH T EDRHRGE AR T & 0 B 0 T T AR BT IRAR - (F R BRE B2 EUMRARR (2010) B BT MR RA
RIS R B AKIESE 8.3 RALERM -

Applicability of New Standard Contractual Clauses
HTATAE R R i P

The following shall apply with effect from 27 September 2021 and shall solely apply in respect of New SCC
Relevant Transfers:

THIEE 2021 5 9 H 27 HAEAAR > BIEEEMATHT SCC MR 7

Where SAP is not located in a Third Country and acts as a data exporter, SAP (or SAP SE on its behalf) has
entered into the New Standard Contractual Clauses with each Subprocessor as the data importer. Module 3
(Processor to Processor) of the New Standard Contractual Clauses shall apply to such New SCC Relevant
Transfers.

£ SAP JEIY S =B - HAERERIEL & ZE T > SAP (SifiF% SAP 2 SAP SE) LU {F FyaZ BRI
B2 ia B A DT ESLAI IR - SRR SLRIRAC B 3 (R R ) - IEE A IS SCC
AR (g -

Where SAP is located in a Third Country:

£ SAP IR =R HH T ¢

SAP and Customer hereby enter into the New Standard Contractual Clauses with Customer as the data
exporter and SAP as the data importer which shall apply as follows:

SAP Bi% FLAILEE TR ESLIG - Z PE RERIEL - 1 SAP {ERERIEASE » HIEEA TYIHE

a) Module 2 (Controller to Processor) shall apply where Customer is a Controller; and
540 2 (MEE EREE) [EBEANRE P REEZHE » Uk

b) Module 3 (Processor to Processor) shall apply where Customer is a Processor. Where Customer act as
Processor under Module 3 (Processor to Processor) of the New Standard Contractual Clauses, SAP
acknowledges that Customer acts as Processor under the instructions of its Controller(s).
sl 3 (R M 2 ) EEANE S BRIEE Y o M5 P 0E RS2 3 (REEE
Higm R R H) ZRmIE - SAP W& P LR E S IRIBEHIEEETERTE -

Other Controllers or Processors whose use of the Cloud Services has been authorized by Customer under
the Agreement may also enter into the New Standard Contractual Clauses with SAP in the same manner as
Customer in accordance with Section 8.3.1.2 above. In such case, Customer enters into the New Standard
Contractual Clauses on behalf of the other Controllers or Processors.

HAhARF FRIBEAR G SAP SURSE R Z I E BBUEHE - MG E FHEZ TR - Kig
_EBHES 8.3.1.2 BRAIGE - Bl SAP ZETHTERESLLINRRN - FELLEIL T - B RHRER B 28 s B %55 T AR

LTI -

With respect to a New SCC Relevant Transfer, on request from a Data Subject to the Customer, Customer
may make a copy of Module 2 or 3 of the New Standard Contractual Clauses entered into between Customer
and SAP (including the relevant Schedules), available to Data Subjects.

HRAFr SCC MBI - ENEREREANAZEF/ZHEK  BEIHRE S SAP RigET iS4
f54H 2 B¢ 3 (ELFEMERHBAAR) BRI T EREEA -
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8.3.3.

8.4.

8.5.

8.5.1.

8.5.2.

The governing law of the New Standard Contractual Clauses shall be the law of Germany.

FERE SR L A R (A -

Relation of the Standard Contractual Clauses to the Agreement
RSB G 4 2 Bl (%

Nothing in the Agreement shall be construed to prevail over any conflicting clause of the Standard Contractual
Clauses (2010) or the New Standard Contractual Clauses. For the avoidance of doubt, where this DPA further
specifies audit and Subprocessor rules, such specifications also apply in relation to the Standard Contractual
Clauses (2010) and the New Standard Contractual Clauses.

fEEEAESLEI AR (2010) BEHTFEESLLTIRRRIEL TR - ST TR E S eI R BT R ABRRL - By
BERRES 0 M4 DPA ME—PEIATERZ B i B R AT - bS5 B AR FIJR A8 P R B4 fFRK (2010) Bt

LK -

Third Party Beneficiary Right under the New Standard Contractual Clauses
HTEEE LA AR 2 55 =77 2 4 AR

Where Customer is located in a Third Country and acting as a data importer under Module 2 or Module 3 of
the New Standard Contractual Clauses and SAP is acting as Customer's sub-processor under the applicable
Module, the respective data exporter shall have the following third party beneficiary right:

iz FALSE =B - BAF R BB Raisial 2 sl 3 MUE 2 ERIME AE - 1 SAP 1F R I AT E
ZE PR - QIS B ERELEEEA TS =072 AR

In the event that Customer has factually disappeared, ceased to exist in law or has become insolvent (in all
cases without as successor entity that has assumed the legal obligations of the Customer by contract or by
operation of law), the respective data exporter shall have the right to terminate the affected SAP Service solely
to the extent that the data exporter's Personal Data is processed. In such event, the respective data exporter
also instructs SAP to erase or return the Personal Data.

TR PR LHE AR EAHGE  CEERENZEY (@B - gL s0AEE A
REFERBER L ETER)  SEERIELEEA A SR L E R B EEE N - B2
(9 SAP 7% » fELFIBY - SEERIELEINVRHET SAP JBEReEmEZE N &k -

DOCUMENTATION; RECORDS OF PROCESSING
Xt 5 BREERT Sk

Each party is responsible for its compliance with its documentation requirements, in particular maintaining
records of processing where required under Data Protection Law. Each party shall reasonably assist the other
party in its documentation requirements. Customer shall provide and maintain information on all Controllers
(e.g. legal name and address) using the SAP Services in electronic format (e.g. in the Order Form) as
reasonably requested by SAP, in order to enable SAP to comply with any obligations relating to maintaining
records of processing.

BHEENTEREETER > Rl 2RISR IRE A SRR RS - &7 EFENETARERIM
TEBEANFEXFER - 48 SAP SHIEDR - ZRELIE T (BIAfEETRER S) 2t REFFTEEM SAP
ARASHREE E R EER (P10 NALTE R tthhE) - (6 SAP 13 DUBSHE( fRF R EIRCER 2 MHRA 2 -

Schedule 1 Description of the Processing

B4R 1 R S

This Schedule 1 applies to describe the Processing of Personal Data for the purposes of the Standard
Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection Law.
AHIE 1 BRI S RERLLIRGK (2010) ~ BrEEEB24 RioR s F & RHReEE H VAT B 2 (B NE R
o
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1.1.

1.1.1.

1.1.2.

1.1.2.1.

1.1.2.2.

1.2.

1.2.1.

1.2.2.

2.1

A. LIST OF PARTIES

LN
Under the Standard Contractual Clauses (2010)
ERAEBLZRRR (2010) ZHE

Data Exporter
The data exporter is the Customer who has concluded the Agreement with SAP for the provision of SAP

Services as further described under the relevant Agreement. The data exporter allows other Controllers to
also use the SAP Service, these other Controllers are also data exporters.

BRELHERZF - Hat% SAP IRsHfEft (BG4 —PRTil) E8 SAP HEGE - HEFIELE
FFFHAMIEE A SAP Infs - EHMIZEET HhERELE -

Data Importer

ERIEAE

In respect of Cloud Services

o 7 e R 75

SAP and its Subprocessors that provide and support the Cloud Service are data importers under the Standard
Contractual Clauses (2010).

FRHEI SR BRI 2 SAP Je By ERBHRE - TR IS ERLESLE RN (2010) AR & 2 BRHIE A -

In respect of other SAP Services
BRI EA SAP RS

SAP and its Subprocessors provide the SAP Service as defined under the relevant Agreement concluded by
the data exporter that includes Standard Contractual Clauses (2010) are data importers.
SAP BLH S pr PG IS BRI ) B 25 THHRH G40 (BFEIESLAIGN(2010) RyEiibE ASE) FrEkiz(t SAP ik

i

Under the New Standard Contractual Clauses
HTIEAEBIL TR HE

Module 2: Transfer Controller to Processor

fo4H 2 ¢ Al R R

Where SAP is located in a Third Country, Customer is the Controller and SAP is the Processor, then Customer
is the data exporter and SAP is the data importer.

£ SAP MR = - ZFF RiZE#H SAP RpaHE ZHI T > QIDEF RERIELE - SAP EEREAE -

Module 3: Transfer Processor to Processor

f4H 3 ¢ (PR e E BRI

Where SAP is located in a Third Country, Customer is a Processor and SAP is a Processor, then Customer
is the data exporter and SAP is the data importer.
1£ SAP {UNE=E > B R H SAP RERMEZIERT @ IR F BERIEHE - SAP 2ERIEAE

o

B. DESCRIPTION OF TRANSFER
Lt

Data Subjects

BREEA

Unless provided otherwise by the data exporter, transferred Personal Data relates to the following categories
of Data Subjects: employees, contractors, Business Partners or other individuals having Personal Data stored,
transmitted to, made available to, accessed or otherwise processed by the data importer.
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2.2.

2.3.

2.3.1.

2.3.2.

2.3.3.

2.4.

24.1.

24.1.1.

PRERELESITIRASN > &l (8 NER R TYIERES AR - BT - R - EBRHE > S
AHEERIEL ERET - F - 220t - FREHA T AR E SR A -

Data Categories

Egakbill

The transferred Personal Data concerns the following categories of data:

{8 AR KSR okt

Customer determines the categories of data and/or data fields which could be transferred per SAP Service as
stated in the relevant Agreement. For Cloud Services, Customer can configure the data fields during
implementation of the Cloud Service or as otherwise provided by the Cloud Service. The transferred Personal
Data typically relates to the following categories of data: name, phone numbers, e-mail address, address data,
system access / usage / authorization data, company name, contract data, invoice data, plus any application-
specific data transferred or entered into the SAP Service by Authorized Users and may include financial data
such as bank account data, credit or debit card data.

RIGAHBR ST AT RET S SAP R (#in 2 ERPEIRI/SGERIL - B FAE Y - $tEERIRE - EFENE
Ui 55 B SRS SRR > SR B iR s o THR ik 2 53 - (i 2 (8 A\ B0Rkim s 8 B YR 2 Bk -
A~ EEEIRES - W ELRMLAL - MR - ZSRERVERIPERR - AT - 2B R - IREER > DL
B P I et n. SAP IRt Z(L(TIERIFFE TR - HASEIEIRITIR PR « FHFEEIR RS
MR -

Special Data Categories (if agreed)
FrRE R G5 4ERE)

The transferred Personal Data may comprise special categories of personal data set out in the Agreement
(“Sensitive Data”). SAP has taken Technical and Organizational Measures as set out in Schedule 2 to ensure
a level of security appropriate to protect also Sensitive Data.

B 2 (B8 N ERHS BRE R S EIRE Z FARBTHIE AR (T BURER ) ) - SAP TUERHUHAER 2 Frslkbiirfi4e
Gt - DIMECRBURCE R RE I E e = MK -

The transfer of Sensitive Data may trigger the application of the following additional restrictions or safeguards
if necessary to take into consideration the nature of the data and the risk of varying likelihood and severity for
the rights and freedoms of natural persons (if applicable):

gt B ANEFME B > ARERFEREE - RREIATREME R B E AR AT & CEREA) - AR EEE
TEHATRE Erfilg 5% T 51 H A PR A s Prat it it~ A A -

a) training of personnel;
ANEHEN
b) encryption of data in transit and at rest;

BURBRF R R Z I

c) system access logging and general data access logging.

%Zﬁfﬂyuaf?ﬂ] ﬂﬂ +‘Pﬁﬁ1uaﬁ?

In addition, the Cloud Services provide measures for handling of Sensitive Data as described in the
Documentation.

BEA > EmiR S R S AR AR R B I -

Purposes of the data transfer and further processing; Nature of the processing

Bk H Y 20 2 e pE R

For Cloud Services
A E RS

The transferred Personal Data is subject to the following basic processing activities:

{8 A B2 YR A B FE AT AR A
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24.1.2.

24.2.

a) use of Personal Data to set up, operate, monitor and provide the Cloud Service (including operational
and technical Support)'

FREE ~ T ~ Bt Rde it Bl s (MR EE B Sd%) 2 (HAZRHE

b) continuous improvement of service features and functionalities provided as part of the Cloud Service
including automation, transaction processing and machine learning;
Emfk N & R IRE < R e - IWEREEBIL - KRB BIREEEE |

c) provision of Consulting Services;

FRMtEE SR

d) communication to Authorized Users;
P (s P M T A

e) storage of Personal Data in dedicated Data Centers (multi-tenant architecture);
TEHBEER 0 AR F2E) T EEFEAER

f) release, development and upload of any fixes or upgrades to the Cloud Service;
BT ~ B3k R (B I i 2 (EAE B S A =

g) back up and restoration of Personal Data stored in the Cloud Service;

il B R N Em s TR P B

h) computer processing of Personal Data, including data transmission, data retrieval, data access;
SR A NS B SR - SRR - BRHEE
i) network access to allow Personal Data transfer;

FeFF A E A SRS U

j)  monitoring, troubleshooting and administering the underlying Cloud Service infrastructure and database;
Bt ~ BEEED R e T B SR R RS S B

k) security monitoring, network-based intrusion detection support, penetration testing; and
GRMEEERE - MR ARSI ~ BB - DK

I) execution of instructions of Customer in accordance with the Agreement.

REAGWEITEFET -

The purpose of the transfer is to provide and support the Cloud Service. SAP and its Subprocessors may
support the Cloud Service data centers remotely. SAP and its Subprocessors provide support when a
Customer submits a support ticket as further set out in the Agreement.

{8 H A e R SR Ehmflfs - SAP RH Iy B i {5 DU T 2SR Blmfi B &R L - BEFIREAS
YR SRS SRR K B » SAP RS B ps S LR S8k -

For other SAP Services

HREEAM SAP IR

The transferred Personal Data is subject to the basic processing activities as set out in the Agreement which
may include:

B A B2 S8 T AT AR B ESRAVATR - AR ER A REEfE

a) accessing systems containing Personal Data in order to provide SAP Support and Services;

A E AR 2R L SAP 088 Ko R

b) use of Personal Data to provide the SAP Service;

(EFE B RHERE SAP A

c) continuous improvement of service features and functionalities provided as part of the SAP Service
including automation, transaction processing and machine learning;
SAP AR SR G IIREZ FrEUUE - IEREEEML - X5 REEERESEE

d) storage of Personal Data;

FEFEAER
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2.4.3.

244,

2.5.

2.6.

2.7.

2.8.

3.1

3.1.1.

3.1.2.

3.2

e) computer processing of Personal Data for data transmission;
BB PR T N & DL AL E e
f)  execution of instructions of Customer in accordance with the Agreement;

KEBEAGRITERIE |

For SAP Support: SAP or its Subprocessors provide support when a Customer submits a support ticket
because the Software is not available or not working as expected. They answer phone calls and perform basic
troubleshooting, and handle support tickets in a tracking system.

AR SAP S8 ¢ B P R G AT F SR MK R FRERE(E T HR S S R5 K B - SAP BCH YR ER R AT (LY
SR o SAP BUH D BREH PR REREERE o MR TACASEEE R o W AEIBHE A PR E S PR K

For Services: SAP or its Subprocessors provide Services subject to the Order Form Services and the
applicable Scope Document.
ARAMRFS © SAP BICH: S HH e e NS T s e R 5 L P 1 i (R S (PR (B AR s

The purpose of the transfer is to provide and support the relevant SAP Service. SAP and its Subprocessors
may provide or support the SAP Service remotely.
{8 E AAERR LG S HRAHRH SAP A% - SAP K Hop BRI R 15 B it fL el 4% SAP IR -

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis):
R (BIERE S Ry— KM Re )

Personal Data will be transferred on an ongoing basis for the duration of the Agreement.

{8 NERHRHAE S & HAIR P [ -

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period:
BB R AR B AR IREART » AR R DR e B 2 2

Personal Data will be retained by SAP as set out in Section 5 above.
SAP Rk FaltsE 5 iR e A E &R -

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing:

SHEIIE (07) PREE P HET 2 (i > INER IR EARAY - M IR -

SAP will transfer Personal Data to Subprocessors as stated in the applicable List of Subprocessors for the
duration of the Agreement.
SAP i I 73 R E A BT AL - A S S TRAPR PR A ERHE R4S 1 iR R R -

C. COMPETENT SUPERVISORY AUTHORITY
BB
In respect of the New Standard Contractual Clauses:

AR ERAEBLAI IR

Module 2: Transfer Controller to Processor

R4l 2« EHEEE S S

Module 3: Transfer Processor to Processor

B4l 3« [EHaEE E

Where Customer is the data exporter, the supervisory authority shall be the competent supervisory authority
that has supervision over the Customer in accordance with Clause 13 of the New Standard Contractual
Clauses.
TEEF REREDEZERT - EERBI A RIS 13 RiE - BAREE PR Z EtE
ETE -
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Schedule 2 Technical and Organizational Measures

BREHIR 2 $5iff S ARG

This Schedule 2 applies to describe the applicable technical and organizational measures for the purposes of
the Standard Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection

Law.
KIRAR 2 B IARFSIEAEZZLIERR (2010) ~ HrisE SZLYR 3 F B R REE A B HY Z AR RL i F4E 4%
FEHE -

SAP will apply and maintain the Technical and Organizational Measures.
SAP i 78 I I 4 SR AT FI4H S T -

To the extent that the provisioning of the Cloud Service comprises New SCC Relevant Transfers, the Technical
and Organizational Measures set out in Schedule 2 describe the measures and safeguards which have been
taken to fully take into consideration the nature of the personal data and the risks involved. If local laws may
affect the compliance with the clauses, this may trigger the application of additional safeguards applied during
transmission and to the processing of the personal data in the country of destination (if applicable: encryption
of data in transit, encryption of data at rest, anonymization, pseudonymization).

TEARHE &R SCC AERR S~ SEmAR BB - B3R 2 PRUE ROTRIsAARFETE - HAR A TR 28T
FOGRGE » DL5e B8 B8 N BRHEE Kb B o (& AR AT sE e B R 2 ST - I W] REAE (i a8 A2 K AT
H BB R A AR - SRy MraERE G 2 A CEER - SRR - BRI - B(b - EHERE
#) e
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