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Data Processing Agreement for Cloud Services (DUAL) ruRU.v.8-2021

DATA PROCESSING AGREEMENT FOR CLOUD

SERVICES
DEFINITIONS

“Controller” means the natural or legal person, public
authority, agency or other body which, alone or jointly
with others, determines the purposes and means of
the processing of Personal Data; for the purposes of
this DPA, where Customer acts as processor for
another controller, it shall in relation to SAP be
deemed as additional and independent Controller with
the respective controller rights and obligations under
this DPA.

‘Data Protection Law” means the applicable
legislation protecting the fundamental rights and
freedoms of persons and their right to privacy with
regard to the processing of Personal Data under the
Agreement.

“‘Data Subject’” means an identified or identifiable
natural person as defined by Data Protection Law.

“EEA” means the European Economic Area, namely
the European Union Member States along with
Iceland, Liechtenstein and Norway.

“GDPR” means the General
Regulation 2016/679.

“My Trust Center’ means information available on
the SAP support portal (see:
https://support.sap.com/en/my-support/trust-
center.html) or the SAP agreements website (see:
https://www.sap.com/about/trust-
center/agreements.html) or any  subsequent
website(s) made available by SAP to Customer.

Data Protection

“‘New SCC Relevant Transfer” means a transfer (or
an onward transfer) to a Third Country of Personal
Data that is either subject to GDPR or to applicable
Data Protection Law and where any required
adequacy means under GDPR or applicable Data
Protection Law can be met by entering into the New
Standard Contractual Clauses.

“New Standard Contractual Clauses” means the
unchanged standard contractual clauses, published
by the European Commission, reference 2021/914 or
any subsequent final version thereof which shall
automatically apply. To avoid doubt Modules 2 and 3
shall apply as set out in Section 8.

“Personal Data” means any information relating to a
Data Subject which is protected under Data
Protection Law. For the purposes of the DPA, it
includes only personal data which is:
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COIMMALLEHUE Ob OBPABOTKE NMEPCOHAJIbHbIX

OAHHBIX ANnA OBNAYHbIX YCNYT

ONPEQOENEHNA
«OnepaTtop» O3HavaeTt usmyeckoe nnm
lopuanYeckoe  nuuo, FOCYAApCTBEHHbBI  OpraH,

yupexaeHne wunu Opyryio opraHusauuio, KoTopble
CaMOCTOSATENBHO UM COBMECTHO C APYIrMMU Nuamm
onpefdensitoT  uenu KU cpeactBa  0bpaboTku
MepcoHanbHbIX AaHHbIX. [Ona uenewn Hactosiwero
CornawweHunsa 06 o6paboTke nepcoHanbHbIX AaHHbLIX
B cny4yae, korga 3akas3yuk BbICTynaeT B KayecTBe
obpaboTunka Aons gpyroro onepartopa, B KOHTEKCTe
B3aMOJeNCTBUS [¢ SAP OH [OJTKeH
paccMaTpuBaTbCsl B KayecTBE [OOMOSHUTENBHOIO U
HesaBucumoro OnepaTopa C COOTBETCTBYHOLLUMMU
npasamum U 0653aHHOCTAMM U3 HACTOsLLEro
CornaleHunsa 06 obpaboTke AaHHbIX.

«3aKoHO4aTeNbLCTBO O 3aluTe MepcoHanbHbIX
AaHHbIX» o3Havaet npYMeHnMoe
3aKoHO4AaTEeNbCTBO, 3aluLlatoee 6a3oBble Npaea u
cBobOAbl MoAen U NpaBo Ha HEMPUKOCHOBEHHOCTb
YacTHOM  XW3HM B CBA3M C  obpaboTkomn
MepcoHanbHbIX AaHHbIX N0 CornalleHuio.

«Cy6beKkT gaHHbIX» O3Ha4yaeT onpeaeneHHoe Wnu
onpegensieMoe u3NYecKoe NnULO, Kak 3TOT TepPMUH
onpegeneH B 3akoHogaTenbCcTBe O  3awuTe
NepcoHarbHbIX AaHHbIX.

«E33» o03HauyaeT EBpOMENcKyrd 3SKOHOMUYECKYHO
30HY, @ MUMEHHO: rocyfapcTBa-yrneHbl EBponerickoro
Coto3a, a Takke Wcnanguwo, JIMXTeHWTenH,
Hopgerutio.

«GDPR» o3HavaeT OO6LWMIA pernameHT no 3awure
nepcoHarnbHbIX AaHHbIX 2016/679.

«My Trust Center» o03HadyaeT wHdoOpMauuio,
OOCTYynHyl0 Ha nopTtane nogaepxku SAP  (cwm.
https://support.sap.com/en/my-support/trust-
center.html) unu Ha Be6G-caliTe cornawenun SAP (cMm.
https://www.sap.com/about/trust-
center/agreements.html), a Takke Ha RnOObIX
3aMeHuBWIMX UMX Beb-cantax, K KotopbiM SAP
npepoctaBnsieT 3akasymky JOCTyr.

«Mepepaya no HoBbim CTaHAapPTHLIM
[OroBOPHbIM YCIIOBUAIM» O3Ha4YaeT nepegady (unm
JanbHenwyw nepegady) B TpeTblo  CTpaHy
MepcoHanbHbIx OaHHbIX, Ha KOTOpble
pacnpocTtpaHseTcs aencreune GDPR unm
npumeHumMoro  3akoHogaTenbcTBa O  3awuTe
NepcoHarnbHbIX  OaHHbIX, Kkorga Kakne-nnbo
Tpebyemble COOTBETCTBUSA (afeKBaTHOCTb) CpPeacTs
3awWmnThl Taknx gaHHeix no GDPR wnu npumeHnmomy
3akoHodaTenbCTBY O  3aluUTe  AaHHbIX  MOXHO
obecneynTb  NOCPEACTBOM  MpuUHATMA  HOBbIX
CTaHAapTHbIX JOTOBOPHbIX YCIOBUIA.

«HoBble cTaHOapTHble AOroBOpPHbLIE YCIOBUS»
0O3Ha4aeT HEM3MEHEHHbIE CTaHAapTHbIE JOTOBOPHbIE
ycnosusi, onybnnkoBaHHble EBponerickon kommcemen
(ccbinoyHbln  Homep  2021/914), wnm  niobble

nocriegylolme  OKOHYaTemnbHble  BEpPCUMM  3TUX
YyCNoBWW, KOTOpble noanexar aBToMaTuyecKoMy
NPUMEHEHMUIO. Bo nsbexaHue COMHEHUN

npumeHsatoTca Mogynu 2 n 3, kak ykasaHo B Pasgene
8.

«MepcoHanbHble AaHHble» O03HayalT NGy
MHbopMaumto, oTHocsLytocs K CyGbekTy AaHHbIX U
oxpaHsieMylo  3akoHogaTenbCTBOM O  3aluTe
NepcoHanbHbIX AdaHHbIX. B uensx HacTosiero
CornaweHus 06 o6paboTke NepcoHanbHbIX AaHHbIX K
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a) entered by Customer or its Authorized Users into
or derived from their use of the Cloud Service; or

b) supplied to or accessed by SAP or its
Subprocessors in order to provide support under
the Agreement.

Personal Data is a sub-set of Customer Data (as
defined under the Agreement).

“Personal Data Breach” means a confirmed:

a) accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of or
unauthorized third-party access to Personal
Data; or

b) similar incident involving Personal Data, in each
case for which a Controller is required under Data
Protection Law to provide notice to competent
data protection authorities or Data Subjects.

“Processor’ means a natural or legal person, public
authority, agency or other body which processes
personal data on behalf of the controller, be it directly
as processor of a controller or indirectly as
subprocessor of a processor which processes
personal data on behalf of the controller.

“Schedule” means the numbered Appendix with
respect to the Standard Contractual Clauses (2010)
and the numbered Annex with respect to the New
Standard Contractual Clauses.

“Standard Contractual Clauses (2010)” means the
Standard Contractual Clauses (processors) published
by the European Commission, reference 2010/87/EU.

“Subprocessor’ or “sub-processor’” means SAP
Affiliates, SAP SE, SAP SE Affiliates and third parties
engaged by SAP, SAP SE or SAP SE’s Affiliates in
connection with the Cloud Service and which process
Personal Data in accordance with this DPA.

“Technical and Organizational Measures” means
the technical and organizational measures for the
relevant Cloud Service published on My Trust Center
(see: https://www.sap.com/about/trust-
center/agreements/cloud/cloud-
services.html?search=Technical%200rganizational
%20Measures).

“Third Country” means any country, organization or
territory not acknowledged by the European Union

HUM OTHOCATCA TOJIbKO cnenywuime nepcoHarbHble
[OaHHble, KOTOpble:

a) BBedeHbl 3aka3dnkom munm ero

ABTOPV30BaHHLIMM nosib3oBaTensiMu B
WHppacTpykTypy  OGnayHom  ycnyrv  unm
noslyYeHbl UMU B CBSI3U C €€ UCMONMb30BaHWEM;
unm

b) npepoctaBneHbl komnaHum SAP  wunu  ee
CybnogpsigumkaM no o6paboTke AaHHbIX Nubo
MCMOMb3YTCA UMW C LIENb OKa3aHusi ycryr no
COMNPOBOXAEHMIO MO HacTosileMy CornatleHuto.

MepcoHanbHble AaHHble — 3TO0  BUA  [aHHbIX
3aKa3uuka (kak 9TOT TEepMUH onpegeneH B
CornawueHum).

«HapyweHue KOHdMAEeHUMaNnbLHOCTHU

MepcoHanbHbIX AaHHbLIX» O03Ha4YaeT oOfHO U3
cneayowmx NoATBepKaeHHbIX COBbITUI:

a) cnyqaﬁHoe Mnn  He3akoHHOEe YHUYTOXeHue,
noTepr, uU3MeHeHue, HeCaHKUMOHMPOBaHHOE
packpbiTne [NepcoHanbHbIX AaHHbIX mnm
HEeCaHKLMOHMPOBAHHbLIN OCTYN TpeTbuX nuL K
MepcoHanbHbIM AaHHBIM; UNn

b) aHanorMyHble  MHUMOEHTbI, CBsi3aHHble C
MepcoHanbHbLIMU  JaHHBIMK, MO KaXZOMy W3
koTopbix ~OnepaTop B  COOTBETCTBMU C
3akoHOAaTeNbLCTBOM O 3aluMTe NepcoHarnbHbIX
AaHHbIX 00513aH yBeAOMNATb KOMMNETEHTHbIE
opraHbl Mo 3awmuTe pAaHHbiX unn CybGbekToB

OaHHbIX.
«O6paboTumMk»  O3HayaeT  u3nYeckoe  Unn
lopManYeckoe  nuuo, FOCYAApCTBEHHbI  OpraH,

yupexgeHve wnu Apyrylo opraHusaumio, KoTopble
o6pabaTbiBalOT  nepcoHarnbHble  [AaHHble Mo
nopyyeHuto onepartopa, byap TO HeNOCPeACTBEHHO B
KayecTBe ero o6paboTyrka Unm KOCBEHHO B Ka4eCTBe
cybnoapsg4vka obpaboTtuunka, KOTOPbIN
obpabaTbiBaeT  [lepcoHarnbHble  daHHble MO
nopyyeHuto oneparopa.

«MpunoxeHne»  o03Ha4YaeT  MPOHYMEPOBaHHOE
HononHeHne k CTaHAapTHLIM 4OTOBOPHBLIM YCIOBUSM
(2010) u npoHymepoBaHHoe [NpunoxeHne k HoBbiM
CcTaHOapTHbIM JOrOBOPHBLIM YCIOBUSIM.

«CtaHaapTHble poroBopHble ycrnoBus (2010)»
o3HavaeT CraHOapTHble [JOroBOPHLIE  YCMOBUS
(obpaboTumkn), onybnukoBaHHble  EBponenckomn
Komumccuen (cebinoyvHbii Homep 2010/87/EU).

«Cybnogpag4Ymk no o6pabGoTke AaHHLIX» WK
«Cybnogpaguuk» 03HavyaeT AddunnpoBaHHble
nuua SAP, SAP SE, AddunuposaHHble nuua SAP
SE n TpeTby nuua, npuenekaemole SAP, SAP SE nnn
AddunuposaHHeiMmn nuuamm SAP SE B cBa3n c
okasaHnem Ob6nayHom ycnyrm n obpabaTbiBatoime
lMepcoHanbHble [AaHHble B paMKax HacTOsILLEro
Cornawenus 06 o6paboTke NepcoHarnbHbIX AHHbIX.

«TexHMYyeckue W oOpraHM3auUoOHHbIE MepbI»
O3Ha4yaeT TeXHUYECKNe W OpraHv3auMOHHbIE MepbI
ans COOTBETCTBYHOLLEN O6nayHon yenyru,
onybnukoBaHHele B My Trust Center (cm.
https://www.sap.com/about/trust-
center/agreements/cloud/cloud-
services.html?search=Technical%200rganizational
%20Measures).

«TpeTbsa cTpaHa» oO3HadyaeT nOYy CTpaHy,
OpraHvM3auuto Unu TeppuUTOPU0, He MNPU3HAHHYIO
EBponenickum cot3oM B kadecTBe GesonacHow
cTpaHbl, obecneuvBatoLleli afeKBaTHbIN YPOBEHb

Page 2 of 15


https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?search=Technical%20Organizational%20Measures

2.1.

2.1.1.

2.2.

2.3.

2.3.1.

2.3.2.

under Article 45 of GDPR as a safe country with an
adequate level of data protection.

BACKGROUND
Purpose and Application

This document (“DPA”) is incorporated into the
Agreement and forms part of a written (including in
electronic form) contract between SAP and Customer.

This DPA applies to Personal Data processed by SAP
and its Subprocessors in connection with its provision
of the Cloud Service.

This DPA does not apply to non-production
environments of the Cloud Service if such
environments are made available by SAP. Customer
shall not store Personal Data in such environments.

Structure

Schedules 1 and 2 are incorporated into and form part
of this DPA. They set out the agreed subject-matter,
the nature and purpose of the processing, the type of
Personal Data, categories of data subjects (Schedule
1) and the applicable Technical and Organizational
Measures (Schedule 2).

Governance

SAP acts as a Processor and Customer and those
entities that it permits to use the Cloud Service act as
Controllers under the DPA.

Customer acts as a single point of contact and shall
obtain any relevant authorizations, consents and
permissions for the processing of Personal Data in
accordance with this DPA, including, where
applicable approval by Controllers to use SAP as a
Processor. Where authorizations, consent,
instructions or permissions are provided by Customer
these are provided not only on behalf of the Customer
but also on behalf of any other Controller using the
Cloud Service. Where SAP informs or gives notice to
Customer, such information or notice is deemed
received by those Controllers permitted by Customer
to use the Cloud Service. Customer shall forward
such information and notices to the relevant
Controllers.

SECURITY OF PROCESSING

Applicability of the Technical and Organizational
Measures

SAP has implemented and will apply the Technical
and Organizational Measures. Customer has
reviewed such measures and agrees that as to the
Cloud Service selected by Customer in the Order
Form the measures are appropriate taking into
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2.2.
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3alWnTbl [aHHbIX B COOTBETCTBUM C MyHKTOM 45
GDPR.

OBLAA MTHPOPMALIUA
Llenb un npumeHeHne

YcnoBusi, cogepXawmecsi B HacTOSALWEM LOKYMEHTe
(«CornaweHne 06 o06paboTKe mnepCcCoOHanNbHbIX
[aHHbIX»), aBnsAlTCA 4acTelo Cornawenus un
cornawleHmem B NUCbMEHHOW (B TOM 4ucne
3ANeKTpoHHON ) hopme mexay SAP 1 3akasymkom.

910 CornaweHve 06 06paboTke nepcoHanbHbIX
OaHHbIX MpUMEHsieTcsl K OTHoleHusM CTOpPOH Mo
06paboTke AaHHbIX B YacTu [epcoHanbHbIX AaHHbIX,
obpabaTbiBaeMblx ~ koMnaHuen SAP  u  ee
Cy6nogpsigunkamm no obpaboTke AaHHbIX B CBA3N C
okasaHuem ObnayvHon ycrnyru.

HacTtosiee CornaiueHue 06 o6paboTke
NnepcoHarnbHbIX AaHHbIX HE NOANEXNT NPUMEHEHUIO K
oTHoweHnAM CTOPOH MO NMOBOAY HENPOAYKTUBHbIX
cpen O6nauHon ycnyru, ecnu SAP npegocTtasnsiet
3akasunKky AOCTyn K Takum cpedam. 3akasyuk He
AOIMKeH XpaHuTb [lepcoHanbHble AaHHble B TakuX
cpegax.

CT1pykTypa

MpunoxeHna 1 m 2 BkMOYEHbl B COCTaB 3TOro
CornawweHust 06 06paboTke NepcoHanbHbIX AaHHbIX
N SBNSIIOTCS €0 HEOTbEeMNEMbIMU YacTaAMU. B Hmx
COrnacoBaHsbl npegmeT, Xapaktep W Uenb
06paboTku, TMN MNMepcoHanbHbIX OaHHbIX, KAaTeropuu
cybbekToB OaHHbIX (MpunoxeHune 1) "
COOTBETCTBYIOLLUNE TexHudeckne "
opraHunsaunoHHble Mepsbl (MpunoxeHne 2).

MpaBoBoe perynupoBaHve

B pamkax CornatueHusi 06 06paboTke nepcoHarbHbIX
AaHHbix SAP BbicTynaet B ponu O6paboTtumka, a
3akasuvk 1 Te opraHusaLum, KOTOpbIM OH pa3peLuaeT
ucrnonb3oBatb ObGnadHyo ycnyry,— B ponu
OnepaTtopos..

3akasunK BbICTynaeT B KavyecTBe €AUHCTBEHHOro
KOHTaKTHOro nuua n obsasyetca nonyynTtb nobbie
COOTBETCTBYIOLME MOMHOMOYUS, 0A0OpeHns wu
paspeLueHus anst o6paboTkm MNepcoHanbHbIX AaHHbIX
B COOTBETCTBMM C HacToswmm CornaweHneMm o6
obpaboTke nepcoHanbHbIX AaHHbIX, BKMOYas, B
COOTBETCTBYWOLWMX  CUTyauusix, MOATBEPXAEHWE
Onepatopamn npusneyeHns SAP B KayecTse
ObpaboTtumka. Korga 3akasuvk paet nopy4veHus,
npegocTaBnseT MOSIHOMOYMS, 0Ao6peHus,  unu
paspeLLeHunsi, OHN NPefoCTaBMAOTCA He TOMbKO OT
UMeHN camoro 3akasyuka, HO U OT WMMEHU BCeX
ocTaneHbIX OnepaTopos, ncnonbaywmx ObnayHyto
ycnyry. B Tex cnyyasx, koraa SAP nHdopmupyeT nnm
yBegomnseT 3akasyvka, Takad uHgopmauus wunu
yBeJOMIIEHNE TakKe CYMTAOTCA NONyYEHHbIMU TEMU
Onepatopamu, KoTOpbIM  3akasyuk  paspeLlunn
ucnonb3oBaTe  O6GnayHyo  ycnyry.  3akasumk
obs3yeTcs HanpasnATb Takyld UWHOPMaUMO W©
yBeAOMIeHNs cooTBEeTCTBYOWMM Onepatopam.

Be3onacHocTbL 06paboTku

MpuMeHUMOCTb TEeXHUYECKMX U OpraHM3aLMOHHbIX
mep

KomnaHns SAP BHegpuna un 0OygeT npuMeHaTb
TexHu4eckne n opraHn3aumoHHbIe Mepbl. 3akasynk
u3yuynn 3TV Mepbl U corfaceH € Tem, 4YTO B
oTHoweHun O6nayHow ycnyru, BblOpaHHOW MM B
[oroBope, OHWM Hagnexawmm obpasoM yuuTbiBaloT
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3.2.1.

3.2.2.

4.2.

4.3.

account the state of the art, the costs of
implementation, nature, scope, context and purposes
of the processing of Personal Data.

Changes

SAP applies the Technical and Organizational
Measures to SAP’s entire customer base hosted out
of the same data center or receiving the same Cloud
Service. SAP may change the Technical and
Organizational Measures at any time without notice
so long as it maintains a comparable or better level of
security. Individual measures may be replaced by
new measures that serve the same purpose without
diminishing the security level protecting Personal
Data.

SAP will publish updated versions of the Technical
and Organizational Measures on My Trust Center and
where available Customer may subscribe to receive
e-mail notification of such updated versions.

SAP OBLIGATIONS
Instructions from Customer

SAP will process Personal Data only in accordance
with documented instructions from Customer. The
Agreement (including this DPA) constitutes such
documented initial instructions and each use of the
Cloud Service then constitutes further instructions.
SAP will use reasonable efforts to follow any other
Customer instructions, as long as they are required by
Data Protection Law, technically feasible and do not
require changes to the Cloud Service. If any of the
before-mentioned exceptions apply, or SAP otherwise
cannot comply with an instruction or is of the opinion
that an instruction infringes Data Protection Law, SAP
will immediately notify Customer (email permitted).

Processing on Legal Requirement

SAP may also process Personal Data where required
to do so by applicable law. In such a case, SAP shall
inform Customer of that legal requirement before
processing unless that law prohibits such information
on important grounds of public interest.

Personnel

To process Personal Data, SAP and its
Subprocessors shall only grant access to authorized
personnel who have committed themselves to
confidentiality. SAP and its Subprocessors will
regularly train personnel having access to Personal
Data in applicable data security and data privacy
measures.

3.2.
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TEKYLWMA YpPOBEHb pPasBUTUS HaykM U TEXHUKU,
3aTpatbl Ha peanusauuio, Xxapaktep, cdepy
NPUMEHEHWNs,,  KOHTEKCT U  uenu  obpaboTku
MepcoHanbHbIX AaHHbIX.

NameHeHus

SAP npumeHsieT TexHU4Yeckne u opraHnsauuoHHbIe
Mepbl B OTHOLUEHWM BCeX 3akas3umkoB SAP,
obcnyxuBaemMblx B OOHOM LEHTpe 06paboTku
OaHHbIX UNU Nony4Yarwmx oaHy u Ty xe ObnayHyto
ycnyry. SAP wmoxeT B noboe Bpemss 6e3
npeaBapuTenibHOro yBEAOMIEeHMS N3MEHUTb
TexHu4eckne n opraHu3aunoHHbIE MEpbI, €Crn  Npu
9TOM COXpaHUTCS COMOCTaBuMMbIA  UnnM  Gonee
BbICOKMI ypoBeHb BGesonacHocTu. OTaenbHble Mepbl
MOryT ObITb 3aMEHEHbl HOBbIMW MepamMu, €Crim OHU
crnyxaT TOW Xe Uenn U He YMeHbLUalT YpPOBEHb
6e3onacHocTu NMepcoHanbHbIX AaHHbIX.

SAP 065a3yeTca nybnvkoBaTb 06HOBMNEHHbIE BEPCU
TexHnyecknx n opraHm3aumoHHbix mep B My Trust
Center, a 3akazuuk (NpM  HaMMuuKM  Takowm
BO3MOXHOCTN) MOXeT MoAnucaTbCA Ha MofyyYeHne
yBEAOMIIEHNA O BbIMYCKE Takux OBHOBNEHHbIX
BEPCUI NO 3NEKTPOHHOW MnoyTe.

OBA3ATEJIbCTBA KOMIMAHWUU SAP
Mopy4yeHnsa 3akasunka

KomnaHus SAP o6s13aHa o6pabaTbiBaTh
lMepcoHanbHble AaHHble TOMbKO B COOTBETCTBUM C
AOKYMEHTasnbHO MNOATBEPXAEHHBIMY MNOPYYEHNSMU
3akasuvika. K Taknum AOKYMEHTanbHO
NoATBEPXKAEHHBIM  NepBOHAaYanbHbIM  NOPYYEHUSAM
oTHocuTcs CornaileHve (B TOM 4ucre HacTosluee
CornaweHne 06 06paboTke nepcoHarnbHbIX AaHHbIX),
a JononHuTenbHble NopyyeHns hopMupytoTcs npu
Kaxgom criydae ucnonb3oBaHus O6nadvHoun ycnyru.
SAP obssyetcs npunaratb pasymHble yCcunus Ans
BbINOMHEHUS NOBbIX APYrnx nopydeHunn 3akasywvka,
ecnn Toro TpebyeT 3akoHOAATENbLCTBO O 3aluTe
MepCcoHanbHbIX  AaHHbIX W 3TO  TEXHWYECKU
OCYLLECTBUMO U He TpebyeT nameHeHun B ObnayHom
ycnyre. Ecnm  npumeHumo  kakoe-nmbo 13
BbILLEYNOMSAHYTbIX UCKMOYeHUn unn SAP He moxeT
BbIMOMHUTL MOPYYEHNE MO WHbIM NpUYMHaM, nMbo
npuaepXMBaeTcs MHEHWS, YTO NOPyYEHUe HapyLuaeT
3akoHOOaATENbLCTBO O  3aluMTe  NepcoHarbHbIX
AaHHbIX, TO SAP HesameanutenbHO yBeaomnseT ob
aTom 3akasumka (gonyckaeTcs yBeAOMMeHWe Mo
3MEKTPOHHOM MoYTe).

O6paboTka, OCHOBaHHas Ha
3aKoHogaTenbCTBa

TpeboBaHum

SAP Takke moxeT obpabaTbiBaTb [lepcoHanbHble
OaHHble, ecnu Toro TpebyeT  npuMeHumoe
3akoHopaTenbcTBo. B atom cnyvae komnaHma SAP
AOImKHa Ao Havana obpaboTkv yBegoMUTb 3akasymka
0 Takom TpeboBaHMM 3akoHOAaTeNbCTBA, €CNY Takoe
NHOPMMpPOBaHME He 3anpeLyeHo
3aKOHOAATENbCTBOM MO YBaXUTEMbHBIM NPUYMHaAM B
rocy4apCTBEHHbIX MHTepecax.

MepcoHan

B cBssn c o6paboTkoi [MepcoHanbHbIX AaHHbIX
koMmnaHust SAP 1 ee Cybnogpsaymkm no obpaboTtke
OaHHbIX OOSMKHbI MPeAoCTaBNATb AOCTYN TOJbKO
YMNOSIHOMOYEHHOMY NepcoHarny, KoTopbii obssancs
obecneunTb KoHMaeHUmanbHocTb. Komnanua SAP
n ee Cybnogpsguvkm no o00paboTke [aHHbLIX
NpoOBOASAT CPeau nepcoHana, UMEeHLWero AocTyn K
MepcoHanbHbIM AaHHBLIM, PErynsipHble UHCTPYKTaXu
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4.4.

44.1.

4.4.2.

4.4.3.

4.4.4.

4.5.

4.6.

Cooperation

At Customer's request, SAP will reasonably
cooperate with Customer and Controllers in dealing
with requests from Data Subjects or regulatory
authorities regarding SAP’s processing of Personal
Data or any Personal Data Breach.

If SAP receives a request from a Data Subject in
relation to the Personal Data processing hereunder,
SAP will promptly notify Customer (where the Data
Subject has provided information to identify the
Customer) via e-mail and shall not respond to such
request itself but instead ask the Data Subject to
redirect its request to Customer.

In the event of a dispute with a Data Subject as it
relates to SAP’s processing of Personal Data under
this DPA, the Parties shall keep each other informed
and, where appropriate, reasonably co-operate with
the aim of resolving the dispute amicably with the
Data Subject.

SAP shall provide functionality for production systems
that supports Customer's ability to correct, delete or
anonymize Personal Data from a Cloud Service, or
restrict its processing in line with Data Protection Law.
Where such functionality is not provided, SAP will
correct, delete or anonymize any Personal Data, or
restrict its processing, in accordance with the
Customer's instruction and Data Protection Law.

Personal Data Breach Notification

SAP will notify Customer without undue delay after
becoming aware of any Personal Data Breach and
provide reasonable information in its possession to
assist Customer to meet Customer’s obligations to
report a Personal Data Breach as required under Data
Protection Law. SAP may provide such information in
phases as it becomes available. Such notification
shall not be interpreted or construed as an admission
of fault or liability by SAP.

Data Protection Impact Assessment

If, pursuant to Data Protection Law, Customer (or its
Controllers) are required to perform a data protection
impact assessment or prior consultation with a
regulator, at Customer’s request, SAP will provide
such documents as are generally available for the
Cloud Service (for example, this DPA, the Agreement,
Audit Reports and Certifications). Any additional

4.4.
44.1.

4.4.2.

4.4.3.

4.4.4.

4.5.

4.6.
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No Hagnexawym Mepam 3awuTbl  AaHHbIX U
KOH(pMAEHLMaNbLHOCTH.
CoTpyaHuyecTso

Mo 3anpocy 3akasunka SAP okaxeT 3akasuuky unm
nobomy Onepatopy copenctene B 0b6paboTke
3anpocoB CO CTOPOHbl CyBbEeKTOB [AaHHbIX MU
KOHTPONMUPYIOLLMX ~ OPraHoB,  OTHOCALUMXCS K
obpaboTke SAP NepcoHanbHbIX A4aHHbIX UK Nboro
HapyLUEeHNst X KOHPUOEHUNANBHOCTY.

Ecnu SAP nony4yaet 3anpoc ot CyObekTa faHHbIX B
cBsi3n ¢ obpaboTkon [MepcoHarnbHbIX AaHHbIX MO
HacTosLemy CornaileHuto 006 obpaboTke
nepcoHanbHbIX AaHHbIX, SAP HedameanuTenbHO
yBegomuT 3akasumka (ecnm  CyObekT [aHHbIX
npegocTaBun  CcBedeHus  ANns  uaeHtTudukauum
3akasuuka) o TakoM 3anpoce Nno ANEKTPOHHON noyTe,
SAP He GygeT oTBe4aTb Ha Takow 3anpoc 1 NonpocuT
CybbekTa [OaHHbIX MepeHanpaBuUTb CBOW 3anpoc
3akasuuky.

B cnyyae crnopa ¢ Cy6bekTom AaHHbIX MO Bonpocam,
BO3HMKaKOWMM B CBs3Mn C obpaboTkon SAP
MepcoHanbHbIX AaHHbIX no HacTosLweMy
CornatueHunio 06 ob6paboTke NepcoHanbHbIX AaHHbIX,
CTopoHbl 0653yt0TCs MHpOpMMpoBaTL ApYr Apyra u
(npn HeobxoAUMOCTW) MPeANpPUHUMATL pasyMHble
ycunus no  COTPyAHWYecTBy Ansd  BHecyaebHoro
pa3peLueHusi cnopa ¢ CybbekToM AaHHbIX.

SAP npenoctaBuT (PYHKUMOHAaNbHbIE BO3MOXHOCTHU
ANs  NPOAYKTVMBHBIX CUCTEM, KOTOpble MO3BOMSAT
3akasunky ncnpaenaTb, yaansite unu
aHOHUMM3MpoBaTb (06e3nuumBaTh) lMepcoHanbHble
AaHHble n3 O6nayHow ycnyrv unm orpaHM4MBaTb MX
06paboTky B cOOTBETCTBMM C 3aKOHOAATENbLCTBOM O
3awmuTe nepcoHasnbHbIX AaHHbIX. Ecnm  Takas
YHKUMOHANbLHOCTL He npegoctaensetcs, SAP
OyaeT ucnpaenaTb, yAanaTb UM aHOHMMU3NMPOBATb
(o6e3nnumBaTh) Nobble MNepcoHanbHble JaHHbIE UNn
orpaHuvumBaTb MXx 0O6paboTKy B COOTBETCTBUM C
nopyyeHneMm 3akasyvka n 3akoHO4aTenbCTBOM O
3awuTe nepcoHanbHbIX AaHHbIX.

YBegomneHne o HapylweHun koHpmaeHumansHoOCTu
NepcoHarnbHbIX AaHHbIX

SAP 00sa3yetca 6e3 kakMx-nmbo HeoBOCHOBaHHbIX
3agepxeKk yBeooMNATb 3akasyMka O CTaBLUMX
N3BECTHbIMU dakTax Hapywenna
KOH(pMOEHLMANbHOCTU MEePCOHarnbHbIX OaHHbIX ©
npeaocTaBuTb B pasyMHbIX Npedenax UMeroLLyocs
WHOpMaLMIO O Takux pakTtax, 4ToOGbl MNOMOYb
3aka3uuky BbINOMHWUTL ero obs3atenscTBa B
OTHOWWEHUN  KHopMmupoBaHns o  HapyweHun
KOH(pMaeHUManbHOCTU NEPCOHanbHbIX OaHHbIX B
COOTBETCTBUM C TpeboBaHNAMN 3akoHogaTeNnbCTBa O
3awmnTe nepcoHanbHbIX AaHHbiX. SAP  moxeTt
npenocTaBnsaTe Takyld MHAOPMaLUo Mo3TanHo, no
Mepe TOro, Kak OHa CTaHOBUTCHA AOCTynHon. Takoe
yBeAOMIEHME He OOMKHO UHTEPNPeTMPOBaTLCS UK
TONKOBaTbCS Kak MpU3HaHWEe HapylleHusi, OLIMOKu
UNN OTBETCTBEHHOCTM CO CTOPOHbI SAP.

OueHka Bo3aeicTBUs Ha nepcoHanbHble JaHHbIe

Ecnu B cooTBeTcTBUM C 3aKoHO4aTENIbCTBOM O
3aliMTe NepcoHasibHbIX AaHHbIX 3aka3yuk (Unu ero
Onepatopbl)  AOJKHbI BbINOMHUTb OLIeHKY
BO3OENCTBMS HA MepcoHasibHble [JdaHHble  Wu

NpPoOBEeCTN nNpeaBapUTENibHY0  KOHCynbTauuio C
KOHTponupytowmm opraHom, SAP no 3anpocy
3akasuunka npepocTasuT COOTBETCTBYyHOLLME

[OKYMEHTbI, KOTOpble OObIMHO O(OPMIISIOTCS NpU
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5.2.

assistance shall be mutually agreed between the
Parties.

DATA EXPORT AND DELETION
Export and Retrieval by Customer

During the Subscription Term and subject to the
Agreement, Customer can access its Personal Data
at any time. Customer may export and retrieve its
Personal Data in a standard format. Export and
retrieval may be subject to technical limitations, in
which case SAP and Customer will find a reasonable
method to allow Customer access to Personal Data.

Deletion

Before the Subscription Term expires, Customer may
use SAP’s self-service export tools (as available) to
perform a final export of Personal Data from the Cloud
Service (which shall constitute a "return" of Personal
Data). At the end of the Subscription Term, Customer
hereby instructs SAP to delete the Personal Data
remaining on servers hosting the Cloud Service within
a reasonable time period in line with Data Protection
Law (not to exceed 6 months) unless applicable law
requires retention.

CERTIFICATIONS AND AUDITS
Customer Audit

Customer or its independent third party auditor
reasonably acceptable to SAP (which shall not
include any third party auditors who are either a
competitor of SAP or not suitably qualified or
independent) may audit SAP’s control environment
and security practices relevant to Personal Data
processed by SAP only if:

a) SAP has not provided sufficient evidence of its
compliance with the Technical and
Organizational Measures that protect the
production systems of the Cloud Service through
providing either: (i) a certification as to
compliance with 1SO 27001 or other standards
(scope as defined in the certificate); or (ii) a valid
ISAE3402 or ISAE3000 or other SOC1-3
attestation report. Upon Customer’s request audit
reports or ISO certifications are available through
the third party auditor or SAP;

b) a Personal Data Breach has occurred;

c) anauditis formally requested by Customer’s data
protection authority; or

5.2.
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okasaHun ObnayHon ycnyrm (Hanpumep, HacTosiLee
CornaweHne 06 obpaboTke nepcoHanbHbIX AaHHbIX,
CornaweHrve, OTtyeThl o nposepkax "
Ceptndukatnbl). Jliobass gononHuUTenbHas MnoMoLlb
AomkHa 6biTb cormacoBaHa mexay CTopoHamum.

AQKCMNOPT U YOANEHUE OAHHbIX
3KCNopT ¥ UsBneyYeHne AaHHbIX 3aKas3ynkom

B TeuyeHne Cpoka noanucku 3akasuvmk B noboe
BpeMs uMMmeeT [ocTyn K cBoum [lepcoHanbHbIM
[OaHHbIM B COOTBETCTBUM C ycnosusimy CornalueHusi.
3akas4mk mMeeT NpaBo 3KCNOPTUPOBAaTL U M3BnekaTb
cBon [lepcoHanbHble [faHHble B CTaHO4apTHOM

dopmaTte. Ecnu Ha onepaumu  3kcnopta
U3BnevYeHns pacnpocTpaHsTCa  TEXHUYECKME
orpaHunyeHnsi, SAP u  3akasunmk  00sa3yloTCA

onpefennTb KoMMep4yeckn 0BO0CHOBaHHbLIM Crocoo,
obecneumBarowuin  goctyn 3akasdnka K CBOMM
nepCOHaﬂbelM AOaHHbIM.

Ynanenue

[o ncteyennss Cpoka gencTBus NOANUCKN 3akasuumk
MOXET UCMOSb30BaTh AOCTYMHbIE MHCTPYMEHTbI SAP
ans CaMOCTOSITENTbHOTO aKcnopTa, YTOObI
OKOHYaTenbHO  3KkcrnopTupoBaTb  [lepcoHanbHble
AaHHble n3  ObnayHom ycnyrm  (4TO  OOIMKHO
TONKOBaTbCs  Kak  «Bo3BpaT»  [lepcoHanbHbIX
OanHbIX). Mo ncreyennm Cpoka nognuckn 3akasudmk
HacTosAwmmM nopy4daet SAP yaanuTe lNepcoHanbHble
[aHHble, OCTaBLUMECS] Ha cepBepax, rae pasmelleHa
ObnayHas ycnyra, B TeyeHue 0OOCHOBAHHOIO
nepuoga BPEMEHMU B COOTBETCTBUM c
3akoHoOaTeNnbCTBOM O  3aluTe NepCoHasbHbIX
OaHHbIX (He 6Gonee wectn MecsueB), ecnu
npUMMEHMMOE  3aKoHOAaTenbCTBO He  Tpebyer
JanbHenwWero nx XxpaHeHus.

CEPTU®UKATBLI U AYOAUT
AyauTt, NpoBOAMMBIN 3aKa34ymKom

3aKas4uK Unu ero He3aBMCUMBIN BHELUHUIA ayauTop,
pasymMHO npuemnembin gnsa SAP (npuBneyexve
BHELLHNX ayavTopoB, KOTOpble ABNSAOTCA
KOHKYpEeHTaMu SAP, nunm He nmetoT
COOTBETCTBYHOLLEN KBanudukaumm, Unm He sBnsTCA
He3aBUCUMbIMKW, HEAONYCTUMO), MOTyT MNpPOBEPUTL
cpefcTea ocylecTBneHus KoHtponsa SAP n meTobl
obecneveHns 6esonacHocTn, npumeHsiemble SAP
npu obpaboTke [lepcoHanbHbIX AaHHbLIX, TONbKO B
cnepfyoLwmx criyyasx:

a) KomnaHuss SAP He npepncTtaBuna LOCTATOYHbIX
cBuaeTenbCcTB  cobnogeHus  TexHU4ecknx wu
OpraHn3auMoHHbIX Mep, KETITITETSTITIN
npoaykTMBHble cuctembl O6nayHow ycnyru,
ogHMM  ©3  cregylowmx  cnocobos: (i)
npegocTaBuB cepTudgmkat COOTBETCTBUS
ctaHgapTy 1SO 27001 unu uHbIM cTaHgapTam (B

obbeme, ykaszaHHoOM B cepTudumkaTte); (i)
npegocraBsve OEeNCTBUTENbHbIN
aTTecTaumoHHbIi  otyeT ISAE3402 wn (vnm)

ISAE3000 nun6o pgpyron otyetr SOC1-3. [lo
3anpocy 3akasyuka ayauTopcKme OT4eTbl Unu
cepTudmKkaumnio Ha COOTBETCTBME CTaHaapTam
ISO BbINnonHAeT nNMbo BHeLWHW ayauTop, nNnbo
SAP;

b) Mpousowno HapyweHne KoHMUOAEHUMANBHOCTH
NepCcoHarnbHbIX AaHHbIX;

C) nony4yeH ouUMarbHbIN 3anpoc Ha NPOBEPKY OT
YNOMHOMOYEHHOrO oOpraHa Mo Hagsopy  3a
cobnofeHnemM 3akoHodaTeNbcTBa O 3aliuTe
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6.2.

6.3.

6.4.

d) provided under mandatory Data Protection Law
conferring Customer a direct audit right and
provided that Customer shall only audit once in
any 12 month period unless mandatory Data
Protection Law requires more frequent audits.

Other Controller Audit

Any other Controller may assume Customer's rights
under Section 6.1 only if it applies directly to the
Controller and such audit is permitted and
coordinated by Customer. Customer shall use all
reasonable means to combine audits of multiple other
Controllers to avoid multiple audits unless the audit
must be undertaken by the other Controller itself
under Data Protection Law. If several Controllers
whose Personal Data is processed by SAP on the
basis of the Agreement require an audit, Customer
shall use all reasonable means to combine the audits
and to avoid multiple audits.

Scope of Audit

Customer shall provide at least 60 days advance
notice of any audit unless mandatory Data Protection
Law or a competent data protection authority requires
shorter notice. The frequency and scope of any audits
shall be mutually agreed between the parties acting
reasonably and in good faith. Customer audits shall
be limited in time to a maximum of 3 business days.
Beyond such restrictions, the parties will use current
certifications or other audit reports to avoid or
minimize repetitive audits. Customer shall provide the
results of any audit to SAP.

Cost of Audits

Customer shall bear the costs of any audit unless
such audit reveals a material breach by SAP of this
DPA, then SAP shall bear its own expenses of an
audit. If an audit determines that SAP has breached
its obligations under the DPA, SAP will promptly
remedy the breach at its own cost.

SUBPROCESSORS

Permitted Use

6.2.

6.3.

6.4.
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NnepcoHanbHbIX AaHHbIX, KOTOPOMY MOOOTYETEH
3akasuuk; unm

d) WmnepatuBHble HOpMbl 3akoHodaTenscTBa O
3aLumMTe NepcoHarnbHbIX AaHHbIX NPeAOCTaBNSAT
3aka3umKky npaBO Ha nNpoBepKy (ayouT) npwu
ycnosuu, 4to 3aka3uuk OyaeTt NnpoBoaUTb Takyto
npoeepky (ayaut) oauH pa3 B nwobon
ABeHauaTUMECSAYHbI nepuog, ecrnv TONbKO
nMMnepaTMBHbIMU HOpMamn 3akoHodaTenbCTBa O

3awuTe nepcoHarnbHbIX JAaHHbIX He
npegycMoOTpeHo npoBefeHne Goree 4acTbiX
NPOBEPOK.

AyauT, npoBoauMebIi apyrum OnepaTopom

MpaBa 3aka3unka, NpeayCcMOTPEHHbIE MO NYHKTY 6.1,
MOXET NPUHATL Ha cebsa ntobow apyron OnepaTop, HO
TONbKO B TOM Cly4yae, eCN NOMOXEHMUS 3TOMO NyHKTa
nognexart NpUMEHEHWUIO HEenocpeacTBEHHO K 3TOMY
OnepaTopy X ecnu Takas nposepka (ayauT)
paspelweHa UM KOOPAMHUPYeTCs  3aKa3umkoMm.
3akasumk 0653yeTcsi MCrnonb3oBaTb BCE Pa3yMHble
cpencTea ans obbeanHeHUs NpPoBeAEHNsT MPOBEPOK
(ayauTtoB) Heckonbkumu apyrumm  OnepaTopamu,
yToObl  M3bexaTb NPOBEAEHUS  MHOTOKpaTHbIX
NPOBEPOK (ayOMTOB), 33 WCKIIOYEHWEM Clly4aes,
Koroa npoBepka (ayauT) OOMXHa NPOBOAMTLCS
HenocpeaCcTBEHHO apyrum  OnepatopoMm B
COOTBETCTBMM C 3akoHOOaTenbCTBOM O 3aluTe
nepcoHarnbHbIX AaHHbIX. Ecnv npoBeaeHusi nposepku
(ayouTa) TpebyoT cpasy Heckonbko OnepaTtopos,
ybm MNepcoHanbHble gaHHble obpabaTbiBatoTca SAP
Ha ocHoBe CornalleHus, 3aka3qmk JOIMKEH NPUHATb
BCE pasyMHble Mepbl AN 0O6beAuHEeHUs Takux
NpoBEPOK BO nsbexaHue MHOrOKpaTHOro
npoBeAeHusa NpoBepku (ayauTa).

O6beMm ayguta

3akasumk 06s3aH 3abnaroBpeMeHHO YyBeAOMMATb
SAP o nwbom ayguTe He nMo3gHee 4YeM 3a
LWeCcTbAecAT [OHEeW [0 €ero MpoBeAeHusl, Kpome
cny4yaes, Korga MMMNepaTUBHbLIMU HopMamu
3akoHogaTenbcTBa O  3aWuTe  NepcoHarbHbIX
OaHHbIX Uy TpeboBaHMeM KOMMNETEHTHOro opraHa no
3aWmTe AaHHblX npegycMoTpeH 6onee  KOpOTKuiA
nepvog aonsa ysegomneHus. Yactora n o6bem nobbix
NPOBEPOK AOMXKHbl ObITb COrnMacoBaHbl  Mexay
CTOPOHaMW U  MNpPOBOAUTLCA  OOOCHOBAHHO U
nobpocoBecTHO. NMpoBeaeHre NPoOBEPOK 3aKkasvumKkom
OOJMKHO ObITb OrpaHNYeHo Tpemsi pabourMn gHAMMU.
[MoMMMO 3TUX OrpaHu4eHuii CTOpPOHbI 06sA3yHTCH
ucnonb3oBaTb [AeWcTByoWMe cepTudmkatel  unm
OTYETbl ApYrMX ayauTopoB WU  NPOBEPSIHOLLMX
opraHunsauum, 4Tobbl n3bexxaTb MOBTOPHLIX MPOBEPOK
UNn CBECTU WX K MUHUMYMY. 3aka3uuk o06s3aH
npenctaenATb SAP pe3ynbTaTtbl BCEX MPOBEPOK.

3aTtpaTbl Ha NpoBedeHWe ayauTa

3akasunk HeceT pacxofpl no nobow nposepke, ecnm
B Xode ee nMpoBedeHuss He OyayT BbISIBNEHbI
CyLLEeCTBEHHblE HapyLueHus HacTosLero
CornawweHusi 06 06paboTke nNepcoHanbHbIX AaHHbIX
co cTopoHbl SAP, B cnyyae Yero pacxofpl no ayauTy
6yner Hectu SAP. Ecnu ayautopckas nposepka
BbISBUT, 4YTO SAP HapyLiaeT cBom obsasatenscrea no
CornaweHuto 06 06paboTke NepcoHanbHbIX AaHHbIX,
SAP HemeaneHHO YCTpaHWT Takoe HapylleHue 3a
CBOW CYeT.

cyenoarPAQ4YMKN No OBPABOTKE AAHHBIX

Pa3peLueHHoe ncnonb3oBaHne
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7.2.

7.3.

7.3.1.

SAP is granted a general authorization to subcontract
the processing of Personal Data to Subprocessors,
provided that:

a) SAP or SAP SE on its behalf shall engage
Subprocessors under a written (including in
electronic form) contract consistent with the
terms of this DPA in relaton to the
Subprocessor's processing of Personal Data.
SAP shall be liable for any breaches by the
Subprocessor in accordance with the terms of
this Agreement;

b) SAP will evaluate the security, privacy and
confidentiality practices of a Subprocessor prior
to selection to establish that it is capable of
providing the level of protection of Personal Data
required by this DPA; and

c) SAP’s list of Subprocessors in place on the
effective date of the Agreement is published by
SAP on My Trust Center or SAP will make it
available to Customer upon request, including
the name, address and role of each
Subprocessor SAP uses to provide the Cloud
Service.

New Subprocessors

SAP’s use of Subprocessors is at its discretion,
provided that:

a) SAP will inform Customer in advance (by email
or by posting on the My Trust Center) of any
intended additions or replacements to the list of
Subprocessors including name, address and role
of the new Subprocessor; and

b) Customer may object to such changes as set out
in Section 7.3.

Objections to New Subprocessors

If Customer has a legitimate reason under Data
Protection Law to object to the new Subprocessors’
processing of Personal Data, Customer may
terminate the Agreement (limited to the Cloud Service
for which the new Subprocessor is intended to be
used) on written notice to SAP. Such termination shall
take effect at the time determined by the Customer
which shall be no later than 30 days from the date of
SAP’s notice to Customer informing Customer of the
new Subprocessor. If Customer does not terminate
within this 30 day period, Customer is deemed to have
accepted the new Subprocessor.

7.2.

7.3.

7.3.1.
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SAP umMeeT npaBo M COOTBETCTBYylOLlee cornacue
3akasumka Ha nepegady obpaboTtku MNepcoHanbHbIX
naHHbix Cybnoapsayvkam no o6paboTke AaHHbIX Npu
YCNOBUW, YTO:

a) SAP unu SAP SE Oymyt OT CBOEro umeHmu
npuenekatb CybnogpsguukoB no obpaboTke
AaHHbIX HA OCHOBaHUM JOroBOPa, 3aKM4Yaemoro
B MWCbMEHHOMN (B TOM YWUCNE B 3MEKTPOHHOW )
¢dopme, B COOTBETCTBUM C  YCMOBUSIMU
HacTosawero CornaweHns o6 ob6paboTke
NnepcoHanbHbIX AaHHbIX B TOW 4acTu, KoTopas
KacaeTcs BbIMONHEHUST Takon 06paboTku
Cybnogpsigunkom no obpaboTke AaHHbIX. SAP
HeceT OTBETCTBEHHOCTb 3a Mobble HapyLLeHUs

Cybrnogpsigumka no obpaboTke [aHHbIX B
COOTBETCTBUM C  YCIOBUSIMM  HaCTOSILLETO
Cornaluenus;

b) Mepepn BuiGopom Cybnoapsiaunka no o6paboTtke
OaHHbIX komnaHust SAP  OymeT oueHuBaTtb
npMMeHsiemble UM MeToabl  obecneyeHus
6e3onacHocTw, HEMNPUKOCHOBEHHOCTH 7
KOH(pMAEHUMANbHOCTK OaHHbIX, 4YTOGbI
yCTaHoBUTb, crnocobHa nu oHa obecneunTtb
ypoBeHb  3awuTtbl [MepcoHanbHbIX  AaHHbIX,
TpebyeMmbin B pamkax HacTosiero CornalleHus
06 06paboTke nepcoHanbHbIX AaHHbIX.

c) AxtyanbHbln cnmcok Cyb6nogpsgunkos SAP no
obpaboTke AaHHbIX HA MOMEHT BCTYNMeHWs B
cuny CornaweHnusa nyénukyetca SAP B My Trust
Center wnn npepoctaBnseTca 3akas3unky no
sanpocy. Ans kaxporo Cyb6nogpsguvka no
obpaboTke AaHHbIX, npuBnekaemoro SAP ans
npegocTasneHns O6navHon ycnyru,
yKasblBaeTCs HaumMeHoBaHWe, aapec v porb.

Hosble Cybnoapsaumkm no obpaboTke AaHHbIX

SAP nonb3syetca ycnyramum Cy6nogpsgyvMkoB Mo
obpaboTke [aHHbIX Ha CBOE YCMOTpPEHWe npwu
cobnogeHnn cneayroLwmx yCrnosum:

a) SAP 0ygert 3apaHee uHdopmupoBaTb 3akasumka
(Mo aneKkTpoHHOW noyTe unu nytem nybnvkauumn
B My Trust Center) o niobom npegnonaraemom
nobaBneHnM HOBOrO WM 3aMeHe TeKyLlero
Cybnogpsigumka no obpaboTke [daHHbIX C
yKkasaHueM HauMeHOBaHusl, agpeca W ponu
HoBbIX CyGnoapsiAYnKkoB No 06paboTke AaHHBbIX;
"

b) 3akasunk MoXxeT Bo3paxaTb NPOTUB TaKMX
M3MEHEHUI B COOTBETCTBUM C MYHKTOM 7.3.

Bo3spaxeHusi npoTuB HoBbix CyGrnoapsayvkoB Mo
06paboTke AaHHbIX

Ecnn B cootBeTcTBUM C 3aKoHOOATENbCTBOM O
3allMTe MepcoHanbHbIX AaHHbIX Yy 3akasynka ecTb
3aKOHHOE OCHOBaHMe BO3paXkaTb MPOTUB 06paboTku
MepcoHanbHbIX AaHHbLIX HOBbIMKM Cybnoapsigunkamm
no o6paboTke AaHHbIX, 3aKasunk MOXET paCTOPrHyTb
CornaweHve (B TOM, 4TO Kacaetca O6nayHom
ycnyrv, Ans kotopon OyaeT npuBnekaTbCs HOBbIN
Cybnoapsiayvk no obpaboTke AaHHbIX), yBeaommns 06
atom SAP B nucbMeHHoOM opme. Takoe
pacTop)XeHue BCTynaeT B CWMYy B  MOMEHT,
YCTaHOBIEHHbLIN 3aka34yMKkoM B €ro yBe4OMIIEHWUM, HO
He nosgHee TpuauUaTW OHEW CO OHS MONYyYeHUs UM
yBegomnenus ot SAP o HoBom Cyb6nogpsiauvke no
o6paboTke gaHHbIX. Ecnn B TeueHne TpuauaTtn gHewn
rnocrnie nosnyyvyeHust yBeoOMIEHUs 3akasynk He
pactopr CornatleHue, CYUTAETCS, YTO OH COMMaceH ¢
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7.3.2.

7.3.3.

7.4.

8.2.

8.2.1.

Within the 30 day period from the date of SAP’s notice
to Customer informing Customer of the new
Subprocessor, Customer may request that the parties
discuss in good faith a resolution to the objection.
Such discussions shall not extend the period for
termination and do not affect SAP’s right to use the
new Subprocessor(s) after the 30 day period.

Any termination under this Section 7.3 shall be
deemed to be without fault by either party and shall
be subject to the terms of the Agreement.

Emergency Replacement

SAP may replace a Subprocessor without advance
notice where the reason for the change is outside of
SAP’s reasonable control and prompt replacement is
required for security or other urgent reasons. In this
case, SAP will inform Customer of the replacement
Subprocessor as soon as possible following its
appointment. Section 7.2 applies accordingly.

INTERNATIONAL PROCESSING
Conditions for International Processing

SAP shall be entitled to process Personal Data,
including by using Subprocessors, in accordance with
this DPA outside the country in which the Customer is
located as permitted under Data Protection Law.

Applicability of the Standard Contractual Clauses
(2010)

Where, for the period up to and including 26
September 2021, Personal Data of a Controller that is
subject to GDPR is processed in a Third Country, or
where Personal Data of a Swiss or United Kingdom
based Controller or another Controller is processed in
a Third Country and such international processing
requires an adequacy means under the laws of the
country of the Controller and the required adequacy
means can be met by entering into Standard
Contractual Clauses (2010), then:

a) SAP and Customer enter into the Standard
Contractual Clauses (2010);

b) Customer joins the Standard Contractual
Clauses (2010) entered into by SAP or SAP SE
and the Subprocessor as an independent owner
of rights and obligations; or

c) other Controllers whose use of the Cloud
Services has been authorized by Customer
under the Agreement may also enter into

7.3.2.

7.3.3.

7.4.

8.2.

8.2.1.

Data Processing Agreement for Cloud Services (DUAL) ruRU.v.8-2021

NpUBNEYEHNEM  HOBOFO
06paboTke AaHHbIX.

Cybnogpsiguvka  no

B TeyeHne TpuaLaTMOHEBHOro nepuoga CO AHS
yBeAoMreHns 3akas3uyuka komnannenn SAP o HoBoMm
Cyb6nogpsigunke no obpaboTke AaHHbIX 3akasyuk
MOXeT notpeboBartb, YTOObI CTOPOHbI
[0o6pocoBeCTHO obecyannum paspeLueHne
npoTusBopeunn. Takme obCyxaeHns He npoanesatoT
nepuoa Ans pacTOPXXEHWst U He BMUSIKOT Ha NpaBo
SAP npuenekatb HoBbix CybBnoapsgunkos Mo
obpaboTke [AaHHbIX nocne  TpuauaTUOHEBHOrO
nepuoaa.

Mpun aTOM cuuTaeTcs, YTO pacTopXeHve B
COOTBETCTBUU c HaCTOALUM nyHKTOM 7.3
npoucxoaut He Mo BUHe ofHoh u3 CTOpOH w
OCYLLECTBNAETCH B COOTBETCTBUM C YCMOBUSMMU
CornatueHust.

SKCTpeHHaﬂ 3aMeHa

SAP moxeT 3ameHuTb Cybnoapsauymka no obpaboTke
AaHHbIX 6e3 NpeaBapuTENbHOrO YBEAOMITEHUS, €CMN
NMpUYMHA TaKOW 3aMeHbl HAaXOAUTCA BHE KOHTPONS
SAP un oHa TpebyeTca HesameanuTenbHO Ans
obecneyeHns 6e30NacHOCTN UMK B CBA3U C APYTUMMN
HEeOTNOXHbIMK noTpebHocTamu. B atom cnyyae SAP
yBegomnsieT 3aka3umka o 3ameHe Cybnoapsgdvka
no obpaboTke OaHHbIX Cpa3y >Xe, Kak TOMbKO 3TO
CTaHOBUTCS BO3MOXHbIM Nocrie ero HasHadyeHus. Mpu
3TOM COOTBETCTBEHHO MPUMEHSAETCH MYHKT 7.2.

MEXOYHAPOOHAA OBPABOTKA OAHHbIX
Ycnosusa MexayHapoaHoi 06paBoTku AaHHbIX

SAP unmeeT npaBo obpabaTtbiBaTb [lepcoHanbHble
OaHHble, B TOM 4ucre C  NpUBREYEHUEM
CybnogpsigumkoB  no  06paboTke  OaHHbIX, B
CcoOTBETCTBMM C HacTtoswmum CornaweHvem 06
obpaboTke nepcoHanbHbIX AaHHbIX 3a Mpeaenamu
CTpaHbl MecTa HaxoxgeHust 3akas3uuka, COrnacHo
HopMam 3akoHogaTenbCcTBa o] 3awuTe
MepCoHanbHbIX AaHHbIX.

MpvmeHUMocTe CTaHaapTHBIX AOFOBOPHBIX YCIOBUIA
(2010)

B cnydyae ecnu B TeyeHue nepuoga o 26 ceHTA6ps
2021 r. BkmountenbHo [lepcoHanbHble AaHHble
Onepatopa, KoTOpble nognagalwT nog AencTeue
Hopm GDPR, obpabaTtbiBatoTcst B TpeTbel CTpaHe,

unm MepcoHanbHble OaHHble OnepaTopa,
pacnonoXeHHOro B LLBenuapun unu
BenukobpuTtaHuu, wnn  gpyroro  Onepatopa

obpabaTtbiBaloTca B TpeTbel CTpaHe U Ans Takow
TpaHCrpaHW4HON 0o6paboTku TpebyeTcs
COOTBETCTBME (adeKBATHOCTb) CPeAcCTB  3allUuThbl
Takux AaHHbIX B COOTBETCTBUM C 3aKOHOA4ATENBCTBOM
ctpaHbl OnepaTtopa, a Takke ecnu Takoe Tpebyemoe
COOTBETCTBME (2OEKBATHOCTb) MOXHO obecneuntb

nytem 3aknodeHuss CTaHAapTHbIX  [OTOBOPHbIX
ycnosui  (2010), npuMmeHsoTCS  cnegyowme
MOMNOXEHWS:

a) SAP wu 3akasuuk 3akntovaioT CraHgapTHble
porosopHble ycrosus (2010);

b) 3akasuuk npucoeguHseTca k CraHgapTHbIM
goroBopHbiM ycriosusim (2010), 3aknioYeHHbIM
mexay SAP unu SAP SE 1 Cybnoapsgumkom no
obpaboTke AaHHbIX, B Ka4ecTBe HEe3aBVWCMMOrO
obnapartens npas 1 0643aTenLCTB; UNn

c) [Opyrme Onepatopbl, KOTOpbIM  3akKasyuk
paspelunn ucnonb3oBatb O6nayHble ycrnyru B
cooTBeTcTBUM c CornaweHuem, MOryT Takke
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8.2.2.

8.2.3.

8.3.

8.3.1.

8.3.1.1.

8.3.1.2.

8.3.2.

8.3.3.

Standard Contractual Clauses (2010) with SAP
or the relevant Subprocessors in the same
manner as Customer in accordance with Section
8.2.1 a) and b) above. In such case, Customer
will enter into the Standard Contractual Clauses
(2010) on behalf of the other Controllers.

The Standard Contractual Clauses (2010) shall be
governed by the law of the country in which the
relevant Controller is established.

Where applicable Data Protection Law adopts the
New Standard Contractual Clauses as meeting any
required adequacy means as an alternative or update
to the Standard Contractual Clauses (2010) then the
New Standard Contractual Clauses shall apply in
accordance with Section 8.3.

Applicability of New Standard Contractual Clauses

The following shall apply with effect from 27
September 2021 and shall solely apply in respect of
New SCC Relevant Transfers:

Where SAP is not located in a Third Country and acts
as a data exporter, SAP (or SAP SE on its behalf) has
entered in to the New Standard Contractual Clauses
with each Subprocessor as the data importer. Module
3 (Processor to Processor) of the New Standard
Contractual Clauses shall apply to such New SCC
Relevant Transfers.

Where SAP is located in a Third Country:

SAP and Customer hereby enter into the New
Standard Contractual Clauses with Customer as the
data exporter and SAP as the data importer which
shall apply as follows:

a) Module 2 (Controller to Processor) shall apply
where Customer is a Controller; and

b) Module 3 (Processor to Processor) shall apply
where Customer is a Processor. Where
Customer acts as Processor under Module 3
(Processor to Processor) of the New Standard
Contractual Clauses, SAP acknowledges that
Customer acts as Processor under the
instructions of its Controller(s).

Other Controllers or Processors whose use of the
Cloud Services has been authorized by Customer
under the Agreement may also enter into the New
Standard Contractual Clauses with SAP in the same
manner as Customer in accordance with Section
8.3.1.2 above. In such case, Customer enters into the
New Standard Contractual Clauses on behalf of the
other Controllers or Processors.

With respect to a New SCC Relevant Transfer, on
request from a Data Subject to the Customer,

8.2.2.

8.2.3.

8.3.

8.3.1.

8.3.1.1.

8.3.1.2.

8.3.2.

8.3.3.

Data Processing Agreement for Cloud Services (DUAL) ruRU.v.8-2021

3aknoyate ¢ SAP wunmu cooTBeTCTBYHOLWUMU
CybnogpsigumkamMm  no  obpaboTke  AaHHbIX
CraHpapTHble pgoroBopHble  ycnosus  (2010)
Takmm ke obpasoM, Kak 3akasuuk, B
COOTBETCTBUM C MOSIOXKEHUSMU, U3NOXKEHHBIMU
Bbiwe B nyHkTe 8.2.1 a) u b). B atom cnyyae
3akaszunk Oygmet 3aknovaTe CTaHaapTHble
porosopHble ycnosus (2010) oT umeHn apyrux
Onepatopos.

CtaHgoapTHble — goroBopHble  ycnosus  (2010)
perynupyloTcs  3aKkoHOA4aTeNbCTBOM  CTpaHbl, B
KOTOPOW pacnofioxeH cooTBeTcTByoWMN Oneparop.

Ecnn npumeHnmoe 3akoHO4aTENBLCTBO O 3awuTe

nepcoHarnbHbIX JOaHHbIX npegycmaTpusaet
npumeHeHne HOBbIX CTaHAAPTHLIX AOrOBOPHbBIX
yCcrnoBwui Kak anbTePHATUBHOIO cnocoba

obecneyeHus kakmx-nmbo Tpebyembix COOTBETCTBUN
(apekBaTHOCTN) cpeacTB 3aWuTbl TakMX OaHHbIX
nmbo  obGHoBnsetr  CTaHoapTHble  OOrOBOpHbIE
ycnosus (2010), To nognexaTt npumMeHeHnto HoBble
CTaHOapTHblE AOrOBOPHbIE YCIOBUSA B COOTBETCTBUM
C nyHKTOM 8.3.

MpyMmeHMmMocTb HoBbIX CTaHAAPTHBLIX [OrOBOPHbIX
ycnosum

Cnegyowme nOnNoOXeHWst BCTynawT B cuny ¢ 27
CeHTabps 2021 roga " NpUMeHSITCA
UCKMIOYMTENbHO B OTHoweHun Mepegaym no HosbiM
CTaHAapTHBLIM JOrOBOPHBLIM YCIOBUSM:

Ecnn SAP He Haxogutca B TpeTben cCTpaHe u
BbICTyNaeT B pOMM 3KcropTepa AaHHbIX, KOMNaHUs
SAP (unn SAP SE oT ee umenu) 3akntouunna Hoeble
CTaHAapTHble [OrOBOPHbIE YCMOBUS C  KaXablM
Cybnoagpsinymkom no obpaboTke AaHHbIX B KavyecTBe
umnopTtepa AaHHbix. K Takon MNepepayve no HoBbiM
CTaHAapTHbIM JOrOBOPHbLIM YCIOBUSIM NMPUMEHSIETCS
Mogaynb 3 (ot ObpaboTumnka k O6paboTunky) HoBbix
CTaHAapTHbIX JOrOBOPHbIX YCIOBUIA.

Ecnn SAP Haxoautcs B TpeTbel cTpaHe:

Hactoawwmm SAP B kayecTBe umnoprtepa OaHHbIX U

3akasuMk B KayecTBe  3JKcropTepa  AaHHbIX
3aknovyaloT HoBble cTaHOapTHble  OOrOBOPHble
YCNoBUS, KOTOpble MPUMEHSIOTCH  Crnegyowmm
ob6pasom:

a) Mogynb 2 (ot Onepatopa k O6paboTuuky)
npuMeHsieTcs B Tex cryyasx, korga 3akasuuk
aBnsietcs OnepaTopom; un

b) Mogynb 3 (ot O6pabotumka k OBGpaboOTUMKY)
NpUMeHsieTca B Tex cny4asx, Korga 3akasuuk
agnsietcs  O6bpabotumkom. Ecnu  3akasumk
BbicTynaeTt B kadyecTBe O6paboTynka B pamkax
Mogynss 3 (ot O6pabotunka k OBpaboTunky)
HoBbIX cTaHA4apTHLIX AOTOBOPHBIX ycnosun, SAP
npusHaeT, 4To 3akasuuk AenNCTByeT B KayecTse
O6paboTunka Ha OCHOBaHWM COOTBETCTBYHOLLMX
nopyyeHuii ceonx OnepaTopos.

MHble Onepatopbl u  OOpaboTYMKM, KOTOPbLIM
3akasumk paspelwmn wucnonb3oBaHve O6NayHbIX
ycnyr no ycrnosusim CornawleHusi, Takke MoryT
3akniounTe  HoBble  cTaHOapTHble  [OOrOBOpPHbIE
ycnosusi ¢ SAP Takum e ob6pasom, kak n 3akasuuk,
cornacHo nyHkty 8.3.1.2 Bbiwe. B atom cnyyae
3akasumMk  3aknwyaeTr  HoBble  cTaHOoapTHble
[OroBOpHbIE  YCMNOBUSI OT WMEHW TaKuMX MHbIX
OnepatopoB nnm O6paboTymnkos.

B oTHoweHun lMepegaun no HoBbiM cTaHOAPTHbIM
[OroBOPHLIM ~ yCcroBuaM  3akasyuMk Mo 3anpocy
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8.3.4.

8.4.

8.5.

8.5.1.

8.5.2.

Customer may make a copy of Module 2 or 3 of the
New Standard Contractual Clauses entered into
between Customer and SAP (including the relevant
Schedules), available to Data Subjects.

The governing law of the New Standard Contractual
Clauses shall be the law of Germany.

Relation of the Standard Contractual Clauses to the
Agreement

Nothing in the Agreement shall be construed to
prevail over any conflicting clause of the Standard
Contractual Clauses (2010) or the New Standard
Contractual Clauses. For the avoidance of doubt,
where this DPA further specifies audit and
Subprocessor rules, such specifications also apply in
relation to the Standard Contractual Clauses (2010)
and the New Standard Contractual Clauses.

Third Party Beneficiary Right under the New Standard
Contractual Clauses

Where Customer is located in a Third Country and
acting as a data importer under Module 2 or Module 3
of the New Standard Contractual Clauses and SAP is
acting as Customer's sub-processor under the
applicable Module, the respective data exporter shall
have the following third party beneficiary right:

In the event that Customer has factually disappeared,
ceased to exist in law or has become insolvent (in all
cases without a successor entity that has assumed
the legal obligations of the Customer by contract or by
operation of law), the respective data exporter shall
have the right to terminate the affected Cloud Service
solely to the extent that the data exporter's Personal
Data is processed. In such event, the respective data
exporter also instructs SAP to erase or return the
Personal Data.

DOCUMENTATION; RECORDS OF PROCESSING

Each party is responsible for its compliance with its
documentation requirements, in particular
maintaining records of processing where required
under Data Protection Law. Each party shall
reasonably assist the other party in its documentation
requirements, including providing the information the
other party needs from it in a manner reasonably
requested by the other party (such as using an
electronic system), in order to enable the other party
to comply with any obligations relating to maintaining
records of processing.

Schedule 1 Description of the Processing

This Schedule 1 applies to describe the Processing of
Personal Data for the purposes of the Standard
Contractual Clauses (2010), New Standard

8.3.4.

8.4.

8.5.

8.5.1.

8.5.2.

Data Processing Agreement for Cloud Services (DUAL) ruRU.v.8-2021

CybbekTa AaHHbIX 3aka3unka MOXeT caenaTb Konun
Mogaynen 2 nnn 3 HoBbIX cTaHAaPTHbLIX JOTOBOPHbIX
YCNOBUWA, 3aKMOYeHHbIX 3akadynkom n SAP (Bkniovas
cooTtBeTcTBYIOWME [IpUnoxeHns), AOCTyMHble Ans
CyObeKTOB AaHHbIX.

MpvMeHUMBIM NpaBoM Ans HoBbIX CTaHAAPTHLIX
[OrOBOPHBIX YCIOBUIA BNSieTCs NpaBo epmaHuu.

Ces3b Mexay  HacTtodawum CornaweHnem n
CTaHD,apTH bIMW JOrOBOPHbLIMUK yCIioOBUAMU

Hukakne nonoxeHus Hactosiero CornalleHusi He
UMEeIOT MPEeUMYLLECTBEHHYIO CUMY Haj KakuM-nmbo
npoTmBopevawnuMm MM nonoxeHvem CTaHAapTHbIX
noroBopHeix — ycrioud  (2010) wnm HoBbix
CTaHAapTHbIX AOTOBOPHbLIX ycrnosuin. Bo nsbexaHve
Pa3HOYTEHNIN MOSICHAETCS, YTO €Cnu B HacToseM
CornaweHun o6 o0bpaboTke nepcoHarnbHbIX AaHHbIX
OOMNOMHUTENBHO YKa3aHbl NpaBuna B OTHOLIEHWUM
nposepok (ayamTa) u Cybnoapsa4uukos no obpaboTtke
OaHHbIX, TO Takue npaBumna Takke NPUMEHSIOTCA K
CrtaHgapTHbIM  A0roBopHbIM - ycrioBuaMm  (2010) u
HoBbIM CTaHAaPTHLIM JOrOBOPHBLIM YCIOBUAM.

MpaBo cTOpoHHero OeHedmumapa no HoBbiM

CTaHAapTHbIM OOroBOPHbLIM yCIOBUAM

Ecnn 3akasuvk Haxogutca B TpeTben cTpaHe U
BbICTYNaeT B Ka4eCcTBe MMNOpTepa AaHHbIX B paMKax
Mogyna 2 wnun Mopyna 3 HoBbix cTaHAapTHbIX
[OroBOpPHBIX ycnosuin 1 SAP BbICTynaeT B KayecTBe
Cy6noagpsiaunka no obpaboTke AaHHbIX 3akas3ymka B
pamkax npumeHumMoro Mopynsi, COOTBETCTBYHOLLUIA
3KCMOPTEep AaHHbIX UMeeT criedylolwime npasa
CTOpoHHero 6eHeduumapa:

B cnyyae ecnn 3aka3uuk akTU4Yecku ucyes,
npekpaTun CBOE CYLLECTBOBAHWE C TOYKM 3peHUst
3aKOHa WNKU ctan HennartexecnocobHbiM (BO Bcex
cnyyasix 6e3 npaBonpeemMHuKa, KOTOPLIA NPUHSN Ha
cebs wopuanyeckme obsizatenbcTBa 3akasduuka no
[OroBOpYy WNvM B CWUMy 3aKOHa), COOTBETCTBYOLLUIA
3KCMopTep [aHHbIX MMeeT MpaBO MpeKkpaTuTb
[EeNCTBMe 3aTPOHYTOM YCNyrn UCKMOYNTESTBHO B TOM
obbeme, B KOTOPOM obpabaTbiBatoTcs
[MepcoHanbHble AaHHble 3KcnopTepa AdaHHbiX. B
TakoM criy4ae COOTBETCTBYHOLLMIN IKCMOPTEP AaHHbIX
Takke paet SAP ykasaHue cTepeTb UNN BEpHYTb
[MepcoHanbHbIe AaHHbIE.

AOKYMEHTALUMA N BEDEHUE YYETA OBPABOTKU

Kaxxpas cTopoHa HeceT OTBETCTBEHHOCTbL 3a
cobrniogeHue el TpeboBaHUM K OOKyMEHTauuu, B
YacTHOCTM BedeHuI0 yyeTa obpaboTkm B criyyasx,
korpa 910 TpebyeTcss B COOTBETCTBUM  C
3akoHogaTenbCTBOM O 3awmTe AaHHbiX. Kaxpgas
CTOpPOHa [JOMMKHA B pa3yMHbIX npegenax nomoratb
gpyron crtopoHe B cobniogeHun TpeboBaHuMn K
OOKyMeHTauun, B TOM 4ucre npefocTaBnss
HeobXxoauMy0 [pYrov CTOPOHE WHopMauuio Tem
crnocobom, KoTopbii 0BOCHOBaHHO 3anpaluvBaeT
Takas apyras CTOpOHa (Hanpumep, c
MCNONb30BaHMEM SMEKTPOHHOW CUCTEMbI), C TeMm

4yTOObI MOCneaHsii cMorna BbINOMHUTL BCE CBOU
06s13aTenbCTBa, CBs3aHHblE C BeAeHVMeM YyyeTa
o6paboTku.

MpunoxeHune 1 OnucaHne o6padboTkn

HacTtosiwee lMNpunoxernne 1 cnyxuT AnA onvcaHus
O06paboTkn [MepcoHanbHbIX daHHbIX B Lensx
CtaHgapTHbIX goroBopHbIx ycnosuin (2010), HoBbix
CTaHOapTHbIX JOrOBOPHbIX YCIIOBUIA U MPUMEHUMOTO
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Contractual Clauses and applicable Data Protection
Law.

1. A.LIST OF PARTIES
1.1. Under the Standard Contractual Clauses (2010)
1.1.1. Data Exporter

The data exporter under the Standard
Contractual Clauses (2010) is the Customer who
subscribed to a Cloud Service that allows
Authorized Users to enter, amend, use, delete or
otherwise process Personal Data. Where the
Customer allows other Controllers to also use the
Cloud Service, these other Controllers are also
data exporters.

1.1.2. Data Importer

SAP and its Subprocessors that provide and
support the Cloud Service are data importers
under the Standard Contractual Clauses
(2010).

1.2. Under the New Standard Contractual Clauses
1.2.1. Module 2: Transfer Controller to Processor

Where SAP is located in a Third Country,
Customer is the Controller and SAP is the
Processor, then Customer is the data exporter
and SAP is the data importer.

1.2.2. Module 3: Transfer Processor to Processor

Where SAP is located in a Third Country,
Customer is a Processor and SAP is a
Processor, then Customer is the data exporter
and SAP is the data importer.

3akoHogaTenbcTBa o 3auuTte nepcoHarnbHbIX
AaHHbIX.

1. A. CTOPOHbI (YYACTHUKUN) OBPABOTKU
1.1. Mo CtaHgapTHLIM LOroBOpHbLIM ycnosusam (2010)
1.1.1. SkcnopTep AaHHbIX

OkcnopTep OaHHbIX cornacHo CraHpapTHbIM
[OroBopHeiM — ycrnoBusM  (2010) — 310 3akasuuk,
KOTOPGLIN 3aKno4nn 4OoroBop noanuckn Ha O6nayvHyto
ycryry, B COOTBETCTBMM C KOTOPbIM ABTOPM30BaHHbIE
nonb3oBaTenu YMNOSTHOMOYEHbI BBOAWUTb,
KOpPEKTMpOBaTb, UCMOMNb30BaTb, YAAnsTb WU UHbLIM
obpasom obpabaTbiBaTh MepcoHanbHble AaHHbIe. B Tex
cnyyasix, korga  3aka3uMk  MO3BONSIET  ApYyrUMm
Onepatopam Takke ucnonb3oBaTb O6nayHy ycnyry,
3T gpyrue OnepaTopbl Takke SBASITCA aKCnopTepaMm
[aHHbIX.

1.1.2. ImnopTep gaHHbIX

Komnanns SAP n ee Cybnogpsguukm no obpaboTke
[JaHHbIX,  OKasblBalolWMe W nogaepxusaroLme
Ob6nayHyto ycnyry, SBRSOTCS UMNOPTEPamMK AaHHbIX B
cootBeTcTBMM co  CTaHdapTHbIMW  [OTOBOPHBIMU
ycnosusimu (2010).

1.2. Mo HoBbIM cTaHAapTHLIM 4OrOBOPHLIM YCITOBUAM
1.2.1. Mogynb 2. MNepepava ot Onepatopa k O6paboTumnky

Ecnu SAP Haxogutca B TpeTben cTpaHe, 3akasyuk
aBnsieTcs Onepatopom " SAP aBnsieTcs
O6paboTtunkom, To 3akasymk SABMSIETCA SKCMOPTEPOM
OaHHbIX, @ SAP — umnopTepom AaHHbIX.

1.2.2. Mogynb 3. MNepenava ot Ob6paboTumnka k O6paboTumky

Ecnn SAP Haxogutcss B TpeTben cTpaHe, 3akasuuk
anaetca  O6pabotumkom mn SAP  gaBnsetca
O6paboTunkom, To 3akas3uuk SIBMSIETCS 3KCMOPTEPOM
AaHHbIX, @ SAP — nMnopTepoM AaHHbIX.

2. B.DESCRIPTION OF TRANSFER 2. B. ONMUCAHUE NEPEOA4YM
2.1. Data Subjects 2.1. Cy6bekTbl AaHHbIX

Unless provided otherwise by the data exporter,
transferred Personal Data relates to the following
categories of Data Subjects: employees, contractors,
business partners or other individuals having Personal
Data stored in the Cloud Service, transmitted to, made
available to, accessed or otherwise processed by the data

Kpome cnyyaeB, Korga  OKCMOPTEPOM  AaHHbIX
YyCTaHOBNEHO WHOe, nepefaBaemMble [lepcoHanbHble
AaHHble OTHOCATCA K cneayrowmm kateropnam CybbekTos
AaHHbIX: paboTHUKKW, noapsAYvKM, GuaHec-napTHepbl K
npoune usmyveckne nuua, [llepcoHanbHble AaHHbIe
KOTOpbIX XpaHaTcsa B ObnayHon ycnyre, nepefarTcsa unu

importer. NPefocTaBNAlTCA  UMMOPTEPY  AaHHbIX  wnuM - K
MepcoHanbHbIM AaHHLIM KOTOPbIX OH UMEET AOCTYN WIn
MHbIM 06pa3om obpabaTbiBaeT ux.
2.2. Data Categories 2.2. Kateropuu gaHHbIX

The transferred Personal Data concerns the following
categories of data:

Customer determines the categories of data per Cloud
Service subscribed. Customer can configure the data
fields during implementation of the Cloud Service or as
otherwise provided by the Cloud Service. The transferred
Personal Data typically relates to the following categories
of data: name, phone numbers, e-mail address, address
data, system access / usage / authorization data, company
name, contract data, invoice data, plus any application-
specific data that Authorized Users enter into the Cloud
Service and may include bank account data, credit or debit
card data.
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MepenaBaemble [lepcoHanbHble [AaHHble KacalTcs
crneayoLLImMX KaTeropuit AaHHbIX:

3akasuvk onpefenseT KaTeropMn AaHHbIX MO Kaxaow
O6nayHou ycnyre, Ha KOTOPYH OH nognucancs. 3aka3ynk
MOXEeT HacTpoOWUTb MNOMs [OaHHbIX MpU  BHEAPEHUU
O6nayHom ycnyru unm WHBIM obpasom,
npepycMoTpeHHbiM O6nayHon ycnyron. MNMepenasaemole
lMepcoHanbHble AaHHbIE 0ObLIYHO BKMOYAIOT cregyowmne
KaTeropum [JaHHbIX: UMsl, HOMep TernedoHa, agpec
3MEKTPOHHOW MOYThbl, adpec, AaHHble AN JocTyna K
cucTeme, aBTopM3auMM M UCMOMb30BaHWSA CUCTEMBI,
HaMMEHOBaHMe KOMMaHWW, [aHHble O KOHTpakTax MU
cyeTax, a TaKKe [aHHble KOHKPETHbIX MPUNOXEHNN,
BBOAVMMblE  ABTOPM3OBaHHbIMKM  MOMb3OBaTENAMU B
pamkax nonb3oBaHus Ob6navyHowm ycnyrow, B TOM 4yucne
cBefeHust 0 6aHKOBCKOM cyeTe, KpeanTHbIX U AebeToBbIX
KapTax.

Page 12 of 15



2.3. Special Data Categories (if agreed)

2.3.1. The transferred Personal Data may comprise special
categories of personal data set out in the Agreement
(“Sensitive Data”). SAP has taken Technical and
Organizational Measures as set out in Schedule 2 to ensure a
level of security appropriate to protect also Sensitive Data.

2.3.2. The transfer of Sensitive Data may trigger the application
of the following additional restrictions or safeguards if
necessary to take into consideration the nature of the data and
the risk of varying likelihood and severity for the rights and
freedoms of natural persons (if applicable):

a) training of personnel;

b) encryption of data in transit and at rest;

c) system access logging and general data access
logging.

2.3.3. In addition, the Cloud Services provide measures for
handling of Sensitive Data as described in the Documentation.

2.4. Purposes of the data transfer and further processing;
Nature of the processing

2.4 1. The transferred Personal Data is subject to the following
basic processing activities:

a) use of Personal Data to set up, operate, monitor and
provide the Cloud Service (including operational and technical
support);

b) continuous improvement of service features and
functionalities provided as part of the Cloud Service including
automation, transaction processing and machine learning;

c) provision of embedded Professional Services;

d) communication to Authorized Users;

e) storage of Personal Data in dedicated data centers
(multi-tenant architecture);

f) release, development and upload of any fixes or
upgrades to the Cloud Service;

g) back up and restoration of Personal Data stored in the
Cloud Service;

h) computer processing of Personal Data, including data
transmission, data retrieval, data access;

i) network access to allow Personal Data transfer;

Data Processing Agreement for Cloud Services (DUAL) ruRU.v.8-2021

2.3. Ocobble kaTeropmm AaHHbIX (ECNK CornacoBaHo)

2.3.1.NMepenaBaemble NepcoHanbHble AaHHbIE MOTYT
cogepxaTb 0cobble KaTeropum nepcoHanbHbIX
AaHHbIX, yCTaHOBIEHHbIE CornalweHnem
(««YyBcTBUTENbHBbIE» AaHHble»). KomnaHus SAP
npuHsana TexHW4eckne n OpraHM3auuoHHbIE Mepbl,
npusedeHHble B lMpunoxeHun 2, ans obecnevenns
ypoBHsa 6e3onacHocTn, HeobXxoAMMOro Ans 3awumTbl
«YyBCTBUTENBHBLIX» AaHHbIX.

2.3.2. MNepepayva «YyBCTBUTENBHBLIX» AaHHbBIX MOXeET
npuBecTn K NPUMEHEHWIO cnegyoLmx
OOMONHUTENBHBIX OrPaHUYEHWUIn UMK rapaHTui, ecnm
370 HeobXxoOMMO ANs y4yeTa xapakTepa AaHHbIX 1
pucka (pa3HOM BEPOSITHOCTU U CEepbe3HOCTM) And
npaB u cBob6oA hn3nMYecKMX L, (eCnm NPUMEHNMO):

a) obydyeHve nepcoHana;

b) wudpoBaHne nepenaBaemMbix U XpaHALLMXCS
OaHHbIX;

C) 3anncb chny4aeB WUCNOSIb30BaHUA CUCTEMbI B
XypHan wu obuwas 3anucb cny4vyaeB O0CTyna K

OaHHbIM.
2.3.3. Kpome TOrO, ObnayHble ycnyrm
npegycMmaTpusarT Mepbl no obpaboTke

«YyBCTBUTENbHbLIX»  [OaHHbIX, OMWCaHHble B
[okymeHTauuu.

2.4. lenu nepepmauv un pancHenwen o6paboTku
OaHHbIX; XapakTep 06paboTku

2.4.1. ObpaboTka nepenaBaemMbix [lepCoHanbHbIX
OaHHbIX MpegnonaraeT Cregylolwmne  OCHOBHbIE
onepauuu:

a) wucnonb3oBaHue [lepcoHanbHbIX AaHHbIX A
HacTpoku W okasaHus Ob6navHow ycnyru,
ynpaenexusi O6nayHoln ycnyrow, HabnogeHus
3a OGnayHoW ycnyrom (BkmYas ycrnyrm no
onepauvioHHOMY " TEXHUYECKOMY
COMPOBOXAEHUIO);

b) nocTosiHHOE coBepLUeHCTBOBaHWE OYHKUUA 1
BO3MOXHOCTEW, MNpefoCcTaBnseMblX B pamKax
O6nauHbIX ycrnyr, BKM4Yas aBTOMaTM3auuio,
06paboTKy TpaH3aKkuMi 1 MalUMHHOE 06Yy4YeHHE;

C) npegocTaBneHve BCTPOEHHbIX
MpodeccuoHanbHbIX yCnyr;

d) nepepaya  uHdopmauum  ABTOPM3OBaHHbLIM
none3oBartensm;

€) XpaHeHwue MepcoHanbHbIX JaHHbIX B
BblAENEHHbIX LEeHTpax o6paboTkM  [daHHbIX
(MHoronosnb3oBaTenbCKasi apxXMTekTypa);

f) paspabotka, BbINyck W 3arpy3ka mnobbix
ucnpaeneHnii unu obHoeneHun ans ObnadHown
ycnyru;

g) pesepBHOE KOMWpOBaHME W BOCCTaAHOBIEHWE
MepcoHanbHbIX AaHHbIX, XpaHUMbIX B O6navHom
ycnyre;

h) komnbtoTepHass obpaboTka  [lepcoHanbHbIX
OaHHbIX, BKMYas nepejadvy, W3BreyeHune
AaHHbIX U JOCTYN K HUM;

i) ceTeBOW AOCTYN B Lensix pa3peLleHns nepegaym
MepcoHanbHbIX AaHHbIX;
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j) monitoring, troubleshooting and administering the
underlying Cloud Service infrastructure and database;

k) security  monitoring,  network-based intrusion
detection support, penetration testing; and
1) execution of instructions of Customer in accordance

with the Agreement.

2.4.2. The purpose of the transfer is to provide and support the
Cloud Service. SAP and its Subprocessors may support the
Cloud Service data centers remotely. SAP and its
Subprocessors provide support when a Customer submits a
support ticket as further set out in the Agreement.

2.5. Additional description in respect of the New Standard
Contractual Clauses:

2.5.1. Applicable Modules of the New Standard Contractual

Clauses
a) Module 2: Transfer Controller to Processor
b) Module 3: Transfer Processor to Processor

2.5.2. For transfers to (sub-) processors, also specify
subject matter, nature and duration of the processing

In respect of the New Standard Contractual Clauses,
transfers to Subprocessors shall be on the same basis as
set out in the DPA.

2.5.3. The frequency of the transfer (e.g. whether the data is
transferred on a one-off or continuous basis).

Transfers shall be made on a continuous basis.

2.5.4. The period for which the personal data will be retained,
or, if that is not possible, the criteria used to determine that
period.

Personal Data shall be retained for the duration of the
Agreement and subject to Section 5.2 of the DPA.

3. C.COMPETENT SUPERVISORY AUTHORITY
3.1 In respect of the New Standard Contractual Clauses:

3.1.1. Module 2: Transfer Controller to Processor

3.1.2. Module 3: Transfer Processor to Processor

3.2. Where Customer is the data exporter, the supervisory
authority shall be the competent supervisory authority that
has supervision over the Customer in accordance with
Clause 13 of the New Standard Contractual Clauses.

Schedule 2 Technical and Organizational Measures

This Schedule 2 applies to describe the applicable
technical and organizational measures for the
purposes of the Standard Contractual Clauses
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j)  MOHWTOPWHF,  NOUCK  HeucnpasBHOCTEW U
ynpaBneHve OCHOBHOW WHMPACTPYKTypon W
6a3oi gaHHbIx ObnayHow ycnyru;

k) MOHUTOpPWUHr Ge3onacHOCTH, COMpPOBOXAEHUE
cuctem oBHapyxeHus CeTeBbIX aTak,
npoBeAeHVe TECTOB Ha NPOHUKHOBEHWE; U

[)  uMcnonHeHwe nopy4eHui 3akasuuka B

cooTBeTCcTBMM ¢ CornalueHnem.

24.2. Uenbio nepegaun sBNSeTCs oOKasaHue W
conpoBoxgeHne O6nayHon ycnyrn. SAP un ero
Cybnogpsigumkn  no obpaboTke [aHHbIX  MOryT
oKkasblBaTb  yAaneHHylo  MOAAepXKYy  LeHTpam
06paboTkn aaHHbIx O6nayHon ycnyrn. SAP un ero
Cy6noapsigunkm no obpaboTke AaHHbIX OKa3biBalOT
yCryru no ConpoBOXAEHWIO, Koraa 3akasyvk nogaet
3anpoc Ha COMPOBOXAEHWEe, KaK ykasaHo fanee B
CornatueHuu.

2.5. [JononHuTenbHoe oOnucaHne B OTHOLUEHUU
HoBbIX cTaHOAPTHBIX 4OTOBOPHBIX YCIOBUIA:

2.5.1. NpumerHnmble Mogynn HoBbIX CTaHAApPTHbLIX
[OrOBOPHBIX YCITOBUN

a) Mopyne 2. Tlepepavya ot Onepatopa K

O6paboTumnky

b) Mogynb 3. Mepepava ot O6paboTtumka Kk
O6paboTunky

2.5.2. Ons nepegayv o6paboTunkam

(cybrnoppsiguvMkam) — Takke — yKaxuTe — npegMer,

XapaKkTep 1 NpoJdOSKUTENBHOCTL 06paboTKu

Mo HoBbiM cTaHOAPTHBIM [OrOBOPHBLIM YCIOBUSIM
nepepgaya Cybnoapsgyvkam no obpaboTke AaHHbIX
OCYLLECTBNSIETCS Ha TEX X€ OCHOBAHMUSX, YTO U B
CornatueHmn 06 ob6paboTke NepcoHarnbHbIX AaHHbIX.

2.5.3. YactoTa nepegaumn (HanpumMep, BbINOMHAETCA
nv nepefava AaHHbIX HA Pa3oBOW UMM NOCTOSIHHOM
OCHOBE).

I'Iepe,qaqa ocyulecTBndaeTca Ha NOCTOSIHHOW OCHOBE.

2.5.4. Mepwropn, B Te4EHME KOTOPOro OyayT XpaHUTLCA
nepcoHarnbHbIe AaHHbIE, UIU, ECINTN 3TO HEBO3MOXHO,
yCrnoBwus Ans onpegeneHnst 3Toro nepuoaa.

lMepcoHanbHble [aHHble MoAnexaT XpaHeHuo B
TeyeHne cpoka peuncteus CormaweHns u B
COOTBETCTBUM C ycnoBusiMmn nyHkta 5.2 CornaweHus
06 0bpaboTke nepcoHarnbHbIX AaHHbIX.

3. C.YNONMHOMOYEHHbIA HAO3OPHbIWA OPTAH

3.1. B oTHOWeEHUN HoBbIX CTaHAaPTHBLIX JOTOBOPHLIX YCIOBUIA:

3.1.1. Moagynb 2. Tlepegpavya ot OnepaTtopa K
O6paboTumky
3.1.2. Mogynb 3. [lepepaya ot OO6pabotunka K
O6paboTunky

3.2. Ecnn 3akasuuMk dABndeTcA  9KCMOPTEPOM  AaHHbIX,

HaA30pHbIM OPraHoM SBMSIETCH KOMMNETEHTHbIN HaA30pPHbIN
OpraH, KOHTPOMMPYyOLWWUA  AeATenbHOCTb  3akasyvka B
COOTBETCTBMU C NYHKTOM 13 HOBbIX CTaHAAPTHBIX AOrOBOPHbIX
YCNOBUN.

MpunoxeHue 2. TexHM4YeCKMe U opraHM3auUoOHHbIE Mepbl

Hactoswee lNpunoxeHuwe 2 cnyxut Ans onucaHus
NPUMEHNMbIX TEXHUYECKUX U OpraHn3aLMOHHbIX Mep
B uenax CtaHgapTHbIX JOroBOpHbLIX ycrosun (2010),
HoBbIX CTaHOAPTHbIX [OOrOBOPHbLIX  YCMOBUA 1
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(2010), New Standard Contractual Clauses and
applicable Data Protection Law.

SAP will apply and maintain the Technical and
Organizational Measures.

To the extent that the provisioning of the Cloud
Service comprises New SCC Relevant Transfers, the
Technical and Organizational Measures set out in
Schedule 2 describe the measures and safeguards
which have been taken to fully take into consideration
the nature of the personal data and the risks involved.
If local laws may affect the compliance with the
clauses, this may trigger the application of additional
safeguards applied during transmission and to the
processing of the personal data in the country of
destination (if applicable: encryption of data in transit,
encryption of data at rest, anonymization,
pseudonymization).
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npuMeHnMoro 3akoHogaTtenbcTBa o 3auuTte
nepcoHanbHbIX AaHHbIX.

SAP npumeHsieT n obecneuuBaeT TexHuyeckue u
OopraHv3aunoHHbIe Mepbl, onpeaenéHHbie B MN.1.15n
MpunoxeHun 2 Hactosiwero Cornawexnus 06
06paboTke NnepcoHanbHbIX AaHHbIX.

B TtomM o6beme, B KOTOpOM oOkasaHve OO6nayHON
ycnyru BkntodaeT MNepegayy no HoBbIM cTaH4aPTHBIM
[OroBOpPHBLIM ycrnoBuam onpegenénHole B n.1.15 n
MpunoxeHnn 2 HacTosiwero Cornawexuss 06
o6paboTke nepcoHanbHbIX AaHHbIX TexHuyeckne n
OpraHuM3aunoHHble Mepbl NPeACcTaBnawT  cobon
Mepbl, NPUHATbIE AN TOro, Ytobbl B MOMHON Mepe
yyecTb MNpUPOAY  NEpPCOHamnbHbIX  OaHHbIX U
CBSA3aHHbIX C HMMM puckoB. Ecnu  mecTHoe
3aKOHOAATENbLCTBO MOXET MOBNUSATL Ha cobnoaeHne
3TUX MONOXEeHWW, npu nepegadye u obpaboTke
NepcoHarnbHbIX [daHHbIX B CTpPaHe Ha3HayeHus
BO3MOXHO NPUMEHEHWE JONOMHUTENBHBIX Mep (ecnu
NPUMEHMMO: LWnMpoBaHe nepeaaBaeMbiX OaHHbIX,
wmncppoBaHne OaHHbIX npu XpaHeHuH,
aHOHUMM3aUWs, NCEBAOHNMU3ALMS).
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