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DATA PROCESSING AGREEMENT FOR CLOUD SERVICES
SR L AMd|20f et JHIFEE XM2| A o
DEFINITIONS
20f Yol
“Controller” means the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of Personal Data; for the purposes of this

DPA, where Customer acts as processor for another controller, it shall in relation to SAP be deemed as
additional and independent Controller with the respective controller rights and obligations under this DPA.
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“Data Protection Law” means the applicable legislation protecting the fundamental rights and freedoms of
persons and their right to privacy with regard to the processing of Personal Data under the Agreement.
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“Data Subject” means an identified or identifiable natural person as defined by Data Protection Law.
HAEE FH'= YR B2 HEN pEE MEE AL AE ks A HQIE oot ot

“EEA” means the European Economic Area, namely the European Union Member States along with Iceland,
Liechtenstein and Norway.
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“GDPR” means the General Data Protection Regulation 2016/679.
"GDPR'2 (9 &) "Lt 7{oI¥ e B3 77 2016/679"S 2|O|FfL|Ct.

“My Trust Center’” means information available on the SAP support portal (see:
https://support.sap.com/en/my-support/trust-center.html) or the SAP agreements website (see:
https://www.sap.com/about/trust-center/agreements.html) or any subsequent website(s) made available by
SAP to Customer.

“My Trust Center'= SAP X|@ I & (https:;//support.sap.com/en/my-support/trust-center.html), SAP H| ¥

HALO| E (https://www.sap.com/about/trust-center/agreements.html) EE= O|F SAP 7t D ZHO|H| X|Sdt=

YAO|EE 2OIEfL L.

“New SCC Relevant Transfer’ means a transfer (or an onward transfer) to a Third Country of Personal Data
that is either subject to GDPR or to applicable Data Protection Law and where any required adequacy means
under GDPR or applicable Data Protection Law can be met by entering into the New Standard Contractual
Clauses.

Data Processing Agreement for Cloud Services (DUAL) koKR.v.9-2021 Page 1 of 20


https://support.sap.com/en/my-support/trust-center.html
https://www.sap.com/about/trust-center/agreements.html
https://support.sap.com/en/my-support/trust-center.html
https://www.sap.com/about/trust-center/agreements.html

"t SCC B ME'2 GDPR £ 23 J|OIEE B Yol §EE|0 GDPR = #E J2lEE B Yo
o

o
20, JhH= 5#& A2 = (New Standard Contractual Clauses)'S M ZAst0] 1 HE M2 1L &|e=

Helot =CHo] O|ME £ A= JHQ RO M3 =2z ME(EE= N 3 A T5)S 2oLt
1.8. “New Standard Contractual Clauses” means the unchanged standard contractual clauses, published by the

European Commission, reference 2021/914 or any subsequent final version thereof which shall automatically
apply. To avoid doubt Modules 2 and 3 shall apply as set out in Section 8.
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1.9. “Personal Data” means any information relating to a Data Subject which is protected under Data Protection
Law. For the purposes of the DPA, it includes only personal data which is:
N HE = HQIEE B HEO et Hok= JHFEE FHLL HEst 2E YEE gL 2
DPA 9| Z&4, Of7|0l& REX| CtS2o| 7HRIH 20k Zahg LT},

a) entered by Customer or its Authorized Users into or derived from their use of the Cloud Service; or
D7 EE DO Ol AFBITE YHBHIILL 0|50 2BALE MHlA AHBORRE| 7|08 L

b) supplied to or accessed by SAP or its Subprocessors in order to provide support under the Agreement.
Personal Data is a sub-set of Customer Data (as defined under the Agreement).
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1.10. “Personal Data Breach” means a confirmed:

)9l H flghe
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a) accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or unauthorized third-party
access to Personal Data; or
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b) similar incident involving Personal Data, in each case for which a Controller is required under Data
Protection Law to provide notice to competent data protection authorities or Data Subjects.
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1.11.  “Processor’ means a natural or legal person, public authority, agency or other body which processes personal

data on behalf of the controller, be it directly as processor of a controller or indirectly as subprocessor of a
processor which processes personal data on behalf of the controller.
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1.12. “Schedule” means the numbered Appendix with respect to the Standard Contractual Clauses (2010) and the

numbered Annex with respect to the New Standard Contractual Clauses.
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2.1.

2.1.1.

2.2.

"BMAME OIS BE A =2(2010) 8 BostE 220 NE BE A =g 2HE HoolE EHS
o|ojgt Lt

“Standard Contractual Clauses (2010)” means the Standard Contractual Clauses (processors) published by
the European Commission, reference 2010/87/EU.
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“Subprocessor’ or “sub-processor’ means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties
engaged by SAP, SAP SE or SAP SE’s Affiliates in connection with the Cloud Service and which process
Personal Data in accordance with this DPA.

"HBAN|"= SAP A SAL SAP SE, SAP SE | @ALQL 2 EEI2E AH|AQF B SL0] SAP, SAP SE EE= SAP
SE S| AEAtO] Qs D EE|0 2 DPA O 2t 74O HEE X2|st= A 3 X+E 2|0| gL Ct.

“Technical and Organizational Measures” means the technical and organizational measures for the relevant
Cloud Service published on My Trust Center (see: https://www.sap.com/about/trust-
center/agreements/cloud/cloud-services.html?search=Technical%200rganizational%20Measures).

"7l 9 #E|H ZX|"= My Trust Center O A|A|E|0] = 2HEH F2HRE MH|AE Qo 7|8 I #2[H

XK E o|0j gt L| Chhttps://www.sap.com/about/trust-center/agreements/cloud/cloud-

services.html?search=Technical%200rganizational%20Measures).

“Third Country” means any country, organization or territory not acknowledged by the European Union under
Article 45 of GDPR as a safe country with an adequate level of data protection.

"Ml 3 "2 GDPR Al 45 Z=0f| et 8 Agto| Hetst =Fo| JAHE B35t O|R0{X|= A IIt2
OIMSIX| = =7, CHA|, X| S o|ojgtLCt.

BACKGROUND

]

Purpose and Application

This document (“DPA”) is incorporated into the Agreement and forms part of a written (including in electronic
form) contract between SAP and Customer.

= ZAM(DPA"E & A o0 STE[0f SAP ot 07 ZH ME (AL A =) A ofe AR E P HLCE

This DPA applies to Personal Data processed by SAP and its Subprocessors in connection with its provision
of the Cloud Service.

= DPA £ 22H2E MH|A KNS 2H25H0 SAP R 1 HH YHM 7L Melst= 71 Y20 HEE L

This DPA does not apply to non-production environments of the Cloud Service if such environments are made
available by SAP. Customer shall not store Personal Data in such environments.

= DPA & 2R E MH[22 HI2F 2tE S SAP 7t MSots 4% die 280l tish ME|X| &Lt

D22 A Y Teiet #Yo| KT o Huich
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Structure
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2.3.

2.3.1.

2.3.2.

3.1.

FE

Schedules 1 and 2 are incorporated into and form part of this DPA. They set out the agreed subject-matter,
the nature and purpose of the processing, the type of Personal Data, categories of data subjects (Schedule
1) and the applicable Technical and Organizational Measures (Schedule 2).

YMHAM 11t 2 = 2 DPAO| SE0] O LEE FELLICE 0lF EME &2lE FH AR XMale| 441t
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HA|L T},
Governance
HHEHA

SAP acts as a Processor and Customer and those entities that it permits to use the Cloud Service act as
Controllers under the DPA.
SAP = ME|Xto| A2 St 124 Sl 20| 2R E MH| A AFE S 5{8% ¥ Ql2 DPA O HE HEEZQ|

—

Customer acts as a single point of contact and shall obtain any relevant authorizations, consents and
permissions for the processing of Personal Data in accordance with this DPA, including, where applicable
approval by Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions
are provided by Customer these are provided not only on behalf of the Customer but also on behalf of any
other Controller using the Cloud Service. Where SAP informs or gives notice to Customer, such information
or notice is deemed received by those Controllers permitted by Customer to use the Cloud Service. Customer
shall forward such information and notices to the relevant Controllers.

NMe th B HERO] A S S, ME|Xt2 M SAP £ 0|8 = U= HEERQ| 2T 522 HIRSHY
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SA= 140| S2tRE MH|A AH8E 37ttt ZEER7I et A2z ZIFELCH 142 i Y& 8
SAE Y HESHA HL3HOF LT

SECURITY OF PROCESSING
e K2 ot

Applicability of the Technical and Organizational Measures

SAP has implemented and will apply the Technical and Organizational Measures. Customer has reviewed
such measures and agrees that as to the Cloud Service selected by Customer in the Order Form the measures
are appropriate taking into account the state of the art, the costs of implementation, nature, scope, context
and purposes of the processing of Personal Data.

SAP £ 7|&H 8 #2|H =AE Alds en Of HEY AYLICE D2 ol2gt =XE HEM2H
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3.2.

3.2.1.

3.2.2.

4.1.

4.2.

Changes
ke

SAP applies the Technical and Organizational Measures to SAP’s entire customer base hosted out of the
same data center or receiving the same Cloud Service. SAP may change the Technical and Organizational
Measures at any time without notice so long as it maintains a comparable or better level of security. Individual
measures may be replaced by new measures that serve the same purpose without diminishing the security
level protecting Personal Data.

A
=
N
T

0
Hu

|_
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SAP will publish updated versions of the Technical and Organizational Measures on My Trust Center and
where available Customer may subscribe to receive e-mail notification of such updated versions.
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SAP OBLIGATIONS

SAP 2|2

Instructions from Customer

220 x|

SAP will process Personal Data only in accordance with documented instructions from Customer. The
Agreement (including this DPA) constitutes such documented initial instructions and each use of the Cloud
Service then constitutes further instructions. SAP will use reasonable efforts to follow any other Customer
instructions, as long as they are required by Data Protection Law, technically feasible and do not require
changes to the Cloud Service. If any of the before-mentioned exceptions apply, or SAP otherwise cannot
comply with an instruction or is of the opinion that an instruction infringes Data Protection Law, SAP will
immediately notify Customer (email permitted).

SAP £ O] ZMatEl X|HO matM Rt 7Hel YEE XMLt & A (2 DPA Z3h)2 At &=
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Processing on Legal Requirement
WX 20 K2 X2

SAP may also process Personal Data where required to do so by applicable law. In such a case, SAP shall
inform Customer of that legal requirement before processing unless that law prohibits such information on
important grounds of public interest.
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4.3.

4.4.

4.41.

4.4.2.

4.4.3.

4.4.4.

SAP £ 3 B2 WEO| Mt 27EE F WY MBS NalZ 4+ AL 0 ¥, Y wE0| 33
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Personnel
ol
To process Personal Data, SAP and its Subprocessors shall only grant access to authorized personnel who

have committed themselves to confidentiality. SAP and its Subprocessors will regularly train personnel having
access to Personal Data in applicable data security and data privacy measures.

Wel 28 M2|st7| ?I5h, SAP 2F 11 HEYHM= HIE /A £+ ofSe S AHAT HMAE
S5{7tsoF hL|CE SAP 2t O YN = JHe RO AM25ts AHSOA Y= JHAYE 2ot

B0 gl 71Mez useL L
Cooperation

S

= 7

At Customer’s request, SAP will reasonably cooperate with Customer and Controllers in dealing with requests
from Data Subjects or regulatory authorities regarding SAP’s processing of Personal Data or any Personal
Data Breach.

140 2FY 42, SAP = HAFE FH2l 2F S XMalsts YT £ SAP 2| 7iel FE XMLt 7je BB
P BT A S=of RO 0 W AHEEL QL FEHez HHEL O

If SAP receives a request from a Data Subject in relation to the Personal Data processing hereunder, SAP
will promptly notify Customer (where the Data Subject has provided information to identify the Customer) via
e-mail and shall not respond to such request itself but instead ask the Data Subject to redirect its request to
Customer.

HMZRH 285 e 89, SAP £ (Y8R
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SESLCE

In the event of a dispute with a Data Subject as it relates to SAP’s processing of Personal Data under this
DPA, the Parties shall keep each other informed and, where appropriate, reasonably co-operate with the aim
of resolving the dispute amicably with the Data Subject.

= DPA O] HE SAP 2| 71Ol FE K|t 2t&st0] 7HAFHE FHete| 20| Yddt= 42, SAMXE2
HOIEE FHetel 2ds AUSHA sHZsH| fi3 Mz X&EHez FEE usstn HES 42
gE|Hoz HH|OF ehLCt

SAP shall provide functionality for production systems that supports Customer's ability to correct, delete or
anonymize Personal Data from a Cloud Service, or restrict its processing in line with Data Protection Law.

Where such functionality is not provided, SAP will correct, delete or anonymize any Personal Data, or restrict
its processing, in accordance with the Customer's instruction and Data Protection Law.

SAP £ 170| 2R E MH|2ZRH QI EE 73, 4H £ ATSStAL 78 E 2= HEO et
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4.5.

4.6.

5.1.

5.2.

42, SAP & 4 X|Hu QI B HEO M2t /el WEE =3, &N = AHSISHAL H2E
Xighe Lt

Personal Data Breach Notification

Jhol ME QHt EX|

SAP will notify Customer without undue delay after becoming aware of any Personal Data Breach and provide
reasonable information in its possession to assist Customer to meet Customer’s obligations to report a
Personal Data Breach as required under Data Protection Law. SAP may provide such information in phases
as it becomes available. Such notification shall not be interpreted or construed as an admission of fault or
liability by SAP.

SAP = 7HQl YE QIEt AtH S A [ 0|5 S7Hu|oh X| M| QO] oA SX|5t:, HeIEE B YEO
5= HHO| 2t 2Z40] 7Hel HE fEtE Eag nAol o|fF O|Mst= AS X|JSH7| {IsH SAP 7t
Basty e HE|HY YEE ML SAP = sl EE HIS 7Isd Uz HAgzE N3e =
UL LICH of2{st BX|= SAP O] MR EE Mg ¢
Data Protection Impact Assessment

HOlgE B Fet Eot

If, pursuant to Data Protection Law, Customer (or its Controllers) are required to perform a data protection
impact assessment or prior consultation with a regulator, at Customer’'s request, SAP will provide such
documents as are generally available for the Cloud Service (for example, this DPA, the Agreement, Audit
Reports and Certifications). Any additional assistance shall be mutually agreed between the Parties.

MAEE B HEO Mef DH(Es D49 HEER)0| AZE 25 o BIHE +ddtA L 7|2t
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DATA EXPORT AND DELETION
HIOIE| LHELHZ| 3L AFH|

Export and Retrieval by Customer
QWY YR D IR

During the Subscription Term and subject to the Agreement, Customer can access its Personal Data at any
time. Customer may export and retrieve its Personal Data in a standard format. Export and retrieval may be
subject to technical limitations, in which case SAP and Customer will find a reasonable method to allow
Customer access to Personal Data.

SZ 7|7t 5 2 A%0| ufel, DS AMEX| AHAlS] Ol W0l AMAY 4+ UBLITL DHLS KA

W BEE BE M2 WELAL 7FME & JASHCL WELZ| R 7FH27|0= 712X Ko
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Deletion

AR
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6.1.

6.2.

Before the Subscription Term expires, Customer may use SAP’s self-service export tools (as available) to
perform a final export of Personal Data from the Cloud Service (which shall constitute a "return" of Personal
Data). At the end of the Subscription Term, Customer hereby instructs SAP to delete the Personal Data
remaining on servers hosting the Cloud Service within a reasonable time period in line with Data Protection
Law (not to exceed 6 months) unless applicable law requires retention.

S22t BR W, D22 2242 MHIAREE Y HEE HSHOR LELY| 9ol SAP O] MZ AH|~

HELZ| =018 7ttt tH2)E A8 + JUFLICHUNR ZEo "Hieg 4d). S5 7|1 T& Al
N2 2 YEO M2t 20| R-_rLEIXI e ot SAP O 22t E MH[AE SAESHE MHO| Hot /=
Wl EE JHAEE B HEO mat 22[Hel 7|z Wolle JHE Oldh AMSt=E = DPA Off 23

INENE=HE =

CERTIFICATIONS AND AUDITS

ol

[

ol

L LA

Customer Audit

k1
N
oN

FAF

Customer or its independent third party auditor reasonably acceptable to SAP (which shall not include any
third party auditors who are either a competitor of SAP or not suitably qualified or independent) may audit
SAP’s control environment and security practices relevant to Personal Data processed by SAP only if:

D2 EE SAP 7 BN £ 8F 4 Uk SEHQI A 3R 2ARI2(SAP O FWYHIOIALE HE X1
2R UL SHOIR Y2 H 3 X YARI2 HIQIF) ChSol ZR0IB SAP 7k Hzloks el Huiet

2SI SAP 2| MO 2HZ1p HOF A0 THSH ZALE HAIY 5= ASHCL

a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational
Measures that protect the production systems of the Cloud Service through providing either: (i) a
certification as to compliance with ISO 27001 or other standards (scope as defined in the certificate); or
(i) a valid ISAE3402 or ISAE3000 or other SOC1-3 attestation report. Upon Customer’s request audit
reports or ISO certifications are available through the third party auditor or SAP;

() 1SO 27001 &= 7|Ef EFO| 2 QASMEHRE ASMO| Fa|) E& (i) FET ISAE3402 E=

ISAE3000 == 7|Ef SOC1-3 Q& EIA HMES Sl 22tRE MHAQ 2F AARE ESSH=
7

b) a Personal Data Breach has occurred;
WOl e gluto] WA A
c) an audit is formally requested by Customer’s data protection authority; or
Dol MH HS chR0o| MAloZ ZHAIE QXS AL

d) provided under mandatory Data Protection Law conferring Customer a direct audit right and provided that
Customer shall only audit once in any 12 month period unless mandatory Data Protection Law requires
more frequent audits.

N HAYE 2= HEO| DA HE ZA Hets 8ot UCks T otof, i ©E0| o

A A
M2 3o AE 275K a0 D42 12 74| 7| O= 1 2|2 ZALS S-S OF eLCt.

Other Controller Audit

Data Processing Agreement for Cloud Services (DUAL) koKR.v.9-2021 Page 8 of 20



6.3.

6.4.

7.1

HEE2 9 A

Any other Controller may assume Customer's rights under Section 6.1 only if it applies directly to the Controller
and such audit is permitted and coordinated by Customer. Customer shall use all reasonable means to
combine audits of multiple other Controllers to avoid multiple audits.unless the audit must be undertaken by
the other Controller itself under Data Protection Law. If several Controllers whose Personal Data is processed
by SAP on the basis of the Agreement require an audit, Customer shall use all reasonable means to combine
the audits and to avoid multiple audits.

CHE RE ZEEE £ 6.1 &0 1 OE HEEHHA HY HEEH L0 224 HAE HEdtn
of & Aol He|EC A2 52 OHE

=
w2t SAP Ol ols ME|El= o2 AEECl 7H2 FEO tish 1 HEEZS0| dAE 7%= 82,
IH2 ZAE St =2 ZAE Ig = A= 2 alHe =2 AHEsioF gLt
Scope of Audit
ZAL 9

Customer shall provide at least 60 days advance notice of any audit unless mandatory Data Protection Law
or a competent data protection authority requires shorter notice. The frequency and scope of any audits shall
be mutually agreed between the parties acting reasonably and in good faith. Customer audits shall be limited
in time to a maximum of 3 business days. Beyond such restrictions, the parties will use current certifications
or other audit reports to avoid or minimize repetitive audits. Customer shall provide the results of any audit to
SAP.

A2 ZEH NAYE B HE £ 2H YE B =70 § B2 7|7te] SXE 270K @= ¢
=

60 o A SXIE MSdHor LICh ZARS Hl=et #el= =2|HO|

Cost of Audits
YA HIE
Customer shall bear the costs of any audit unless such audit reveals a material breach by SAP of this DPA,

then SAP shall bear its own expenses of an audit. If an audit determines that SAP has breached its obligations
under the DPA, SAP will promptly remedy the breach at its own cost.

DML D= A HES FEO|OF SLICh B, ZAF Z1F SAP 2 SCiSH 9[Et0] $15T 2= M 2lxH
SAP 7} Atile| ZAM HI&S FEdHoF ELCH &

EoiLt= d%, SAP = AtH| B|82 2 siF fIEF A
SUBPROCESSORS

ZELE

Permitted Use

S|7bel AP

Data Processing Agreement for Cloud Services (DUAL) koKR.v.9-2021 Page 9 of 20



7.2.

7.3.

7.3.1.

SAP
prov

SAP =

a)

is granted a general authorization to subcontract the processing of Personal Data to Subprocessors,
ided that:

ChEol 3% 712l 2 M2 S M0l steE = A= Ly dsts 70 gaLh

uid

SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in electronic form)
contract consistent with the terms of this DPA in relation to the Subprocessor’s processing of Personal
Data. SAP shall be liable for any breaches by the Subprocessor in accordance with the terms of this
Agreement;

SAP fE= SAP £ iM3H= SAPSE = HH UM 2| 7)Ql = X2 et TS0} = DPA o] =S E0t=
MBEA S =28 AdS HMZSHH HHYME D830F UL SAP = & A =doj| et
MO oSt RE IEtof CHol 22X OF gLt

SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior to selection
to establish that it is capable of providing the level of protection of Personal Data required by this DPA;
and

SAP= 2 DPAO| 2 Q7 &l= 7 HE B3 +F2 H3Y = ASS S| sl HHLNE
Mebsty| Mo MMl HOk I B U H|Y QX BHS B
SAP’s list of Subprocessors in place on the effective date of the Agreement is published by SAP on My

Trust Center or SAP will make it available to Customer upon request, including the name, address and
role of each Subprocessor SAP uses to provide the Cloud Service.

SAP £ & Al9fol 28 LHL0| EXSt= SAP 2 FH YK FES My Trust Center Off AIASEAHLE 1

174
k|
1535k, o7|0f= SAP 7 22t MHIAE MSdH7| R A8t 2 FHYH 2l 0|8,

QF Al %
F4 9 ogol EEof YsLith

New Subprocessors

a7

SAP’

SAP

a)

RN
s use of Subprocessors is at its discretion, provided that:
o YU 0|82 SAP 2| A0 et 25 M, Lt €2 40| HEE LT

SAP will inform Customer in advance (by email or by posting on the My Trust Center) of any intended
additions or replacements to the list of Subprocessors including name, address and role of the new
Subprocessor; and

SAP £ 0|8, &2, A7 "YU o ATS HIRsI0] YN S20| =7t £= DAL US F2
APHOf (O] & My Trust Center Off HIAIS Slf) DZ0f| A LEIL|CH
Customer may object to such changes as set out in Section 7.3.

D42 ol2gt HZO o M7.3 =0 FAIE ROl et 0|2l S M7 = U LIt

Objections to New Subprocessors

a7

YA it olel A7

If Customer has a legitimate reason under Data Protection Law to object to the new Subprocessors’

proc

essing of Personal Data, Customer may terminate the Agreement (limited to the Cloud Service for which

the new Subprocessor is intended to be used) on written notice to SAP. Such termination shall take effect at
the time determined by the Customer which shall be no later than 30 days from the date of SAP’s notice to
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7.3.2.

7.3.3.

7.4.

8.1.

8.2.

Customer informing Customer of the new Subprocessor. If Customer does not terminate within this 30 day
period, Customer is deemed to have accepted the new Subprocessor.

MAUEE B HEO mat Mo A HHYHC| 4R FE HM2|et 2ast 0|9 H|7|0f et AR A=
B, D2 MB SXIE SAPO| MBSt = Aok HHYM7 FeE SR E MH[20f StahE
SR = USFLICH O[Tt sHK|= 240 2o A|IHO| 20| LHE|Lt SAP 7F D240l A M &= YA 0f
CHol SXlot S2FE 30 22 Z=ut & ELICH D240 siE 30 & O|Lo 3{XISHA| b= B2, nA2
MZ2 HHYHME H8ots A2 ZFFLIL

Within the 30 day period from the date of SAP’s notice to Customer informing Customer of the new
Subprocessor, Customer may request that the parties discuss in good faith a resolution to the objection. Such
discussions shall not extend the period for termination and do not affect SAP’s right to use the new
Subprocessor(s) after the 30 day period.
SAP 7t MOl Al A+ S GH|Off THAK

=
o
HZMS YU =olE A 2uE +

Xgt 27 E 30 € O[LHOf, D242 FHAFRSO[ O] &|7|0f Cieh
2 =0 = o K| 7|17 YA e siE 30 &
7t B = A HHYME AR SAP 2| Hotof| Fe2 OIX|X| G&LIL.

Any termination under this Section 7.3 shall be deemed to be without fault by either party and shall be subject
to the terms of the Agreement.

= M73 =0 GHE SiX|= L SALALO| oS /M A7 Bl SHRIZ ZHFEH 2 ASf =20 HEELIC)
Emergency Replacement
e nH

SAP may replace a Subprocessor without advance notice where the reason for the change is outside of SAP’s
reasonable control and prompt replacement is required for security or other urgent reasons. In this case, SAP
will inform Customer of the replacement Subprocessor as soon as possible following its appointment. Section
7.2 applies accordingly.

SAP £ B8] ALR7E SAP 2| f2|X SHE HO{Re Mok WN7 2ot = O E 215 Olf=2 2|
27EE Z? SYHYUME HEY & USLICL 0| B2, SAP = uN| 4 = 7t Ee| DA A HH YA
WHNE SXAIELCE M7.2 =7} ofof et M E ULt

INTERNATIONAL PROCESSING
2AH 2|

Conditions for International Processing
=THH Malel =A

SAP shall be entitled to process Personal Data, including by using Subprocessors, in accordance with this
DPA outside the country in which the Customer is located as permitted under Data Protection Law.

SAPE I8 E E= HEONA 5 && B el 10| X[t =7+ 2 X[HoAM = DPAOf 2[73t0]
HHYM AHES ZHH IR SEE Mal @oto] AFLICh

(==}

Applicability of the Standard Contractual Clauses (2010)

CHET) #F A%t 2220102 HE
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8.2.1.

8.2.2.

8.2.3.

8.3.

8.3.1.

8.3.1.1.

Where, for the period up to and including 26 September 2021, Personal Data of a Controller that is subject to
GDPR is processed in a Third Country, or where Personal Data of a Swiss or United Kingdom based Controller
or another Controller is processed in a Third Country and such international processing requires an adequacy
means under the laws of the country of the Controller and the required adequacy means can be met by
entering into Standard Contractual Clauses (2010), then:

2021 2 9 & 26 ENtX[Q| 7|2t SO GDPR O] HEE[= HEERH /M2 E7L M 3 T0HM Me|=l= B2,
e ARALE R0 /K|t HEES £ UE HESZ2 JHY L7 M 330 M2 =2 siE =X
Helof HEEC =7t ¥EO Wt HEet 0l 275N (18T #E Al =¢20102 HZSH0

Jofl 2PEE HE FE2 0T 4 Uk FL
a) SAP and Customer enter into the Standard Contractual Clauses (2010);
SAP ot 2 NFH) BE A £2H2010)S Chaa 20| MAgL .

b) Customer joins the Standard Contractual Clauses (2010) entered into by SAP or SAP SE and the
Subprocessor as an independent owner of rights and obligations; or
nZo| H2| U o|Ro| ZYUXMQI ERXLZ A SAP = SAP SE U HBYH 0 oo HZEE HEHES
At z=e(2010)0 S2fStALY,

c) other Controllers whose use of the Cloud Services has been authorized by Customer under the
Agreement may also enter into Standard Contractual Clauses (2010) with SAP or the relevant
Subprocessors in the same manner as Customer in accordance with Section 8.2.1 a) and b) above. In

such case, Customer will enter into the Standard Contractual Clauses (2010) on behalf of the other
Controllers.

= Aol m2p 10| 22
HMb)y=0i 2t 24

o Sdsh HY
HZYLICH 0] 3%, 142 LHE HEEYHE WS HETEE A =&(2010)2 HZHCL

4o
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>
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The Standard Contractual Clauses (2010) shall be governed by the law of the country in which the relevant
Controller is established.

CHEE) #F A =(2010)0= sie HEEZ @elo] 2 E =7tef €&0| HEE LI

0

Where applicable Data Protection Law adopts the New Standard Contractual Clauses as meeting any required
adequacy means as an alternative or update to the Standard Contractual Clauses (2010) then the New
Standard Contractual Clauses shall apply in accordance with Section 8.3.

A NAHE B HEO| HET)HE A/ £2H(2010)01 CHeH TR E= YHHO|EE @75 = 2& Xttt
=HE 537 Qe N8 BE A =S MMHsts 4%, N8 BE A =0| HMs3 gof wat
HE&EUCth

Applicability of New Standard Contractual Clauses

The following shall apply with effect from 27 September 2021 and shall solely apply in respect of New SCC
Relevant Transfers:

Cha AbetOl] 2021 9 & 27 LR H HEEH, M SCC 2 &I 2SS M T HEFLIC}

Where SAP is not located in a Third Country and acts as a data exporter, SAP (or SAP SE on its behalf) has
entered in to the New Standard Contractual Clauses with each Subprocessor as the data importer. Module 3
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8.3.1.2.

8.3.2.

8.3.3.

8.3.4.

8.4.

(Processor to Processor) of the New Standard Contractual Clauses shall apply to such New SCC Relevant
Transfers.

SAP 7} “H| 3 ="0fl AXHSHA| o OB HAZE ASHS Sh= 22, S
Cioje Yz=EH 9&2 st= ZF M Y BE A =22 HZAMSLICH o2 A7 scC &H

E
&0 W8 #E A =2 28 3(M2[AF O} M2[Xho| HEE LTt
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Where SAP is located in a Third Country:

SAP 7} "H| 3 ="0f &XHsts E<

SAP and Customer hereby enter into the New Standard Contractual Clauses with Customer as the data
exporter and SAP as the data importer which shall apply as follows:

SAP 2 N2 N ZHO| OB AARE| 7} &[0 SAP 7t OO JZEIt E|= 71E BE #of =22 M A5

a1 74
Ch&at 20| Mgt

a) Module 2 (Controller to Processor) shall apply where Customer is a Controller; and

20| HES2 0l B RE 2AUES O M2 HBFLICH

[l —1 1o d

b) Module 3 (Processor to Processor) shall apply where Customer is a Processor. Where Customer acts as
Processor under Module 3 (Processor to Processor) of the New Standard Contractual Clauses, SAP
acknowledges that Customer acts as Processor under the instructions of its Controller(s).

12O KM2xtel B 2= 3(M2|Xt o M2|xho| HEELICE WY BE At =& 2& 3(MIAC

=

2| Xholl T2t 20| K2|XE7} Bl A9, SAP = nZ0| HAEZ2{o] K|A|of et X2|XF Het2 st}

—

rir

He o¥gH ot
Other Controllers or Processors whose use of the Cloud Services has been authorized by Customer under
the Agreement may also enter into the New Standard Contractual Clauses with SAP in the same manner as
Customer in accordance with Section 8.3.1.2 above. In such case, Customer enters into the New Standard
Contractual Clauses on behalf of the other Controllers or Processors.

2 7ol wat 20| 2ALE MH|A A8 S SIS CHE HEZ2LE NaIXTE 47| Kg3.1.2 S| tet
DT SUS WAOZ SAP O W EFE A IS MATUCH 0] ¥, RS 02 HESU

HE|AHE Aot NS BE A =S HZT UL

With respect to a New SCC Relevant Transfer, on request from a Data Subject to the Customer, Customer
may make a copy of Module 2 or 3 of the New Standard Contractual Clauses entered into between Customer
and SAP (including the relevant Schedules), available to Data Subjects.

r>=
4
[%2]
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5tof, JHQIEE FH7t 40| 7Yst=s 4%, D42 D240 SAP AHO[of| N Z &l

W BE Al ZSRE MM Zehel ZE 22 25 32| Al2S EHOHH HAZE F=H0| Mg =
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8.5.

8.5.1.

8.5.2.

9.1.

Nothing in the Agreement shall be construed to prevail over any conflicting clause of the Standard Contractual
Clauses (2010) or the New Standard Contractual Clauses. For the avoidance of doubt, where this DPA further
specifies audit and Subprocessor rules, such specifications also apply in relation to the Standard Contractual
Clauses (2010) and the New Standard Contractual Clauses.

2 o] ofH3 WBE CHEE) BE A TRE010) EE WY BEE AL Zgo| 4Bt TH
FMStE A2 SHMEX| GELICh & O T3] otALH, = DPA O ZAret HH M 80| =7t

Of AAl PHEE) BE A =22010)2t 7HE BE Al = 2SI HEEL|CH

Third Party Beneficiary Right under the New Standard Contractual Clauses

NE BE AY =2of E X 3 3|t #e

Where Customer is located in a Third Country and acting as a data importer under Module 2 or Module 3 of
the New Standard Contractual Clauses and SAP is acting as Customer’s sub-processor under the applicable
Module, the respective data exporter shall have the following third party beneficiary right:

12 M
ot
mjo
s
rir
oY
4o
2
on
fin
ie)
m
Q
>
H
m
-
)
ulo
my ru
o
=
w

SAPZt siid 20 et nz4o UK
8| At H2|E EFELCH

In the event that Customer has factually disappeared, ceased to exist in law or has become insolvent (in all
cases without a successor entity that has assumed the legal obligations of the Customer by contract or by
operation of law), the respective data exporter shall have the right to terminate the affected Cloud Service

solely to the extent that the data exporter's Personal Data is processed. In such event, the respective data
exporter also instructs SAP to erase or return the Personal Data.

DAH0| Aty QIORZALE HH2 2 A—-EUVLL DS FEE B0 A% £= BE 280 ntat
o FE S/t =5 #olo| gle 4%), oY HOIH HAZEE HO|E HAZEO JHQ FE It

= o
He|gl= 420 ool S 2 SR E MH|AE SiA[ |7t ASHCE O] B9, o HIOIH AAZEE
A o

DOCUMENTATION; RECORDS OF PROCESSING
=M, Melel 715

Each party is responsible for its compliance with its documentation requirements, in particular maintaining
records of processing where required under Data Protection Law. Each party shall reasonably assist the other
party in its documentation requirements, including providing the information the other party needs from it in a
manner reasonably requested by the other party (such as using an electronic system), in order to enable the
other party to comply with any obligations relating to maintaining records of processing.

2t AR

J\l

Aol 2AMst ad, 9 8L 2= HE Mat 275 42 X2 7|5 /A 240
CHol MRS TLICH 2 SARE CHE SAAE 2|He 2 RF0ts S22 (TA A[LE A8 S) O E
AR RO 2R 2 e §EE MEsts S 2A% A0 tish CHE SAAE &2|H 2z X /5
CHE SARREZE ME| 7|15 FAIQF 23
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Schedule 1 Description of the Processing
MM 1 X2of cHet 2

This Schedule 1 applies to describe the Processing of Personal Data for the purposes of the Standard
Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection Law.

2 MM 12 HETHEE A 22010, /HE BEE A2 =g X 2H ¥R 23 YES FH2

fst7Hel g Xe2|of tist 2o H§EE LT
1. A.LIST OF PARTIES

A. AR BE

1.1. Under the Standard Contractual Clauses (2010)
CH8HE) 2= A% =&(2010)2 B2

1.1.1.  Data Exporter
H|O|E AALE]

The data exporter under the Standard Contractual Clauses (2010) is the Customer who subscribed to a Cloud
Service that allows Authorized Users to enter, amend, use, delete or otherwise process Personal Data. Where
the Customer allows other Controllers to also use the Cloud Service, these other Controllers are also data
exporters.
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1.1.2. Data Importer
HOlE Y=H

SAP and its Subprocessors that provide and support the Cloud Service are data importers under the Standard
Contractual Clauses (2010).

SR E MH[AE H35t K| A= SAP 2F SAP HE M= IEN) B2E ALY =22010)0] LHE GOl H
AZE 7} EL|CE
1.2. Under the New Standard Contractual Clauses

WY BE A T3l 42
1.2.1. Module 2: Transfer Controller to Processor
2E 2. AEEZOIM NE|XtRS ME

Where SAP is located in a Third Country, Customer is the Controller and SAP is the Processor, then Customer
is the data exporter and SAP is the data importer.

SAPZt " 3 ="0ff £X5t= E, LZ0] HEE2{7t &[2 SAP 7t KM2[At7} &l 0]0f 2t 242 G| O E
AAZE 7} 2|20 SAP = HIO|E /ZE{7F E LT

1.2.2. Module 3: Transfer Processor to Processor

2E 3 M2 XM Me[xtzel HE
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2.1.

2.2.

2.3.

2.3.1.

Where SAP is located in a Third Country, Customer is a Processor and SAP is a Processor, then Customer
is the data exporter and SAP is the data importer.

SAP 7t "Rl 3 20 AKjSHs AL, DHO| X2|Xt7 &1 SAP = M2|At7h Eof, ofof mat 1AL flo|E
ANAZE 7} £ SAP = O|O|H Y=ZE 7t ELCh

B. DESCRIPTION OF TRANSFER

B. &0 cHst 2

Data Subjects

HOIHE K|

Unless provided otherwise by the data exporter, transferred Personal Data relates to the following categories
of Data Subjects: employees, contractors, business partners or other individuals having Personal Data stored
in the Cloud Service, transmitted to, made available to, accessed or otherwise processed by the data importer.

HOlE Y=ZEHOAH H&, HMSotALE CIOH 2AZ=EZ

[ =1
HIZL|A DHE £ 7| QS0 JHAEE FHo et 2Ea AYL(h

HIOJEf AAZEZE He| A 8HA B o, H&E 71 B2 S2FE MH[200 JHAFZEE MYSHALE
Q

-_

IMA ES e MRl & Us HE, AR,

Data Categories

Horge e

The transferred Personal Data concerns the following categories of data:

HEE= 700 2= Ch3at 22 HFo| HHEet 2HE A YL

Customer determines the categories of data per Cloud Service subscribed. Customer can configure the data
fields during implementation of the Cloud Service or as otherwise provided by the Cloud Service. The
transferred Personal Data typically relates to the following categories of data: name, phone numbers, e-mail
address, address data, system access / usage / authorization data, company name, contract data, invoice
data, plus any application-specific data that Authorized Users enter into the Cloud Service and may include
bank account data, credit or debit card data.
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A2 2RE MH|ATF HHE[=
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SERE MH[20|M 2| FIZ HojH HEE 79 + AFHCL HSE= MY E=E F=2
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0|8, MBS, O Fa, Fa HE, AAH YN A/
7} S22 AH| 20| st OfE2 04 HolESL 2% Azt B, Mg/
o

The transferred Personal Data may comprise special categories of personal data set out in the Agreement
(“Sensitive Data”). SAP has taken Technical and Organizational Measures as set out in Schedule 2 to ensure
a level of security appropriate to protect also Sensitive Data.

HEE= MY BE2= = Ao AR EE #Fol 7ol Y22 82 & ASHCHUH HA™PHE")
SAP = I ZHQIEE ot HodhE O Heloh +F0 EotE BEEGHY| s MM 20 BAIE 71eH o
2N =X E FYSLIC
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2.3.2.

2.3.3.

24.

241,

The transfer of Sensitive Data may trigger the application of the following additional restrictions or safeguards
if necessary to take into consideration the nature of the data and the risk of varying likelihood and severity for
the rights and freedoms of natural persons (if applicable):

ol
— =
0257 ) st d thalt 22 FI SN £ B XX E HEY 5 ASLILHEH s E9).

—

H MR HE2 HOIH2 dAn ApAelo] Halet Ao Oigh Cifet /e 7tedat oH4EE

a) training of personnel;
oz 18

b) encryption of data in transit and at rest;
HE A 757 Al HOlE =3t

c) system access logging and general data access logging.
N2 AHA 7|2 9K L Lt GlOE A2 7|2 X

In addition, the Cloud Services provide measures for handling of Sensitive Data as described in the
Documentation.

ol 2Rt E MH[AE EM0 7[&E Bof M2 2z Vi RS ME| e MSE UL

Purposes of the data transfer and further processing; Nature of the processing

HiolH & A 7t Malo| 55: Malel 44

The transferred Personal Data is subject to the following basic processing activities:

HEEl= e 2= Chaat 22 7|2 M2| 2ol o] gLt

a) use of Personal Data to set up, operate, monitor and provide the Cloud Service (including operational
and technical support);
S29E MHIAE M, 2%, BUHY, MB35 A% 4e Fuol 0/Z@Y/7ls XY 28

b) continuous improvement of service features and functionalities provided as part of the Cloud Service
including automation, transaction processing and machine learning;

Asst, EMMAE M| 8 KAl 2dE Zeof S2RE MHE|AQ LRZ MIEE MHA 7S
R &E 0l 4

c) provision of embedded Professional Services;
ZotE Z2HME MH A ®S

d) communication to Authorized Users;
&2 AL Rtetel S

e) storage of Personal Data in dedicated data centers (multi-tenant architecture);
HE Hole HE(ZE| HIHE O7|HX)0f| 7HQl & MF

f) release, development and upload of any fixes or upgrades to the Cloud Service;
SR E MH|29] =78 A PO 0|9 wE, Y W ERE

g) back up and restoration of Personal Data stored in the Cloud Service;
SR E MH[A0| MEE JHQ RO #Yy 8 54

h) computer processing of Personal Data, including data transmission, data retrieval, data access;
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242

2.5.

2.51.

2.5.2.

2.5.3.

ARHZ JHQ = M2|(BI0IH T&, HO|Ef HM, HIOIH HAMA =
i) network access to allow Personal Data transfer;
Hel YE TES 85H7| ?ISt HIEHT HM
j)  monitoring, troubleshooting and administering the underlying Cloud Service infrastructure and database;
7|2 22 E MH|A Ql=af 8l H|O|E 0|2~ RLHY, 24 52 & 2a
k) security monitoring, network-based intrusion detection support, penetration testing; and
2ot BUET, YEYD 7|8 MY LK XY HE H2AE
I)  execution of instructions of Customer in accordance with the Agreement.
2 7o) 12 02 X|Ho| 4
The purpose of the transfer is to provide and support the Cloud Service. SAP and its Subprocessors may

support the Cloud Service data centers remotely. SAP and its Subprocessors provide support when a
Customer submits a support ticket as further set out in the Agreement.

&2l 542 224RE MHAE MIStD X FSts AYLICE SAP L O HHYNE S2HRE MH|~
HolH MHE A=z XY = AGLICL SAP 2t O FHYM= 10| 2 Ao HAIE thz X
E|IZNE HMEY 89 XIS ML

Additional description in respect of the New Standard Contractual Clauses:
WE HE A Z0| ChE =JF 2.
Applicable Modules of the New Standard Contractual Clauses
NE BEE AY =g H8 28
a) Module 2: Transfer Controller to Processor
2E 2. HEE0M XMeXtze HE
b) Module 3: Transfer Processor to Processor
2E 3 M2XtolM ME|Rtzel TE
For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing

M| AHEE M)A HSEl= 82, M2l FH AR 44, 712ts YA LIC

1

In respect of the New Standard Contractual Clauses, transfers to Subprocessors shall be on the same basis
as set out in the DPA.

NG BE A =t 2SI, FHYM =22 S 2 DPA O BAIE Al St 7|F0| HEE LT
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).

HE 2=l CoIH7 g2 MEE=X OfLE XHH22 HEE =X o F)

Transfers shall be made on a continuous basis.
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2.54.

3.1

3.1.1.

3.2.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period.

Hel B BE 7|2 EE BEEO0| 27t 4% diE 7|22 2¥ste U AL 8EE 7IE
Personal Data shall be retained for the duration of the Agreement and subject to Section 5.2 of the DPA.
MOl HE= 2 Aol 7|2t SO 22| DPA 5.2 &0| HEEL|C

C. COMPETENT SUPERVISORY AUTHORITY

2

o 25 7|

C

i

In respect of the New Standard Contractual Clauses:
NE BE A =gt #HSH:

Module 2: Transfer Controller to Processor

2E 2. AEEHUM NeXtze| H&

Module 3: Transfer Processor to Processor

2E 3 M2XofM MEXtze| HE

Where Customer is the data exporter, the supervisory authority shall be the competent supervisory authority
that has supervision over the Customer in accordance with Clause 13 of the New Standard Contractual
Clauses.

D40 HO|E AAREY FQ AE VB2 NY BE AY =Y A 130 et 2Ag HE HHO|

[y =

Schedule 2 Technical and Organizational Measures
HHAM 2 7|EH L BEH ZA

This Schedule 2 applies to describe the applicable technical and organizational measures for the purposes of
the Standard Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection
Law.

e

= MM 2= H8HE) BEE Al =2(2010), 18 EE ASt = 8 28 JjA8E HEz YES 552

Qe oiE 71e X W BEX xX|of Ch3t Moo XEELct
SAP will apply and maintain the Technical and Organizational Measures.

SAP = 7|&X A E|H =X[E HEStL KL
To the extent that the provisioning of the Cloud Service comprises New SCC Relevant Transfers, the Technical
and Organizational Measures set out in Schedule 2 describe the measures and safeguards which have been
taken to fully take into consideration the nature of the personal data and the risks involved. If local laws may
affect the compliance with the clauses, this may trigger the application of additional safeguards applied during
transmission and to the processing of the personal data in the country of destination (if applicable: encryption
of data in transit, encryption of data at rest, anonymization, pseudonymization).

ZERE MHIA KIS A sCC 23 TEO0| ZotE= F2, MM 2 of BAIE 7=
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