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DATA PROCESSING AGREEMENT FOR CLOUD SERVICES
BB ReEE &4

DEFINITIONS
HEER

“Controller” means the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of Personal Data; for the purposes of this
DPA, where Customer acts as processor for another controller, it shall in relation to SAP be deemed as
additional and independent Controller with the respective controller rights and obligations under this DPA.

TEREE ) (e B A\ Sk FEDRE (A B R B AT B AR BGE N - BURTHRE ~ PR A
RS IR DPA TS » MEFIER S B ERIEE - Al SAP fERHR HaRsN DI EE - BA
A DPA BUEHEH < (A ERIRIZFS -

“Data Protection Law” means the applicable legislation protecting the fundamental rights and freedoms of
persons and their right to privacy with regard to the processing of Personal Data under the Agreement.

"ERHRER | (RIEACLEEE A ERHER (R (8 A AR B o > DUR BB A -

“Data Subject” means an identified or identifiable natural person as defined by Data Protection Law.

TEREEA ) RIEERREEARTE RN B EHGZ BN -

“EEA” means the European Economic Area, namely the European Union Member States along with Iceland,
Liechtenstein and Norway.

"EEA | {AFEEONSORE - RN G BRROKE, ~ FIS 2B AR, -

“GDPR” means the General Data Protection Regulation 2016/679.
"GDPR | {%$5%55 2016/679 5fE M &R -

“My  Trust Center” means information available on the SAP support portal (see:
https://support.sap.com/en/my-support/trust-center.html) or the SAP agreements website (see:
https://www.sap.com/about/trust-center/agreements.html) or any subsequent website(s) made available by
SAP to Customer.

TREVEETL ) BIE T YN B & ¢ SAP SZHE ALI4ENS (25, ¢ hitps://support.sap.com/en/my-

support/trust-center.html) 5 SAP &4J4815 (&R, * https://www.sap.com/about/trust-center/agreements.html)

BIRH SAP [HE PR MHYAES -

“New SCC Relevant Transfer” means a transfer (or an onward transfer) to a Third Country of Personal Data
that is either subject to GDPR or to applicable Data Protection Law and where any required adequacy means
under GDPR or applicable Data Protection Law can be met by entering into the New Standard Contractual
Clauses.

"¥7 SCC FHRREE | (4f5(iE GDPR SUEMIVERIREARUE - FHE N kS () 2565 =F  HH
Al RS DATRERLAIIRRL > 55 GDPR BBV E MRS ENE 2 # TR -

“New Standard Contractual Clauses” means the unchanged standard contractual clauses, published by the
European Commission, reference 2021/914 or any subsequent final version thereof which shall automatically
apply. To avoid doubt Modules 2 and 3 shall apply as set out in Section 8.

IR | (R IEEN R G S AL R ARRR (4R5% 2021/9914) - BCHARGENE HEEMN 2 ik
BB - Ryl o 1A 2 A1 3 JERSE 8 (R -

“Personal Data” means any information relating to a Data Subject which is protected under Data Protection
Law. For the purposes of the DPA, it includes only personal data which is:

MEAER ) BRI TR E MR ARENE R E R MHRE R - A DPA Z HIY - thEEE TIIEAE
K

a) entered by Customer or its Authorized Users into or derived from their use of the Cloud Service; or

F PR P B (R Emi s A B B Z (B ER) > B4 B B A B pr 2 (8 Akt - 54
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2.1.

2.1.1.

b) supplied to or accessed by SAP or its Subprocessors in order to provide support under the Agreement.
Personal Data is a sub-set of Customer Data (as defined under the Agreement).
R RAGEIRISE > ) SAP st B e (s A L (B &R - AR AR BRIy —
Ety (MELIFTESR) ©

“Personal Data Breach” means a confirmed:

TEANERURE | (1 TYIEGETE 2 EE

a) accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or unauthorized third-party
access to Personal Data; or
E NERZ BHNEGREBER ~ Bk - Bl - REIHEISEE - 8 =T REUIEFEL 3¢

b) similar incident involving Personal Data, in each case for which a Controller is required under Data
Protection Law to provide notice to competent data protection authorities or Data Subjects.
BB NERHE PRI - B E T —[E IR E RS A2 HUE - BAIERETERRE EE TR
RGN -

“Processor” means a natural or legal person, public authority, agency or other body which processes personal
data on behalf of the controller, be it directly as processor of a controller or indirectly as subprocessor of a
processor which processes personal data on behalf of the controller.

"REE | GIERREEEEEAEREARASCEA « BUGHKR - A RER - BSERER
PEEEHREE - SR Rt Ay R - ARIEE SR E A& -

“Schedule” means the numbered Appendix with respect to the Standard Contractual Clauses (2010) and the
numbered Annex with respect to the New Standard Contractual Clauses.

"PRER ) (RIRIEAESZLIIREK (2010) AR Z4RSRITEE - DURHTERESLLBGRARIN 2 RoRHTE% -

“Standard Contractual Clauses (2010)" means the Standard Contractual Clauses (processors) published by
the European Commission, reference 2010/87/EU.

EREZLARSK (2010) ) (AFERICEEZE & SN 4RTE Ry 2010/87/EV 2 FEESALI K (MREEF) -

“Subprocessor” or “sub-processor” means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties
engaged by SAP, SAP SE or SAP SE's Affiliates in connection with the Cloud Service and which process
Personal Data in accordance with this DPA.

TorBREERE ) BC T rEEREHR ) (45 SAP BH{%{3% - SAP SE - SAP SE {4 - LAR SAP - SAP SE &
SAP SE (s b EZEEmRBHBEFNE =77 - AFEREA DPA BRI (E N &R -

“Technical and Organizational Measures” means the technical and organizational measures for the relevant
Cloud Service published on My Trust Center (see: hittps://www.sap.com/about/trust-
center/agreements/cloud/cloud-services.html?search=Technical%200rganizational%20Measures).

TR MG HAs M T RAEE 0 o B2 R E b A R Al RO SRS (2 A
https://www.sap.com/about/trust-center/agreements/cloud/cloud-
services.html?search=Technical%200rganizational%20Measures) °

“Third Country” means any country, organization or territory not acknowledged by the European Union under
Article 45 of GDPR as a safe country with an adequate level of data protection.

TEEE L G TR - AR ¢ BCER GDPR 55 45 RHUE - FRRIH @ A B AR g
2 TR M -

BACKGROUND
HE

Purpose and Application
H B P

This document (“DPA”") is incorporated into the Agreement and forms part of a written (including in electronic
form) contract between SAP and Customer.

AL (TDPA ) EIAGE] - WAL SAP BIEFHIVEE (EFEE TP 6428 -
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2.1.2.

2.1.3.

2.2.

2.3.

2.3.1.

2.3.2.

3.1.

3.2.

3.2.1.

This DPA applies to Personal Data processed by SAP and its Subprocessors in connection with its provision
of the Cloud Service.

A DPA BT SAP Je 2y pa P e fE (Sl AR A s P B 18 ket =

This DPA does not apply to non-production environments of the Cloud Service if such environments are made
available by SAP. Customer shall not store Personal Data in such environments.
fis A FIEZUE MEERIR (A bl SAP $2HE(EAT - A DPA NERINRIFIERYT © & P A SAERIBHEREE T A E A

Structure

R

Schedules 1 and 2 are incorporated into and form part of this DPA. They set out the agreed subject-matter,
the nature and purpose of the processing, the type of Personal Data, categories of data subjects (Schedule
1) and the applicable Technical and Organizational Measures (Schedule 2).

Figx 1 71 2 249 A DPA ifERA DPA 2 —&ify « HhyItH EE NG EAERY - EEEMEERRE HAY - [
NERERL ~ ERlE S AR (8% 1) - DURGERIRRG AR S i (P 8% 2) -

Governance
T

SAP acts as a Processor and Customer and those entities that it permits to use the Cloud Service act as
Controllers under the DPA.

A% DPASLE, SAP 1R BB - [ HAFFE BRSNS I A e -

Customer acts as a single point of contact and shall obtain any relevant authorizations, consents and
permissions for the processing of Personal Data in accordance with this DPA, including, where applicable
approval by Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions
are provided by Customer these are provided not only on behalf of the Customer but also on behalf of any
other Controller using the Cloud Service. Where SAP informs or gives notice to Customer, such information
or notice is deemed received by those Controllers permitted by Customer to use the Cloud Service. Customer
shall forward such information and notices to the relevant Controllers.

FEEREEA - WEREA DPA HUSE N ERIZEFTER ZAHRHE - FEAER - Ho e fEnEE
SAP {E Ry EEMHR A - FER FIRHHRHE ~ AR - fEResfEfREs - MEARFFRM > BREEMER
ARSI HM B E R0 - 5 SAP HIgZ Faka Fatimal - B Ra PRIEER Emis EEE EE
AR ERNEGEA - 2 P IR R Rt EAH R B -

SECURITY OF PROCESSING
BREZ Z &t

Applicability of the Technical and Organizational Measures

FetfaROSE &kt 28 R

SAP has implemented and will apply the Technical and Organizational Measures. Customer has reviewed
such measures and agrees that as to the Cloud Service selected by Customer in the Order Form the measures
are appropriate taking into account the state of the art, the costs of implementation, nature, scope, context
and purposes of the processing of Personal Data.

SAP CEERTFIAHB S REM 2 - &P CFEEEER - W EE R P S T B i B B s
FREF R N SRR R - BEERA ~ HE - #E - ASMBERY - SR E IS -

Changes
g

SAP applies the Technical and Organizational Measures to SAP’s entire customer base hosted out of the
same data center or receiving the same Cloud Service. SAP may change the Technical and Organizational
Measures at any time without notice so long as it maintains a comparable or better level of security. Individual
measures may be replaced by new measures that serve the same purpose without diminishing the security
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3.2.2.

4.1.

4.2.

4.3.

4.4.

44.1.

4.4.2.

level protecting Personal Data.

SAP A SR R A HE (A PR - AIbAE PRMATEEE AR —BR L - SR EImREsE -
SAP (S ERT R F e E R KAEZ Fide T - WEHF 8 R AH S i - 1S/ T - {5 A i 8
Fri & i LUERAHE B Y > BA Gl EE N SR ragry e 58] - RUERIEHE AT A PR AT -

SAP will publish updated versions of the Technical and Organizational Measures on My Trust Center and
where available Customer may subscribe to receive e-mail notification of such updated versions.

SAP it T FEMSET L ) ERARATAARSE R ETRARA - HAATT > P Sa TR RRIRT T A
BT EEA -

SAP OBLIGATIONS
SAP &%

Instructions from Customer

FREER

SAP will process Personal Data only in accordance with documented instructions from Customer. The
Agreement (including this DPA) constitutes such documented initial instructions and each use of the Cloud
Service then constitutes further instructions. SAP will use reasonable efforts to follow any other Customer
instructions, as long as they are required by Data Protection Law, technically feasible and do not require
changes to the Cloud Service. If any of the before-mentioned exceptions apply, or SAP otherwise cannot
comply with an instruction or is of the opinion that an instruction infringes Data Protection Law, SAP will
immediately notify Customer (email permitted).

SAP RHEMRIRCBECIRATE PR A E R - %Y (B154 DPA) R IEERC sk bR - W HE
R B AR S R — P f57R - SAP ERIVG B LUE T HAL & PR - IR e ErREA
ZEDR -~ Ffr BT - HAEEE EmIRT o SRR BIIMEN - B SAP SABSTER o Bl RiddE R E
Ef RS - Al SAP I RIEEAIE F (AIEEE T E# ) -

Processing on Legal Requirement

BERZORZ i

SAP may also process Personal Data where required to do so by applicable law. In such a case, SAP shall
inform Customer of that legal requirement before processing unless that law prohibits such information on
important grounds of public interest.

SAP JRA]RERRIEE AT AR 2 BUE AR ER A&} - FEREPEIT - SAP B REL 2 Bt R Pz AR EK - Bk
FERZ AR Y A S G B T AR R R TR AR,

Personnel

NS

To process Personal Data, SAP and its Subprocessors shall only grant access to authorized personnel who
have committed themselves to confidentiality. SAP and its Subprocessors will regularly train personnel having
access to Personal Data in applicable data security and data privacy measures.

SAP K By R PP (R 15 R ARG IR E R4 5 BRI B N B TP BUREIR - DR TR N &R} - SAP R Hppa
PSS I AUE N E R AR EHE TR 2 Bl e B E B AL S s

Cooperation

afE

At Customer’s request, SAP will reasonably cooperate with Customer and Controllers in dealing with requests
from Data Subjects or regulatory authorities regarding SAP’s processing of Personal Data or any Personal
Data Breach.

JEZF 25K NEREEASEERIR SAP BRI (E N BRI BUEAIE N &R EEHRHEOK - SAP #EH
foaz PHiE SR -

If SAP receives a request from a Data Subject in relation to the Personal Data processing hereunder, SAP
will promptly notify Customer (where the Data Subject has provided information to identify the Customer) via
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4.4.3.

4.4.4.

4.5.

4.6.

5.1.

e-mail and shall not respond to such request itself but instead ask the Data Subject to redirect its request to
Customer.

fit SAP W EERVE B NMRIEAGERHZ SRR EAREE K - SAP #rA@E TE#(F I AlEkEF ((EE
BHEE DRI ERREZE PI) - HATERIERIFF K > MIEHKREREEASAFFREFK

In the event of a dispute with a Data Subject as it relates to SAP’s processing of Personal Data under this
DPA, the Parties shall keep each other informed and, where appropriate, reasonably co-operate with the aim
of resolving the dispute amicably with the Data Subject.

i AEER ET AN SAP (A DPA FREE N &4 PR B0 EENERGRL - HAEE - EER
BUERIE S PRI AR By BT EEREE &1 -

SAP shall provide functionality for production systems that supports Customer's ability to correct, delete or
anonymize Personal Data from a Cloud Service, or restrict its processing in line with Data Protection Law.
Where such functionality is not provided, SAP will correct, delete or anonymize any Personal Data, or restrict
its processing, in accordance with the Customer's instruction and Data Protection Law.

SAP JEHEIE-E 4% P EIRITS AL - RSB A LA R oV SRR » SRS ZERH R AR
BB A O PR« RGO « SAP HHRISE FHERRIZRHRISE « TIE - HIRSE 4118 A 206
SRR ZH -

Personal Data Breach Notification
B AERHZ Z @A

SAP will notify Customer without undue delay after becoming aware of any Personal Data Breach and provide
reasonable information in its possession to assist Customer to meet Customer’s obligations to report a
Personal Data Breach as required under Data Protection Law. SAP may provide such information in phases
as it becomes available. Such natification shall not be interpreted or construed as an admission of fault or
liability by SAP.

SAP RHERE(E NERMEE B A SEIERBRE - WA S EER - D& PR
ERHREE Z BORBIERE N ERHE E 2 55 - SAP 1S il S ERHVIF R D PR LR (L2 o ERSTUMAIA FERE AR
BUERE fy SAP ARGRIBKBUERET -

Data Protection Impact Assessment
PR

If, pursuant to Data Protection Law, Customer (or its Controllers) are required to perform a data protection
impact assessment or prior consultation with a regulator, at Customer’s request, SAP will provide such
documents as are generally available for the Cloud Service (for example, this DPA, the Agreement, Audit
Reports and Certifications). Any additional assistance shall be mutually agreed between the Parties.

EMEERIREENE - FF (BHIEER) QAR TERIRE BB iR EE - SAP iR
TR o fRH AT N BRI S (B4 > A DPA ~ 547 ~ e BERa) - (EEES M7 B IE S T

a2
ok ©

DATA EXPORT AND DELETION

Export and Retrieval by Customer

& R HRITEHY

During the Subscription Term and subject to the Agreement, Customer can access its Personal Data at any
time. Customer may export and retrieve its Personal Data in a standard format. Export and retrieval may be
subject to technical limitations, in which case SAP and Customer will find a reasonable method to allow
Customer access to Personal Data.

FESTRIHARIAN » &5 ] DUARIE S4UPERHFHUEE AR © B P15 DR P LA E &k - PRI
HUATREZPRRMG - AEREIE T - SAP M g & FraUE N &k &3 55 -
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5.2.

6.1.

6.2.

Deletion

53

Before the Subscription Term expires, Customer may use SAP’s self-service export tools (as available) to
perform a final export of Personal Data from the Cloud Service (which shall constitute a "return" of Personal
Data). At the end of the Subscription Term, Customer hereby instructs SAP to delete the Personal Data
remaining on servers hosting the Cloud Service within a reasonable time period in line with Data Protection
Law (not to exceed 6 months) unless applicable law requires retention.

FEE TR AT > % PSR SAP BN TH (W) » B Bl TE N Ekhad M EE Bk
FERE BRI TRE ) - STRIBIRENR - F iR SAP [EMIBEERIREEZHUE - EEEHRIN
(e 6 i A) MbratE Zimik s E e ERRIERE AN SR - FEEAERERFE » AEHR -

CERTIFICATIONS AND AUDITS
ahae G

Customer Audit
EH e

Customer or its independent third party auditor reasonably acceptable to SAP (which shall not include any
third party auditors who are either a competitor of SAP or not suitably qualified or independent) may audit
SAP’s control environment and security practices relevant to Personal Data processed by SAP only if:
FFEIEIL B =55 (SAP AR, FEfE SAP (EMEFE T > Bof Bl E S sUBI TR =
Jitet% 8) » 15TER%HL SAP {8 N &t HARBRRYZERIBRR AL e RS E - MEZRIT & TRIIR(T: -

a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational
Measures that protect the production systems of the Cloud Service through providing either: (i) a
certification as to compliance with ISO 27001 or other standards (scope as defined in the certificate); or
(i) a valid ISAE3402 or ISAE3000 or other SOC1-3 attestation report. Upon Customer’s request audit
reports or 1SO certifications are available through the third party auditor or SAP;
SAP ARAZHI NHITE o561 - 58 I EERTT Ol Eim o IEFUHE 1 28 2 Koo R A @i © (i) 75 & 1SO
27001 SH AR~ 5256 (FRREHENUEREATER) ¢ B (i) A% ISAE3402 5 ISAE3000 = At SOC1-
3 EEH S o NP EORES - AIEMEE =T7HE R 5 SAP SRk 1SO 5855

b) a Personal Data Breach has occurred;
BAENERHEE

c) an audit is formally requested by Customer’s data protection authority; or
& P &R R L E R I NEDR 28 54

d) provided under mandatory Data Protection Law conferring Customer a direct audit right and provided that
Customer shall only audit once in any 12 month period unless mandatory Data Protection Law requires
more frequent audits.

AR ERGRE R T P ERIER N BRAES 12 (M NEREER—X > BRERIREERHIR
TEFRFARERITE L RBIL -

Other Controller Audit
H B ETEZ

Any other Controller may assume Customer's rights under Section 6.1 only if it applies directly to the Controller
and such audit is permitted and coordinated by Customer. Customer shall use all reasonable means to
combine audits of multiple other Controllers to avoid multiple audits.unless the audit must be undertaken by
the other Controller itself under Data Protection Law. If several Controllers whose Personal Data is processed
by SAP on the basis of the Agreement require an audit, Customer shall use all reasonable means to combine
the audits and to avoid multiple audits.

EATEMPZEE ERKIES 6.1 RUEE 2 Z PN MRS A CE BRI ES - B P ndrilii
HLEREY - FRIEER VIS HS U HMEEBIER » DI R EETEY - IRIEERIREERE
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6.3.

6.4.

7.1.

FEZB I B EE T - AFEIZZORZEH SAP R S4B L E R S (EfEE ST - Al PR
H—UIEHE A GO RS > DUt BRI -

Scope of Audit

Tt #HiE]

Customer shall provide at least 60 days advance notice of any audit unless mandatory Data Protection Law
or a competent data protection authority requires shorter notice. The frequency and scope of any audits shall
be mutually agreed between the parties acting reasonably and in good faith. Customer audits shall be limited
in time to a maximum of 3 business days. Beyond such restrictions, the parties will use current certifications

or other audit reports to avoid or minimize repetitive audits. Customer shall provide the results of any audit to
SAP.

FFRERTEZATE ) 60 REHUEM, FRAFERMRE LRI E SUBISATE R ORE £ TR SR G A A
PR - BTEEANEUSE HENT0 > ERRIESHRNEE - PSR EIR 2 0L 3 (8 TIFH AR -
PR LA PRAE 25 - & 05BN R A e e A e iy - DU S e R Ik EHAEAE I - B P IEH
SAP fE{t—TIFEIZAER -

Cost of Audits
i3 das|

Customer shall bear the costs of any audit unless such audit reveals a material breach by SAP of this DPA,
then SAP shall bear its own expenses of an audit. If an audit determines that SAP has breached its obligations
under the DPA, SAP will promptly remedy the breach at its own cost.

TREAIERTATERZE M - FRIBILSIEZ 852 SAP B DPA FERENIFSE - [l SAP JEETTRIEFSIZE ]
o EIERZHIE SAP A DPA FiiE 2 5515 - SAP ETLRIE & IFHIE

SUBPROCESSORS
Pays AT

Permitted Use

AT

SAP is granted a general authorization to subcontract the processing of Personal Data to Subprocessors,
provided that:
SAP EARHE NERRHE ) 612 7 pR iR« — et - WA a TliER

a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in electronic form)
contract consistent with the terms of this DPA in relation to the Subprocessor’s processing of Personal
Data. SAP shall be liable for any breaches by the Subprocessor in accordance with the terms of this
Agreement;

SAP ¢ SAP SE - JEDIHC 4%  MUEER (B THR) BRG] 4  SLIEFEE
DPA T B R a8\ Bk Z (FRK » SAP FEMRIZ S 4IRS Y Ia N 2T R &
b) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior to selection

to establish that it is capable of providing the level of protection of Personal Data required by this DPA;
and

SAP R ARG RTE G B2 2 ~ RRRAMEAIRE S B - DIRECR EL AT &4 DPA FRZREVE A&
BHRESFR - DU

c) SAP's list of Subprocessors in place on the effective date of the Agreement is published by SAP on My
Trust Center or SAP will make it available to Customer upon request, including the name, address and
role of each Subprocessor SAP uses to provide the Cloud Service.
SAP 1£ T WMEET L, EBRMAENAMHEFHZZ RS E - SUMEE PR 5 E
HrpEE SAP AR LB Imik By 25 B P 447 ~ sk A o
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7.2.

7.3.

7.3.1.

7.3.2.

7.3.3.

7.4.

New Subprocessors

Cilpay 2]

SAP’s use of Subprocessors is at its discretion, provided that:

SAP 1FEITHES /T EEEE R AR - MEZARF & TYIRUE -

a) SAP will inform Customer in advance (by email or by posting on the My Trust Center) of any intended
additions or replacements to the list of Subprocessors including name, address and role of the new
Subprocessor; and
TR RS R A A A BT SR BT - SAP ESEBAIE E (MLEFEMETIEAE TR EET
Ly b)) BNEEEH R 2 48 - ik AE e DUk

b) Customer may object to such changes as set out in Section 7.3.

KA 7.3 PTA, 2 P AT RORE S -

Objections to New Subprocessors

B R R R

If Customer has a legitimate reason under Data Protection Law to object to the new Subprocessors’
processing of Personal Data, Customer may terminate the Agreement (limited to the Cloud Service for which
the new Subprocessor is intended to be used) on written notice to SAP. Such termination shall take effect at
the time determined by the Customer which shall be no later than 30 days from the date of SAP’s notice to
Customer informing Customer of the new Subprocessor. If Customer does not terminate within this 30 day
period, Customer is deemed to have accepted the new Subprocessor.

P AR R A T HY ARt S o o re P P R B B} - AT DL A SAP 4% EAEE (1£FR
JRBE(E T R BE P Y R Ui Fs) © RUBRAX ILFEMNE P ZIFfEIAERY - BN SIR P UE] SAP i iat
A HEE=+HA - HEPARN=THARHEEER > AR A& P2 SR -

Within the 30 day period from the date of SAP’s notice to Customer informing Customer of the new
Subprocessor, Customer may request that the parties discuss in good faith a resolution to the objection. Such
discussions shall not extend the period for termination and do not affect SAP’s right to use the new
Subprocessor(s) after the 30 day period.

£ SAP [ FERIH R 2 HHE 30 HN > BEFEREVES AR HREES L RR L BEATTE - 7l
PR M E R IR - HA G248 SAP 1Y 30 RIGHSHIHT I iRl g Z HEF

Any termination under this Section 7.3 shall be deemed to be without fault by either party and shall be subject
to the terms of the Agreement.

FRIEA 7.3 A E S £ 2 KIS ERR IR — T EEA > WEREF ARSI Z R -

Emergency Replacement

REHE R

SAP may replace a Subprocessor without advance notice where the reason for the change is outside of SAP’s
reasonable control and prompt replacement is required for security or other urgent reasons. In this case, SAP
will inform Customer of the replacement Subprocessor as soon as possible following its appointment. Section
7.2 applies accordingly.

A SAP SHEEREENRER - HAENZ M EAM TR RA R iR m R 2 % > Al SAP 15
NEETA S RIEHA T B RS - TERLIE T - SAP JERTRIE R Z i Blipg % - SRRz & B e - 5§ 7.2
R
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8.1.

8.2.

8.2.1.

8.2.2.

8.2.3.

8.3.

8.3.1.

8.3.1.1.

INTERNATIONAL PROCESSING
BEEpEE
Conditions for International Processing

SRR R

SAP shall be entitled to process Personal Data, including by using Subprocessors, in accordance with this
DPA outside the country in which the Customer is located as permitted under Data Protection Law.

TERRHRE AT THIEN - SAP AN P FHERR SMIEKIEA DPA BRI {E A ER - GG e

o

Applicability of the Standard Contractual Clauses (2010)
TR R T

Where, for the period up to and including 26 September 2021, Personal Data of a Controller that is subject to
GDPR is processed in a Third Country, or where Personal Data of a Swiss or United Kingdom based Controller
or another Controller is processed in a Third Country and such international processing requires an adequacy
means under the laws of the country of the Controller and the required adequacy means can be met by
entering into Standard Contractual Clauses (2010), then:

HZE 2021 £ 9 A 26 H (BEZ H) Kb o %% GDPR i &% (AN ERHES = BUET TR » SiMiE
=R ER A EG LB I B 2 ENE R - AR B B A BREUE R T E B AR E 2 %
TR HaZn B Ul B w5 TR S (5K (2010) & 1T » Al -

a) SAP and Customer enter into the Standard Contractual Clauses (2010);
SAP 8% SR TIEAESILfRX (2010)

b) Customer joins the Standard Contractual Clauses (2010) entered into by SAP or SAP SE and the
Subprocessor as an independent owner of rights and obligations; or
2 F LAME 1 BRI 2 MBI NIA SAP B¢ SAP SE B 43RBT gs T 2 AEERILI6K (2010)

c) other Controllers whose use of the Cloud Services has been authorized by Customer under the
Agreement may also enter into Standard Contractual Clauses (2010) with SAP or the relevant
Subprocessors in the same manner as Customer in accordance with Section 8.2.1 a) and b) above. In

such case, Customer will enter into the Standard Contractual Clauses (2010) on behalf of the other
Controllers.

B 5 ok S BRI 2 SRS % + IR S 8.2.1 f% &) KA1 b) A AHE i3t - #1
SAP USSR R A TREESICIIEAK (2010) « FEBLSENEN T » B PR R 4 e TR
664K (2010) -

The Standard Contractual Clauses (2010) shall be governed by the law of the country in which the relevant
Controller is established.

FRESLLIIEK (2010) FEZARRRIZE & RO FTERI S AR S -

Where applicable Data Protection Law adopts the New Standard Contractual Clauses as meeting any required
adequacy means as an alternative or update to the Standard Contractual Clauses (2010) then the New
Standard Contractual Clauses shall apply in accordance with Section 8.3.

11 8 F AT RO RHORE 5 PR T TS24 B R T 2 A 2405k (2010) B (BT HB A e AT AR 72 53 6 it - 1)
HERELLRAERIRS 8.3 (RMEEA -

Applicability of New Standard Contractual Clauses
HT AL RN I

The following shall apply with effect from 27 September 2021 and shall solely apply in respect of New SCC
Relevant Transfers:

THIFEE 2021 4 9 H 27 BB > HIEEE RO eSO R (g

Where SAP is not located in a Third Country and acts as a data exporter, SAP (or SAP SE on its behalf) has
entered in to the New Standard Contractual Clauses with each Subprocessor as the data importer. Module 3
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8.3.1.2.

8.3.2.

8.3.3.

8.3.4.

8.4.

8.5.

8.5.1.

(Processor to Processor) of the New Standard Contractual Clauses shall apply to such New SCC Relevant
Transfers.

1£ SAP SIS = - ELEAEERIE B2 LT - SAP (si% SAP 2 SAP SE) CBUHILf A 2L
F 2y R e TR RRAT RN o SHRPTIR SR AR 3 (B BB ) - FERE N el
SRR AHRE (e -

Where SAP is located in a Third Country:

1£ SAP IR B =B BRI T :

SAP and Customer hereby enter into the New Standard Contractual Clauses with Customer as the data
exporter and SAP as the data importer which shall apply as follows:

SAP BIE Fri It FE TR ESRIMRR > FPIERERIEL - il SAP (ERERIEAR - HIEEM MIHE |

a) Module 2 (Controller to Processor) shall apply where Customer is a Controller; and
el 2 (EE R i) EEAN T MEEEZBY - DKk

b) Module 3 (Processor to Processor) shall apply where Customer is a Processor. Where Customer acts as
Processor under Module 3 (Processor to Processor) of the New Standard Contractual Clauses, SAP
acknowledges that Customer acts as Processor under the instructions of its Controller(s).
el 3 (RRBEE (Hi 2P ) EEANE P BRI E BT o WM& P RS IR 3 (R
BRI ) 2RI - SAP Bl P AREE » (B HE BN E B -

Other Controllers or Processors whose use of the Cloud Services has been authorized by Customer under
the Agreement may also enter into the New Standard Contractual Clauses with SAP in the same manner as
Customer in accordance with Section 8.3.1.2 above. In such case, Customer enters into the New Standard
Contractual Clauses on behalf of the other Controllers or Processors.

HA S E P AIBEARGEIFREE ] SAP SR sl in s~ B E BUR BE - HIMSDIEE PAEZ 7 (k8
[R5 8.3.1.2 ffRAIGE - B SAP ZEETHESLAYIRRN - FELLEN T E PR EMEE o B 25 TR

REBFLLIRK -

With respect to a New SCC Relevant Transfer, on request from a Data Subject to the Customer, Customer
may make a copy of Module 2 or 3 of the New Standard Contractual Clauses entered into between Customer
and SAP (including the relevant Schedules), available to Data Subjects.

HRA¥T SCC M - ANEREEANAEFEZFK  FPEREFE SAP H%sT 2 i Es24y Rt
M 2 20 3 (EFEAERA M%) RIATRL TP ERESA -

The governing law of the New Standard Contractual Clauses shall be the law of Germany.

SR I E R (B BE -

Relation of the Standard Contractual Clauses to the Agreement
TRAERLL RN B i Rl

Nothing in the Agreement shall be construed to prevail over any conflicting clause of the Standard Contractual
Clauses (2010) or the New Standard Contractual Clauses. For the avoidance of doubt, where this DPA further
specifies audit and Subprocessor rules, such specifications also apply in relation to the Standard Contractual
Clauses (2010) and the New Standard Contractual Clauses.

BRI E TR IE MR R B M FEES2EIRER (2010) BRTERAESZET R VAR B IR o Ryl s ek -
fi A DPA #E— U IATERZ B BB p A A - bS5 BLACAR AR F RS IFRRK (2010) BLETREAESLLYIRRTR

Third Party Beneficiary Right under the New Standard Contractual Clauses
TR R 2 55 =75 2 4 ARER]

Where Customer is located in a Third Country and acting as a data importer under Module 2 or Module 3 of
the New Standard Contractual Clauses and SAP is acting as Customer’s sub-processor under the applicable
Module, the respective data exporter shall have the following third party beneficiary right:

PO EE=E - LA R e B2 RRaIsia 2 sifbia] 3 Bl B HIE AT - 1T SAP Ryl FIfHAHFTAR E
ZEP IR o Al B BRI EERA TR =T72 2 AR -
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8.5.2.

9.1.

1.1.

1.1.1.

1.1.2.

In the event that Customer has factually disappeared, ceased to exist in law or has become insolvent (in all
cases without a successor entity that has assumed the legal obligations of the Customer by contract or by
operation of law), the respective data exporter shall have the right to terminate the affected Cloud Service
solely to the extent that the data exporter’'s Personal Data is processed. In such event, the respective data
exporter also instructs SAP to erase or return the Personal Data.

HERFHEE LK AR EAHEFE > RESBEREDZBP (EmfEEY - R g22e A B mE
RE AR ZERER)  SEEEN E AR SR R a T R E N > B IE
BB - FELFERY - S ERREHEINRHETR SAP BFREER S (8 A\ 5 -

DOCUMENTATION; RECORDS OF PROCESSING
X 5 BT

Each party is responsible for its compliance with its documentation requirements, in particular maintaining
records of processing where required under Data Protection Law. Each party shall reasonably assist the other
party in its documentation requirements, including providing the information the other party needs from it in a
manner reasonably requested by the other party (such as using an electronic system), in order to enable the
other party to comply with any obligations relating to maintaining records of processing.

BITEENIFEEETUER > FihlR RS BRI RE A2 ZoR AR s: - BT EFENESHGEI T
RrexXEEeK - BRSO FrERAy S B30 (I E 1440 et &R - DTS UE ST AR
W PR AU S

Schedule 1 Description of the Processing

Piss 1 g 5

This Schedule 1 applies to describe the Processing of Personal Data for the purposes of the Standard
Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection Law.

Bifosk 1 BRI ER BT SRR S4TRK (2010) ~ TS24 RN B Y R 2 H P B Z (8 N DR IREE -
A. LIST OF PARTIES
EENEE
Under the Standard Contractual Clauses (2010)
FRAESLLMERTK (2010) 24 5E

Data Exporter

BRI

The data exporter under the Standard Contractual Clauses (2010) is the Customer who subscribed to a Cloud
Service that allows Authorized Users to enter, amend, use, delete or otherwise process Personal Data. Where
the Customer allows other Controllers to also use the Cloud Service, these other Controllers are also data
exporters.

REAERLL K (2010) MiFy ERIPEHE - GisTRERRB &S - ZRBE e aEm A - B3] -
F ~ MBRECDAEA 5 R B E A E R « 5 P nsF e S I ENmiR S - M PEE E IR R &R R
Data Importer

BREAE

SAP and its Subprocessors that provide and support the Cloud Service are data importers under the Standard
Contractual Clauses (2010).

SRR SR ERS 2 SAP Je EIy R R o YR AR SLIRRN (2010) MG ERIEAE -
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1.2.

1.2.1.

1.2.2.

2.1.

2.2.

2.3.

2.3.1.

Under the New Standard Contractual Clauses

HEE SR IUE

Module 2: Transfer Controller to Processor

fE4H 2 © (i R

Where SAP is located in a Third Country, Customer is the Controller and SAP is the Processor, then Customer
is the data exporter and SAP is the data importer.
1£ SAP IINEE=E - B BIE# H SAP BEMEENT » AIE P BERIETE - SAP EERIE A

o

Module 3: Transfer Processor to Processor

R4l 3« S E

Where SAP is located in a Third Country, Customer is a Processor and SAP is a Processor, then Customer
is the data exporter and SAP is the data importer.

1£ SAP [INSE=FE » HF Fola & H SAP R E 25N T - RILIZ P RERIEL# - SAP 2ERIEAE

o

B. DESCRIPTION OF TRANSFER
R

Data Subjects
BREFEA
Unless provided otherwise by the data exporter, transferred Personal Data relates to the following categories

of Data Subjects: employees, contractors, business partners or other individuals having Personal Data stored
in the Cloud Service, transmitted to, made available to, accessed or otherwise processed by the data importer.

PREDRIBEH ST - CEm 2 (A ERE R THIEREE NS - 81 - RKER - B HE, S0 REA
PR EREH E R E RS T (4 - 520t - P CUHAM T AP B (8 A Bk HAE A -

Data Categories

BRI

The transferred Personal Data concerns the following categories of data:

{8 (A B K MBI 2 Bk

Customer determines the categories of data per Cloud Service subscribed. Customer can configure the data
fields during implementation of the Cloud Service or as otherwise provided by the Cloud Service. The
transferred Personal Data typically relates to the following categories of data: name, phone numbers, e-mail
address, address data, system access / usage / authorization data, company name, contract data, invoice
data, plus any application-specific data that Authorized Users enter into the Cloud Service and may include
bank account data, credit or debit card data.

B FIRIEATE TR 2 Elmf B A e B - ER RN EmkisE IR E &AL - BRI ERRBS ST
2 I75 o (il 2 (E NEREEE R K TR &k - 4 - SRR - T EMAL - HHEER - R AEFHT
HEFIZREE R ~ A EAHE - BLATER - IREER » DU I E T E B B E B ER > Hig
BFEGIIFITIRFER - (EH-REEERRER -

Special Data Categories (if agreed)

FIARBRIE R (545 0E)

The transferred Personal Data may comprise special categories of personal data set out in the Agreement
(“Sensitive Data"). SAP has taken Technical and Organizational Measures as set out in Schedule 2 to ensure
a level of security appropriate to protect also Sensitive Data.
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2.3.2.

2.3.3.

2.4.

2.4.1.

{8 2 N FRMS B A S EIAE 2 R E A R (T SRR} ) ) - SAP ELEREUM S 2 Fraleiiirfnanas
it TEOR OB 2 M KRR R IR R -

The transfer of Sensitive Data may trigger the application of the following additional restrictions or safeguards
if necessary to take into consideration the nature of the data and the risk of varying likelihood and severity for
the rights and freedoms of natural persons (if applicable):

St B ANEFRMEH - AOERERME - AR RN B EENERAAETE (EEH) - AlEREIE
HFATRE Gt 5 EA PR jE i 2 B

a) training of personnel;
Nt

b) encryption of data in transit and at rest;
ERBR I ERL 0%

c) system access logging and general data access logging.

M HGEC# A — R EEHFHECH: -

In addition, the Cloud Services provide measures for handling of Sensitive Data as described in the
Documentation.

BEAN > bR R SR R R B B -

Purposes of the data transfer and further processing; Nature of the processing

BRHEE H H R0 2 B e EEEE

The transferred Personal Data is subject to the following basic processing activities:

{8 2 (B A B2 IR A B E AT RIAD -

a) use of Personal Data to set up, operate, monitor and provide the Cloud Service (including operational
and technical support);
FIRREEE ~ T ~ B MR i B (B 2Ry = 1%) Z (8 NERHER]

b) continuous improvement of service features and functionalities provided as part of the Cloud Service
including automation, transaction processing and machine learning;

EhniR BN SR IIRE Z Figrvt - IWEIEEEIL - XA RE SRR |

c) provision of embedded Professional Services;
WA 2 fefit

d) communication to Authorized Users;
B R R T

e) storage of Personal Data in dedicated data centers (multi-tenant architecture);
EHEER .0 (P 4E) T REFEAER

f) release, development and upload of any fixes or upgrades to the Cloud Service;
BT~ S R LB 2 ER B HE R

g) back up and restoration of Personal Data stored in the Cloud Service;
BRI N Bk B P E R

h) computer processing of Personal Data, including data transmission, data retrieval, data access;
BRI (A NER - B SR - B - BRHEE

i) network access to allow Personal Data transfer;
FeaHE R E AN BRI AR U

j)  monitoring, troubleshooting and administering the underlying Cloud Service infrastructure and database;
BafZ ~ BERED R e T B TR U P EE DR R A Bl

k) security monitoring, network-based intrusion detection support, penetration testing; and

MR - WA AREISE - 21BN DU
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2.4.2.

2.5.

2.5.1.

25.2.

2.5.3.

254,

3.1.

3.1.1.

3.1.2.

3.2.

[) execution of instructions of Customer in accordance with the Agreement.
IBAGYBITERR -

The purpose of the transfer is to provide and support the Cloud Service. SAP and its Subprocessors may
support the Cloud Service data centers remotely. SAP and its Subprocessors provide support when a
Customer submits a support ticket as further set out in the Agreement.

{8l H BEFR (NG SR RS - SAP R H oy pr B R 15 DU 5 SR E IR E R 0 » BFFIRIEAS
LI Y EEIARE PRSI R K B SAP RSy PR R HLER S 8% -

Additional description in respect of the New Standard Contractual Clauses:

HERE SRR <~ HoAtER B

Applicable Modules of the New Standard Contractual Clauses
HT AL RN 2 i IR

a) Module 2: Transfer Controller to Processor
fH4H 2 © (iR e R

b) Module 3: Transfer Processor to Processor

R4l 3« S 2

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing

ST (97) PRERRHET 2 (48 > JNERE IR ~ MEE IR -

In respect of the New Standard Contractual Clauses, transfers to Subprocessors shall be on the same basis
as set out in the DPA.

ARFPIEEESLIRK - R T 2 [ - A DPA PRTEAHEIARE 5 -

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).

EHESEER (PIHAIERNE & Fo— M R ) -

Transfers shall be made on a continuous basis.

HEELIE M A -

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period.
BB AR - SufsfeATETARAM - A e BAE 2 226 -

Personal Data shall be retained for the duration of the Agreement and subject to Section 5.2 of the DPA.
E NEHIEAAGLTHARIN AT - FIEETA DPA S 5.2 fRZHE °

C. COMPETENT SUPERVISORY AUTHORITY
AR E

In respect of the New Standard Contractual Clauses:

ARSI -

Module 2: Transfer Controller to Processor

fE4H 2 © (i R B

Module 3: Transfer Processor to Processor

R4l 3« S Em

Where Customer is the data exporter, the supervisory authority shall be the competent supervisory authority
that has supervision over the Customer in accordance with Clause 13 of the New Standard Contractual
Clauses.
HEEFRHEEDEZELT - BRERERARE I EEROMREE 13 (T - BAREE PR ZESE
BT -
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Schedule 2 Technical and Organizational Measures

Fiy 8% 2 it B BRI

This Schedule 2 applies to describe the applicable technical and organizational measures for the purposes of
the Standard Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection

Law.
AME% 2 AR GREEESLLIERK (2010) ~ FriF L4 kR R R A B Y 2 AR RL flr FIAH SRS
i e

SAP will apply and maintain the Technical and Organizational Measures.
SAP {5 FHIl SEE Rt AIaH Bk It -

To the extent that the provisioning of the Cloud Service comprises New SCC Relevant Transfers, the Technical
and Organizational Measures set out in Schedule 2 describe the measures and safeguards which have been
taken to fully take into consideration the nature of the personal data and the risks involved. If local laws may
affect the compliance with the clauses, this may trigger the application of additional safeguards applied during
transmission and to the processing of the personal data in the country of destination (if applicable: encryption
of data in transit, encryption of data at rest, anonymization, pseudonymization).

TEERBE N2 SCC AHRA (FH ~ SimfpsauEr - ek 2 FRUE 2 B4R - HATRRBATER T 2 FE A
Ui > DISEREE S8 A ERHEE R PmB R « 8 & AR TRE BAMG Z EST - AV ATRE T EimE e R AE H
HIERR ER(E NS - SRS MR i ] CEEH - EERNE - RERERINE « B - fERER)
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