PERSONAL DATA PROCESSING AGREEMENT FOR SAP CLOUD SERVICES

SAP =R I ASE LB BN
1. BACKGROUND
BERER
1.1 Purpose.
H¥.

This document is a data processing agreement ("DPA”) between SAP and Customer and applies to
Personal Data provided by Customer and each Data Controller in connection with their use of the
Cloud Service. It states the technical and organizational measures SAP uses to protect Personal Data
that is stored in the production system of the Cloud Service.
ARICAY A SAP 5& P 2 (80T FIEAR AR E MY (LU FFEFRCDPA™ |, 3E T2 7 RIS A S 3% ) 07 k2 AR 55 A 3R it
A NEHE . ASCHE T SAP T IR AFETE = RSS2 7 R G A N BB AR it AN 4 2348 it
1.2 Application of the Standard Contractual Clauses Document.

& RS R KO .
If processing of Personal Data involves an International Transfer, the Standard Contractual Clauses
apply as stated in Section 5 and are incorporated by reference.
AN NBEE AL R B BRAL 4, #2HREE 5 TN & AR AE & /) 5%k, BARiE S R 5k AT FTE A A L.
1.3 Governance.

k.
Except as provided in Section 5.2, Customer is solely responsible for administration of all requests
from other Data Controllers. Customer will bind any other Data Controller it permits to use the Cloud
Service to the terms of this DPA.
BRAEZE 5.2 W AT, BNE R T8 Bk A HASIR T A IE K. &7 SR AR A DPA %
A 2= R 5% A Aoy He A e s 1) 07

2. APPENDICES

i
Customer and its Data Controllers determine the purposes of collecting and processing Personal Data
in the Cloud Service. Appendix 1 states the details of the processing SAP will provide via the Cloud
Service. Appendix 2 states the technical and organizational measures SAP applies to the Cloud
Service, unless the Agreement states otherwise.
% 7 B FA AR ) 5 i e R AR B 25 R 45 A I N BRI E . IS 1 B SAP il 2 IR 45347 (1 A A b 3
Bk Bt 2 ML SAP Xz 5 R AR I A SR Tt P B RUE BR Ak

3. SAP OBLIGATIONS
SAP [ %

3.1 Instructions from Customer.

EPHES.
SAP will follow instructions received from Customer (on its own behalf or on behalf of its Data
Controllers) with respect to Personal Data, unless they are (i) legally prohibited or (ii) require
material changes to the Cloud Service. SAP may correct or remove any Personal Data in accordance
with the Customer’s instruction. If SAP cannot comply with an instruction, it will promptly notify
Customer (email permitted).
SAP FLBfER T (R A GBI BT A ABURFT R M4, HEiELSE T U TERWERSN: (1) i
FrEEIRER (i) BEoRX RS HEATSE AR . SAP AR 7 (45 2 B AR SUMBRAT AN N BE . 5 SAP Joikid ML TiHE
L, NALRUEEIE S (R BRI
3.2 Data Secrecy.

BIRE
To process Personal Data, SAP and its Subprocessors will only use personnel who are bound to
observe data and telecommunications secrecy under the Data Protection Law. SAP and its
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Subprocessors will regularly train individuals having access to Personal Data in data security and data
privacy measures.
AEBEAS NEARIT, SAP R 43 KB J5 RIAN K F A 25 AR 3 Bt OR A VA 18 < Bl IR FIB B IR I AN . SAP K43 4k
B 5 RLTE BT IRAF A NBHE U 10 PR 1) 53 Tk AT H50a 22 A A0 B BeoRA 1 it 7 T ) 51l
3.3 Technical and Organizational Measures.
AR R AL
(a) SAP will use the appropriate technical and organizational measures stated in Appendix 2.
SAP 7R H Pt s 2 A s (0 AH B F AR i A4 2 e
(b) Appendix 2 applies to the production system of the Cloud Service. Customer should not
store any Personal Data in non-production environments.
My 2 EH T ZWRSET RS B AHEIEE IS P& AT N
(c) SAP provides the Cloud Service to SAP’s entire customer base hosted out of the same data
center and receiving the same Cloud Service. Customer agrees SAP may improve the
measures taken in Appendix 2 in protecting Personal Data so long as it does not diminish
the level of data protection.
SAP JFEE T A RIEHE O O R = RS AN SAP B P RHRE A RS, B FE, SAP AT RAgkik
P 2 B A N B DRI HE T, H AT SR A e PR AR (R 5 41
3.4 Security Breach Notification.
BB
SAP will promptly inform Customer if it becomes aware of any Security Breach.
1 SAP KIUEA 2 4B MAT A, #RIEE R P
3.5 Cooperation.
a1k
At Customer’s request, SAP will reasonably support Customer or any Data Controller in dealing with
requests from Data Subjects or regulatory authorities regarding SAP’s processing of Personal Data.
WME R, SAP R4y T % BT BRI S AR, B A SR 2 BT T SAP XA N
AbERHE IR

4. SUBPROCESSORS
7 Wb E 5
4.1 Permitted Use.
HAfEH .
(a) Customer and Data Controllers authorize SAP to subcontract the processing of Personal
Data to Subprocessors. SAP is responsible for any breaches of the Agreement caused by its

Subprocessors.
PRI S T AL SAP BN NBRE AL FE 25 0 A FE T o SAP R 3L 43 kb 3 5 i3 s b FRIAT AT
17 AR T

(b) Subprocessors will have the same obligations as SAP does as a Data Processor (or
Subprocessor) with regard to their processing of Personal Data.

E MBI T (B Ab B T5) 7 AR TTEA N B b3 7T 5 SAP A AH IR XL 55 .
(c) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor
prior to selection. Subprocessors may have security certifications that evidence their use of
appropriate security measures. If not, SAP will regularly evaluate each Subprocessor’s security
practices as they relate to data handling.

TR A FETT 2 1, SAP NVPHh /- AbFE A 2 4. B RER 3 Sk . 4 b3 7 AT DAFR (it 22 20T,
WER SR T AN ) 2. 5 RIEHE, SAP RLE HAVHAl A 7 Ab 31 75 70 2 Ab 2175 THI 1Y) 22 4 SE Bk o
(d) If Customer requests, SAP will inform Customer of the name, address and role of each
Subprocessor it uses to provide the Cloud Service.

s VER, SAP R AR HH TR S RS MR - ab BT A FR . HBERA
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4.2 New Subprocessors.
B AT o
SAP’s use of Subprocessors is at its discretion, provided that:
SAP EATHE BT HIER, HAETIEZ:
(a) SAP will notify Customer in advance (by email or by posting on the Support Portal) of
any changes to the list of Subprocessors in place on the Effective Date (except for Emergency
Replacements or deletions of Subprocessors without replacement).
SAP R DAL T BB BCFE SCREC T b A 1 U7 AR ATIE AN & 6 AR e B A 1 4 A BE U7 B AT A AR
BB SR B A T R AR BT B LR AR
(b) If Customer has a legitimate reason that relates to the Subprocessors’ processing of
Personal Data, Customer may object to SAP’s use of a Subprocessor, by notifying SAP in
writing within thirty days after receipt of SAP’s notice. If Customer objects to the use of the
Subprocessor, the parties will come together in good faith to discuss a resolution. SAP may
choose to: (i) not use the Subprocessor or (ii) take the corrective steps requested by Customer
in its objection and use the Subprocessor. If none of these options are reasonably possible
and Customer continues to object for a legitimate reason, either party may terminate the
Agreement on thirty days’ written notice. If Customer does not object within thirty days of
receipt of the notice, Customer is deemed to have accepted the new Subprocessor.
W A A ER B R BTRE A AR B T A N AR B, % R AR R SAP EAIERI = (300 HIA
] SAP & HHE@E A, KXF SAP M HEAN AT . W0 P RSHE R EAN a5, X5 R Rl R
W%, SAP TLLESE: (1) AMEAIEA I T7, B (i) REUE P EH OO B R BRI B, A5
fEHZ AL Ty . I BRI ek I, B U A TR R RO R, AT — T B e R A
@ =1 (30) HAZL L. R RAEREIEIF =+ (300 HARERNEL, AR CH#
XA TT .
(c) If Customer’s objection remains unresolved sixty days after it was raised, and SAP has
not received any notice of termination, Customer is deemed to accept the Subprocessor.
W R FE TR R ST (60) HWARBRIENR, H SAP RILEMEMZatidmm, B NE
JIEAEZ BT
4.3 Emergency Replacement.
SAP may change a Subprocessor where the reason for the change is outside of SAP’s reasonable
control. In this case, SAP will inform Customer of the replacement Subprocessor as soon as possible.
Customer retains its right to object to a replacement Subprocessor under Section 4.2(b).
FEAR B JEU K ) SAP & BRI VS A5 00 R, SAP R BRI AL IR TS . XML, SAP RS HRIE A% 14 Ab 3T B
oo 2RI 4.2(b) A5 St 5 4 4 A R 5 AL o

5. INTERNATIONAL TRANSFERS
b f& 4
5.1 Limitations on International Transfer.
B B SR FR ] o
Personal Data from an EEA or Swiss Data Controller(s) may only be exported or accessed by SAP or
its Subprocessors outside the EEA or Switzerland (“International Transfer”):
TELL PRI %M, KA EEA BUG-LHEEEH 7 A AR A feth SAP B 73 4b 3 77 5 1 3] EEA BUm 54 7
EEA B L35 4MEAT Vi ) (BUT iR B frtefa’ -
(a) If the recipient, or the country or territory in which it processes or accesses Personal
Data, ensures an adequate level of protection for the rights and freedoms of Data Subjects in
relation to the processing of Personal Data as determined by the European Commission; or
FWTT BB B T A BB 1) AN N KR B 78 1 I SR B 3 T A R0 38 BR R 2% R 2 1 78 A3 R AR B )
S, RESETEAS N B ) Ab B2 3k R Hh i AR B S N BCRIR s 5K
(b) in accordance with Section 5.2.
A5 5.2 TTHIHLE .
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5.2

6.

Standard Contractual Clauses and Multi-tier Framework.
PER R SRR 2 EAESE.
(a) The Standard Contractual Clauses apply where there is an International Transfer to a
country that does not ensure an adequate level of protection for the rights and freedoms of
Data Subjects in relation to the processing of Personal Data as determined by the European
Commission.

A 5K/ Hh DX 1) [ A i A RE A s 2K B 2% R 2 1 8 I 7S 20 AR ), TRV re A NS0 1 b
P FE PR EE DN RIBCRIFN B B, S AR v R 453K
(b) For Third Country Subprocessors, SAP has entered into the unchanged version of the
Standard Contractual Clauses prior to the Subprocessor’s processing of Personal Data.
Customer hereby (itself as well as on behalf of each Data Controller) accedes to the Standard
Contractual Clauses between SAP and the Third Country Subprocessor. SAP will enforce the
Standard Contractual Clauses against the Subprocessor on behalf of the Data Controller if a
direct enforcement right is not available under Data Protection Law.

WTHEZHER/ X B, SAP CATES A BT I ANBHE 2 pT2 8 T R E AR MR A
[k 25 (SRS EIEERTT) Frib RS SAP 55 =77 [ 5 /3 X /) 4b 38 J7 % 28 A & A 2%
o WA ERIZ AL EHBPATER], SAP R EHE 5 1) 77 B3R 53 4b B2 757 BUAT I B AR A [7) 3o
(c) Nothing in this DPA will be construed to prevail over any conflicting clause of the
Standard Contractual Clauses.

FEAEIPIESEKIT, A DPA HE A 55k 31 AR g v T it & [F) 2% Ko

CERTIFICATIONS AND AUDITS

NI

6.1

Where

Customer Audits.
BPHE.
Customer or its independent third party auditor may audit SAP’s control environment and
security practices relevant to Personal Data processed by SAP only if:
ELLTEN T, &P HmA 58 = J5 s AU Tt SAP AR B NBFE AT SAP $5HIPA 53l 22 4 s gk gk 47 o it
(a) SAP has not provided sufficient evidence of its compliance with the technical and
organizational measures that protect the production systems of the Cloud Service through
providing either: (i) a certification as to compliance with ISO 27001 or other standards (scope
as defined in the certificate); or (ii) a valid ISAE3402 and/or ISAE3000 attestation report.
Upon Customer’s request -SOC Audit reports or ISO certifications are available through the
third party auditor or SAP;

SAP REEFRUELLFAE—IUEH, BUORYT = R 7= R HEOR R A RS i A A & FEdE: (i)
fr& 1SO 27001 AruEsf HAtARHE CRARTEHE RAEF g SO IES; 80 (i) A2 ISAE3402 /5
ISAE3000 hiFfh & . —HZ AR, SOC 8 tHR & 81 ISO UF 5 Rfid 55 = J7 8 1HHLAE 3 SAP $24t;
(b) A Security Breach has occurred;

Sl e m M,
(c) Customer or another Data Controller has reasonable grounds to suspect that SAP is not
in compliance with its obligations under this DPA;

& AR ARSI A A B HREE SAP RIEAT A DPA HRUE 1 3L 5%
(d) An audit is formally requested by Customer’s or another Data Controller's data
protection authority; or

% B AR 4 ] 5 R B R UM I E SR SE I e o B
(e) Mandatory Data Protection Law provides Customer with a direct audit right.

SR 11 A DR AP D 2 P SR A B A AR
Customer audits SAP’s environment, SAP will reasonably support Customer in its audit
processes.

A% E T SAP M, SAP MRS TR AR A% 1 RS B SR
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6.2 Audit Restrictions.

BT PR .
The Customer audit will be limited to once in any twelve month period, and limited in time to a
maximum of 3 business days and scope as reasonably agreed in advance between the parties.
Reasonable advance notice of at least sixty days is required, unless Data Protection Law requires
earlier audit. SAP and Customer will use current certifications or other audit reports to minimize
repetitive audits. Customer and SAP will each bear their own expenses of audit, unless the Customer
is auditing under Section 6.1 (c) (unless such audit reveals a breach by SAP in which case SAP shall
bear its own expenses of audit), 6.1 (d) or 6.1 (e). In those cases, Customer will bear its own
expense and the cost of SAP’s internal resources required to conduct the audit. If an audit determines
that SAP has breached its obligations under the Agreement, SAP will promptly remedy the breach at
its own cost.
BRI E T (12) MABRAMRPAT—IR, dFiteaaz = (3) ANTEH, ik By 3 ar& LA E .
WER/DIREIA (6) REHEGH@EA, FRIAEE Ry EE SRR ST v, SAP F1%& 7 NAIH IA IR B Ab 1
AR E R BRI LIE. %M SAP BATKES BRHE TR, BRAEZKIESE 6.1 ()7 (BRAEMLEH T
KL SAP 4y, XFIHH T, SAP BEATAMEFEIIFA) 6.1 (d)VWEk 6.1 (e) Wi T it. XJLFHERT, &/
BAT AR AT R E THT R B SAP W IRIIA . WH THR I SAP & RHEAEARMC T LS, SAP N EHE A
SERIS B RAT AT HM B

7. EU ACCESS
EU Vi

7.1 Optional Service.

GRS .
If included in the Order Form, SAP agrees to provide EU Access for the eligible Cloud Service as
stated in this Section 7.
WEETEIT T, SAP FIE N 731 ORT MERIEH = RS AL EU Wi .
7.2 EU Access.

EU V5.
SAP will use only European Subprocessors to provide support requiring access to Personal Data in the
Cloud Service.
SAP ¥ FH BRI 73 A 3 7 447 1) 22 AR 55 v AN N B8 i 75 10 32 5
7.3 Data Center Location.

oA E.
Upon the Order Form Effective Date, the Data Centers used to host Personal Data in the Cloud
Service are located in the EEA or Switzerland. SAP will not migrate the Customer instance to a Data
Center outside the EEA or Switzerland without Customer’s prior written consent (email permitted). If
SAP plans to migrate the Customer instance to a data center within the EEA or to Switzerland, SAP
will notify Customer in writing (email permitted) no later than thirty days before the planned
migration.
HATM A Hile, T8RS AR 0T EEA BUn RN REZFFHABmRAR (R
FE T , SAP ALl P auflitf2 3 EEA S L 8E /M3 0. i SAP TR & 7 SERIER B EEA 5%
I LI B EE L, SAP RIERMLTE KT R RIER B 2 A =1+ KW, BE@EmME T Ry i T sy
;) .
7.4 Exclusions.

BISMETE -
The following Personal Data is not subject to the requirements in 7.2-7.3:
LR AN ABARASZEE 7.2-7.3 FTZIR:

(a) Contact details of the sender of a support ticket;

R B R IETT TR R AF B
(b) Any other Personal Data submitted by Customer when filing a support ticket. Customer
may choose not to transmit Personal Data when filing a support ticket. If this data is necessary
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for the incident management process, Customer may choose to anonymize that Personal Data
before any transmission of the incident message to SAP;

% PAEIAS SCREH BN R A AR AT F At AN N B HE . 7B S SCRRE BN, % 2 n] DL AR5 A B
A A B AR AT T AR, MR AT DUE R AT AT A BT SAP 2R, XA N B AT
F 44 A BE
(c) Personal Data in non-production systems.

A= RGN NEE

8. DEFINITIONS

X
Capitalized terms not defined herein will have the meanings given to them in the Agreement.
ADWF R XHARE, NER BRSPS L. “Data Center” means the location where the
production instance of the Cloud Service is hosted for the Customer in its region, as published at:
http://www.sap.com/corporate-en/about/our-company/policies/data-privacy-and-security/location-of-
data-center.html or notified to Customer or otherwise agreed in an Order Form.

BRI AR R O BTE X N R AR S RS A e R A B, B B R A T
http://www.sap.com/corporate-en/about/our-company/policies/data-privacy-and-security/location-of-
data-center.html B¢ 2 &5 5% B AETT W B R B AT 4058 .

8.2 “Data Controller” means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of Personal
Data.

“HE T R fe A L B AN — R E S AN BE AR H AT U B A RN AL ARERHLEL
Hopth A4
8.3 “Data Processor” means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller.

“EE LB T R AR RSN T LA NEAR I A AN B AU AL B A
8.4 “"Data Protection Law” means the applicable legislation protecting the fundamental rights
and freedoms of persons and their right to privacy with regard to the processing of Personal Data
under the Agreement.

“EBHERIIE AR B IE RN N AR B B PR SRR P AR BEAS AN B A G R R AR IE A
8.5 “"Data Subject” means an identified or identifiable natural person.

“HAE LN CRAIEAT A B AN .

8.6 “EEA"” means the European Economic Area, namely the European Union Member States along
with Iceland, Lichtenstein and Norway.

“EEA"ZIRERINATTIX, RIRK IR AR 7 B Kok By 31032 SO0 B A0 .

8.7 “European Subprocessor” means a Subprocessor that is physically processing Personal
Data in the EEA or Switzerland.

“BRIN S AL BE TR AR TE EEA B 1 Y AR 5 QAL BEAS AR 1) 43 b BT
8.8 “"Personal Data” means any information relating to a Data Subject For the purposes of this
DPA, it includes only personal data entered by Customer or its Authorized Users into or derived from
their use of the Cloud Service. It also includes personal data supplied to or accessed by SAP or its
Subprocessors in order to provide support under the Agreement. Personal Data is a sub-set of
Customer Data.

“AMNABEEEAR DPA R SHIE S E AMKRITEE, NEREE P s S P 2 IR SR i
NG NS SG . 104, B AR A SO BT R AR S SCRF R (b4 SAP BUH /- b 38 7 B % SAP BLH 43 4b 38 75 A]
i) AN N - A N 2 2 P a8 4
8.9 “"Security Breach” means a confirmed (1) accidental or unlawful destruction, loss,
alteration, or disclosure of Customer Personal Data or Confidential Data, or (2) similar incident
involving Personal Data for which a Data Processor is required under applicable law to provide notice
to the Data Controller.
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“REBR RN (1) BAEEEEIN. BR. Bl EEREESAN AR SWE, 2 (2) SR
TSR E i A B T 1) B da I O R %08 A HLYE R AN N S .
8.10 “Standard Contractual Clauses” or sometimes also referred to the "EU Model Clauses”
means the (Standard Contractual Clauses (processors)) or any subsequent version thereof released
by the Commission (which will automatically apply). The current Standard Contractual Clauses are
located at http://ec.europa.eu/justice/data-protection/international-
transfers/files/clauses for personal data transfer processors c2010-593.doc. They include
Appendices 1 and 2 attached to this DPA.

RS RIS B B IR BN KBRS R R AR AR ME A TR A K (IR ) BRI BA 2 53 2 R AT AT AR J5 4 hi
A (MEABEH) « MATHHES R % T http://ec.europa.eu/justice/data-protection/international-
transfers/files/clauses for personal data transfer processors c2010-593.doc. XYk IEBE M T 4
DPA it 1 A1 2.
8.11 “Subprocessor” means SAP Affiliates and third parties engaged by SAP or SAP’s Affiliates to
process personal data.

“or b5 "R SAP B SAP SRV EE AT HI T AR ERAS N SAP SSERA AN =T
8.12 “Third Country Subprocessor” means any Subprocessor incorporated outside the EEA and
outside any country for which the European Commission has published an adequacy decision as
published at http://ec.europa.eu/justice/data-protection/international-
transfers/adequacy/index en.htm.

“E=FER/ X AL AL T EEA BEAM DL BR R 2 G 2 B FLR AT IE 2 P [ 5] /b X B A (AT AT
SR, el http://ec.europa.eu/justice/data-protection/international-
transfers/adequacy/index en.htm.
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Appendix 1 to Data processing agreement and Standard Contractual Clauses

B A B P AARAE A R KK 1

Data Exporter

S HTT

The Data Exporter subscribed to a Cloud Service that allows Authorized Users to enter, amend, use,
delete or otherwise process Personal Data.

MRz RS mEIE ST, RRBUH R BT A MBRECCL AR 7 2N A N EE .

Data Importer

BTN

SAP and its Subprocessors provide the Cloud Service that includes the following support:

SAP JH Ay fh B 7 1R 5 R S SR = IR %S

SAP Affiliates support the Cloud Service data centers remotely from SAP facilities in St. Leon/Rot
(Germany), India and other locations where SAP employs personnel in the Operations/Cloud
Delivery function. Support includes:

SAP SCH AR AL T LT 77 (1) SAP Jp3 A = RS S iR Im RE SRR ARIE N L3 5 - DR, BIEE R SAP 12
B RSSSAT TR LT HAb Ty o SCRRELE:

o Monitoring the Cloud Service
LN
. Backup & restoration of Customer Data stored in the Cloud Service
B R S ARAETE = IR 25 & s
o Release and development of fixes and upgrades to the Cloud Service
RATHIT R = IRE5HN T BT+ 4%
o Monitoring, troubleshooting and administering the underlying Cloud Service infrastructure and
database
WA BRI 2 IR S5 SRR AN R PR I HE R
o Security monitoring, network-based intrusion detection support, penetration testing

AR Ak SCRPRGIN I 26 NAR FF AT IZE Ik

SAP Affiliates provide support when a Customer submits a support ticket because the Cloud Service is
not available or not working as expected for some or all Authorized Users. SAP answers
phones and performs basic troubleshooting, and handles support tickets in a tracking system
that is separate from the production instance of the Cloud Service.

B2 A AR 55 AN AT B AR 3% P AR S B A7 AR A TR A SCRE I B, SAP SRERAR LR S HF . SAP
TE— NS T = R EF= I BB R G, BT Mali . BT AR M HE R A A 3 S Rl R

Data Subjects

E/EEE YN

Unless provided otherwise by the Data Exporter, transferred Personal Data relates to the following
categories of data subjects: employees, contractors, business partners or other individuals
having Personal Data stored in the Cloud Service.

BrABIE S BT R AERE, T, FR0 N ANEIRE U THIERFEAN: R T4 S E0R AN N B 476
TE = R 45 i Al A N

Data Categories

R L5

The transferred Personal Data transferred concerns the following categories of data:

FERII A NBEEW B O HE 200

Customer determines the categories of data per Cloud Service subscribed. Customer can configure the
data fields during implementation of the Cloud Service or as otherwise provided by the Cloud
Service. The transferred Personal Data typically relates to the following categories of data: name,
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phone numbers, e-mail address, time zone, address data, system access / usage / authorization
data, company name, contract data, invoice data, plus any application-specific data that
Authorized Users enter into the Cloud Service and may include bank account data, credit or debit
card data.

wPH RSN AN RE BRI . & AT LATE 2 AR 2% 5t 3 [ e 2 4500 7 B Bl DA == AR 55 AR FR 41 1 At 77 =Rk AT
Mo E . RN AN EE AL 4. IS, B Amal. /X, tiksds. 2450
/A AUREAE . ARISRR. GRS, KEEHEE DURARBH PN = IR5s AR AT S AR e e e £, JFE
A REELFEARAT IR 7 4 (5 F R E D R 2R .

Special Data Categories (if appropriate)

FRREERA CGmER)»

The transferred Personal Data concerns the following special categories of data: As set out in the Order
Form, if any.

FERIIA NBEE R UL R R SR 2530 T (i)

Processing Operations

AP

The transferred Personal Data is subject to the following basic processing activities:

FERII A NBHE IR T R S B A b RS 3

o use of Personal Data to set up, operate, monitor and provide the Cloud Service (including
Operational and Technical Support)
RN AR E . BBIE. WMt SRS (BIEIEE SCRFME AR IR

o provision of Consulting Services;
AL E MRS

o communication to Authorized Users
LA ik

o storage of Personal Data in dedicated Data Centers (multi-tenant architecture)
TEFR AR O (R D A6 N R

o upload any fixes or upgrades to the Cloud Service
AL B RS AR AN T B 2%

. back up of Personal Data
A N

. computer processing of Personal Data, including data transmission, data retrieval, data access
AMNEARRE AU EE, ARSI SRR R vin

o network access to allow Personal Data transfer
WZg i, AR NEEE AL

. execution of instructions of Customer in accordance with this Agreement
RIEABUPATE 8L
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Appendix 2 - Technical and Organizational Measures

B 2 — AR HAA LR

1. TECHNICAL AND ORGANIZATIONAL MEASURES

AR R E L e
The following sections define the SAP’s current security measures. SAP may change these at any time
without notice so long as it maintains a comparable or better level of security. This may mean that
individual measures are replaced by new measures that serve the same purpose without diminishing
the security level.
LR &€ LT SAP 40T A )t. SAP TRER 5 SUx Bt i, HIGTR R AT AOIE@EE, (HATHE 4E R B
TARER ., KATRERAE, &I iE2 B 2 R T 1 0t & e i A PR 2 55 4o
1.1 Physical Access Control.

YIE 5 i .

Unauthorized persons are prevented from gaining physical access to premises, buildings or rooms
where data processing systems that process and/or use Personal Data are located.
REZBIGN G AR1E B 3E N KB /BT AN NERE B0 A B R e I Akl @S5 (A
Measures:

i

o SAP protects its assets and facilities using the appropriate means based on a security
classification conducted by an internal security department.
SAP S HT A ER 2 4 BRI T 1Y %2 4 S 4 SR A I I 18 Bt DR AP L 58 7 R U

o In general, buildings are secured through access control systems (e.g., smart card access
system).
W, RANZERG (ERRIERG REERMN L4,

o As a minimum requirement, the outermost entrance points of the building must be fitted with

a certified key system including modern, active key management.
TERBAIREER, EFYRINZHIN DI ZEIEEARS, OISR S,

o Depending on the security classification, buildings, individual areas and surrounding premises
may be further protected by additional measures. These include specific access profiles, video
surveillance, intruder alarm systems and biometric access control systems.

R 2452, WR A HARSE Tt — B IR @A A0 SR AN A 3 T i 22 4 o 3K BEHE AL 95 4 5 U R T
B . NEIRE RS U RAEYIRANEE RS

o Access rights are granted to authorized persons on an individual basis according to the
System and Data Access Control measures (see Section 1.2 and 1.3 below). This also applies
to visitor access. Guests and visitors to SAP buildings must register their names at reception
and must be accompanied by authorized SAP personnel.
U7 B BR AU SR G RIS U I 45 8 a2 T 3RBRBUN AN (ST 08 1.2 4580 1.3 39 o KR
EHTWE . 3t SAP TRk EFVT & D AE RN Bt k4, T B2t SAP #ZBUR TR

. SAP employees and external personnel must wear their ID cards at all SAP locations.
SAP 51 THIANE R TAEFTE SAP 37T #t L Zifiar H i SR .

Additional measures for Data Centers:

B St S5 o 11 A 2 e -

o All Data Centers adhere to strict security procedures enforced by guards, surveillance
cameras, motion detectors, access control mechanisms and other measures to prevent
equipment and Data Center facilities from being compromised. Only authorized
representatives have access to systems and infrastructure within the Data Center facilities. To
ensure proper functionality, physical security equipment (e.g., motion sensors, cameras, etc.)
undergo maintenance on a regular basis.

B B o o0 B3 S A () AR RE, SRR . IRk BahRIER, LT AA ML IR I
Al A i, AT R 5 2 OB Hh 00 1t 60 52 22 A U o A2 BUARFRAG B 7 1) B0 w0 12 e P 1) R G AN B Tl e
Ko ARIEESE O IERIZAT, Mg 2 e (R, BEk5% T4y,
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1.2

SAP and all third party Data Center providers log the names and times of persons entering
SAP’s private areas within the Data Centers.

SAP FFTA 5 =77 Hds i O SR AL 2l stk N Bl ot b SAP & J8 DX N 573 1 44 T (]

System Access Control.

RGEVT HEEH o

Data processing systems used to provide the SAP Services must be prevented from being used
without authorization.

W 1E R EFBUE IR AL SAP RS B4 b B R 4

Measures:

i it

1.3

Multiple authorization levels are used when granting access to sensitive systems, including
those storing and processing Personal Data. Processes are in place to ensure that authorized
users have the appropriate authorization to add, delete, or modify users.

Y& Z AR A5 T 15 M BUR R G IBUR, GG 1AL EEAN NBUR 2R R R . SR A2 DL R AUH
BAAUIN. MRS SO P AE R RR o

All users access SAP’s systems with a unique identifier (user ID).

BB R P FE—FR il (P ARIRD Vi la) SAP IR S,

SAP has procedures in place to ensure that requested authorization changes are implemented
only in accordance with the guidelines (for example, no rights are granted without
authorization). If a user leaves the company, his or her access rights are revoked.

SAP R RIFE DA DR FAKIRHEIN (B, REFAAR TAEAAUIR) BATIER AR E . A~ 5 IF
AF], HU; A BR 2B i

SAP has established a password policy that prohibits the sharing of passwords, governs
responses to password disclosure, and requires passwords to be changed on a regular basis
and default passwords to be altered. Personalized user IDs are assigned for authentication. All
passwords must fulfill defined minimum requirements and are stored in encrypted form. In
the case of domain passwords, the system forces a password change every six months in
compliance with the requirements for complex passwords. Each computer has a password-
protected screensaver.

SAP Tl &R IR A DR, T R A AR S (e SR, DA TSR e A T A R B e BRA
WG Ay ICANEA PR IREAT SR IR . BT B R0 50 A iR AT E BRI DU B A B, X
TIHEN, RESEEIFEWNESR, BHTAN (60 MHER—REL. GairEIEBA—NMEERTRER
The company network is protected from the public network by firewalls.
AGIIZESTRORYD €PN N T -

SAP uses up-to-date antivirus software at access points to the company network (for e-mail
accounts), as well as on all file servers and all workstations.

SAP TEA F ML BN s CEEXT B RIEEBR 7D FET A SO AR S5 28 B BT A AT sl v s FH S5 (00 2% B A o
Security patch management is implemented to ensure regular and periodic deployment of
relevant security updates.

TN T EH, R EMH R T TR .

Full remote access to SAP’s corporate network and critical infrastructure is protected by
strong authentication.

JE I A IR B 4 SR ORXT SAP A F] W48 R OCH IL AL AR A A TH T AR U 10 R 22 4 .

Data Access Control .

Fm T R o

Persons entitled to use data processing systems gain access only to the Personal Data that they have
a right to access, and Personal Data must not be read, copied, modified or removed without
authorization in the course of processing, use and storage.
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Measures:

i it

14

As part of the SAP Security Policy, Personal Data requires at least the same protection level
as “confidential” information according to the SAP Information Classification standard.

YEJy SAP BRI — 84y, M AEHE R/ FEET] SAP (5 B - Fhrd b 5 % "5 BRI E R R 00 -
Access to personal, confidential or sensitive information is granted on a need-to-know basis.
In other words, employees or external third parties have access to the information that they
require in order to complete their work. SAP uses authorization concepts that document how
authorizations are assigned and which authorizations are assigned to whom. All personal,
confidential, or otherwise sensitive data is protected in accordance with the SAP security
policies and standards. Confidential information must be processed confidentially.
AEFEITARENER T RN RESBURE SRR 52, RITBSMEE =777 LY iR 58 TAE
FrfrfEE . SAP RAIAURBES, Ui W4 FOALBR (175 20 LA i 73 BE A BR S5 G o AKIR SAP 22 B SR AR
RIFFTA NN R BHAMBURESE . (RE(S B DA ARE 77 AT A 2

All production servers are operated in the Data Centers or in secure server rooms. Security
measures that protect applications processing personal, confidential or other sensitive
information are regularly checked. To this end, SAP conducts internal and external security
checks and penetration tests on its IT systems.

FEHAE OB R RS LS TIRE T A A P RS 4% . B A 2, RYEEAN N IR BUH A Bk
BRI HTER . Ak, SAP X IT REPAT N EBFISME L A BB ENR .

SAP does not allow the installation of personal software or other software that has not been
approved by SAP.

SAP RN AVF 224 R & SAP HEERIAS N KA B R A o

An SAP security standard governs how data and data carriers are deleted or destroyed once
they are no longer required.

SAP 22 AR ER T AT ] B BEY SN T 7 T P A A s

Data Transmission Control.

it o

Except as necessary for the provision of the Services in accordance with the relevant service
agreement, Personal Data must not be read, copied, modified or removed without authorization
during transfer. Where data carriers are physically transported, adequate measures are implemented
at SAP to ensure the agreed-upon service levels (for example, encryption and lead-lined containers).
B AR A AH O AR 55 P SR AR 28 i 0 75 DAL, AR TEAL T IR R SR BOREL . Sl B S ERAN ANBdE . PrEis sk
PRI, 7E SAP PNESEHUE MR IE (B0, 0 FIE RS DU TRk B 258 RS 20

15

Personal Data transfer over SAP internal networks are protected in the same manner as any
other confidential data according to SAP Security Policy.

Wl SAP 225, L SAP A8 I 2% A% i 1A~ N B0 A4 1 52 A A JHLAh R 25 080 [R) S5 P DR AP

When data is transferred between SAP and its customers, the protection measures for the
transferred Personal Data are mutually agreed upon and made part of the relevant
Agreement. This applies to both physical and network based data transfer. In any case, the
Customer assumes responsibility for any data transfer once it is outside of SAP-controlled
systems (e.g. data being transmitted outside the firewall of the SAP Data Center).

1E SAP S5HE 2 [MALSEHRNT, X7 i 8 B B AR A N B0 0GR FE il HoKe AN ARG o 1% — s ]
FEE R T BB AL S A B 4 Sl AL fEAERIIESL T, BN SAP % RG/MERIAT £
SAP Ff 0 I B K R SMERIEARE ) 15T

Data Input Control.

M ES .

It will be possible to retrospectively examine and establish whether and by whom Personal Data have
been entered, modified or removed from SAP data processing systems.
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Measures:

TR

o SAP only allows authorized persons to access Personal Data as required in the course of their
work.
SAP R SR VRN AR 7% ZAE AT AR AR vy R A A8

. SAP has implemented a logging system for input, modification and deletion, or blocking of
Personal Data by SAP or its subprocessors within SAP’s Products and Services to the fullest
extent possible.
1E SAP P2 IR S5 SC R B KTEE PN, SAP Uit SAP B3 kB %4 ASE s . 1580, BRI 45
SEHEIE R RS

1.6 Job Control.
%

Personal Data being processed on commission (i.e., Personal Data processed on a customer’s behalf)
is processed solely in accordance with the relevant agreement and related instructions of the
customer.

ZHCAR B N R (RIRERZ P AR ER A N 58 AR IR AR S WM RN 2 7 BRI AH DG 2 AT Ab B

Measures:

T it «

o SAP uses controls and processes to ensure compliance with contracts between SAP and its
customers, subprocessors or other service providers.

SAP XA HIFIRFE, MfREsT SAP S5HZ P 4 b8 77 B H A IR 553 AL RS 2 (A1 2528 1) & A

. As part of the SAP Security Policy, Personal Data requires at least the same protection level
as “confidential” information according to the SAP Information Classification standard.
1E9 SAP 2 &BURKI—#5r, NANEHE D> FEET SAP 5 B/ K8 bre b 5 /% "5 B R SRR 200

. All SAP employees and contractual subprocessors or other service providers are contractually
bound to respect the confidentiality of all sensitive information including trade secrets of SAP
customers and partners.

B SAP 5 LAIG [F) 53 A B T7 BRHAM IR 25 SR AL 332 & M A0, 8 sF A BURME 2. CELIE SAP & RIS ARk
PRI AR ED TR E M.

o For on premise support services, SAP provides a specially designated, secure support ticket
facility in which SAP provides a special access-controlled and monitored security area for
transferring access data and passwords. SAP customers have control over their remote
support connections at all times. SAP employees cannot access a customer system without
the knowledge or full active participation of the customer.
P AT E B SR RS, SAP $RUEE 1468 A SR B, SAP 7RI A g A&d vy [l £ioafs A o 42 (it
FEPRI VT R P f A 2 4 X i, SAP %5 IR 40 O R SO R B AT 8 AL . A TR 1 BiARAS B) % 7 4
TR FF SAP 51 LA & RS-

1.7 Availability Control.
T R

Personal Data will be protected against accidental or unauthorized destruction or loss.

8 o AR S B BB R N

Measures:
TR
. SAP employs backup processes and other measures that ensure rapid restoration of business

critical systems as and when necessary.
SAP SR FH £ 73 17t R AN FLAth 15 e it £ 00 T2 I BROE I BOC 8L 55 R AR
o SAP uses uninterrupted power supplies (for example: UPS, batteries, generators, etc.) to
ensure power availability to the Data Centers.
SAP {fFAEB IR (40, UPS. mith. RAEHLE) BIEREEE O 1 B AR,
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o SAP has defined contingency plans as well as business and disaster recovery strategies for
the provided Services.
SAP £ HE R IR T BRI BB 25 0 5 M R S o
. Emergency processes and systems are regularly tested.
TE IR SRR R G
1.8 Data Separation Control.
B 7 B
Personal Data collected for different purposes can be processed separately.
xf T AN E B R A N B AT 23 TT 4b 38

Measures:
i -
o SAP uses the technical capabilities of the deployed software (for example: multi- tenancy, or

separate system landscapes) to achieve data separation among Personal Data originating
from multiple customers.

SAP H Pl F B AFIBORTIRE (27 SRS R G SEBR B AN 2 77 (S N B ) 73 25

o Customers (including their Affiliates) have access only to their own data.
BRI Reevin 3 S .
. If Personal Data is required to handle a support incident from a specific customer, the data is

assigned to that particular message and used only to process that message; it is not accessed
to process any other messages. This data is stored in dedicated support systems.
WA NEAR AR B P S Re A, B 0 B B % e T RO T A Bl B WA T b
ARV R, WTEVEE M s . 2R A EE TN RS

1.9 Data Integrity Control .
i eI

Personal Data will remain intact, complete and current during processing activities.

FEALIRIE B P IR N B A Z B ORI SEIN

Measures:

i :

SAP has implemented a multi-layered defense strategy as a protection against unauthorized
modifications.

SAP STjits T 2 2 B4 6k, 7 1E IR S B BUE OB E AT

In particular, SAP uses the following to implement the control and measure sections described above.
In particular:

SAP FERIREL T LA HE Ak St b SCHTIR B RIS . R

. Firewalls;
B K 45
. Security Monitoring Center;
AT
. Antivirus software;
ATERAE
o Backup and recovery;
FAr 5
) External and internal penetration testing;
P AMRIE I
. Regular external audits to prove security measures.

SE A B T LA IE 22 4236 Bt

Data Processing Agreement for SAP Cloud Services (DUAL) zhCN.v.2-2017 Page 14 of 14



	1. BACKGROUND
	背景信息
	2. APPENDICES
	附录
	3. SAP OBLIGATIONS
	SAP的义务
	4. SUBPROCESSORS
	分处理方
	5. INTERNATIONAL TRANSFERS
	国际传输
	6. CERTIFICATIONS AND AUDITS
	认证和审计
	7. EU ACCESS
	EU访问
	8. DEFINITIONS
	定义
	1. Technical and Organizational Measures
	技术措施和组织措施


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize false

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



