These

SAP Business One Cloud
Supplemental Terms and Conditions

supplemental terms and conditions (the

“Supplement”) are part of an agreement for certain SAP
Business One Cloud services (“Agreement”) between SAP
and Customer and apply solely to SAP Business One Cloud
(the “Cloud Service").

1.
1.1.

1.2.

1.3.

1.4.

1.5.

Definitions

“Business One Application” means the SAP
Business One, version for SAP HANA software
application.

“User” means, for purpose of the Cloud Service,
individuals authorized under this Agreement to
access the Cloud Service.

“"Business One Cloud Add-Ons and Extensions”
means a set of Business One Application-related
functionality created by, SAP or SAP partners for use
by multiple customers that have been reviewed by
SAP in accordance with SAP's program guidelines for
Cloud Service Add-ons and Extensions.

“Business One Company” is a Business One
Application object that represents a set of master
data, configuration, reports and transactions that
represent a Customers business unit, division or
legal entity. This object may also represent an
overall purpose or state of that business unit,
division or legal entity. For example, as production,
test, training, development or archived Company. In
the Cloud Service this object is contained in a HANA
database schema and maybe copied and restored to
represent one or more of these states not to exceed
the number of Companies licensed by the Customer.

License Exception for Indirect Static Read:
Indirect Static Read is a scenario in which
information is used in a third party non-SAP system,
where such information has been exported from an
SAP system (other than SAP Analytics Packages) if
the information is exported pursuant to a predefined
query that: (i) was created by an individual licensed
to Use the system from which the information is
being exported and (ii) runs automatically on a
scheduled basis and (iii) the Use of the information
in the non-SAP systems does NOT result in any
updates to and/or trigger any processing capabilities
of the SAP System. The use of information in this
type of scenario does not require an SAP license
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1.2,

1.3.

1.4.

1.5.

SAP Business One Cloud Supplement (DUAL)ruRU.v.8-2018

One»
One,

«MpunoxxeHne Business
npunoxeHue SAP Business
npunoxeHna SAP HANA.

O3Ha4aeT
BeEpcuna Aansd

«Monb3oBaTenb>» O3HayaeT B KOHTEKCTE
O6nauHoli ycnyrmu @GU3NYECKMX J1nl, KOTOPbIM B
pamkax 3T1oro CornaweHuss npeaocTaBisieTcs

poctyna k ObnadHon ycnyre.

«/[lonosiHeHus1 U pacwupeHuss Business One
Cloud» o3HadaeT Habop GYHKUUNA, CBSA3aHHbLIX C
MpunoxeHneMm Business One, co3gaHHbIX SAP U
napTHepamun SAP AN MCNob30BaHUS HECKONbKUMU
KIIMEeHTaMu, MPOBEpPEHHbIX SAP cornacHo
CTaHgapTHbIM npaswuiaMm nporpammbl  SAP  ans
JononHeHnn n pacwmnpenmin O6na4yHon ycnyru.

«KoMnanua Business One» o03HayaeT o06bekT
MpunoxeHus Business One, KOTOpbI NpeacTaBnsieT
Habop OCHOBHbIX AAHHbIX, KOHMUIypaunm, OTHETOB U
TpaH3aKuMn, MpeacTaBnaoWwmMx noapasaeneHue,
oTAen wan puauyeckoe nuuo 3akasuuka. OToT
06beKkT TakXxe MOXEeT npeacTtaesnatb obuwee
Ha3HayeHMe MU COCTOSTHME Takoro noapasaesieHus,
oTtaena wan puaudeckoro nuua. Hanpumep, 3to

MOXeT 6bITb KoMnaHusi, ocyLlecTBAsOLan
Npon3BOACTBO, TecTupoBaHue, obyueHue,
paspaboTKky wnM  apxueupoBaHue. B  pamkax

O6nayHol ycnyrm aToT 06BEKT COAEPXKUTCA B CXEME
6a3bl gaHHbix HANA 1 MOXeT KOMMpoOBaTbCA W
BOCCTaHaBNMBaTbCsl, NpeacrtaBnsis  O4HO  Wan
HECKOJIbKO TaKMxX COCTOSHWI, TakK, 4Tobbl He 6blno

npesbilieHo  obllee  kKonuuyecTso  KomnaHuii,
JIMLIEH3NPOBAHHbIX 3aKa3unKoM,
UcknoueHne w3 JIMLUEH3UUW B OTHOLUEHUMU

HEenpsiMoro craTM4yeckKkoro 4YteHus. B cueHapuu

HenpsmMoro cratnyeckoro uYTeHus WHdopMauuns
MCNoNb3yeTcsl B CTOPOHHMX OTAM4YHbIX OT SAP
cuctemMax, B KOTOpble  Takas  MHdopMauums
aKkcnopTupyetcs u3 cuctembl SAP (kpome SAP
Analytics Packages), ecnm MHdopMauus

3KCNOpTUPYETCS B COOTBETCTBUU C NpeABapUTENbHO
onpeaeneHHbIM 3anpocoM, koTtopbin (i) 6bin co3aaH
JNLOM, UMEKLWNM JNMLUEH3UID Ha Mcnonb3oBaHue
MNMporpamMmHoro obecneuyeHus, k] KOTOpOro
akcnoptupyetcs wuHdopmaumsa, (ii) BbINOAHSAETCA
aBTOMaTM4YeCKM MO YCTAHOBMIEHHOMY PacruCcaHuio 1
(iii) ecnn Wcnonb3oBaHwe Takou WHGOpMauMM B
OTnnyHblXx oT SAP cuctemax HE BbI3bIBAET
obHOBneHne  W/uMAnM  BbINONHEHWE  Kakux-nnbo
BO3MOXHOCTEN 06paboTku AaHHbIX Cuctembl SAP.
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1.6.

1.7.

Access via SAP apps: Authorized Users accessing
SAP Business One which interfaces to Customer’s
SAP ERP on-premise software may access SAP
Business One without requiring such Authorized
Users to be licensed as SAP Named Users under
Customer’s on-premise license agreement with SAP
or an authorized SAP affiliate. Such access to the
SAP on premise software via interface from SAP
Business One shall be solely to the extent necessary
to use SAP Business One.

“SAP Business One Cloud Starter Package
Edition” means the following User types and
conditions:

1.7.1. Starter Package User is a User who performs
operational related roles supported by the
Starter Package Edition. The Starter Package
User license does include the rights granted
under an Mobile Application User and
Indirect Access User license. The Starter
Package User license does not include the
rights granted under a Professional User.
Microsoft remote desktop services are
included in the subscription fee.

1.7.2. The maximum number of Starter Package
User licenses in this edition is five (5). If
Customer requires more than (5) Starter
Package Users, all users will need to be
licensed as Professional or Limited Users
under the SAP Business One Cloud

Professional Edition.

1.7.3. The minimum license requirements for the
Business One Cloud Starter Package Edition
is three (3) Starter Package Users.

1.7.4. The Starter Package User cannot be
combined with any other User types.

1.7.5. One (1) Business One Company is included

with the SAP Business One Cloud Starter
Package Edition. Additional Business One
Companies may be licensed by the Customer
as required.
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1.6.

1.7.

SAP Business One Cloud Supplement (DUAL)ruRU.v.8-2018

[ns wvcnonb3oBaHUs WHGOpPMaUMM B CLEHapusx
Takoro Tuna He TpebyeTcs nnueH3sus SAP

Aoctyn yepes npuUIoXKeHns SAP.
ABTOPM30OBaHHbLIM  MNOMb30BaTeNAM, MNOAy4YaloLWmnM
[OCTyn K nporpaMMHoMy obecneueHunto SAP Business
One, B3aMMOAENCTBYOLWEMY C NIOKanbHbIM
nporpaMMHbiM npoaykTtoMm SAP ERP 3aka3suuka, He
obs3aTtenbHoO UMeTb NIMUEH3MUI0
3aperucTtpupoBaHHoro nonb3oBatend SAP  ans
poctyna Kk SAP Business One B paMKax S10KasibHOro
JIMLUEH3MOHHOIO cornaweHns Mexay 3aka3yuuMkoM M

SAP unAn  ynonHoMoyeHHbIM  addUINPOBaAHHbLIM
nvyom  SAP.  Takom pgoctyn K JIOKaJllbHOMY
nporpaMMHoMy obecnedyeHnto SAP nocpencTsom

B3ammogencteua wu3 SAP Business One 6yper
OCYyLEeCTBNATLCSA NCKHOYUTENBHO B ob6beMe,
Heo6xoAMMOM Ansg wucnonb3oBaHua SAP Business
One.

«SAP Business One Cloud Starter Package
Edition» o6o3HauaeT cneaywouwme ycioBus U Tumebl
Monb3oBaTenen:

1.7.1. Starter Package User — [lonb3oBartens,
HaZeneHHbl npaBaMW Ha  WUCMOJIHEHME
posiei, CBA3a@HHbIX C onepauusMm w
noaaepXuBaemblx MporpaMMHbIM
obecneuveHnem Starter Package Edition.
JlnueHsunsa Starter Package User Bknwo4aeTt B
cebsa npasa, npeaocTaBnsieMble Mo AMLEH3NN
Mobile Application User u Indirect Access
User. JlnueHsna Starter Package User He
BK/IlOYAEeT npasa, npeaocTaBnseMble B
paMKax  JIMUEH3MU Professional User.
Cnyx6bl  ypaneHHbix pabounmx cTonoB
Microsoft BkntoyeHbl B cymMmy cbopoB 3a
NoAMNuCKY.

1.7.2. MakcumanbHoe KOJINYECTBO NNLEH3UN
Starter Package User B 3TOM BbInycke
coctaBnser 5 (nate). Ecnu 3akasuuky
TpebyeTcs 6onee 5 (nNATK) nuueH3nn Starter
Package User, BceM nosib3oBaTensiM 4OJIXKHbI
6bITb Ha3HaydeHbl nuueH3nm Professional
User nnu Limited User B pamkax Bbinycka
SAP Business One Cloud Professional

Edition.

1.7.3. MuHMManbHoe TpeboBaHME NUUEH3UK ONS
Bbinycka Business One Cloud Starter
Package Edition cocrtasnser 3 (Tpwu)

nonb3oBartens Starter Package User.

1.7.4. JlvuyeHsun Starter Package User He MoryT
co4yeTaTbCs C Apyrumum Tunamm

rnosb30BaTeNemn.

1.7.5. B coctaB Bbinycka SAP Business One Cloud
Starter Package Edition BkntoueHa 1 (ogHa)
KomnaHus Business One. Mpwn
HeobxoaAnMoCTH 3akasunk MOXeT
NpuobpecTn NNLEH3NN Ha AOMOSIHUTENbHbIE

KomnaHum Business One.
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1.8.

“SAP Business One Cloud Professional Edition”

means the following User types and conditions.

1.8.1.

1.8.2.

1.8.3.

1.8.4.

1.8.5.

Professional User is a User who performs
operational related roles supported by the
Cloud Service. The Professional User license
is needed to administer company specific
settings in the Business One Company and
work with Production and Material Resource
Planning (MRP). The Professional User does
include the rights granted under a Mobile
Application, Limited and Indirect Access
User license. Microsoft remote desktop
services are included in the subscription fee.

Limited User is a User who has access rights
to the Cloud Service functionality to support
operational processing and information
requirements in a specific role. Each Limited
User can be requested as one of these roles:
CRM, Financial or Logistic. The Limited User
license does include the rights granted under
the Mobile Application and Indirect Access
User license. Microsoft remote desktop
services are included in the subscription fee.

Mobile Application User is a User who has
access rights to the 'SAP Business One Sales’
or '‘SAP Business One Service’ mobile
application only. It can access SAP partners
and customers’ Add-Ons and Extensions.
Microsoft remote desktop services are not
included in the subscription fee.

Indirect Access User is a User authorized to
access Business One SAP partners and
customers’ Add-Ons and Extensions only. It
cannot access any of the user interfaces
(desktop and mobile) developed by SAP
(except the login and password screen).
Microsoft remote desktop services are
included in the subscription fee

Indirect Access Instance is an Instance
authorized to access Business One SAP
partners and customers’ Add-Ons and
Extensions only. It cannot access any of the
user interfaces (desktop and mobile)
developed by SAP (except the login and
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1.8.

«SAP Business One Cloud Professional
Edition» o6o3HauaeT cneaylowme ycnosms 1M Tunbl
Monb3oBaTtenen.

1.8.1. Professional User — Monb3oBaTtesnsb,
HajeneHHbIh npaBaMM Ha UCMNOJIHEHME
ponen, CBfI3@aHHbIX C oOMepaumsMm W
nopaepxueaembix — ObnadHom yC/yrom.

1.8.2.

1.8.3.

1.8.4.

1.8.5.

Nnuensuns Professional User Tpebyetca ans
aAMUHUCTPUPOBAHUS HacTpoek,
cneundunyHbix ansa KomnaHmm Business One,
n paboTbl C NJ1@aHMPOBAHNEM MPOU3BOACTBA U
notpebHoOCTM B pecypcax W MaTepuanax
(MRP). Nnuensns Professional User
BKJIlOUaEeT B cebs npaBa, NpeaocTaBiisieMble
no nuvueHsmm Mobile Application User,
Limited User u Indirect Access User. Cnyx6bl
yAaneHHbix paboumx cTtonoB  Microsoft
BKJIIOUEHbI B CyMMY c60pOB 3a NoAnucky.

Limited User — Monb3oBaTtesib, HaaeNeHHbIN
npaBaMu Ha AocTyn K yHkumam ObnadHomn
ycnyrm  ans  noagepxku TpebosBaHun K
obpaboTke onepaumi u UHdopMauum B
paMkax KOHKPETHOM ponw. Kaxxaas
nnueH3na  Limited User MoxeT 6bITb
3anpoweHa Ansa OAHOM Wu3  creayrowmx
ponen: CRM, @dwuHaHCbI WAM AOrucTuka.
JNnueH3una Limited User Bknwo4yaetr B cebs
npaea, npeaocTaB/isieMble MO  JIMLEH3UU
Mobile Application User u Indirect Access
User. Cnyx6bl yaaneHHbix pabounx cronos
Microsoft Bko4YeHbl B cymmy cbopoB 3a
NOAMNMUCKY.

Mobile Application User — [llonb3oBaTens,
HaZeNeHHbIn MnpaBaMW A[0CTyNa TONbKO K
Mo6unbHOMY npunoxeHuto SAP  Business
One Sales nnn SAP Business One Service.
dTa nuueH3ns paet npaeBa Ha AOCTyn K
JononHeHusam n PaclumpeHusaM napTHEPOB U
3aKka3unkoB SAP. Cnyx6bl yAaneHHbIX
pabounx crtonoB Microsoft He BKIKOYEHbI B
CyMMy c60pOB 3a NOAMNMUCKY.

Indirect Access User npeacrtaBnsiet coboii
Monb3oBaTens C MOAHOMOYMSIMM Ha AOCTYN
ToNbKO K [lononHeHnsM u PacwmpeHnsmu
napTHepoB 1 3aka3unkoB SAP Business One.
OH He wuMeeT pgoctyna K  J1t0bbiM
nonb3oBaTenbCknuM  uHTepdencam  (ansa
HacTonbHbIX MK nnm MobunbHbIX YCTPONCTB),
paspaboTaHHbIM  kKOMnaHuen SAP  (3a
WCKII0YEHNEM 3KpaHoB BXoAa B
npunoxeHne wn BBoada naponsa). Cnyx6bl
yAaneHHbix paboumx cTtonoB  Microsoft
BKJIlOUEHbI B CyMMY c6OpOB 3a noanucky.

Indirect Access Instance npeacraBnser
coboli Dk3eMnasAp C NOSHOMOYMAMM  Ha
AOCTyn  ToMbkKO K [OMOAHEeHusaM un
PacwmpeHnsMn napTHEpoOB M 3aKa3unKos
SAP Business One. OH He uMeeT focTyna K
nobbiM  NoNb30BaTeNbCKMM  MHTepdericam
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1.9.

password screen). Instances are unique
connections to a single specified application
or technology type. The predefined standard
integration scenarios delivered by SAP and
the required instances can be used without
additional license fee, even when they are
modified to tailor to customer needs.
Microsoft remote desktop services are not
-------- included in the subscription fee

1.8.6. The minimum license requirements for the
Business One Cloud Professional Edition is
three (3) Professional Users.

1.8.7. Two (2) Business One Companies are
included with the SAP Business One Cloud
Professional Edition. Additional Business
One Companies may be licensed by the
Customer as required.

“Services Description” means the document
made available by SAP describing the services
provided by SAP as part of the Cloud Service
available at https://www.sap.com/about/cloud-
trust-center/cloud-service-level-agreements/cloud-
services.html?search=business&sort=title asc . The
Services Description may be updated by SAP from
time to time, subject to the relevant provisions in the
Agreement.

Cloud Service Scope.

The Cloud Service includes the following core SAP 2.1.

Business One modules

1.9.

2.

(ansa  nHactonbHbix MK  wam  MO6GUNbHbIX
yCTpoOKcTB), pa3paboTaHHbIM KOMMaHWewn
SAP (3a WCK/IIOYEHMEM 3KpaHOB BXoda B
npunoxeHue " BBOAA napons).
Jk3eMnnspbl — 370 YHUKanbHble
coeavHeHuns C YKa3aHHbIM TUMOM
NPUNOXEHNS  WAW  BUAOM  TEXHOJIOTUU.
MpenBapuTensHO onpeeneHHble
CcTaHAapTHble cueHapum MHTEerpauum,
npenocTaBfieHHble  KoMnaHmen SAP, n
HeobxoauMble 3K3EeMMNNSAPSLI MOryT
MCNo/b30BaTbCs 6e3 ynnaTsl
AOMOMHUTENBHOIoO NINLEH3MOHHOIo
BO3HarpaxaeHus, Jaxe ecim OHW 6blan
M3MEHEeHbI B COOTBETCTBUM C
MHAMBMAYANbHbIMU TpeboBaHMAMMU
3akasumnka. Cnyx6bl yaaneHHblX paboumx

ctonoB Microsoft He BKIOUYEHDI
cbopoB 3a NoAnuUCKy.

B CyMMY

1.8.6. MuHuManbHoe TpeboBaHWE NULEH3UM ANS
Bbinycka Business One Cloud Professional
Edition cocraBnsietr 3 (Tpu) nonb3oBaTens
Professional User.

1.8.7. B cocTtaB Bbinycka SAP Business One Cloud

Professional Edition BkniouyeHo 2 (aBe)
KoMnaHuu Business One. Mpwn
Heob6xoanMocCTH 3aka3umk MOXeT

npuobpecTn NNUEH3NM HA AOMONHUTENbHbIE
KoMmnaHunm Business One.

«OnucaHme ycnyr» oO3HadaeT [AOKYMeHT, K
KoTopoMy SAP ob6ecneuymBaeTr n[oCTyn, KOTOPbIA
onucbiBaeT ycayrum, npenocraBfisieMble KOMNaHWemn
SAP B pamkax O6nayHon ycnyrm, W KOTOPbIN
[OCTyMeH no agpecy
https://www.sap.com/about/cloud-trust-
center/cloud-service-level-agreements/cloud-
services.html?search=business&sort=title asc.
KoMmnaHusa SAP MoxeT BpeMsi OT BpeEMeHU 06HOBNATL
OnuncaHne ycnyr CcorflacHoO COOTBETCTBYIOLUM
nonoxexHusam CornaweHums.

O61bem obnauHon ycnyrm.

B coctae O6nauHoii ycnyrm BXxOAAT crepyrowiune
OCHOBHble Moaynn SAP Business One

* Administration « Financials *  Opportunities
*  AAMUHUCTPUpPOBaHME *  O@OuHaHCchI + Bo3MoxHOCTH
« Sales - A/R * Purchasing - A/P « Business Partner
« [Mpogaxwu (aebutopckas + 3akynku (KpeanTopckas + bBusHec-napTHep
3a40/KEHHOCTb) 3a40/KEHHOCTb)
+ Banking + Inventory * Resources
+ bBaHkoBCKMe onepaumm +  Cknag «  Pecypchl
+ Production + MRP + Service
- [lpounssoacTeo « [naHupoBaHue notpebHoCTH « Ob6cnyxuBaHue
B MaTepmanax
+ Human Resources * Project Management
SAP Confidential
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2.2,

2.3.

* YnpaBneHwe nepcoHasiom .

The Cloud Service includes a runtime version of SAP
Crystal Versions for SAP Business One. SAP provides
preconfigured SAP Crystal Reports as a part of the
Cloud Service. Such SAP provided reports are
available to all Users without additional license fee.

Localizations: The Cloud Service can only be used
with the localizations supported by the Cloud
Service. The Cloud Service will be issued 'per
localization'.

Implementation Services. The Customer is
responsible for the initial set-up, configuration and
any integration of the Cloud Service. Some set-up
and/or configuration effort is required to use the
Cloud Service and is not included with a subscription
to the Cloud Service. The Customer may contract
with the authorized SAP partner from whom the
Customer has purchased the SAP Cloud subscription.

Support Services. SAP provides support services
for the Cloud Service in accordance with Attachment
1 to this Supplement. SAP operates a shared support
model for the Cloud Service in which certain services
will be provided by the authorized SAP partner from
whom Customer has purchased the Cloud Service
subscription.

System Availability: SAP System Availability and
Maintenance Windows are set forth in the Service
Level Agreement available at:
http://www.sap.com/corporate-en/about/our-
company/policies/cloud/service-level-
agreement.html.
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2.2,

2.3.

SAP Business One Cloud Supplement (DUAL)ruRU.v.8-2018

YnpaBneHue nNpoeKToMm

B coctaB ObnayHon ycnyrn BXoAuT Bepcusa runtime
SAP Crystal Versions ana SAP Business One. SAP
npenocTasnseTr  npeaBapuTesibHO  HaCTpPOeHHoe
nporpamMMHoe obecneueHne SAP Crystal Reports B

coctaBe O6nayHon ycnyru. [pepocraBnsieMbie
KOMnaHuemn SAP oT4eThl AOCTYMHbI BCEM
Monb3oBatensim 6e3 AOMOSIHUTENBHOIO
JINLLEH3MOHHOIO BO3HarpaKaeHus.

JNokanusauyuu. ObnauHas ycnyra MoXeT
NCNOb30BaTbCA TOJIbKO COBMECTHO C
nokanusauusaMm, nopaepxusaembiMu  Ob6nayvHoi
ycnyron. Knwoy O6nayHoii ycnyrM BblAAeTCs «Ha
nloKkanusaumo».

Ycnyrm no BHeApeHMIo. 3akas3uuMk  HeceT
OTBETCTBEHHOCTb 3@  MEPBUYHYID  HACTPOMNKY,
KoOHdUrypupoBaHme wun  uHTerpaumio  O6nayHom

ycnyru. HekoTopble onepaumu rno HacTporike u/wmam
KOHMUIryprupoBaHuto ABNSAOTCA obs3aTenbHbIMU A4
ncnonb3oBaHnsa O6a1ayYHOM YCIYyrM U He BK/OYEHbI B
noanncky Ha O6nayHylo ycnyry. 3akasuynmk MOXeT
3aKJ/1II04YNTb KOHTPaKT C aBTOPM30BaHHbIM NapTHEPOM
SAP, y koToporo 3aka3uuk npuobpen noanucky Ha
SAP Cloud.

Ycnyrn noppep>ku. SAP npepocraenser ycnyru
noaaepxkun ansa O6nayHon ycnyrm B COOTBETCTBUM C
MpunoxeHmem 1 K HactosaweMmy [ONOSHEHMUIO.
Komnanma  SAP  peanusyer obwy  Moaenb
noaaepxku Ob6bnayHoM ycnyrn, B paMKaxX KOTOpPOM
aBToOpM30BaHHbIM  napTHep SAP, y koToporo
3akas3unk npmobpen noanmcky Ha ObnaudHyto ycnyry,
npenocTaB/iseT onpeaeseHHble YyCnyru.

[OCTYNHOCTb cucteM. [1oCTynHoCTb cncrtem SAP n

MNepepbiBbl Ha TexobcnyxuBaHue o603HayeHbl B
CornaweHun 06 ypoBHe obcnyxuBaHus,
pa3MeLleHHOM no aapecy

http://www.sap.com/corporate-en/about/our-
company/policies/cloud/service-level-
agreement.html.
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Attachment 1
To
SAP Business One Cloud
Supplemental Terms and Conditions

Support Services for SAP Business One Cloud

This Attachment 1 (Support Services for SAP Business One
Cloud ) describes the Support Services provided by SAP to
the Customer for the Cloud Service. All capitalized terms not
defined in this Attachment shall have the meaning ascribed
in the Agreement. SAP may modify the scope of the Support
Services from time to time at its own discretion in
accordance with the terms of Agreement.

Definitions:

“Incident” means a fault, an error or a malfunction
of the Cloud Service.

“Initial Reaction Time” means the defined time
between acknowledgement of entry of an Incident
and the provision of a qualified response to the
Customer. At priority "very high", the time is
measured in real time. At all other priorities, the time
is measured in business hours between 9 am and
6pm local time.

1.3. "“Maximum Processing Time” means defined time
acknowledgement of an Incident and provision of a

solution or a workaround to Customer.

1.4. “Support Services” means the services outlined in

this Attachment 1.

2. SAP Support Services Responsibilities.

2.1. SAP will not provide Support Services under the

following circumstances:

2.1.1. any problem that arises because the Cloud
Service was altered without SAP consent or
that arises from the use of the Cloud Service
in breach of the Agreement.

2.1.2. any problem that arises in connection with
the use of the Cloud Service that was not
distributed by SAP as part of the Cloud
Service, even if such products are delivered

together with the Cloud Service.

2.1.3. that results from inappropriate
configuration, unsatisfactory = Customer
training, lack of or incorrect business design

or incorrect operation
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MpunoxxeHune 1
K
SAP Business One Cloud
[JononHuTenbHble YC/IOBUSA U MOJIOXKEHUSA

Ycnyrn no conpoBoXxaeHuro ana SAP Business One
Cloud

HacTtoswee lMpunoxeHune 1 (Ycnyrn no CONpoBOXAEHUIO AN
SAP Business One Cloud) onuceiBaet Ycayrm 1o
COMpPOBOXAEHUIO, OKa3blBaeMble KOMMNaHuen SAP 3akasunky
B OTHOWweHun O6nayHon ycnyrmn. Bce TEpMUHbBI, HanMCaHHbIe
C 3arnaBHoll 6ykBbl W He onpedefieHHble B HacTosLeM
MpunoxeHun, ynotTpebnaroTcs B 3HaUEHNAX, YCTAHOBIEHHbIX
B CornaweHmn. SAP BrnpaBe Mo CBOEMY YCMOTpPeHUIo
nepuoanYveckn n3MeHsTb 06beM YCnyr no CONPOBOXAEHMUIO B
COOTBEeTCTBUM C ycrnoBuamm CornatwieHus.

1. OnpepeneHus:

1.1. «WUHumpeHTt» — 310 cCcbon, owmbka wn

HeucnpaBHoCTb O6nayvHom ycnyru.

1.2, «BpeMss Ha4yasibHOro pearmMpoBaHusi» — 3TO
yCTaHOBNEHHOE BpeMs Mexay MoATBeEPXAEHUEM
BBOZAa WMHuUMAeHTa M npefocTaBfeHnEM 3aKasuuky
KBanndunumpoBaHHoro oteeta. [ o4eHb BbICOKOro
npuopuTeTa CpOK U3MEPSETCS B pearlbHOM BpeEMEHMN.
Ons noboro gpyroro npnoputeTa CpoK U3MepseTcs B
pabounx yacax B nepuoa Mexay 9:00 v 18:00 no

MECTHOMY BpPEMEHMU.

1.3. «MakcuMmanbHoe Bpemss o06pabotrkm» — 370
YCTaHOBNIEHHOE BpeMsl MexAay MNOATBEPXAEHUNEM
NHumaeHTa " npenocTaBneHnem 3akasumky

MOCTOAHHOIO UM BPEMEHHOIO peleHns.

1.4. «Ycnyru no cConpoBOXAEHUIO» — 3TO YCIyru,

onucbiBaeMble B HacToswem MpunoxeHun 1.

2. 0O6s13aHHOCTHN B OTHOLWWEHUHn
conpoBoXxaeHuro SAP.

Ycnyr no

2.1. SAP He 6yneT okasbiBaTb YC/1yrn no CONpoBOXAEHUIO

B cneayrowmx obcroaTenbCcreax:

2.1.1. Ecm npobnema BO3HWMKNA B CBSA3UM C
BHeCeHMeM usmeHeHun B ObnauHyto ycnyry
6e3 paspeweHus co CTOpOHbl SAP unu
ucnosnb3oBaHnem O6nayHol  ycnyrm B
HapyweHune ycnosun CornawieHus.

2.1.2. Ecnv npobnema BO3HMKNA B CBSA3N C
ucrionb3oBaHmem O6nayHoM ycnyru, He
pacnpocTpaHseMoi KkomnaHuen SAP B
coctaBe O61auyHOM yCNyru, aaxe ecnum Takue
npoaykTbel 6blAM  MNOCTaBfeHbl BMecTe C

ObnayHon ycnyroun.

2.1.3. Ecim npobneMa BO3HMKNA B pe3yfbTaTte
HEKOPPEKTHOW HaCTPOWMKW, HeAO0CTaTOYHOro
YypOBHSA noAroTOBKM 3aKka3s4uka,

OTCYTCTBYROLWUNX NI HEKOPPEKTHbIX 6usHec-
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MpoueccoB  WAW  HapyleHus  npasui
MCNO/b30BaHMS.
2.2. The following activities for the Cloud Service are part 2.2. Cnepytowe penctema B OTHoweHun O6nayHon
of the of the shared support model between SAP and YyC/yrn BXoaaT B COCTaB obLuen Moaenn noaaepxKu
the authorized SAP partner from whom Customer mexay SAP n aBTopm3oBaHHbIM NapTHepoMm SAP, y
has purchased the Cloud Service subscription: KOTOpOro 3akasunmk npuobpen nNoANMCKY Ha
ObnauHyto ycnyry:
Activities SAP Partner
AeicTBuA SAP MapTtHep
Infrastructure and Server Management
YnpaBneHune MHhbpacTpyKTypo U cepsepamMmm
Server Management (all servers) up to and including the OS X
YnpaBneHue cepsepamMu (BCeMW cepBepamMm), BKOUAsh OnepaumMoHHY0 CUCTEMY X
Server OS and Network Infrastructure Patch Management X
YnpaBneHve ucnpasieHUsMU ANs CEPBEPHOI OnepaLMoHHOM CUCTEMbI U CETEBOM X
MHMPaCcTpyKTypbl
Network Management X
YnpaBneHue ceTbio X
Initial Landscape configuration X
MNepBOHayanbHas HacTponka naHawadTa X
Initial Installation and configuration of the landscape with associated components X
MNepBOHayanbHas ycTaHOBKA M HacTpolika naHawadTta ¢ COOTBETCTBYOLWMMN KOMMNOHEHTaMU X
Initial and ongoing Server configuration and management X
MNepBoHauanbHas U TeKkyllas HacTpoiika 1 ynpasfieHMe CepBEepPOM X
Backup Services X
Ycnyru pe3epBHOro KonmpoBaHus X
Monitoring
MoOHUTOPUHI
Infrastructure Monitoring (Memory, CPU, disk) X
MOHUTOPUHI MHppacTpykTypbl (NamMate, UM, anck) X
Capacity Monitoring X
MOHWUTOPUHI EMKOCTH X
Security
Be3onacHocTb
Network Infrastructure Security (i.e.: Firewall, IDS/IPS) X
Be3onacHocTb ceTeBOM MHDpACTPYKTYpbl (bpaHamayap, IDS/IPS) X
Server OS Security Patching X
YcTaHoBKa ucnpasneHnin 6€30nacHOCTU AN CEpBEPHOM onepauMoHHON CUCTEMBI X
Access Security X X
Bbe3onacHocTb goctyna X X
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DDoS Monitoring

MoHuTopuHr DDoS-aTak

Security Software: Anti-Virus

AHTMBUMPYCHOE NporpamMMHoe obecneveHune

X X [ X 1 X

Application security vulnerability and penetration testing and application security auditing

TecTMpoBaHMe yS3BMMOCTM NPOrpaMMHOro ob6ecneyeHnss U BO3MOXXHOCTU MPOHUKHOBEHUS B
CUCTEMY U NpoBepKa 6e30MacHOCTU MPUNOXKEHN

Secure custom application development

Be3onacHas pa3paboTka nosib30BaTE/IbCKUX MPUTOXKEHWNI

Security incident management related to hosting environment

YnpaBneHue nHuMaeHTamm 6e30nacHOCTM, CBSI3aHHbIMM CO CPeAoi pasMeLleHus

Security incident management related to non-SAP application code (initial alerting)

YnpasneHue nHunaeHTamm 6e30nacHOCTU, CBA3aHHbIMK C MPOrPaMMHbLIM KOAOM CTOPOHHUX
npounssoanTenen (CUrHasabHoe onoBeLeHne)

X X [ XX

Security incident management related to non-SAP application code (mitigation / remediation)

YnpasneHue nHunaeHTamm 6e30nacHOCTU, CBA3aHHbIMK C MPOrPaMMHbLIM KOAOM CTOPOHHUX
npounssoaunTenen (ycTpaHeHue yrposbl U MMKBUAAUNS NOCIeACTBUN)

Database Management

YnpasneHue 6a3oi gaHHbIX

Database installation and configuration

YcTaHoBKa 1 HaCTpOVIKa 6a3bl AaHHbIX

Patching of the database

YcTtaHoBKa ncnpasneHnii ansa 6a3sbl 4aHHbIX

Database backup and restore

Pe3epBHOe KONMpoOBaHMe 1 BOCCTaHOBNeHME 6a3bl AaHHbIX

Database monitoring

MOHUTOPUHI 6a3bl AaHHbIX

XX XX XX | X1iX

End User Lifecycle Management

anaBnel-me dXU3HEHHbIM LMKJ/IOM KOHeUYHOoro nonb3oBaTtens

Provisioning of new End User tenants

I'Ipep,OCTaBneHme KoHeuHbIM Nos1b30BaTENSAM HOBbIX aBOHEHTOB

Creation and control of End User user access

MpepocTtasneHne n ynpasneHne aoctyrnom KoHeyHoro nosb3oBatens

Deployment of extensions to the landscape and to End User tenants

PaszBepTbiBaHMe pacwmpeHuii ana naHgwadTa n aboHeHToB KOHeYHbIX nonb3oBartenemn

Upgrade of End User tenants to later SAP Business One patches

O6HoBNeHne aboHeHTOB KOHEYHbIX Nosb30BaTenien 40 NocnegHnx nakeToB ucnpasneHuin SAP
Business One

XIX | X IX | XX [ XX

User Acceptance Testing

x

lMonb3oBaTebCKOE NPUEMOYHOE TECTUPOBAHNE
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SAP Business One Cloud Landscape upgrades

O6HoBneHnsa naHgwadTta SAP Business One Cloud

Support & Incident Management

YnpasneHue HOAAep)KKOﬁ N MHUNWAEHTaMM

First line support. Support Level 1

MepBas NMHUSA Noanep>XKN YpoBeHb noaaepxku 1

User

Create new incident based on automated alerts or support request by phone or email from End

Co3pnaHne HOBOro MHLMAEHTa HA OCHOBE aBTOMAaTMYECKOro YBEeAOM/IEHUS UM 3anpoca Ha X
noaAepXKy no TenedoHy MM 3neKTPOHHON noyTe oT KOHEeYHOoro nosb3oBaTens

Capture incident details

3anucb cBeageHnin 06 MHUMAEHTE

Categorize incident

OnpepeneHve KaTeropum MHUMAEHTa

Prioritize incident

MpucBoeHWe NpuopuTeTa UHUMAEHTY

XX [ XX | XX

Investigate and diagnose incident reporting by End User

N3y4yeHne n oueHKa MHUMAEHTa, O KOTOPOM 3asiBMa KOHeYHbIN Nosib30BaTeNb X

Assign incident to appropriate support group within SAP for resolution X

HasHauyeHWe nHuMaeHTa COOTBETCTBYIOLWEN rpynmne noaaepxku SAP ans ycrpaHeHus

Shared Support Model

Under the shared support model for the Cloud Service,
together with the authorized SAP partner from whom
Customer has purchased the Cloud Service subscription, SAP
provides Support Services. In this model, the authorized SAP
partner acts as primary support contact to the Customer for
the Cloud Service. This means that the authorized SAP
partner will receive all inquiries and Incidents from Customer
and will provide primary support for any Incident raised by
the Customer for the Cloud Service on behalf of SAP per its
Customer contract.

3. Customers Responsibilities

Customer will designate two (2) primary users that
will raise and respond to support Incidents.
Customers shall provide to SAP and the authorized
SAP partner contact details (e-mail address and
telephone number) by means of which the
Customer contact or the authorized representative
of such Customer contact can be contacted.

3.2. To receive support services hereunder, customers
shall reasonably cooperate with the authorized SAP
partner and SAP to resolve support Incidents, and
shall have adequate technical expertise and

knowledge of their configuration of the Cloud
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O6wan Moaenb NoaAep KU

B pamkax obwel mogenu noaaepxku ana ObnayvHon ycnyrum
SAP npeaoctasaseT YCNyrn no CONpoBOXAEHMIO COBMECTHO C
aBTOpPM30BaHHbIM MapTHepoM SAP, y KoToporo 3akasuuk
npuobpen noanucky Ha O6naynyio ycnyry. B pamkax aTou
MoAenn aBTOPM30BaHHbIM napTHep SAP BbicTynaet Aans
3aKka3umka B KayeCTBe OCHOBHOr0 KOHTAkKTHOro nuua B
OoTHOweHun O6nayHom ycayrM. DTO O3HAYaeT, uTo
aBTOpU30BaHHbLIM napTHep SAP 6yaer npuHMMatb OT

3aKa3umka Bce 3anpocbl W WHUMAEHTbI W 6yaer
NpefocTaBfsaTb  MEPBUYHYIO  MOAAEPXKKY Mo Jilo6bIM
MHunaeHTaM, noAaHHbIM  33Ka3uMKOM B OTHOLLUEHUM

O6nauHoli ycnyru, OT nuua KoMnaHum SAP  cornacHo
LENCTBYIOLWEMY KOHTPaKTy C 3aKa34ymMKoM.

3. 06s13aHHOCTU 3aka3umka

3.1. 3aka3unk 0653yeTca Ha3HaunTb 2 (ABYX) OCHOBHbIX
nonb3oBaTtenen, KoTopble 6yayt nopasaTtb
CBA3aHHble C NoAAepXKon MHUMAEHTbI U oTBeYaTb
Ha HMX. 3aKasumkm 064a3yITCa NpeaocTaBUTb

KoMnaHmn SAP n aBTopu3oBaHHOMY napTHepy SAP
KOHTaKTHble AaHHble (aApec 3NeKTPOHHOM NOYTbl U
HoMep TenedoHa) AN CBA3U C KOHTAKTHbIM ULOM
3aKasumka WM aBTOPU3OBAHHLIM MpeacTaBUTENEM
TAKOro KOHTAKTHOro fnua 3aka34vunka.

3.2. Ana nonyyeHnsa ycnyr no CornpoBOXAEHWUIO COrnacHo
HacTosiweMy CornaweHuio 3aka3ynmku obsasytTcs
oka3blBaTb SAP 1 aBTOpu3oBaHHOMY napTHepy SAP
pa3syMHOe COAEeNCTBUE B pa3peLlleHnn CBSA3aHHbIX C

noagepxko WMHUMAEHTOB, a Takxe obnagaTb
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Service to provide relevant information to enable
the authorized SAP partner and SAP to reproduce,
troubleshoot and resolve the experienced error such
as, by way of an example, instance name,
username, form name and screenshot.

Incident Handling

After receipt of the Incident, the following will be
performed:

e Check if Incident report from Customer is
complete and if necessary, obtain missing data
and information from Customer.

e Prepare a comprehensive description of the
problem which is the basis of the Incident,
which shall include all steps that led to
occurrence of the Incident, full syntax of the
problem message and surrounding system
variables or factors.

e Search for available SAP Notes and assign them
to the Incident if relevant.

e Search for errors using the data provided by
Customer.

e Reproduce and isolate the Incident in the
Customer’s Business One Company or their own
test environment with similar releases.

e Analyze if the Incident can be attributed to a
defect of the Cloud Service.

e Propose appropriate workaround if the Incident
cannot be attributed to a defect of the Cloud
Service.

e Submit the Incident to SAP if the Incident can
be attributed to a defect of the Cloud Service
and if no SAP Note is available to solve the
Incident.
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afleKBaTHbIMM  TEXHUYECKUMMU 3HaHUAMMU 06
ncrnonb3yemMon KoHdpurypaumum O6nadyHOW ycnyru,
4TO6bl NPEeaoCTaBnsATb peneBaHTHY nHdbopMauumio,
nossonsawwyo SAP N aBTOpM30OBaAHHOMY MNapTHeEpY
SAP BOCMNpoOM3BECTU, BbISSIBUTb U  YCTPaHUTb
BO3HMKLWYO owmnbKy (Hanpumep, uMmsa ak3emnnsapa,
UM nonb3osBaTend, UMa hOpMbl U CHUMOK dKpaHa).

O6paboTka MHLUMAEHTOB

Mocne nony4dyeHusa NMHumnpeHTa BbIMOJIHAKTCS
cneaywouwme AencTems:

e [lpoBepka nonHOTbI oOT4yeTa 06 WHuUMAaeHTe,
npenocTaB/ieHHOro  3aKa3uukoM, 7 npwu
HeobXxoAMMOCTM MONyYeHue OTCYTCTBYHOLMX
[aHHbIX Y 3aKa3uduka.

e [loaroTtoBka BCECTOPOHHEro onucaHus
npobnembl, nexawen B OCHOBe WHuuaeHTa,
BK/1tOYas BCE warwm, npueeaLwmne K
BO3HWKHOBEHUIO |/|HL|,VI,CI,eHTa, MOJTHbIN
CUHTaKcuc coobueHnsa o npobneme, a Takxe
Apyrue AonofHUTeNbHble dakTopbl, Hanpumep
nepemMeHHble CUCTEMbI.

e [lonck pocTtynHbiX SAP-HOT ©n B Cchnydae
peneBaHTHOCTU MX HasHadeHne NHunaeHTy.

. Monck owmnbok Ha OCHOBE AaHHbIX,
npeanocTaB/IEHHbIX 3aKa3uymKom.

e BocnpoussegeHue un wmsonaums MHumaeHta B
KoMmnaHum Business One 3aka3uymka win ero
cobCcTBEHHOW Cpefe TeCTUPOBaHUSA CO CXOXUMMU
BbIMyCKaMMu.

e AHanM3 HanMuua WNM  OTCYTCTBMS  CBS3MU
MHumnaeHTa c gedektom ObnadHom ycnyru.

o [MpepnoxeHune noaxoasiLLero BPEMEHHOIo
peweHnuns, ecnn WHUmMAeHT He 6bln BbI3BaH
nedektoMm ObnauHom ycnyru.

o [epepava NHumpeHTta B SAP, ecnun NHumpeHT
6bin Bbi3BaH gedektom B Ob6radyHon ycnyre u
ecnn otcyTcTByeT SAP-HOTa AN yCTpaHeHwus
aToro MHumaeHTa.
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4.2, Incident prioritization: 4.2, OnpepeneHne npuopmuTeTos MHUMAEHTOB
Priority Definition Response Level
Mpuoputer | OnpepeneHune YpoBeHb pearmpoBaHus
Very High A problem message or Support Case is categorized with the priority | Targeted Initial Reaction Time:
“very high" if the problem has very serious consequences for normal | g9 minutes (real time)
business transactions and urgent work cannot be performed. This Targeted Maximum Processin
is generally caused by the following circumstances: Timge' 9
e Absolute loss of the Cloud Service ' .
i ] ) ) 8 hours (real time)
e Malfunctions of central SAP system functions in the production
system of the Customer
e Delays to the planned production startup or upgrade within the
next 3 workdays.
e The problem message requires immediate processing because
the malfunction may cause serious losses.
OueHb CoobweHnto o  npobneme wuam  [NpobnemMHoW  cuTyaumn | LleneBoe BpeMs NEPBUYHOIO
BbICOKMUN npucBaMBaeTCs O4YeHb BbICOKUIM MPUOPUTET, ecnn npobnema MMeeT | pearMpoBaHus:
O4YeHb Cepbe3Hble MOCNEACTBUS ANS HOPMAajbHOrO MNPOBEAEHUS | 60 MuHYT B peanbHOM BpeMeHu
busHec-onepaumMin 1M CTAHOBUTCA HEBO3MOXHbIM  BbINOJSIHEHME LleneBoe MaKcUManbHoe BpeMs
BaXHeMwmnx 3agad. Kak npaBwio, MpUYMHaAMK  CTaHOBSATCSA 06DaBOTKM: P
cneaywuwme obcroaTenbCcrea: P )
e T[lonHbIM oTka3z Ob6nayHom ycnyru. 8 4acos B peasnbHOM BpeMeHH
e Henonagku B ueHTpanbHbIX QYHKUMAX cucteMbl SAP B
NPOAYKTUBHOM CUCTEME 3aKasuuka.
e 3aaepXXKu NNaHOBOro npouecca 06HOBAEHMS MM 3anycKa
npounssoacTBa Ha 3 (Tpu) pabounx AHA noapsa.
CoobuweHne o npobneme TpebyeTr HeMmeaneHHo o06paboTky,
MOCKOJIbKY HEMCMPABHOCTb MOXET MPUBECTU K CEPbE3HbLIM MOTEPSIM.
High A problem message or Support Case is categorized with the priority | Targeted Initial Reaction Time:
n H n o B . . i
high" if normal business transactions are seriously affected and | 4 pysiness hours
necessary tasks cannot be performed. This is caused by incorrect Targeted Maximum Processin
or inoperable functions in the SAP system necessary in the actual Tim?e' 9
situation. The problem message requires immediate processing )
because the malfunction can seriously disrupt the entire productive | 2 business days
business flow.
Bbicokni CoobuweHnto 0o npobnemMe  unu MpobnemMHon  cuTyauum | Llenesoe BpeMs NepBUYHOIO
npucBamMBaeTcsl  BbICOKMA  MPUOPUTET, €CIN  CYLLECTBEHHO | pearMpoBaHus:
3aTpyAHEHO HOpMasibHOE  BbINONHEHME 6usHec-onepaunin W1 | 4 yaca pabouero BpemeHu
CTaHOBMTCS HEBO3MOXHbIM BbIMOSIHEHNE HeobXoAUMbIX 3ajaud. LleneBoe MakcUManbHoe Bpems
MpuunHon MOXeT 6bITb HEKOppEeKTHas paboTta nnu 06DaBOTKN P
HepaboTocnocobHoCTb yHKUMIA cuctembl SAP, HeobxoauMbix B P :
JaHHoW cuTyaummn. CooblueHne o npobneme TpebyeT HeMensieHHoi | 2 Pabounx AHs
06paboTkn, MNOCKONbKY HEUCNpPaBHOCTb MOXeT TMpuBecTn K
cepbe3HOMy cHOKO BCero nmnoTOKa MPOM3BOACTBEHHbIX 6U3HecC-
npoLeccos.
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Medium

A problem message or Support Case is categorized with the priority
"medium" if normal business transactions are affected. The problem
is caused by incorrect or inoperable functions in the SAP system

Targeted Initial Reaction Time:
8 business hours

Targeted Maximum Processing
Time:

4 business days

CpenHui CoobLeHunto o NpobsieMe NpucBanBaeTCsl CpeaHU NPUOPUTET, ecnn | LleneBoe BpeMsi NEPBUYHOIO
3aTpyaHeHo HOpMasnbHOe BbIMOJIHEHNE busHec-onepaunii. | pearmpoBaHus:
MpuymHoOn MOXeT 6bITb _ HekoppekTHas paboTa WM | 8 yacos pabouero BpeMeHu
HepaboToCnoCcobHOCTb PyHKLUMNA cncTeMbl SAP.
Llenesoe MakcuManbHoe BpeMs
obpaboTku:
4 pabounx gHs
Low A problem message or Support Case is categorized with the priority | Targeted Initial Reaction Time:
low" if the problem causes few or no effects on normal business | 16 pusiness hours
transactions. The problem is caused by incorrect or inoperable Targeted Maximum Processin
functions in the SAP system that are not required daily, or which Timge' 9
are rarely used. )
8 business days
Huzkunin CoobuweHunto o npobnemMe npuceBamBaeTCs HU3KUIM NpuopuTeT, ecnn | Llenesoe BpeMsa NepBMYHOIo

npobnema okasblBaeT He3HauuTeslbHOe BAUAHME uan Boobuie He
BAIMSIET HA HOpManbHOEe npoeeaeHne busHec-onepaumin. MpuunHon
MOXeT O6biTb HepaboToCrnocobHOCTb WM HeKoppekTHas paboTa
peaKo WU HeperyaspHo ucnosibdyembix dyHKunim SAP-cnuctemsl.

pearmpoBaHus:
16 yacoB pabouyero BpeMeHu

LleneBoe MakcuMasbHOe BpeMs
obpaboTku:

8 pabouunx aHen
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