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SAP HANA ENTERPRISE CLOUD SUPPLEMENTAL TERMS AND CONDITIONS
SAP HANA Enterprise Cloud O#fJESft

These supplemental terms and conditions (the “HEC Supplement” ) are part of an agreement for certain
SAP Cloud services between SAP and Customer and apply solely to SAP HANA Enterprise Cloud Services
and any related Cloud Services purchased in an Order Form with the SAP HANA Enterprise Cloud Services
and not any other SAP product or service. This HEC Supplement applies to an Order Form for SAP HANA
Enterprise Cloud Services v.2-2019 or later (as identified in the footer of the Order Form).
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DEFINITIONS

T

Definitions used but not defined in this HEC Supplement shall have the meaning ascribed to them in the Order
Form or in documents incorporated therein.

Zo THEC ORiRESEME] THELN TV ARERINTWARWHREZ, MEX®E] UIFZISHAAEATY
LDLECEDDIE®REAETILO LTS,

“Change Request” means any changes in the Cloud Service as described in a written document signed by
the parties and referencing the applicable Order Form.

EEEFE i3, MAFHFCL->TEASN, YT 2 EXFE 2RI 2FmOLFICTTEEND
777 F—E2] OEEEZWVI,

“Computing Environment” means the SAP provided data center facilities, servers, networking equipment,
operating systems, and data storage mechanisms selected and used by SAP to provide the HEC Services for
the Customer, and includes the Production Computing Environment (PRD), and any other Computing
Environment used for non-production purposes (NON-PRD) as agreed in the Order Form.
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“Documentation” means SAP's then-current (i) Service Descriptions identified as Documentation, (ii) roles
and responsibilities descriptions, and (iii) technical and functional documentation for Subscription Software, as
applicable, made available to Customer by SAP.

[FF¥aXTF—Tary] &L, SAP IZL VEEOFIHIZH S D, SAP OF DR THER /R, 727
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“HEC Services” means the following Cloud Services provided by SAP under an Order Form and further
described in the Agreement: SAP HANA Enterprise Cloud, BYOL model ( “HEC BYOL” ); SAP HANA
Enterprise Cloud, subscription model ( “HEC Subscription” ); and SAP HANA Enterprise Cloud, Advanced
Edition Services model.

THEC Yr—E R &id. [HECE) ICHESWT SAP Ik vt h, THREQ) ICEEATHEnTnsg,
W 17527 RYy—E RZ] &\v9H : SAP HANA Enterprise Cloud, BYOL model ( THEC BYOL] ) . SAP HANA
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Enterprise Cloud, subscription model ( THEC ¥7RXZ U FT 3] ) . KO SAP HANA Enterprise

Cloud, Advanced Edition Services model,
“LAN” means a local area network that is a logical computer network that spans a relatively small area.

[LAN] &3, o= AL U TRy hU—=27 %20, ZHITHEARWER 255 & 95, i a
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“License Agreement” means the agreement (other than this Agreement) under which Customer procured
Licensed Software.
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“Licensed Software” means the version of the applications, databases, software, tools and components
owned or licensed by Customer (other than any Subscription Software) which Customer provides to SAP as
part of the Cloud Services.
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“Non-PRD” or “Non-Production Computing Environment” means any Computing Environment other
than a PRD and may include development, quality assurance or sandbox environments.
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“Point of Demarcation” means for MPLS, the port on the provider switch or, in case of a VPN for access,
the external interface to the Internet of the VPN device of SAP’ s Computing Environment.
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“PRD” or “Production Computing Environment” means that part of the Computing Environment which
is used exclusively for the execution of live business transactions.
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“Service Description” means written description of certain aspects of the Cloud Service including
Enhanced Managed Services, and Disaster Recovery, as made available to Customer by SAP and identified
as Documentation.
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“Subscription Software” means software provided and hosted in the Computing Environment by SAP on
a subscription basis as part of the HEC Subscription offering as identified in the Order Form.

TR VFary7bvw=T) Lid, THEXE) CHREND EBY, THEC ¥ 7 R27 YT gy
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HEE AR NEND YT VT =T EVN 9,

“Systems” means one or more interrelated and interdependent components such as databases, servers,

networks, load balancers, web dispatchers, tenants, etc. which when taken as a whole are used to operate a
tier. Each combination of components used within each tier is equivalent to one System.
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LICENSED SOFTWARE, SUBSCRIPTION SOFTWARE AND MAINTENANCE

HEREZERRY 7 =T, B TRI VT ar )7 o= 7 RUMRS

Licensed Software

RSN RY 7 by =T

Provision of Licenses. Customer is responsible for providing all Licensed Software and obtaining all
necessary rights from third parties required for SAP to run and host the Licensed Software. Customer will, at
SAP’ s request, provide written verification of such rights from Customer and/or any applicable third party
licensors. Customer grants to SAP the nonexclusive right to use the Licensed Software for the sole purpose of
and only to the extent necessary for SAP and its subcontractors to provide the Cloud Service and to the extent
as may be otherwise stated in the applicable Order Form. Customer hereby represents and warrants that it
has all rights, licenses and authorizations necessary to grant the rights to SAP as set forth in this Section.
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Support. Customer is responsible for obtaining and retaining SAP provisioned SAP Enterprise Support (or any

lower level if agreed by SAP in writing) from SAP for SAP Licensed Software, and relevant support for non-
SAP Licensed Software, for the duration of the Order Form.

HFR—F BRI, [EXE] OHIEIR, SAP NS uvrTa=r T 5, SAP O [ERMETEEY 7
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EEEA D,

Licensed Software Modifications and Configuration. Customer is responsible for testing and resolving
source code, compatibility issues or other conflicts that may arise from modifications permitted under the
License Agreement and any patches or workarounds or other changes provided by the licensor of the Licensed
Software. Customer will inform SAP immediately about modification, add-ons or other changes to the Licensed
Software. SAP may restrict customizations or modifications to the Licensed Software in order to be able to run
the underlying Computing Environment in accordance with the scope of the Cloud Services.

ERMETFRNRY 7 b2 TOBERCRE BiEid, MEHMETERN) ICESWTEERFIT S TY
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Subscription Software

VTRV Fa I 7 bhu=T
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Provision of Licenses. SAP shall provide the Subscription Software during the Subscription Term solely for
installation on the Computing Environment, and for archival or disaster recovery purposes. Except as set forth
in Section 3.1 below, Customer is responsible for having the Subscription Software installed, including
upgrades and new releases, into the Computing Environment.

SABVAOHEME SAP IE. VT2V Far VT =T BB [aybta—F 0 B O
AVA M= ROT —HA THELLIIKERBIHOBWT, 72707y g V) iz gt
2b0LT D, THH 31 RICEDDIGEERE, KL, 7y 77— FNEUOHHY V—2250, 4
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Subject to the terms of the Agreement, the Software Use Rights shall apply to the Subscription Software

during the Subscription Term. For the purposes of this Agreement, references in the Software Use Rights to
“Software Agreement” shall read this “Agreement” and references to “SAP Software” shall read
“Subscription Software”

RZBH) OFBEESMEE LT, VY7 N THERME X, 72207 g VHIR) Ricks
WT 7227 )7 varyy 7 o7 s b0 LT5, TREN BT, Y7 bho=T
FERME] ICBITD TV 7 by =788 ~DOE KT TAZK] 2L, SAP [V 7 b7 | ~OFKix
(T2 VTary7 =7 2ETbH0OLTD,

Use of Subscription Software may occur by way of an interface delivered with or as a part of the Subscription
Software, a Customer or third-party interface, or another intermediary system. Customer must hold the
required licenses as stated in the Software Use Rights for any individuals that use the Subscription Software
(directly or indirectly). Business Partners may use the Subscription Software only through screen access and
solely in conjunction with Customer’ s use and may not use it to run any of Business Partners’ business
operations.

W72 0)7varyy7bhyer7] © ER X 7220 7Fvary7iov=e7) LEb
W2, BLLIE, TO—EE LTI EINTA Vv F—To—A, BEELIIEZEZFEDA VX —T =2 — R,
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ARV AEBGEAE L2 oy, THEIE X, A2 V=07 78 RZ2@UTOHR, MOBRLREHEOME
AT (7270 Fvary 7 vo=7 ) 2HATHZENTEER, THBIL OFEEEEDOZD
WAL Td e b2,

For avoidance of doubt, support and maintenance services provided under this Agreement are solely for the
Subscription Software and must not be used to support any third-party solutions or other SAP products,
including SAP products purchased under a separate agreement between an affiliate of Customer and SAP
(or a distributor of SAP products). Customer acknowledges that if Customer uses any such services for other
SAP products or third-party solutions without a separate valid SAP support agreement for such products,
SAP will invoice Customer the applicable accrued fees associated with such time period of use plus a
reinstatement fee for support for such products.

SEFMEBED 7= DA RE AU, TARRK ) ICESOTIREE SN R — RO — 2 A%,
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FERT A EETHKT D,

If Customer has licensed a runtime database from SAP (or its Affiliates or any of its respective resellers or
distributors) under the License Agreement or a separate agreement, Customer shall comply with the license
restrictions for runtime databases when integrating the Subscription Software licensed hereunder with the
SAP software licensed under the License Agreement and/or such separate agreement.

Ml FIAERFAR R ) SUTRRTKNCEE SN T, RN T X A LT —H _X— A D Mt % SAP
(Ri%@F%@%ﬁjﬁb<i@%@)f7~%ﬁﬁ%ﬁ)ﬁgxifwéﬁA\@E [Z oL
WCHSEHHMTESNE (37227 Fvar Y7 N =T & [l kD %ﬁJ&U%XiéM
% %ﬁ CEEOWTHAMETRE SN SAP [V T b 27 ] EHAETIERIE. T4 A LT —F_X—AD
T4 ARIREETFTH O LT D,

Support. HEC Subscription includes SAP Enterprise Support as defined in the Order Form.
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Subscription Software Modifications and Add-Ons. Customer has the right to develop and use
modifications and/or add-ons to SAP’ s Subscription Software (excluding any third party software) in
furtherance of its permitted use of the Subscription Software under this Agreement. Customer is responsible
for testing and resolving source code, compatibility issues or other conflicts that may arise from modifications
permitted under this Agreement and any patches or workarounds or other changes provided by SAP for the
Subscription Software. Customer will promptly inform SAP about modifications, add-ons or other changes to
the Subscription Software. SAP may restrict customizations or modifications to the Subscription Software in
order to be able to run the underlying Computing Environment in accordance with the scope of the Cloud
Services.

YTRIVFLar I T N NT2TDET A T4 r—a vy kOT RE2y  @EE, SAP o (4722710
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HEC Services

HEC ¥—E R

Currently Supported Version of Licensed Software and Subscription Software.

BUTOF R — MAROBMMETFEARY 7 =T ROV T 22 VT rar I 7 b7 ONR—=Va

Customer shall use, and all installations including the initial install of Licensed Software and/or Subscription
Software in the Computing Environments shall be, a version or release of the Licensed Software and/or
Subscription Software for which software maintenance and user support are current, as provided by the
software vendor as specified in the relevant license agreement with such vendor. For SAP Licensed
Software and/or Subscription Software such support (to the extent included in the applicable Order Form or
License Agreement) is provided according to the current maintenance phases of SAP software releases as
stated in https://support.sap.com/releasestrategy. For the purpose of this provision, “current” herein
relates to “Mainstream Maintenance “

BB, Y7 D=7 S S BRSNS S — & OB % TR0 &
i, Y7 Ry = T RFROa—F—F R EREH T8 3 VLY U — 20 R4
ZhoxT ) RO TRV F a7 a7 BERATLHSb0EL, Tara—TFT 1
REE] WO MERMETF#NRY 7 b7 ) ROWIE H 7270V Fvary 7 vy 7 ) OPHA R
F=NZEGLT_XRTOAL AL —varyb IREARTHLBD LT D, SAP O MERMERRENSRY 7
DT RO/ XL TRV Far Y7 T ZOWTOFR— N5 MECE T
M FME R ICEENHHEE) X, https://support. sap. com/releasestrategy I[ZERa STV 5D
SAP Y7 b =T VY —RADRHFDA L TF U AT 2—RZG U TRt EN 5, ZORED BIIZB T,
ZITO BT LT AAABNI—AAUTFURT ~OEL TS,
If Customer uses or installs a version or release of SAP Licensed Software and/or Subscription Software in
“Extended Maintenance,” then Customer agrees to a 5% fee increase during the Extended Maintenance
term and that this increase is separate from and in addition to any renewal fee increase set forth in the Order

Form. Additionally, and notwithstanding anything to the contrary, the System Availability Service Level shall
not apply to the Cloud Service during the Extended Maintenance term.

BED, SAP O MERMERFEIRY 7 b U =7 ) RO/ XE 9722 )V Fvary 7 y=T |
DA=T a3 rFY V=R % BERRSFH—E R ] ICBWTEAXIEA VA M= 3556, BEE, T
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Customer acknowledges that if Customer is not on a version of the Licensed Software and/or Subscription
Software under current maintenance or under SAP Enterprise Support (or any lower level if agreed by SAP
in writing) for SAP Licensed Software, (i) SAP’ s abilities for the provision of support may be limited and
SAP shall assume no responsibilities for such limitations and (ii) the System Availability Service Levels shall
not apply. During the Subscription Term, Customer may be required to upgrade to more recent versions of
SAP Licensed Software and/or Subscription Software to receive SAP Enterprise Support and the Systems
Availability Service Levels, which may require Customer to incur additional costs. In the event that

“Mainstream Maintenance” is no longer available for the Licensed Software and/or Subscription Software
and a new version or release of the Licensed Software and/or Subscription Software is not available, the
parties shall in good faith agree on a mutually agreeable solution, which may require Customer to incur
additional costs.

BEIX, BEO ERMTRAIRY 7 b7 RO/ UL T2 7 )V Fva vy 7 hy=T )
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BENHY . THIZOWTIHEFIBMERANECLA Z LN H D, AT ESRY 7 vy =T ] RO/

XWE 72707 ar 7 =7 ICHLT AL AN —AATF U A] ORRENRTERL AR
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SAP strongly recommends that Customer follows best practices for Software Lifecycle Management as
published by SAP Active Global Support. Unless otherwise expressly stated in the Order Form and except as
set forth in Section 3.1 below, Customer is responsible for having the Subscription Software and Licensed
Software installed, including upgrades and new releases, into the Computing Environment. In the event such
installation requires changes to Customer’ s Computing Environment as reflected in the “Systems Set-Up
Table” in the Order Form, such changes will be agreed upon in a Change Request pursuant to the Change
Request procedure.

SAP 1%, SAP Active Global Support BWAXKLTWD [V T vy =T T4 794 7 VER) ICBT

BHRANT T T 4 ATHED KOS, BFRICHHERE S 2, NEXE) ICHBHRMICED D58 2 RE,
FLLUTOH 3.1 FUITEDILEERWT, BRIL, arEa—TFT4 0 78BE) I V722707
varyy 7 b7 RO MERAMET#HAGRY 7 v T A VA=A LTELZE (Ty 7T L—F
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TADE Y FT v TE] KKMENTEED (ar Ea—T 40V 7BE) OBERLERIGE. NnDHAER
3. TERERE] FRS - T TEATER] KBV TaREINLIbD LT D,
Maintenance Activities. SAP performs regular scheduled maintenance activities to maintain OS security
patch levels, database and application patches, infrastructure (network, compute, storage) maintenance and
other scheduled proactive activities. The parties agree that such maintenance activities will be reasonably
scheduled for a date, time and duration mutually agreed (in the Order Form or in advance of such activities)
between SAP and Customer ( “Scheduled Downtime” ) based on requirements and resources. In the event
that Customer fails to cooperate with the scheduling and/or performance of such maintenance activities in a
timely manner as recommended by SAP, Customer shall be solely responsible for any issues in the Cloud
Service, including unexpected downtime, arising in connection with not performing such maintenance activities
in a timely manner as recommended by SAP.

RSFEE SAP 13, 0S DEF a2 VT 4Ry F LNV, F—=ER—AKORT AV r— g 0Oy FE2HH
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Notwithstanding the foregoing, SAP reserves the right to perform Emergency Maintenance activities at any
time without Customer’ s prior consent. SAP will use reasonable efforts to provide Customer with forty-eight
(48) hours advance notice regarding performance of Emergency Maintenance. In case of downtime during
such Emergency Maintenance, the parties agree that such downtime will be considered to be “Emergency
Downtime” . “Emergency Maintenance” are maintenance activities required to address an unforeseeable
circumstance aiming to prevent significant impact to the Cloud Service. Such situations may include application
of emergency application patches and operating system security patches (security patches with priority

“Emergency” ) and/or performing emergency operating system activities (urgent upgrades and/or refresh of
shared components).
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SAP (%, TEEMRST OFEMEICBE LT, BEIC 48 FEHaiE COFNRAMEIT O X GBI ARE N %9,
DD TBEMRSE] HIZE T v Z A D3 -T25E . WS HEIL, DD E U Z A LN [BEaT T 2o
L] LBRARSNDZEICAET S, TBRAMRST) X, (777 Rh— 2] ICHTHERREELTHT S
HHJC, THIARFRERFEICHIGCT 2D ERRTFIEETH S, 20 RN, BEaoT7 7Y r—
ARy FRARV =T 4 VT VAT LADEF 2T 4y F (BEREN TBE] OkvXxa2UT 43y
F) OHEAL, BREOFXL—T 4 VTV AT AMEEOFER (BROT v T 7L — R Fa AR —x b
DYV 7Ly ia) REBRHY S 5,

Customer will be responsible for requesting and coordinating with SAP the application of security patches (all
security patches with priorities “critical,”  “high,”  “medium,” or “low” ) by way of a service request
ticket. The parties agree that such upgrades will be performed during Scheduled Downtime or other Agreed
Downtime.

BEE, X2 VT 48y F (BN TEX . MER) . TH) | T MK o3 _XTotex=aUT7 o
Ny F) OBHE, P—ERKET > MZED SAP 1KLL, FAEEITOEMLERAIDOLT S, MY
HEX, 2 bT T = RO TEMA T2 A4 L] L TREXA T HA L) FIZEBSNLD Z
LIZAEET D,

To the extent that the Computing Environment provided by SAP includes Microsoft software products (e.g.
specified in Section “System Set-up Table” in the Order Form), Customer agrees to the comply with the
following conditions in connection with the Microsoft software products:

SAP Rt 2 T va—F 0 U7 BREE) 12 Microsoft ®Y 7 Fu = 7THENREENTWLIES ( 7
XE) O IVATLEAOEY VT v 7E| OBEIZHEIN T DIHERE) | BEIL, Microsoft @Y7 K
7= 7RI L T T O E2ESTT 5 Z L ICRET b,
Customer may not remove, modify or obscure any copyright, trademark or other proprietary rights notices
that appear on the Microsoft software products or that appear during use of the Microsoft software products;
BZIE, Microsoft @Y 7 by = 7HUL BICEREN B0, XUE Microsoft Y7 b7 = 7 H D
EHFICRRIND, FIEHE. RN, XIZOMBEHEICET 2R RZHIBR, BB, IEMRL Tk s
ANAN

Customer may not reverse engineer, decompile, or disassemble the Microsoft software products, except and
only to the extent that applicable law, notwithstanding this limitation expressly permits such activity;

BZIT. Microsoft Y7 F W= THIED Y N—AT Ly =T U7 Wiar (L, X7y
TNEATH> TR B, 72720, ZOHIRICH b 5, #AEIC L Y A IT AN TRICHET S5
BEICEOFBMBNTIT) £ & 1X, ZORD Tl

any warranties, liability for damages and remedies, if any, are provided solely by SAP and not by Microsoft or
its affiliates or subsidiaries;
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2.3.3.3. PRAE, BEICH T DRHEETTEORFIT (HDEE) . BHD SAP oI L0 THD .,
Microsoft XIZZ# OBIESHA L IFF2tiXEN o 284 L,

2.3.3.4. any product support for the Microsoft software products included in the Computing Environment is provided
to Customer by SAP and is not provided by Microsoft or its affiliates or subsidiaries;

2.3.3. 4. [ Va—TF 0 U BE 128D Microsoft @Y 7 M = 7RIBICHT A8 R—
1X. SAP I BEEICIRAE S, Microsoft XUFZ OBESHI L T F2tixzn s 284 Ly,

2.3.3.5. all title and intellectual property rights in and to the Microsoft software products are owned by Microsoft or its
suppliers. Microsoft software products are protected by copyright laws and international copyright treaties, as
well as other intellectual property laws and treaties. Customer’ s possession, access, or use of the Microsoft
software products does not transfer any ownership of the Microsoft software products or any intellectual
property rights to Customer;

2.3.3.5. Microsoft Y7 b7 = 7HL DT TOMIF L OCFEIMPEREIL, Microsoft XIIZZDH 7T A ¥ —
WET D, Microsoft Y7 Ny =7 8LELT, FEMEL, FIEHICRET 2 EERSA. WIS E O T M PEHE
WRT DIERROGIICL > TREIN TS, BFIZE D Microsoft Y7 by = T7HIROBRE, 77
A IERIZ L - T, Microsoft Y7 b= 7RI OFTHEMHEXIZIW N2 B MM EHE D, BRICBIRI N
D LT B0,

2.3.3.6. SAP may disclose Customer’ s information regarding the use of Microsoft software products to Microsoft or
Microsoft affiliates or subsidiaries in case of audits;

2.3.3.6. SAP X, EEEDERIC, Microsoft Y7 b =7 B OEAIZET 2M%E Off A, Microsoft XX
Microsoft DBJHESHA L I FRHHICHR T2 2 LN TE 2,

2.3.3.7. Customer acknowledges that the Microsoft software products are not fault-tolerant and is not guaranteed to
be error free or to operate uninterrupted and shall not be used in any application or situation where such
Microsoft software products failure could lead to death or serious bodily injury of any person, or to severe
physical or environmental damage ( “High Risk Use” ). Examples of High Risk Use include: aircraft or other
modes of human mass transportation, control of nuclear or chemical facilities, life support systems,
implantable medical equipment, motor vehicles, or weaponry systems. High Risk Use does not include
utilization of Microsoft software products for administrative purposes, to store configuration data, engineering
and/or configuration tools, or other non-control applications, the failure of which would not result in death,
personal injury, or severe physical or environmental damage.

2.3.3.7. BEIE, Microsoft Y7 b= T7THIEMN 7 4+ —/L F hL T2 F TR, =7 =072 Hli7e LIz
BRI LD RN & WS DD Microsoft Y7 Fo = 7RG O RN ADETERE L ITEERY
G TR 72 R ER U ITREME 248 < HE UK T CY B2 HEH L CiEz o 2n
E WUT INAURIEH) ) 2TA T2, INAVRIHEH] OBNZIFLLTITREEND, MIZEHKZE OO
AN OKRE#EF R, R IR OFE, AR AT A, HOALBIOEREHER. HE)
B, TS AT A, g U R 7] 121X, TOXRMEMNELE, FREE, IR 2 BEREER L
IEREMEFEL IO T AMREMENMK S, Mgy — & BRE RO/ U Y — VA RT3 5 LW 5 BB
By, FOMEBERUNOHIETO Microsoft Y7 h = TR OFIHIZE TRV,

3. SAP RESPONSIBILITIES AND OBLIGATIONS REGARDING CLOUD SERVICES
3. 759 FYH—ERIZETH SAP OFRMFELED

3.1. As part of the HEC Services, SAP will (i) provide the initial installation of the Subscription Software and/or
Licensed Software, as applicable, in the Computing Environment, (ii) setup and configure relevant hardware/
software and monitoring/managing tools for the Computing Environment and Customer Systems, and (iii)
introduce Customer to SAP’ s support and communications procedures. SAP’ s responsibility shall not
extend beyond the Point of Demarcation described in Section 4 below.

3. 1. THEC #—t 2] o—BE LT, SAP 1. (1) (avVa—7 o 7BE NIC AT SY 7 b
TxT ] ROY/UE (T 27V Frary 7 =T (Y T5E) OO A b— a2,
(ii) Tarta—T 4785 KO BEOVAT L] I LCHEEST LA~y =T7/V 7 b7
KOG/ EBY — Nty b7y 7L TRETDHEE BT, (1i1) BRICKI LT, SAP OV R — kR OGH
PR EERNT S, SAP OB, LTOFE 4 FICEHTS HEARA Vb 282 TELDHZ L3k
WHDET B,
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3.2.

3. 2.

3.3.

3. 3.

4.1.

4. 1.

4.2.

4. 2.

4.3.

4. 3.

4.4.

4. 4.

At Customer’ s request prior to termination or expiration of an Order Form, SAP shall, within a reasonable
time period provide to Customer in a reasonable backup media format being utilized by SAP the Customer
Data stored in the Computing Environment. The Customer must verify the usability of this export within two (2)
weeks of receipt. In the event Customer does not provide verification within the two week period, the exported
Customer Data shall be deemed usable.

(VESCE ) ORI TICESLDBEZEORDIZIGE U T, SAP 1X, AEMZRHIRINIC, SAP 2RI LTWD
BEWNRNY I T T AT 4T D7+ —~<y hT, [arVa—7 4 U 7RE NIRFEIShTnD THEE
F—4 | EERCEETAILDOLTE, BEIZIOT I ZAR— MR FIHTRETH D Z L&, ZHEE 2 #
RILAPNICHGE L2 72 ey, RS 2 BN ZREE L2 WIEA, =7 AR —han/k T#E
BT —H | ITFIAFRRTHD EHRRENDI LD LET D,

The Cloud Services are described in the applicable Service Description and roles and responsibilities
Documentation.

(720 R —vX]) 1%, #4756 —bANFRH] KOEEIEETSHEO TRz AvTF— 3]
ICRRHEH S TW5,

CUSTOMER RESPONSIBILITIES AND OBLIGATIONS REGARDING CLOUD SERVICE
779 FYy—CRCHET 2BEOREL &K

In addition to Customer’ s obligations set forth in the Agreement, Customer will change all passwords used
to access the Cloud Service at regular intervals, no less frequently than once every six (6) months. If Customer
learns of an unauthorized third party having obtained knowledge of a password, Customer will inform SAP
thereof without undue delay and promptly change the password.

[ARZKI NS ED DR DORBITMZ T, BEIE, EHR2MET 6 2 1 Bl kosEE<T) | (77
T RY—E R IZT AT DDA T TR CONRRT - REEFT L LD LT D, HREA LW
BEHNNRAT — RIZOWTEREB -2 L EEENM- 726, BEE., B/ SAP L0 gaHis
L, HONZRAT—REEFETLIHDOLET D,

Customer is responsible for the connection to the Cloud Service, including the Internet connection to the Point
of Demarcation, and the disconnection from the Cloud Service upon expiration or termination of the Agreement.
Customer shall reimburse SAP for any costs that SAP incurs due to Customer’ s failure to disconnect from
the Cloud Service. This section survives expiration or termination of the Agreement.

BEIL, 1779 Ry —ER] ~OEFHICELEAV, ZHXiE THERARA Y N ~OAf ¥ —F v hE
B, MO TARZK ] OWMT UIK T 759 F9—E 2] hootlNEaEn5, BEIL. BmEN [
S RY—E ] NSDOEW AT SAP ICERMRFEAE LTSS, SAP [ZHWET D& T
Do AL, TRIK ) O 7 XIIRERE bIE T D,

Customer shall use reasonable commercial efforts to ensure that Customer Data and the Licensed Software
is free of all viruses, Trojan horses and comparable elements which could harm the computer systems or
software used by SAP or its subcontractors to provide the Cloud Service.

BEIL, 1770 R—v 2] ORMEOEDIZ SAP IFDINEENERT LI Ea—F =V AT LXK
XY 7 MU =TICHEEZEZDRNOHD, HHPLUANA, haADOKRE, ROREOELEN [FED
T2 RO MEAETERNRY 7 MU =7 IKEENRVWI & ZHEICT 57200 ERYRMEIRE] Lo%s
HEhS>bDET D,

SAP’ s provision of the Cloud Service is subject to Customer’ s prompt performance of its responsibilities
set forth in the Agreement and the Documentation, and provision of qualified employees and resources
required.

SAP Ik 1770 R —E 2] ORI, BEP., KRR [FFaArT—var] KEDDLE
DEALZESCPIBITTHZ L. WNCERETTHHEBER L TDOY Y —ZADRENREIFL 725,
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4.4.1.

4.4. 1.

4.4.2.

4.4.2.

4.4.3.

4.4.3.

4.4.4.

4. 4. 4.

Primary point of contact in dealing with SAP (Project Manager), responsible for coordinating all activities and
authorized to implement required technical changes.

SAP & DAZBITEB N T, TRTOFEBORBICEEZAV., LEREMET % E§ 2HEREZET 5 —K
7YY (e dey h~F—Tr—] ) .

Current list of key Customer contacts with access to the Computing Environment, including contact role, title,
office phone number, cell phone number, e-mail address, etc.

(2 a—7 4 VYREL IC7 70 ATE S EEAWAOUMILE | EFHSE OB, B, WSO
THEES. WHEEES . EFA—NT FLARLORHO X b,

Customer’ s policies and procedures regarding the authorization of access to the Computing Environment
and necessary information regarding requirements for authorization to the Computing Environment (e.g. IP
range, VPN Questionnaire, installation number etc.). Customer agrees to inform SAP of any changes to such
information, policies and procedures as soon as practicable without delay.

(2o Ea—T 4V T8RE] ~O7 7 B AOHERMGICETIBEORY — L Fhix, Nz T
Va—7 o V7R ISk AHERRM 5 OBEAFRIC BT A M E R H (IP LY, VPN OEME, 4 X b
L—yar&EERE) . BEIE. P2 EHR, RN U —ROFRXOEERHITER <. oA KA
NN SAP IZHEHIT A Z LICFET S,

A service user ( “S-User” ) ID in the Computing Environment with the authorizations defined below. This S-
User ID, which Customer uses to log on to SAP’ s Service Marketplace for software download and support,
is required by SAP’ s Cloud Services resources to permit SAP Cloud Services resources to also log on and

perform software download tasks necessary to obtain the software for set-up of the Computing Environment.
Required authorizations include:

UFICEDDHERERTD (a2 Ea—T 4 V7 RE) WOV —tXa—%— LN IS 2—%F—] ) @
D, RNV 7 b 2TDE 7 a—RKEYIR— DT SAP @ Service Marketplace [Zwu 74435
TOIERATA2Z0 S 22— — IDIX, SAP ® [/ 70 RIh—bER] OUY—AN [avEa—TF ¢ VT8
Bl oy b7y Fowicu sty L, Y7 MU =T ERGTAEOICKNERY 7 h 2T XAy e — R
DHEARTEEITTEBLEDICTHDIC, SAP 777 RI—ER] OV Y—ARNEET S, LELHER
WL F R EEN D,

O

Sending and/or creating and / or confirming and / or re-opening Customer messages
BEDA v —YOFEE, FR. R, LU/ UTHHA
SSCR key registration

SSCR & — D&k

Processing service messages

P—BERRX v E— OB

Opening service connections

P— B R R DB bR

Software download

V7 =T DX E— R

Maintaining system data

VAT BT —H DPRSF

Requesting license keys

TA U AF—DEK

OO0O0O0O0oooooooon

Customer authorizes SAP to set up and use an S-user with these authorizations. Additionally, in connection
with sending and/or creating and/or confirming and/or re-opening Customer messages, Customer authorizes
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4.5.

4. 5.

4.6.

4. 6.

4.7.

4.7.

4.8.

4. 8.

4.8.1.

SAP to directly implement a Semi-Automatic Opening (SAO) to enable these messages. Customer will ensure
that any authorizations that may be required for third parties or its employees will be provided promptly.

BEIX, LRROMREAT D S 2—V—2#%E L AT HREZ, SAP 12515, £, BEA v E—
T OEF KO ATVERR K O/ IR L O/ T HRRENICEE LT, BEIL. Tho A vyt —U2F0CT
5729 ® Semi-Automatic Opening (SAO) % EHEFEIET HHERZ ., SAP 5T 5, BRI, F=H L%
OUEBNNIE L T HHERE . B0 E 25 2 L2 RAET 5,

In the event that any SAP equipment is required at the Customer facility, Customer shall provide a physically
secure and conditioned environment for any such equipment provided to Customer by SAP and Customer
bears all risk for damages. SAP shall not be responsible for any damages to the extent resulting from Customer’
s failure to provide a physically secure and conditioned environment.

RDOKRIZIBNT SAP O O )OSR N LT /26, BERIL, SAP 2 DB S L7 Si%isss 07
DICHHEAICLZETEREOEZ ONFBREZRETI 0L L, BEO Y A7 3T X CTEENA D, SAP
X, RN EETRIEOBZ ONTREA R TE o2 Z LITERT 20\ 2 HEIC DN T
LETLEZADRNLED LT 5,

Customer is and will remain solely responsible for the definition, documentation and execution of its business
processes including, but not limited to, configuration of systems management and application and data security
policies, batch processing requirements, and compliance with other governmental or regulatory requirements.
Customer is responsible to provide SAP necessary and sufficient documentation of its applicable processes in
order for SAP to perform its Cloud Service responsibilities under the Agreement.

BRI, BHOECR AT ADER., XE R, FOETIZOWTHMTETZAWN, oA WVEIT S
DLETDH, ZhITiE, VAT LABEHYNCT SV r—va kT =20t xa )T 4 TEOHE, Sy F
PR K OV OB 2 R U BB T OB OMSF 2 5 e, TR HICRES RV, BEIX. SAP
DB TR IS THEERAS 770 R —t R OBREERITT2 2N T L5112, BED
LG5 7at RIET HMEN O/ EE SAP IR AELEA D,

If Customer elects to have any services provided by a third party, SAP will have no liability for any defect or
failure of the Cloud Service or Computing Environment caused by such third-party services, and Customer will
not be entitled to any reduction in fees for the Cloud Service. SAP may deny access to the Cloud Service
and/or Computing Environment to any third party service provider which SAP determines in its reasonable
discretion poses a security or confidentiality risk to SAP systems, data or intellectual property.

BN, B _EAPRETAMAEPOV—E R 22T 52 L EFER LSS, SAP (X, DD E =F0V—t
ZCERTS (790 FY—bvx) XE larva—TF 4 Vo 7BRE] ORBREEICETZADRVWED L
L, £/, BRI, (770 M —b R B E =T MM EZA LRV, SAP 1%, SAP N2 DA ET
MW T, SAP DU RT A, T—F XITHIMEICEX 2V T4 LD U 27 UIRERE LDV X7 2615
FTLUWTHEFOY—E AT oA X —ZH LT, [T FRY—R] KO/XE T2 a—
TFATBREE] ~DT 7R AEELRTE D,

Third Party Licensed Software. This Section shall apply if any Licensed Software is non-SAP software owned
by Customer or licensed by Customer from a third party.

BEEPOHEREFEIND Y 7 bv T AEE, MEAMKFEGRY 7 o7 B, BEEIIEAT 5
SUIBEENEZENOHEHAMGTHEZIT T, SAP UAO Y 7 b7 THHIGAICEHAIN b LT 5,

Customer shall indemnify, defend and hold harmless (at its sole expense) SAP, SAP SE, its Affiliates and
subcontractors from and against any claims, damages, losses, liabilities, costs and expenses (including
reasonable attorneys’ fees) arising from or related to any third party claim concerning (i) the Licensed
Software (excluding Licensed Software licensed by Customer from SAP) or (ii) the combination of such
Licensed Software with the Cloud Service or other applications, content or processes, including any claim
alleging infringement or misappropriation of third party rights by such Licensed Software or by the
implementation, hosting or use of such Licensed Software as contemplated in the Agreement. The defense
procedures set forth in the Agreement shall apply.
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4.8. 1.

4.8.2.

4.8. 2.

4.8.3.

4.8. 3.

BEE, () MEAMEFERSG Y 7 =T (RN SAP ORG-S
ZhvxT) BRSO . X G s MERMETEMEY 7 b7 & 750 RY—E R T
FOMDOT IV r—ar, arsry, FLLETaE R EDHMBEDLEICHET IE=FOHERICERT
LEBEET S, Wz AR, HERE, Bk, BT, BAKORE (GHEM2TELEREET) 2o
WCh, SAP, SAP SE, = IBEStE) RUOSMERIC (BHOHEMOEHT) MiEL. 2hbE2HET5
LEBICARETHLDOET D, THUTIE, D ERAMET#HRY 7 b =T 12k D, T TRER)
TEKT 2005 MERAMETENRY 7 b7 ) OFRE, mAT 78 LUIERICEL S, HE=F0K
FORFESE L IFIARERMHZ ZRT DRV EEND, TR ICEDHHHOFwENEHIND LD
LT 5,

CUSTOMER’ S OBLIGATIONS SET FORTH HEREIN SHALL BE EXCLUDED FROM ANY LIABILITY
LIMITS SET FORTH IN THE AGREEMENT.

ZOMREMTED DBEORBIT. TARK)) ITEDLHED ERNLBRASND D LTS,

In the event SAP reasonably believes that any such Licensed Software violates applicable law, infringes or
misappropriates the rights of any third party, otherwise violates a material term of the Agreement or can result
in material harm to the Cloud Service, SAP may require such Licensed Software be promptly removed from
the Computing Environment.

SAP A3, Mk [EAMEFFEMR Y 7 b7 | S, EAEICEKT 5, 28 OHERZREE L <IERIEFR]
B35, 2oft TREK] OFBEORERER RS, XX (770 F¥P—E 2] 12 L TEKREZ LT
THREREZLZH L) D EEHEMITEZ DA, SAP X, 20D ERMIFESRY 7 b =T Z3enic
(2 Ea—TFT 4 TREE DOHIBRTLIZLEZERTLZENTEDILDLET D,

ESCALATION CONTACTS
TRAH L—a v OB

Each party will nominate a representative who will be the other party's prime point of contact with respect to
the performance of the Cloud Services. Each party will further nominate a representative who will serve as a
decision-making authority in case of any dispute or escalation that cannot be settled between the primary
points of contact within a reasonable period of time.

FYUEEL, 770 FP—E 2] ORATICHET 25 Y FE T 2 E D8R YE LR o \RE &t
4T 5D, FUEFERITIOIT, HPEUIT AN L— a U NEERNZR IR 3272 2 G 25 Cfigik © &
BTG EIT, WEZ TIHREATLRREZELT D,
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