DISASTER RECOVERY SERVICES AND CUSTOMER INVOKED FAILOVER SERVICES
SERVICE DESCRIPTION DOCUMENTATION
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The following services apply to Customers that have purchased these optional services, to the extent available,
in connection with its subscription to SAP HANA Enterprise Cloud services, S/4HANA Cloud extended edition,
SAP ERP, private cloud edition, or RISE with S/4AHANA Cloud, private editionunder an applicable Order Form.
UFoY—bERiL, #4425 EXE] &3\ T, SAP HANA Enterprise Cloud ¥ —E R, S/4HANA Cloud,
extended edition, S/4HANA Cloud extended edition. SAP ERP, private cloud edition. XIX RISE with S/4HANA
Cloud, private edition IZXTDEFDOYVTR7 VT a VIZBHELT, ZhoDA 7y a0 —REHEAL
TeBEC (FIATRERIRY 2T #EREhS,
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Disaster Recovery Services

SEEHLY — £

Definitions

EE

Definitions used but not defined in this Service Description shall have the meaning ascribed to them in the

agreement under which Customer purchased the services.
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(@ “Disaster” means an event of substantial extent causing significant disruption of the delivery of the Cloud
Services and may include physical damage or destruction, to the SAP data center or Computing
Environment. Disasters can be natural disasters (such as floods, hurricanes, tornadoes or earthquakes)
and/or human-induced disasters (including hazardous material spills, infrastructure failure, and bio-
terrorism). A Disaster is typically not limited to one individual system or landscape but larger parts of an
infrastructure.
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(b) “Disaster Recovery Services” (or “DR Services” or “DR”) means the disaster recovery service, process,
policies and procedures initiated by SAP that are related to preparing for recovery or continuation of
technology or infrastructure identified in the applicable Order Form as included in the DR Services. DR is not
a process to overcome outages of isolated systems due to hardware or software incidents (i.e., DR is not a
substitute or replacement for System Availability Service Levels).

(b) MEEEREY— 2] (BLF DR ¥—t 2] XX MDR) ) i, %%+ 5 MEx#E) ¢ (DR #—v
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(c) “Short Distance DR” or “Metro DR” means a Disaster Recovery Service in which SAP uses synchronous
replication (if possible) between primary and failover systems. This typically means that the secondary
data center is less than 50 to 80km away from the primary data center, providing lower cost and smaller
RPO but more risk regarding a local disaster impacting both data centers.*

() T/EEEME DR} Sk TA b DRY &i, EVAT AL T oA NF—/S—T AT AT, SAP 23 [FIHIER

(FTREZR G S) ZMAT2 [REREV—E R 205, ZHUT—MMIC, kKT —2 ¥ —03—K

T—HEr =06, 50 ~ 80 km RIEOHEEECH Y, K= A T RPO BENH DD, Wi OT—H
TR RIE TR EEIZOWTUIY A7 BEWZ EEEKRT D,

(d) “Long Distance DR’ or “‘Regional DR” means a Disaster Recovery Service in which SAP uses
asynchronous replication only between primary and failover systems. This typically means that the
secondary data center is over 50 to 80km away from the primary data center, to minimize risk of a local
disaster affecting both data centers.!

(d)  TREEHE DR UL [Y—YaF VDRl Lid, EVAT AL T oA A — "=V AT AR TORH, SAP 73
FFAMERAER TS TKEREY—EZ] 209, ZHE—KNIC, ZRTF—F B Z2—B—RT—
Sl H—inb, 50 ~ 80 km BOMHHEHZH Y, W DT —F & F —ITREE KT T RMARKEFED Y
A HRNRBIZLTWD Z &2 ERT 51,

() “RPO” (or “Recovery Point Objective”) means the maximum period in which Customer data may be
lost due to a Disaster (i.e. time between last backup or last data replication and point in time a Disaster
occurred). RPO mainly depends on the replication mechanism between primary and failover systems.
Synchronous replication results in RPO=0 but is only applicable for Short Distance DR. Asynchronous
replication, typically for Long Distance DR, will result in RPO=30 minutes.

() TRPOJ ( THEREMEREAR] ) L%, [55F) CRRE LT EET—% ) NERLESEOREMF %
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RIOERIT RPO=0 OFEFRL 72278, [HEEEE DR) ICOWCOLMEHA IND, R OERIT, —ik
HIC TREERE DRI DA T, RPO=30 7 DFER &5,

® “RTO” (or “Recovery Time Objective”) means the duration of time in which the PRD is unavailable in
the event of a Disaster (i.e. time between a Disaster and point in time the systems are available again).

() RTOJ ( TEIMERMIEAR] ) Lix. TRFE] BRAE LGS PRD BARIHTER2WHIREZ WS (72
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2. If purchased by Customer, SAP will provide Disaster Recovery Services as outlined herein for PRD systems,
and for HEC Services, specifically for those PRD systems indicated in the System Set-Up Table of Customer’s
Order Form. SAP’s provisions of the DR Services are contingent upon Customer fulfilling certain prerequisites
and conditions. SAP shall be excused from its DR Services obligations to the extent (and for the duration during
which) Customer fails to fulfill any of the following pre-requisites and such failure prevents SAP from performing
the applicable DR Services:

2. AN LTHE . SAP 1E, 2OV —EANEHRASCEICTHET L B0 KEREY—E X &, PRD &
AT LR LT, F72 THEC —E A 12k LT, BRMIITEED HEXE] O VAT Ey FT v
] ACHBENTVD PRD A7 AT LTS 5, SAP 12X D DR h—E 2] ORMIE, BEN—ED
ARG L R AT 2 ENEM LD, BEN. UTOWTINORHREHEZHLZET. 0 LTk
D, #4325 DR y—E R @ SAP IZEDBITHHITHNHMRY (ROZOHH) | SAP X, £o DR
F—ER] OEFERERINDIEDET D,

1 Unless otherwise indicated herein, the distances/regions and conditions can be different if a hyperscale service such as Amazon
Web Services, Microsoft Azure or Google Cloud is used to provision the Cloud Service. See
https://aws.amazon.com/compliance/data-center/data-centers/, https://azure.microsoft.com/global-infrastructure or
https://cloud.google.com/compute/docs/regions-zones/ for additional information.

D 20— ANFRIASCEICHIBE OGN & 550 2 RE . B/ R O%MHE. [77 0 F—v ) 24823 57201
Amazon Web Services, Microsoft Azure X% Google Cloud 72 ED/NA N—=RAr— LYV —EARFHINDHEHIT, R E08H
Do FEHIZOWTIL, https://aws. amazon. com/compliance/data—center/data—centers/. https://azure. microsoft. com/global-
infrastructure F721% https://cloud. google. com/compute/docs/regions—zones/ ZZHMDZ L,
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@) The applicable components are technically used as provided by SAP; any custom or third party
developments or modifications affecting applicable components are not covered (excluding
development/modifications done in ABAP only systems using SAP ABAP standard development tools, and
excluding any third party products embedded in the SAP software).

(@) FUETDLIAR—R PR SAP BREDD LBV, BRI Sh T 28, Y T2arR—xr
MTEEEE AT T A X ABRRE L T = K DR UIEIEIL, x5 &7 b7y (SAP ABAP #%HE
BAZEY — VAR LT, ABAP DHBD T AT A TEMEIAHE/MEE, KO SAP V7 b U = TITHAA
FNEHE=EMNLEIR)

(b) The applicable systems stay within boundaries regarding size and layout as set forth in the Agreement.

(b)  FEETDHIAT LN, TAEK] ITED DB ERICEL T, ®ANICE EE>TnD 2 L,

(© Interfaces in DR scope are limited to interfaces/protocols supported by SAP systems out of the box (e. g.
RFC, web service calls, Flat Files, XML and IDocs) for components located in the data center. Any
interfaces that require additional solutions or components within the Computing Environment, as well as
external connectivity, are outside of the DR Services scope.

() DR OFPHNDA > F—T 2= AN, T—=F B FZ—RNICHD AR —F MK LT SAP VAT A TH
A—bhEh, TIHERARERA V2 —T7=—X/Fa FaVilBRESNATWD 2 E RFC, =7 —
EADOOH L, 77y K77 A4, XML, IDocs 72¥) , [ar¥a—7F7 0 J8E] NTENDY
Ya—varEaryR—Ry NaRBELTHA U F—Tx2—A RUOSMNBEERIL, DR F—tv 2] ©
#HPHATH D,

(d) Allrepositories containing Customer Data that need to be replicated to the DR site are databases; otherwise,
RPO times can be substantially longer, thus does not fall under the definition of standard DR Services.

(d DR YA MIHERTLIVERDHD [FET—F] 2G0T XTOIRT R =N, T—FX=2AThHDHZ
Lo T—ER=RPNADEE, RPO RN KIBICELS 0D 2 L3 H D, Rt DR +—E 2] DER
IZRZH L2V,

3. For HEC Services, the DR Services RTO/RPO options are set forth in the table below. Generally, the standard
RTO is 12 hours, but RTO of 4 hours may be available for defined scenarios if agreed by the parties in the Order
Form. For HEC Services, the DR Services option purchased for the respective components is stated in the
relevant column of the System Set-Up Table in the Order Form via the applicable designation set forth in the
table below.

3. MHEC —E 2| {Z2W\WTiE, [DR ¥ —ERA] @ RTO/RPO A7’ v 3 & FTORIZED TWD, —IIZ, 1Z
H#Ry7p RT0 X 12 B THDA, NEXE] KBWTHYFEFICEVABEINTWDIEEIE, TEDYT Y
AT LT 4 BEf O RTO b A[REZRGANH D, [HEC —E A 220\ TIE, ZNEFNDO IR —F 2 M
sLUTHASNT (DR —ER] OF T a v, THGE] 18hd VAT Ly N7 v 7&K OFET
LM, TORICEDLIZUTHEENE TSN TV D,

RTO RPO
HEC 3EXEICRITS IR
DIRE

Blank none none
g=| 2L L
DR_12h_30 12h 30 min
DR_12h_30 12 B 30 4y
DR_4h_30 4h 30 min
DR_4h_30 4 TERRE 30 4y
DR_12h 0 12h 0 min
DR_12h_0 12 A 0 %
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DR_4h_0 4h 0 min
DR_4h_0 4 TERRE 0 %

If Customer purchased DR Services based on Long Distance and Short Distance designations, please see
Section 8 below.
BRED . [RIEEE) ROV [EEREE) OfEICESWT DR h—E 2] ZALTWDHEEIE. TIChHLH 8
FEZROZ L,

4. If Customer has purchased the optional Disaster Recovery services for RISE with S/4HANA Cloud, private edition,
SAP ERP, private cloud edition, or S/4HANA Cloud, extended edition, the RTO is 12 hours and RPO is 30
minutes. For RISE with S/4AHANA Cloud, private edition purchased on Amazon Web Services only, the RTO is
12 hours and RPO is 0. If Customer has purchased the optional SAP S/4HANA Cloud, 4 hour recovery time
objective, private edition or SAP ERP, 4 hour recovery time objective, private cloud edition, the RTO is 4 hours
(instead of 12 hours) and the RPO remains unchanged as indicated in this section.

4. %S, RISE with S/4HANA Cloud, private edition. SAP ERP, private cloud edition., XIX S/4HANA
Cloud, extended edition IZ¥fLTAF>ard EEREY—E R ZEALEZEES. RTO 1% 12 BT
RPO 1% 30 43¢ 725, Amazon Web Services THEA Z#U7- RISE with S/4HANA Cloud, private edition D5
G DH, RTO | 12 FEfE], RPO |X 0 &0 b, RN, A7 3 @D SAP S/4HANA Cloud, 4 hour recovery
time objective, private edition X{Z SAP ERP, 4 hour recovery time objective, private cloud edition
A L72%E. RTO 1 (12 FEICIZZe<) 4 BEfI& 720 RPO (T2 D& 7 v a VIR ET D L0 TLD
57w,

5. Performance characteristics and System Availability may be reduced while operating under DR Services failover
(the System Availability Service Level will not be lower than 95%).

5. NI = VAR [ 27 A" 1, DR H—ERX] OT7 A VA — =T TEHLTWDH
AT T228055 (VAT LADOFAEOY—E R L~UL) A3 95% Z FED Z &I37R0)

6. Other DR services are not in the scope of SAP’s standard DR Services. For HEC Services, if requested by the
Customer, such additional DR Services (“Additional DR Services”) would need to go through a further DR
assessment based on Customer architecture and requirements. Details on the implementation of any such
Additional DR Services would be agreed upon with Customer, including revised estimated failover times and
maximum data loss, and the parties would mutually agree to the applicable RPO and RTO for such Additional
DR Services as result of the implementation in a Change Request or an amendment to the Order Form. As part
of this process, SAP would use reasonable efforts to bring RPO/RTO for the System Setup as defined in the
Order Form in a similar range as for the defined packages. These Additional DR Services are not available for
S/4HANA Cloud, extended edition, SAP ERP, private cloud edition, and RISE with S/4AHANA Cloud, private
edition.

6. FDfthd DR Y—E AL, SAP OfEHED [DR +—E R ] ORa—F g ENnV, [HEC —E 2] &>
WT, BRICEVERSINSGE, 225800 DR —e 2] (BUF B DR —v X)) &, BED
T—XT 7 F v — LEMITHESNT, BN DR FEHGEZ T DMBERH D, Havd B DR —E 2] OF
MEOFEHZOWTIEL, BESNTEHE T = A VA —N—FH IR ORRT —FHLEZED, BEEGRIND,
MR L, ARG L THCE) ST A EEOFEMORERE LT HEM DR —e 2 (Zi#H
D RPO KON RTO IZHOWTHAILAET D, ZO7rbEAO—BE LT, SAP (X, [EXE] TERIN
BHUATFAE Y T v 7D RPO/RTO % . EFBLD /Xy ir—2 L REOFTIZILD 5 72 DI A 7258 %
oy, oo HEM DR Y —E A (X, S/4HANA Cloud, extended edition, SAP ERP, private cloud
edition, M TN RISE with S/4HANA Cloud, private edition (T DWW TIIFIFHATE 220y,

7. Regular DR Testing. SAP offers one annual DR failover-test as part of the DR Services to test the DR Services.
SAP shall promptly re-perform any DR recovery tests that fail to achieve the applicable standards and report any
failures to Customer. For DR Services readiness, Customer will fulfill its infrastructure and business preparation
as set forth in the Order Form, and as may be further mutually agreed between the parties in a Change Request
or amendment to the Order Form. Customer business continuity objectives may require additional Customer efforts
in addition to and beyond the scope of the Cloud Services and/or DR Services hereunder. Each Disaster Recovery
Service implementation requires Customer’s testing and causes additional Agreed Downtimes. The System
Availability calculation for the affected month(s) shall exclude these additional Agreed Downtimes.
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7. EHHR DR OF AN SAP X, DR Y—E R 2T AT LD, DR —E R O—BELTHE 1 [
D DR 7 =A A —=N=T A bt T 5, SAP (T, W SO EEREK LR -7 DR [FET R h 2300
WWHOETL, REEPLITERICHRET2bDET 2D, DR Y—bER] 29 ICERTELLIITT D
O, BEIE, TEXE) CEDL LB, KO EEERE) L WEXE] (ST 2EEIC L > Tl FERH
TEIDLIHAEAREINDEBVIZ, BHDA VT TARNT I F v — L EVXRADOHEREZITTHHD LT 5,
R OFHEMBEED HEEIZIE, 2O —EZANABRPLEICESLS 1770 Fh—e X KUY/ TR —E
Al DAI=TFIMAT, FleZNEZHAT, BEOEOLRIMFENLELRDIGEN DD, ThEho [
FEEY—E X OFEMIIT, BFICLLDT A MOEBMMALETHY, BINO GEL T ZA L) BREET
Do WEBEEZTDRAICHTD (VAT L0 M) OFENL, 05BN [GEXT 2 A L) 13RI S
nNaxbo0 L35,

8. For DR Services purchased based on Short Distance and Long Distance options:

8. HEMROREMDOAT Y a NZESHWTHEAEhZ DR $—ERIZ2ONT
The relevant parameters depend on the chosen DR layout (Short Distance DR/ Long Distance DR)*, the
database platform used, and the adherence to above listed conditions for standard DR Services. The predefined
parameters for these standard DR Services are set forth below.

B4 587 A —& —3, ®IR L7 DR #pk ( [EHEEE DRy / TEREEE DR ) * AT IT—H_X—27
Ty hT7x—2b, ROERED DR —E A 1ZkT 2 ERROFRE~DOEIZ L > TR D, =D DR ¥—
ER | KT AEFIERD/NT A—X—X, T LB ThHs,

*For S/I4HANA Cloud, extended edition, the DR layout is Long Distance DR unless Long Distance DR is not
available in the region of the applicable data center. In such event, Short Distance DR will be provided.
*S/4HANA Cloud, extended edition D&, DR HERIE [REEEE DR) L7225, /2L, 4 T57 %k
Z—OHE T [REEEE DRI AR TERWGE LIRS, ZO%EIE.  TEHRRE DRI A RidtEin s,

Short Distance DR (Metro DR)
BIMERE DR (X b= DR)

Long Distance DR (Regional DR)
RIEBE DR (U — =271 DR)

Database: SAP HANA
F— & ~_—Z : SAP HANA

Single Node ® RTO=12hrs;
RPO=30mins

RTO=12hrs; RPO=30mins
RTO=12 FEf, RP0O=30 4y

v — K O RTO=12 BERE,
RP0O=30 4y

Multi Node @: RTO=12hrs;
RPO=0hrs

~/F ) — K @ RTO=12 HERE,
RPO=0 IfH]

Database: Sybase ASE RTO=12hrs; RPO=30mins® RTO=12hrs; RPO=30mins

5 — X4 ~_—A : Sybase ASE RTO=12 HF[H, RPO=30 4y © RTO=12 KFRE, RP0O=30 4y

(' HANA Single Node: describes a configuration, where the HANA database system resides on one single server
node.

W HANA 2> 70 ) — R D HANA 5 —F N— RV AT ANE—DH—— ) — N EIZH DR E VD,

2 HANA Multi Node (or HANA Scale Out System): describes a HANA database system that is installed on more
than one host but identified by a single system ID (SID). It is perceived as one unit from the perspective of the
administrator, who can install, update, start up, shut down, or backup the system as awhole.

@ HANA ~/LF/—FK (X HANA A7 —AT U R AT L) BEOFRA LIS VA =L ERTWD
B, B—0OY A7 4 ID (SID) 1L VF#HIESD HANA T —F RXR—R T RAT L%\, VAT AEBRKOA 2R
b=, T o7 F— b, BE), FEil, Sy T o TR TELIEHREOB SN, 1 DOx=y & LTHHE
ns,

@) Sybase ASE database replication is currently not supported in continuous mode, which would be the
prerequisite for an RPO of 0. If such feature becomes available and the respective systems are updated to that
new version and successfully tested, both parties will at that time agree on a modified RPO of 0 hours via a
Change Request or amendment to Order Form without additional service charge.

® Sybase ASE F—4& ~N—2OMEHRIT, BIE, 0 BEED RPO ORMHESMTH Dkt — FTIEXYR—FSh
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TRV, DL HEERFIHTTRRICAR Y . KV AT ARHLWA—T g T v 7T — S, EFICT A b
SINTGE, MYHEFIL, TORLT, Bod—v 24 LT, EEEH X ECE) oL T 2@
U, BEIESN7z 0 B RPO IZAET 5,

Il Optional Customer Invoked Failover (“CIF”) Services for HEC Services
II. HEC ¥—ERZHTHATSV a v OBEFEBDOT = VA —— ( [CIF] ) $—EX

CIF services is an optional service available only for HEC Services which can be agreed between SAP and Customer
for certain components as set forth in the System Set-Up Table of the HEC Order Form in addition to DR Services (DR
Services is a pre-requisite for CIF services). For components for which Customer purchases CIF services, Customer
may initiate the failover/failback between the primary data center (“PDC”) and secondary data center (“SDC,” normally
used for DR Services) without the occurrence of a Disaster.

CIF H—v A%, [DR ¥—v 2] [ZMMA T, THEC EXEH) @ [PAT Aty b7 v 7R ITED LN TV DFEE
DALKR—=F MIOWT, KL SAP ORITEETHIENTES, [HEC ¥ —E R (xF L TOLFIHAHER
FTvaroP—rv2ThHs ( [DR —E 2] X CIF h—ERAOFH#ESAM:) , BEN CIF h—ERAEZEA L=
=R MZOWT, BFIE, — kT —%tr%— (IPDC) ) L Z®kTF—#®&r&#— (ISDC) |, i@% [DR ¥—b&
A DDIMER) MTOT7 2 A NVA—=N—/T 7 ANy 7%, TRKE] BEEL TR THOEHTLZLRT
2,

The respective components for which CIF services is purchased will be marked with the “CIF” designation appended to
the DR designation in the System Set-up Table. By way of example, a CIF services designation of “DR_12h_0_CIF”
means that Customer may invoke CIF services without the occurrence of a Disaster for that component and for which
the agreed upon DR Services has an RTO of 12 hours and an RPO of 0 minutes.
CIF #—E2ARWASNIEI LV R—F 2 ME, VAT LBy b7 v 7] O DR OFEIC ICIF] £V ) FR
BEMEhD, & xiE. [DR_I2h 0_CIF] &5 CIF P—EADFRIT, BEND, YBi%arRK—F MR LT
[F] MIEL TR TY CIF —bvRr2EBT5ZLenTE, ZOEGEINE DR —EZ] @ RT0 1X 12
RefHl, RPO 1% 0 0 THDHZ L2 EWRT D,

CIF services is only available for select configurations and data centers. Pre-requisites, technical requirements and
scenarios for which CIF services can apply depend on the concrete technical solution for the DR Services and are
described in additional documentation.
CIF —EARFIATE HDI%, FFEOHREBLIOT —F o ¥ —Z[RbND, CIF H—E2AM8 M AHE & 72 2 Atz
Sl BARREAER O F U A1E, DR —E 2] ICHT 2 BMEIREINE Y ) 2 — a VIR ->TRZRY | BN
DRF a2 AT =g liE#isnhs,

For clarity, performance characteristics and System Availability may be reduced while operating under CIF services
(the System Availability Service Level will not be lower than 95%).

(LD T2 DI T D & T+ —v U ARER DY TV AT A0 A 1%, [CIF —Ev 2] O FCEMA LT
LT, IRTT22L03H2 ( [VATAOAHEOY —E AL~V 23, 95% & FlES 2 Lid/ewny) o
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