PERSONAL DATA PROCESSING AGREEMENT FOR SAP SUPPORT AND PROFESSIONAL
SERVICES
SAP SUPPORT AND PROFESSIONAL AHIAO &8 el & Xel A

1. BACKGROUND
i Z

1.1 Purpose and Application. This document ("DPA") is incorporated into the Agreement and forms
part of a written (including in electronic form) contract between SAP and Customer. This DPA
applies to Personal Data provided by Customer and each Data Controller in connection with the
performance of the SAP services as set out in the relevant Agreement ("SAP Service(s)"”) to which
is attached the present DPA which may include:
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(a) SAP Support as defined in the Software License & Support Agreement; and/or
A2TEQN ctoldlA Y Support H 20l B 2lE SAP Support MHIA
(b) Professional Services as described in the services agreement concluded between SAP and
the Customer (“Services Agreement”).
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1.2 Structure. Appendices 1 and 2 are incorporated into and form part of this DPA. They set out the
agreed subject-matter, the nature and purpose of the processing, the type of Personal Data, the
categories of data, the data subjects and the applicable technical and organizational measures.
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1.3 GDPR. SAP and Customer agree that it is each party’s responsibility to review and adopt

requirements imposed on Controllers and Processors by the General Data Protection Regulation
2016/679 ("GDPR"), in particular with regards to Articles 28 and 32 to 36 of the GDPR, if and to
the extent applicable to Personal Data of Customer/Controllers that is processed under the DPA.
For illustration purposes, Appendix 3 lists the relevant GDPR requirements and the corresponding
sections in this DPA.
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LHOIA, et 32 £ BE 2016/679("GDPR"), <3| GDPR Xl 28 =, Al 32 £~XH 36 X0l M
HEEA2 MeMNUH 22U ARE HESHD M A0l 2 ALK JACts 30 S2ELICH o
SO 4ZoIXH, 2= 32 25 GDPR @410t 2 DPA S aiY T&= LtE&LICt.

1.4 Governance. SAP acts as a Processor and Customer and those entities that it permits to include
Personal Data in systems accessible by SAP when performing the SAP Service act as Controllers
under the DPA. Customer acts as a single point of contact and is solely responsible for obtaining
any relevant authorizations, consents and permissions for the processing of Personal Data in
accordance with this DPA, including, where applicable approval by Controllers to use SAP as a
Processor. Where authorizations, consent, instructions or permissions are provided by Customer
these are provided not only on behalf of the Customer but also on behalf of any other Controller.
Where SAP informs or gives notice to Customer, such information or notice is deemed received
by those Controllers permitted by Customer to include Personal Data and it is Customer’s
responsibility to forward such information and notices to the relevant Controllers.
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2.1

2.2

3.1
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SECURITY OF PROCESSING

& FMel 2ot

Appropriate Technical and Organizational Measures. SAP has implemented and will apply
the technical and organizational measures set forth in Appendix 2. Customer has reviewed such
measures and agrees that the measures are appropriate taking into account the state of the art,
the costs of implementation, nature, scope, context and purposes of the processing of Personal
Data.

ua g, ZHA EX. SAP = 22 20 YAE JEX/INN XS ABHO0 018 NS AYLICH
12, WOl HE Helol &2, wel, wat o

2xg xay 2

M2 0l2fst 2XNE HEJMH ollEY =XIIF JI=AH, &

n A b
Appendix 2 applies only to the extent that such SAP Services are performed on or from SAP
premises. In the case where SAP is performing SAP Services on the Customer’s premises and SAP
is given access to Customer’s systems and data, SAP shall comply with Customer’s reasonable
administrative, technical, and physical conditions to protect such data and guard against
unauthorized access. In connection with any access to Customer’s system and data, Customer
shall be responsible for providing SAP personnel with user authorizations and passwords to access
its systems and revoking such authorizations and terminating such access, as Customer deems
appropriate from time to time. Customer shall not grant SAP access to Licensee systems or
personal information (of Customer or any third party) unless such access is essential for the
performance of SAP Services. Customer shall not store any Personal Data in non-production
environments.
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Changes. SAP applies the technical and organizational measures set forth in Appendix 2 to SAP’s
entire customer base receiving the same SAP Service. SAP may change the measures set out in
Appendix 2 at any time without notice so long as it maintains a comparable or better level of
security. Individual measures may be replaced by new measures that serve the same purpose
without diminishing the security level protecting Personal Data.
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SAP OBLIGATIONS

SAP 22

Instructions from Customer. SAP will process Personal Data only in accordance with
documented instructions from Customer. The Agreement (including this DPA) constitutes such
documented initial instructions and Customer may provide further instructions during the
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3.2

3.3

3.4

3.5

3.6

performance of the SAP Service. SAP will use reasonable efforts to follow any other Customer
instructions, as long as they are required by Data Protection Law, technically feasible and do not
require changes to the performance of the SAP Service. If any of the before-mentioned exceptions
apply, or SAP otherwise cannot comply with an instruction or is of the opinion that an instruction
infringes Data Protection Law, SAP will immediately notify Customer (email permitted).
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Processing on Legal Requirement. SAP may also process Personal Data where required to do
so by applicable law. In such a case, SAP shall inform Customer of that legal requirement before
processing unless that law prohibits such information on important grounds of public interest
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Personnel. To process Personal Data, SAP and its Subprocessors shall only grant access to
authorized personnel who have committed themselves to confidentiality. SAP and its
Subprocessors will regularly train personnel having access to Personal Data in applicable data
security and data privacy measures.
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Cooperation. At Customer’s request, SAP will reasonably cooperate with Customer and
Controllers in dealing with requests from Data Subjects or regulatory authorities regarding SAP’s
processing of Personal Data or any Personal Data Breach. SAP shall notify the Customer as soon
as reasonably practical about any request it has received from a Data Subject in relation to the
Personal Data processing, without itself responding to such request without Customer’s further
instructions, if applicable. SAP will correct or remove any Personal Data in SAP’s possession (if
any), or restrict its processing, in accordance with the Customer’s instruction and Data Protection
Law.
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Personal Data Breach Notification. SAP will notify Customer without undue delay after

becoming aware of any Personal Data Breach and provide reasonable information in its possession
to assist Customer to meet Customer’s obligations to report a Personal Data Breach as required
under Data Protection Law. SAP may provide such information in phases as it becomes available.
Such notification shall not be interpreted or construed as an admission of fault or liability by SAP.
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Data Protection Impact Assessment. If, pursuant to Data Protection Law, Customer (or its
Controllers) are required to perform a data protection impact assessment or prior consultation
with a regulator, at Customer’s request, SAP will provide such documents as are generally
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available for the SAP Service (for example, this DPA, the Agreement, audit reports or
certifications). Any additional assistance shall be mutually agreed between the Parties.
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4. DATA DELETION
GIOIE &HHI
Customer hereby instructs SAP to delete the Personal Data remaining with SAP (if any) within a
reasonable time period in line with Data Protection Law (not to exceed six months) once Personal
Data is no longer required for execution of the Agreement, unless applicable law requires
retention.
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5. CERTIFICATIONS AND AUDITS
QIE X ZA

5.1 Customer Audit. Customer or its independent third party auditor reasonably acceptable to SAP
(which shall not include any third party auditors who are either a competitor of SAP or not suitably
qualified or independent) may audit SAP’s service and support delivery centers and IT security
practices relevant to Personal Data processed by SAP only if:
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(a) SAP has not provided sufficient evidence of its compliance with the technical and
organizational measures through providing a certification as to compliance with ISO 27001
or other standards (scope as defined in the certificate). Certifications are available under:
https://www.sap.com/corporate/en/company/quality.html#certificates or upon request if
the certification is not available online; or

o HOII
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(b) A Personal Data Breach has occurred; or
jHOI ] & _<,>_|tl}0| UH\Ho} 310
(c) An audit is formally requested by Customer’s data protection authority; or
Do HE B35 E=0| HASIE HAME REE FR
(d) Mandatory Data Protection Law provides Customer with a direct audit right and provided
that Customer shall only audit once in any twelve month period unless mandatory Data
Protection Law requires more frequent audits.
|EII-iO| I-IE !:Ig tH%Ol DI-IO“}” III—{ Dl/\|.$_|8|-2 ﬁI-IéP_T]_ A O‘_|
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5.2 Other Controller Audit. Any other Controller may audit SAP’s control environment and security
practices relevant to Personal Data processed by SAP in line with Section 0 only if any of the cases
set out in Section 0 applies to such other Controller. Such audit must be undertaken through and
by Customer as set out in Section 0 unless the audit must be undertaken by the other Controller
itself under Data Protection Law. If several Controllers whose Personal Data is processed by SAP
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on the basis of the Agreement require an audit, Customer shall use all reasonable means to
combine the audits and to avoid multiple audits.
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5.3 Scope of Audit. Customer shall provide at least sixty days advance notice of any audit unless
mandatory Data Protection Law or a competent data protection authority requires shorter notice.
The frequency, time frame and scope of any audits shall be mutually agreed between the parties
acting reasonably and in good faith. Customer audits shall be limited to remote audits where
possible. If an on-site audit is mandatory, it shall not exceed one business day. Beyond such
restrictions, the parties will use current certifications or other audit reports to avoid or minimize
repetitive audits. Customer shall provide the results of any audit to SAP.
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5.4 Cost of Audits. Customer shall bear the costs of any audit unless such audit reveals a material
breach by SAP of this DPA, then SAP shall bear its own expenses of an audit. If an audit determines
that SAP has breached its obligations under the DPA, SAP will promptly remedy the breach at its
own cost.
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6. SUBPROCESSORS
k=M
6.1 Permitted Use. SAP is granted a general authorization to subcontract the processing of Personal
Data to Subprocessors, provided that:
SlJtE AL2. SAP = JHel E8 XMelE g Mol otEeg = U
20l HEELICH
(a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in
electronic form) contract consistent with the terms of this DPA in relation to the
Subprocessor’s processing of Personal Data. SAP shall be liable for any breaches by the
Subprocessor in accordance with the terms of the Agreement;
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(b) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior
to selection to establish that it is capable of providing the level of protection of Personal
Data required by this DPA;
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(c) For SAP Support, SAP’s list of Subprocessors in place on the effective date of the Agreement
is published by SAP (under: https://support.sap.com/en/my-support/subprocessors.html)
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or SAP will make it available to Customer upon request, including the name, address and
role of each Subprocessor SAP uses to provide the SAP Service; and

SAP Support 2 3R, SAP = =2 Ao 53 LMW =ol= SAP o 23X =52
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(d) For Professional Services, SAP will, upon request of the Customer, make the list available
or identify such subprocessors prior to the start of the applicable SAP Services.
I=HAY MHlAS 22, DM @F Al SAP= 3N S5 H30tHU oY SAP AHIA Al
&S0l Oleist E2SME AESLICH

6.2 New Subprocessors. SAP’s use of Subprocessors is at its discretion, provided that:

Al BEHA. SAP o A 0122 SAP 2 Tl et 2EEH, s 22 £2401 HEELICH

(a) SAP will inform Customer in advance of any intended additions or replacements to the list
of Subprocessors including name, address and role of the new Subprocessor (i) for SAP
Support - by posting on the SAP Support Portal, or by email, upon Customer’s registration
on the SAP Portal and (ii) for Professional Services - by similar posting on the SAP Support
Portal, or by e-mail, or in other written form;
SAP = &I S8 018, =4, 922 HIX0IH S=2gM SS0l A=H2 FIt E=
U= B2 (i) SAP Support 2l B2 - SAP K& ZE0 HAIGHALE D240] SAP ZEH S Al
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(b) Customer may object to such changes as set out in Section 0.
NH2 0lefst HA0 CHAH M O ol SAIE HHoll [Het 0121E NMOIE = USLILCH

6.3 Objections to New Subprocessors.

&l EHEAHA S 01 DI

(a) SAP Support: If Customer has a legitimate reason under Data Protection Law to object to
the new Subprocessors’ processing of Personal Data, Customer may terminate the SAP
Support upon written notice to SAP, such notice to be provided to SAP no later than thirty
days from the date SAP informs the Customer of the new Subprocessor. If Customer does
not provide SAP with a notice of termination within this thirty days period, Customer is
deemed to have accepted the new Subprocessor. Within the thirty days period from the
date of SAP informing the Customer of the new Subprocessor, Customer may request that
the parties come together in good faith to discuss a resolution to the objection. Such
discussions shall not extend the period for providing SAP a notice of termination and does
not affect SAP’s right to use the new Subprocessor(s) after the thirty days period.
SAP Support: 22 25 HE0 WMt D200 &7 SSELAH OHQ ZE XMelet 28 012 MO0l
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(b) Professional Services: If Customer has a legitimate reason under Data Protection Law that
relates to the Subprocessors’ processing of Personal Data, Customer may object to SAP’s
use of a Subprocessor, by notifying SAP in writing within five business days of SAP’s
information as per Section 6.2. If Customer objects to the use of the Subprocessor, the
parties will come together in good faith to discuss a resolution. SAP may choose to: (i) not
use the Subprocessor or (ii) take the corrective steps requested by Customer in its objection
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6.4

7.1

7.2

and use the Subprocessor. If none of these options are reasonably possible and Customer
continues to object for a legitimate reason, either party may terminate the relevant services
on five days’ written notice. If Customer does not object within five days of receipt of the
notice, Customer is deemed to have accepted the Subprocessor. If Customer’s objection
remains unresolved thirty days after it was raised, and SAP has not received any notice of
termination, Customer is deemed to have accepted the Subprocessor.
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(c) Any termination under this Section 0 shall be deemed to be without fault by either party

and shall be subject to the terms of the Agreement.
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Emergency Replacement. SAP may replace a Subprocessor without advance notice where the
reason for the change is outside of SAP’s reasonable control and prompt replacement is required
for security or other urgent reasons. In this case, SAP will inform Customer of the replacement
Subprocessor as soon as possible following its appointment. Section 0 applies accordingly.
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INTERNATIONAL PROCESSING
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Conditions for International Processing. SAP shall be entitled to process Personal Data,
including by using Subprocessors, in accordance with this DPA outside the country in which the
Customer is located as permitted under Data Protection Law.
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Standard Contractual Clauses. Where (i) Personal Data of an EEA or Swiss based Controller is
processed in a country outside the EEA, Switzerland and any country, organization or territory
acknowledged by the European Union as safe country with an adequate level of data protection
under Art. 45 GDPR, or where (ii) Personal Data of another Controller is processed internationally
and such international processing requires an adequacy means under the laws of the country of
the Controller and the required adequacy means can be met by entering into Standard Contractual
Clauses, then:
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(a) SAP and Customer enter into the Standard Contractual Clauses;
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(b) Customer enters into the Standard Contractual Clauses with each relevant Subprocessor as
follows, either (i) Customer joins the Standard Contractual Clauses entered into by SAP or
SAP SE and the Subprocessor as an independent owner of rights and obligations ("Accession
Model") or, (ii) the Subprocessor (represented by SAP) enters into the Standard Contractual
Clauses with Customer ("Power of Attorney Model"). The Power of Attorney Model shall
apply if and when SAP has expressly confirmed that a Subprocessor is eligible for it through
the Subprocessor list provided under Section 0 or (d), or a notice to Customer; and/or
(i) 2240] Hel & 2R S8HO ARXZA SAP £= SAP SE & S AMI MBSt E&E
TE0l S2stAUCse 2E7), (i) HEYH(SAP Ot U2lg)ot DA% HEFE A
MZEEMC el 2E”), D42 2 iy S8t E& At TS MIB LI
SAPJI Ml 6.1 & H(c)E E£= M(d)S0l Wiet Ma3%le M S5 S 2

ol

SEEMI HAS AT ASS ol ol 2 HEELICH

o

o mo J

o
W g gy T
on e o W

%
A
fr
I:_]
I~
om &
%

bl

2

(c) Other Controllers who have been authorized by Customer to include Personal Data under
the Agreement may also enter into Standard Contractual Clauses with SAP and/or the
relevant Subprocessors in the same manner as Customer in accordance with Sections 0 0
and 0 above. In such case, Customer will enter into the Standard Contractual Clauses on
behalf of the other Controllers.

= kol M2t DA0| HO! W HES 508 (12 HESHE 4 MOE MOS L K 0 S0
Mot DMD SYB YAOZ SAP L/EE MY BALMY BE H XZHES MTE 4 ASUL 0
HE N IS HZBUD

2R, DHU2 [HE HESHE HAISIH E&E A
7.3 Relation of the Standard Contractual Clauses to the Agreement. Nothing in the Agreement
shall be construed to prevail over any conflicting clause of the Standard Contractual Clauses. For
the avoidance of doubt, where this DPA further specifies audit and subprocessor rules in sections
5 and 6, such specifications also apply in relation to the Standard Contractual Clauses.

2 AN BFE A RS 2. = HA HHE LB EE A X2 4Scts 20 4Gt 2022
HAEIAl H&LICH & O H=0ol ot 4tEH, = DPAMA M52 & X6 =0 SAIE 2A 2 SHEH #E0I

FIE ZADeE &2, oY QA HES E&E AlY &t 23010 BEE LI
7.4 Governing Law of the Standard Contractual Clauses. The Standard Contractual Clauses shall
be governed by the law of the country in which the relevant Controller is incorporated.

EE Mot E8o =Y. BE 4 XS0 olZ ASSef €0 HYE 200 WB0| NBLICH

8. DOCUMENTATION; RECORDS OF PROCESSING
2Md, dalel 0I5

Each party is responsible for its compliance with its documentation requirements, in particular
maintaining records of processing where required under Data Protection Law. Each party shall
reasonably assist the other party in its documentation requirements, including providing the
information the other party needs from it in a manner reasonably requested by the other party (such
as using an electronic system), in order to enable the other party to comply with any obligations
relating to maintaining records of processing.

2 SARHE 2Xto] 23 22, S5l B2 25 BN Tot 27HE ¥ Hel JI= 9K QA0 Hal Mys
FLICH 2 QARHE AT A S2I1NO2 REGHE YHOR (M AIAY AR S) A0 SAXNH 22
St HEE MBS= S 23 20 ol A0 ZAKIE S2IRo2 KRG 4 FARIE Hel IS SXet
BRE RS 0T + YT BLICH

9. DEFINITIONS

20 B89
Capitalized terms not defined herein will have the meanings given to them in the Agreement.
= SMUA H2ADX $2 H2AZ AIHE=E E0HeE = HSLUAM oY S0 fHE 21012 XIELICH
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9.1

9.2

9.3

9.4

9.5

9.6

“Authorized Users” means any individual to whom Customer grants access authorization in
compliance with a SAP software license to use the SAP Service that is an employee, agent,
contractor or representative of (i) the Customer, (ii) Customer's Affiliates, and/or (iii) Customer’s
and Customer’s Affiliates’ Business Partners (as defined under the Software License and Support

Agreement).

rZel MRI "= 1N2M0| SAP MHIAE AE5HI| fdll SAP AZEY N StO|MAE =456t0 HAA HES
20eIHel= 20lotH, Ol= (i) 224 (||)_I_ HEAZ/E= (i) 22 BI2UA THEH 2 02 HE AL
HI ZLIA I EH(&&E A etolMl A & Support Hl 20 HelE)e A, HOINE, SN L= el s
o0l gLICt.

“Controller” means the natural or legal person, public authority, agency or other body, which
alone or jointly with others, determines the purposes and means of the processing of Personal
Data; for the purposes of this DPA, where Customer acts as Processor for another Controller, it
shall in relation to SAP be deemed as additional and independent Controller with the respective
controller rights and obligations under this DPA.

“HEEDY"= e FEQ HMel SHIU s HEe2 L= UE J2l 3S2=2 Z2Ho=E MK £ =
gol, 83 J1&, &M L= JlEt 222 20ILICH &= DPA 2| SH 4, DM0| THE AESH M2ANZA
A S ot= ER, 1H2S SAP 2 2E5t0 = DAPOI HE oY 2ES2 Asett RS A 2ot
= S

SEHQ HESHZ 2FELICH

“Data Protection Law"” means the applicable legislation protecting the fundamental rights and
freedoms of persons and their right to privacy with regard to the processing of Personal Data
under the Agreement (and includes, as far as it concerns the relationship between the parties
regarding the processing of Personal Data by SAP on behalf of Customer, the GDPR as a minimum
standard, irrespective of whether the Personal Data is subject to GDPR or not).

“HY ES HE"2 e Ji= el E AR 2 AN OE oHe 2 Moot 2EE HeldE 25
delE E50t= 2 HES AUIFLICH 2 MUES Halchk= SAP 2 JHel FE HMelt 23 E HALXS A0S
25

SHAHOf 28 8 JHel ZE0 CHe GDPR & (R0l 22H 810l GDPR S %4 J|&E22 g,

“Data Subject” means an identified or identifiable natural person as defined by Data Protection
Law.

“EHE FH"=E 22 Es HEN qdE AL A8 JtsE AHelS 20/ LICH

“Personal Data” means any information relating to a Data Subject which is protected under
Data Protection Law. For the purposes of the DPA, it includes only personal data which is supplied
to or accessed by SAP or its Subprocessors in order to provide the SAP Service under the
Agreement.

“Hel AR"= HE 235 HEN et EsdHeE F2 FAHY 2Hs RE F
SHA ,HII0l= SAP £= 1 g2 IOt 2 HA [HE SAP MUHIAE MB35 2
el L0kl ZatELICh.

ol =1}

n

=
ol

ﬂllﬂl

S|0ILICH. DPA 2
HOHIS e L HAIA S

OII

“Personal Data Breach” means a confirmed (1) accidental or unlawful destruction, loss,

alteration, unauthorized disclosure of or unauthorized third-party access to Personal Data or (2)

similar incident involving Personal Data, in each case for which a Controller is required under Data

Protection Law to provide notice to competent data protection authorities or Data Subjects.

“He! FE /P2 F2 S HEN Miel HESIt 2 FE B3 22 L= ZE F=HuAH SKE

MISolOF ot= &elE (1) el dEC YA L= =8HE Iy, &4, 8d, RH S £= M3 X2 |
(2) el &

HMAA E= HE0F 2 E |SASH AFDE 201U
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9.7 “Professional Services” means implementation services, consulting services and/or services
such as SAP Premium Engagement Support Services, Innovative Business Solutions Development
Services, Innovative Business Solutions Development Support Services.

“OIZHMHE MUIA"E 2E MBIA, A4E MHlA 2/E = SAP Premium Engagement Support AlH| A
Innovative Business Solutions Development AlHI2A, Innovative Business Solutions Development
Support MHIA St 22 MHIAE 20| LIC

9.8 "Processor” means a natural or legal person, public authority, agency or other body which
processes Personal Data on behalf of the Controller, be it directly as Processor of a Controller or
indirectly as Subprocessor of a Processor which processes Personal Data on behalf of the

Controller.
“HeX'= HEEHE HAGHA el E2E XMelote AHHe = 8ol 33 J|&, &Hl &= Jler T2
Ol0IotH, AE HEZEH2 HAZMN SE2 StHLE HEZEHE UAlGHH el 22 Helotes Hel ke

SEAMIZA AEHCZ A= ;LT
9.9 "“Standard Contractual Clauses” or sometimes also referred to the “EU Model Clauses” means
the (Standard Contractual Clauses (processors)) or any subsequent version thereof published by
the European Commission (which will automatically apply). “"The Standard Contractual Clauses

current as of the effective date of the Agreement are attached hereto as Appendix 4.”

“EE O XYU(TE A= EU 22 IYORE NFE)S (EFE N I (HAIR)) L= B8 AR
west 0 24 HH(HS2E MEE)S 0IBLICH "2 o0 52 LMY A REE EE 4o 80|

oolo 25 4 2 Z2ELICL"

9.10 “Subprocessor” means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties engaged by
SAP , SAP SE or SAP SE’s Affiliates in connection with the SAP Service and which processes
Personal Data in accordance with this DPA.

“EHEHAXM "= SAP HZ AL, SAP SE, SAP SE HIZ A Y = SAP AMHIA 2L 26216104 SAP, SAP SE L= SAP
SE 2| HIZADF DE5t0d 2 DPA O et el B2 E HMelote M 3 XtE 20| & LICH

10. GOVERNING LANGUAGE
This Schedule (including Appendix 1 & Appendix 2) has been prepared and is presented in both
an English language and the Korean language versions. In the event of any conflict or discrepancy
between the two language versions, the English language version shall prevail with respect to
that conflict or discrepancy. The English language version is the controlling version of the
Agreement.

ol

[

CUH AN = MM (BE 1 EH 2 2ehE SO{E o0 He 2 FH| 21 XS E L o
SHROfE AtOJO] ofet HF L£= 2€X|7F As B, SO0 1 F= EE =LAt BEEM
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Appendix 1 to the DPA and, if applicable, the Standard Contractual Clauses
DPA 25 1 % (GHYol= 22) EZE AL X8

Data Exporter

CIOIE AAH

The Data Exporter is the Customer who concluded a Software License and Support Agreement and/or
Services Agreement with SAP under which it benefits from SAP Service as described under the relevant
Agreement. The Data Exporter allows other Controllers to also use the SAP Service, these other
Controllers are also Data Exporters.

HOIH AAZH= SAP 2t AZEY K 20l A & Support S MBHAHLE 208 HA0H SAIE GOl T2t SAP
NUHIAZEH dl&E 2= MUIA HA2 HZSE DHALICH CrE HAEE T SAP AHIAE 0I20t=E Gl0IH
MALHII SIES 2, U2 AEEHT HOIH HAAZZEHI ELICH

Data Importer

CIOIE &=E

SAP and its Subprocessors provide the SAP Service as defined under the relevant Agreement concluded
by the Data Exporter that includes the following SAP Service:

SAP 2t 1 S8 M= OIOIY AAZEI MZS 2t A0l Hel= Bholl et SAP MEBIASE HS6tH, HII0I=
S &2 SAP MHIADF ZetE LI,

- Under the Software License and Support Agreement: SAP and/or its Subprocessors provide
support when a Customer submits a support ticket because the Software is not available or not
working as expected. They answer phone calls and perform basic troubleshooting, and handles
support tickets in a tracking system

A2ZEYN ctolMA L Support H 0 Met: AZEANIL &S HE Z=sotkl FAHL MBS A &0t
DAMOl X EIZNS MES B2 SAP 2/E= 1 S=2dMe NS MBELICH 0152 d3te 21 J|=

M oHZS =&otH =8 AAHEHUAM XN& EI2NS &0t M= LICH

- under the applicable Services Agreement for Professional Services: SAP and/or its Subprocessors
provide Services subject to the Order Form Services and the applicable Scope Document.
IZ2HAMHE MHIA0 CHEt oY MHlA Aol Met: SAP 2/E£= 1 sEdie 24 & Y g9
ZMO0l et XIS M3 LI

Data Subjects

2 F=H|

Unless provided otherwise by the Data Exporter, transferred Personal Data relates to the following
categories of Data Subjects: employees, contractors, Business Partners or other individuals having
Personal Data transmitted to, made available or accessed by the Data Importer.

GIOIe AAEEHIL Eel #E6HA 2= &, d&E e 22 A, AL, HIE2LA THEW £= I8 IR S
5 =Mt OOIH EHUWA 85 £= H3otHL I0IH YEEHI HAAE = U= JIE Jfele 2 = <
HE=F 2 E JLIC

Data Categories

8 Y=

The transferred Personal Data concerns the following categories of data:

d&EE = el 22 = s 22 Ho 329 23HE A LICH

Customer determines the categories of data and/or data fields which could be transferred per SAP Service
as stated in the relevant Agreement. The transferred Personal Data typically relates to the following
categories of data: name, phone numbers, e-mail address, time zone, address data, system access /
usage / authorization data, company name, contract data, invoice data, plus any application-specific data
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transferred by Authorized Users and may include financial data such as bank account data, credit or debit
card data.

D220| oHE HFo HAIE HE SAP MHIAN et 8&5E = A= 22 B 2/T= 82 20 ZHELICL
HMEEHE Mo H3EE =2 018, MG, OlHY =4, A2, =4 8, AIAE HGNA/AIE/AS HE, SA
OIF, A 32, & E8 £ S AZXNIH HSHCH =29 AM EE, Mg/H2 JtE 8 50| Z&E = U=

B Hx=ot 2= AL

o 0

OHE2A0IE EF HIoIEH2 Ol

Special Data Categories (if appropriate)
E8 FE HF(lYote 8R)

The transferred Personal Data concerns the following special categories of data: As set out in the
Agreement (including the Order Form), if any.

d8& = el B2 = oflEol=e 3% 2 HA(EFM Z&)0 FAIE ol HE O3 22

e YU

Jm

=] I:HIOl
=2 oT —i

0

22

Processing Operations / Purposes
Xeol 2Y/=%
The transferred Personal Data is subject to the basic processing activities as set out in the Agreement
which may include:
HEE e FE= US MEsS Zee = UAs 2 AAu BAIE JI2 Ml 22 tHaol gL
e use of Personal Data to provide the SAP Service
SAP MHIAE HZotI| RISt el HL22| 018
e storage of Personal Data
el F2o] &
e computer processing of Personal Data for data transmission
HOIH M&s I8t el E2o 2AFH Hel
e execution of instructions of Customer in accordance with the Agreement.
2 Ao e 02X XN&o =3
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Appendix 2 to the DPA and, if applicable, the Standard Contractual Clauses - Technical and
Organizational Measures
DPA £5 2 2 (dligdl= ) E& AY =& - Jl=F/=&H XX

1. TECHNICAL AND ORGANIZATIONAL MEASURES

Jl=& /=R XX
The following sections define SAP’s current technical and organizational measures. SAP may change
these at any time without notice so long as it maintains a comparable or better level of security.
Individual measures may be replaced by new measures that serve the same purpose without
diminishing the security level protecting Personal Data.

(S XSS SAP 2 88 JIsXM/XIAN XXE ZAELICH SAP = HIxGHAL OB0 =2 &2 2ot
SXetE 012 Sl 210l A= HEEY = USLILH HE E=X=, e BE2E E5c6t= B =& 24 801,
S [ M=22 =X = UHE &= YSLICH

1.1 Physical Access Control. Unauthorized persons are prevented from gaining physical access to
premises, buildings or rooms where data processing systems that process and/or use Personal
Data are located.

SCIE HNA HO. SUEX L2 A0l JHO BEE HelotHU AIZ6t= 38 Mel AIA-O0l |IXId A=
MBE, A2, AL e S2el® BHAE &2ol= 22 SAELITH
Measures:

e SAP protects its assets and facilities using the appropriate means based on the SAP Security Policy
SAP = SAP 20t M= J|BIo2 HASH =Ct5 AIE0t0 K&t AldS ESELICH

e Ingeneral, buildings are secured through access control systems (e.g., smart card access system).
UBIHNOZ HZ22 HAA HO AAE(U: ADE IS BAA AIAE)S Soll 2tE LICH

e As a minimum requirement, the outermost entrance points of the building must be fitted with a
certified key system including modern, active key management.

ZARACZ, AE2 IHE HZ2E £ NEU= A &4 J| 22l Z&e S I AIAH”
fLICt.

e Depending on the security classification, buildings, individual areas and surrounding premises may
be further protected by additional measures. These include specific access profiles, video
surveillance, intruder alarm systems and biometric access control systems.
2ot SZ0 et A2, HE P9 L FH NFE2 FI 2XE BEosS 25E = JUSLICH FI EX0le &
MNA Z2E HICIL 2Al, AN ZBE AIAE & MK Q1A HHIA MO AIAE0l L& ELICH

e Access rights are granted to authorized persons on an individual basis according to the System and
Data Access Control measures (see Section 1.2 and 1.3 below). This also applies to visitor access.
Guests and visitors to SAP buildings must register their names at reception and must be
accompanied by authorized SAP personnel.

o

23 5 Of

AMAE L OIOIE HAIA MO =XI0 et HERSZ SQUE AR HAMA HEES SO ELICHOMA
H1.2g 2 M1.38 FX). 0Ol LdEH HMANE HEZELICH SAP 2SS YEot=s & Y2 A2

H+X0lA 02 SSoll0F otH 02l SAP 220 =&l 0F &fLICt.

e SAP employees and external personnel must wear their ID cards at all SAP locations.
SAP 23 o 2| 0132 2= SAP /XA ID HEE =Zal0F & LIC.

Additional measures for Data Centers:

dlole MES = XXl

e All Data Centers adhere to strict security procedures enforced by guards, surveillance cameras,
motion detectors, access control mechanisms and other measures to prevent equipment and Data
Center facilities from being compromised. Only authorized representatives have access to systems
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and infrastructure within the Data Center facilities. To protect proper functionality, physical security
equipment (e.g., motion sensors, cameras, etc.) undergo maintenance on a regular basis.
2E HOoIH dH= 22t A, 2Al Jttlel, S& 2XJ|, HMA M X 2 HHI2F ColH MAEH A&EO
EMEE A2 UANE JIE ZXZ 2D e 28 2o BXUE |ASLC S2E tHelel2tol HIole dH
AE LIRS AMAEID It HHASLICH HESH Jls2 BSol)| o, 221 2oF ZH[(0: S& 4dA,
Jtiiet )2 FIIE SANES+E e LICH

e SAP and all third-party Data Center providers log the names and times of authorized personnel
entering SAP’s private areas within the Data Centers.
SAP 2t 2E M 3 X UIOIH dE 2L Xt= GIOIH HE LS SAP AME S £ot= S8 olgo 0|
A2tS JIE&LICH

1.2 System Access Control. Data processing systems used to provide the SAP Service must be
prevented from being used without authorization.
AAE QA HIO. SAP AHIAE HS0ot)| fol AHZ2% = I0IH MHel AlIA'ES SEX 22 AFE0]
2 X & 0{0F &LICH

Measures:

e Multiple authorization levels are used when granting access to sensitive systems, including those
storing and processing Personal Data. Authorizations are managed via defined processes according
to the SAP Security Policy
el HEE MESD Melote AIA-S ZE6IH 52 Alﬁ 22 0l ¢l
SIJIELICH o132 SAP 2ot (| et #38E U382 Soff 2tel= LI

e All personnel access SAP’s systems with a unique identifier (user 1D).
SEUE2 N AEIHAMEXA ID)E 0l=0 SAP AIAEIN M A ASLICH

e SAP has procedures in place to so that requested authorization changes are implemented only in
accordance with the SAP Security Policy (for example, no rights are granted without authorization).
In case personnel leaves the company, their access rights are revoked.

SAP = QA E S HAO0| SAP 2ot A MetMe AL ESE BRG] 218t BXUE HF1D JUSUICHO:
SOt 0l O™ ST RO H£3). 2180] EI8g B, ol oo A A2 H|ELICH

e SAP has established a password policy that prohibits the sharing of passwords, governs responses
to password disclosure, and requires passwords to be changed on a regular basis and default
passwords to be altered. Personalized user IDs are assigned for authentication. All passwords must
fulfill defined minimum requirements and are stored in encrypted form. In the case of domain
passwords, the system forces a password change every six months in compliance with the
requirements for complex passwords. Each computer has a password—protected screensaver.
SAP=HIZHS ZRE SXotD HIYHSIH SHE 2= FHaliolt e HSHS ZAIGtD HIIRZ LS E

M

3l

]

U lo

Ol

SHE ASEIH HAMAS

lo
rb 0

A

HEOIES AH0IH = 2SI Eetl= HIdBs ZME 8ot UASLICH 1SS ol HAUE MER

ID Ot BHEELILH 2= HI2¥S=E REE 2a 22 EF56t0 %*ii}% U2 MEEZ0O0F ELICH o

HZESo 2R SHet LS QUS SSote LS BB 0l AL 2ol 6 HEOHCH ZMELICH 22
(==

AREUA 2SS 2 E5E A B3It BHSELICH

e The company network is protected from the public network by firewalls.
AL UHERI = S0l 2ol S WERKIAZRH ESELICH

e SAP uses up-to-date antivirus software at access points to the company network (for e-mail
accounts), as well as on all file servers and all workstations.
SAP = 3IAI HIERIAZ &YYot HMA NEOIME HE)Y 2= IHE AH L 2= AITAHOIEN =&
HOIHA A XtE ATEQUHE MSELICH

e Security patch management is implemented to provide regular and periodic deployment of relevant
security updates. Full remote access to SAP’s corporate network and critical infrastructure is
protected by strong authentication.
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SotJ|l ol AIHELICH SAP SIAt HIERZ ¥
ot

2sELICH

1.3 Data Access Control. Persons entitled to use data processing systems gain access only
to the Personal Data that they have a right to access, and Personal Data must not be read,
copied, modified or removed without authorization in the course of processing, use and storage.
CIOIE HAIA HO. IOIE ®ME|l AIARSE AFEE JEH0] U= AFEE2 A AE S0 A= JHel FEL0 Cist

HHIASHHAOM, Xel, AME, H&dt= S0 &St 210 el E2E L SASHHL =&3AHLE HAE =
ASLICH
Measures:

AXl:

e As part of the SAP Security Policy, Personal Data requires at least the same protection level as
“confidential” information according to the SAP Information Classification standard.
SAP £20ot Mo oz el B2 = SAP 38 S2 E&0 E "dHIZ" F22 A SLs &2 B30t
RPELICH

e Access to Personal Data is granted on a need-to-know basis. Personnel have access to the
information that they require in order to fulfill their duty. SAP uses authorization concepts that
document grant processes and assigned roles per account (user ID). All Customer Data is protected
in accordance with the SAP Security Policy.
ol HEO0 CHE WAIA HEH2 2010 & 2RI A= 82 ICh ol 2 PR 25 20
ZE0l CHoll HAA HEts A LI SAP = 20 IHE J(ALE XL ID)Ol CHoll HHEE
EM3tole #st 20 HES MEEULC. RE 02 2= SAP 20t & et 2s&E LI

o Al productlon servers are operated in the Data Centers or in secure server rooms. Security
measures that protect applications processing Personal Data are regularly checked. To this end,
SAP conducts internal and external security checks and penetration tests on its IT systems.

LE 22 M= O0IH MY E£= otMet AHA LHUIA JtsELICH el E2 Hel HEelA0lE S 250t

oF X0 CHoll HJ1 &0l OlRHELICH 0l ?IcH SAP = XAl IT AIAE0 CHEE LHE & A 2ot &

A

IS HAES =deLICH

2

e 2
u AT

5_£[Hﬂ
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| o4
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Jal
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nse rir

e SAP does not allow the installation of software that has not been approved by SAP.
SAP = SAPJI SQI5HKl %22 AZEH NS AXIE SIESHA ESLIC

e An SAP security standard governs how data and data carriers are deleted or destroyed once they
are no longer required.
SAP 20t HE2 [ 0l& 2 206tA &2 OI0IH & CIO0IE HME AWM E£= LtJ|6t

rr

=}
gEsE 78

oo
c
jml

1.4 Data Transmission Control. Except as necessary for the provision of the SAP Services in
accordance with the relevant Agreement, Personal Data must not be read, copied, modified or
removed without authorization during transfer. Where data carriers are physically transported,
adequate measures are implemented at SAP to provide the agreed-upon service levels (for
example, encryption and lead-lined containers).

IOIE & MO, 28 H 2k 2 SAP AHIAC KIS ol 28 Z2RE Moot JHel 882 E ®M&ote
=2t 0IE 502l 20l eAHU, SAtetAHLE, =&3tI1LE, HIH% = SSLUICH OOl OHME &E &5dt=
dR0l= &2E AMUlA =F2 ME3tD| fIch HESH ZXI0FSAP HIA AIEELICHO: 2§53, §22 XHH S
g2J] 8).

Measures:

AXl:

e Personal Data in transfer over SAP internal networks is protected according to SAP Security Policy.
SAP LI HIERIE S8t i H2 8E2 SAP 2ot M [iet EsELICH

¢ When data is transferred between SAP and its customers, the protection measures required for
data transfer are hereby mutually agreed upon between SAP and its customer and included as a
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part of the Agreement. This applies to both physical and network based data transfer. In any case,
the Customer assumes responsibility for any data transfer once it is outside of SAP-controlled
systems (e.g. data being transmitted outside the firewall of the SAP Data Center).

CIOIE Ot SAP 2t SAP ] 12 2H0f| ME5 &= B2, UIOIEH &850 228 25 AXI0F SAP 2 SAP 2 1024 20
As oLl 2 Ho L2 ZEELIL 0l 2218 HIoIH d& WESRZA JI8t U0 d&0 2%
HNZELICH O R0 T SAP JF Ztelct= AIAE AL20 A HIoIH 50! 0I120E Z<2(0: SAP HI0IH
MY gots R0HM 85E OO0IE) 2= CI0IH S0 CHeh Y2 D20H AUSLICH

-

1.5 Data Input Control. It will be possible to retrospectively examine and establish whether and by
whom Personal Data have been entered, modified or removed from SAP data processing systems.
CiOIE = MO. JHel 2D SAP HE XMl AIAENAM 28, =8 £= HAKJY=X R & 0l e
=2 SARE L300 ZAH Y &olg &~ JASLICH
Measures:
e SAP only allows authorized personnel to access Personal Data as required in the course of their
duty.
SAP = SQIE o0 Stoll e R4a HRE el Z20e BAAE = UAEE S LICH
e SAP has implemented a logging system for input, modification and deletion, or blocking of Personal
Data by SAP or its subprocessors within the SAP Service to the extent technically possible.
SAP = Jis8t D=8 Y12 SAP AHIA LHOIA SAP = 1 SEMO 28t JHel 329 g, =8 ¢

ARl £= XtEts 918 20 AIAEES PESLICH

1.6 Job Control. Job Control is required to ensure that personal data processed on behalf of others
are processed strictly in compliance with the Customer’s instructions
A MO &l Melsl= JHel 201 DM XAE 2ASG| &0t0 Held &5 E&ot)| 2o & Mt
T =ELICH
Measures:
SAP uses controls and processes to monitor compliance with contracts between SAP and its
customers, subprocessors or other service providers.
SAP = M =XI2t ZZMAE AHE0HH SAP 2 124, @AM L= JIEH MEIA S3X 2t8] A
SLEHEELICH
As part of the SAP Security Policy, Personal Data requires at least the same protection level as
“confidential” information according to the SAP Information Classification standard.
SAP ot Aol dEOZ o HE= SAP EE S &0 HE "HIZ" E22 £ sLs =&
2T ELICH
e All SAP employees and contractual subprocessors or other service providers are contractually
bound to respect the confidentiality of all sensitive information including trade secrets of SAP
customers and partners.
2E SAP X3 L ot M L= JIEF MEIA MISXte SAP 024 2 MHE S ZHIY S 2
HdEE HIZZ KA AU MU0 USLICH
For SAP Support, SAP customers have control over their remote support connections at all times.
SAP employees cannot access a customer system without the knowledge and consent of the
customer. For SAP Support, SAP provides a specially designated, secure support ticket facility in
which SAP provides a special access-controlled and monitored security area for transferring access
data and passwords. SAP customers have control over their remote support connections at all
times. SAP employees cannot access a customer on premise system without the knowledge and
active participation of the customer.
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SAP Support 2| 2%, SAP 42 ANEX &2 N2 HZ0 e MoAS & &= AUSLICH SAP M2
LA0 220 AAL E_JE HSotkl = S420A 028 AL HAAE = ISLICH SAP Support 9
32, SAP = £E8 X&&E 2ot II% IZi AN&EZS MZ5tH, 0|2 Sl SAP = HAlA HI e & BI2Z2YHSE
&EGH| PE HAMA 2S5 2LIH 01 Eg A= MSELICH SAP D22 HAMEX & A
AE H20 et MoAS JHE += AE2 0H0l 220 UALE ﬁaﬁcﬂ 0 E HMSotAl

e AEUA DH AIAREU HAA

1.7 Availability Control. Personal Data will be protected against accidental or unauthorized
destruction or loss.
84 M. RLE L= R 0| £= £4Z22H el FI2E SSELILL
Measures:
e SAP employs regular backup processes to provide restoration of business-critical systems as and
when necessary.
SAP = JJ| 8 EXE 280t 20 et I ZLA SHA A|A'ISl S2E HISEHLICH
e SAP uses uninterrupted power supplies (for example: UPS, batteries, generators, etc.) to protect
power availability to the Data Centers.
SAP = RN MIAZB=ZXI(UPS, tiEHZI, 28D S)E 0IEdi OI0IH dHS & 325 25 UL
e SAP has defined business continuity plans for business-critical processes;
SAP = HIELIA Al T2 A AN S HIZLIA XIS HE S #E3ASLICH
o Emergency processes and systems are regularly tested.
Hiat 22X L AIAE0 CHE ZI1 HIAEDE OIFH E LICH

1.8 Data Separation Control. Personal Data collected for different purposes can be processed
separately.
diolel 22l AN, M2 OHE SRS =2 8 & el 29 €& HMeldt JbsE LIt

Measures:

e SAP uses appropriate technical controls to achieve Customer Data separation at all times.
SAP= 12 2| ZelE &4 Z406t)| o HEs Jl= MOHE A= & LICH

e Customer (including its approved Controllers) will have access only to their own Data based on
secure authentication and authorization.
DAH(DAMe S0l AESH L2 2o 215 Y S0 ISt A&l el HIOIE 0l e A M ASLICEH

e If Personal Data is required to handle a support incident from Customer, the data is assigned to
that particular message and used only to process that message; it is not accessed to process any
other messages. This data is stored in dedicated support systems.
DM HEI) DHOZ2H| XA AIAEHAS Mot ot 32, 8= Y S8 HAIXN 2N HE
HAIXIE Melotd] /IHMHCH AFEZI 0 CHE HAIKIE Heldtd] /o1 HMAZX ZSLICH 0l E2= & & KA
AAEO N & E LICH

1.9 Data Integrity Control. Personal Data will remain intact, complete and current during
processing activities.

CiIoIE £Z4 MO, il 2= ZZ2AMA Xel g3 S0l 2d
Measures:
SAP has implemented a multi-layered defense strategy as a protection against unauthorized
modifications.
SAP = St =F0ll tiet ES2AH 0= 80 HAHE A& AsLICH

S
A=l

b A

oy

0x
J
Y

|81 &0l R XIELICH
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In particular, SAP uses the following to implement the control and measure sections described above.
In particular:
SAP = 20l &¥& 22| ¥ =X £
e Firewalls;
E e
e Security Monitoring Center;
2ot SLIHE ME
e Antivirus software;
IOl A X AT EH
e Backup and recovery;
g 9 =4
e External and internal penetration testing;
R Y R EF HAE
e Regular external audits to prove security measures.

2ot XXNE SHY JIIHAU AR ZA

Al
=

o

AtEgLICH

oo
1o
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Appendix 3 to the DPA
DPA 25 3

The following table sets out the relevant Articles of GDPR and corresponding terms of the DPA for
illustration purposes only.
ChS E= GDPR 28 =81 DPA oY =242 YASLICHUAIE2Z0 &24E)

Article of GDPR | Section of DPA Click on link to see Section
GDPR =& DPA =& Asg AHEHEH B3 28
28(1) 2 and Appendix 2 Security of Processing and Appendix 2, Technical
M 28 = H(1)& M2ZX 2 EE2 and Organizational Measures.
Security of Processing & 25 2, JI=&/XAA X X.
28(2), 28(3) (d) 6 SUBPROCESSORS
and 28 (4) X6 x SUBPROCESSORS
M 28 & HM(2)&,
M 28 & H(3)&
M(d)s, M 28 =
H(4)&
28 (3) sentence 1 | Error! Reference Error! Reference source not found. SAP ot 124
X 28 = M(3)g ® | source not found. and | oio 2= AHA HE(AHIA HOE) 0l Al
PP, Appendix 1, 0 TZ2HAY MblA
Xl Error! Reference Structure.
source not found.& 2 | Error! Reference source not found. SAP 2t 1124
221, Mo 2HO MIZE APIA HACAHIA A0 BAIE
ZIZ2HAE MHIA
Structure.
28(3) (a) and 29 0and 0 SAP o|2
A 28_5 MI(3)& Mog X Mo Instructions from Customer. 1 Z2H9| X| Xl SAP =
M(a)s & ™29 = _ L
DOl AME XI&O HetAe Dol HE2E X2lELIC &2
He(2 DPA Z8h)e == oYy MB XI&E = F4G6tH
DH2 SAP AHIA =8 = FIH XIES H3E =
USLICH SAP = 32 25 HEW et 2751
JI=HO =2 JISotH SAP MEIA =0 TSt HAS

t= 8t 2 DW XNES 2D| flo EtL &t
LS II2Y AJLICH M= oot HEEE AL
SAPII XIEE &8 = HU XNF0 B8 ES
Eolistlh= 2/ A0l U= B, SAP = 0l SAl 22400
SOt Jts).
Processing on Legal Requirement.

SAP 9|2
Instructions from Customer. 2H&E 220 OE
Hel.
28(3) (b) 0 B Q0 M2 H2l. SAP = £5t 242 HEA
M2 HM(3)g | HoE QPG Z2 M HEE MelE & USLICHL 0 3L,
Hi(b)= Y BME0l 33 0120 SUE AIRZ ol Y H2E

=Xlots 201 0t &, SAP = XNelatd| &l g2
RAS DX A A0 ELIC.
Personnel.
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28(3) (c) and 32 2 and Appendix 2 Security of Processing and Appendix 2, Technical
M 28 & H(3)& HM2Z Y EF2 and Organizational Measures.

H(c)g & M 32= Security of Processing & 25 2, JIE&/X AN XX,
28(3) (e) 0 213, Jhol HEES HMelotd| Ao, SAP 2 O Y=
M28 = M(3)2 | AOE HIZ RX Z45 otst S018 0100 UNAES
H(e)= 5{OtSHOF BFLICH SAP @t 1) S2iiile 2 B2 2ot

2 OOl 2301 2ol JHC! ZE0l HMASH=E 218 S
Xﬁj|X—iO§ DL'—'; |_|[:|.

Cooperation.

oI, el HE2E HMelotd| flol, SAP & 11 S X=
HY RA &5 AL SOIE QHANAHS BAAS
GIJtoHOF & LICH SAP 2t 1] 8= &2t H8 2ot
2L OOl 230 2o JHe! HE20 HMASHE IS
Xﬁj|XﬂO§ DL'—':\" L|E

Cooperation.

28(3) (f) and 32- | 2 and Appendix 2, 0, 0 Security of Processing and Appendix 2, Technical

36 M2Zx 2 252, M08, |and Organizational Measures. g3, 1740 @ ¥
M28 E M(3)E Mo H2, SAPE HE E=Ho S Helsts °R =
H(f)E & SAP ol Dol H& HelLt el BB Ut 2Rtk A

M 32 Z=~H 36 = S20| A0 A D2 5; AESQ el
SASLICH SAP = JHol HE Helo 260 BE
ZHUZEH 22 QN ol g2z Jiss Al
DA SXIoHOF 8104, D240 =Dt K& 0l ahet
QEN 26X LSLICHHNL bt
SAPJI AR5t Y= (YU =
AHIBEALE DM XEDY HE 8BS HEH Mt Hels
RIBHErLICH.

Personal Data Breach Notification. 7§2 M &

rr
0

40
n
>
Y
rr

gl [[}BP DHE' @E IUJO 28
2 Q= XYs)| Yol X
FE2E MSEUC M3 Jts
SHAHEZ M3 = ASLILH O =
L= MU 2FHol=E A2 OI6HE|D%L 0
A SLICH

Data Protection Impact Assessment. If,
pursuant to Data Protection Law, Customer (or its
Controllers) are required to perform a data
protection impact assessment or prior consultation
with a regulator, at Customer’s request, SAP will
provide such documents as are generally available
for the SAP Service (for example, this DPA, the
Agreement, audit reports or certifications). Any
additional assistance shall be mutually agreed
between the Parties.

Security of Processing ¥ 25 2, JI=s&/XA XA XX,
S8, DM0| REY AR, SAP = EE =2 RES
xﬁalo = ¢S L= SAP S el HE XMl el EE
FIEH 2tetst A @22 RN D24 Y HESe

i
)
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SelHoZ FHELICH SAP = Jiel 32 XMelet
2SI EE FHZFH 22 20 U 22
Jtsst é/\l ]_ ROl H S XIoHOF ofH, 249 =Jt XI&
0l ole 20l SEotA E&LIt(Eots 32).
SAP = SAP 7} E el Aqes F=2) el

ol
=& £= AHGHALE D242
ek MelE MSHELICh
Personal Data Breach Notification. Jli2l 35
OIHF S Xl SAP = JHel Z%*E e AIA S LA &I 0]

gl EUEP HOI 32 $|U+° E]_‘
= JUEE XS] o AH4al0
HdEE HSELUCH HS Jts g
SHAHEZ M3 = JASLICH Oldst EXl= SAP 2 ER
= M2 2Tl H2= Olai = HL OH**E' ==
ASLICH

Data Protection Impact Assessment. If,
pursuant to Data Protection Law, Customer (or its
Controllers) are required to perform a data
protection impact assessment or prior consultation
with a regulator, at Customer’s request, SAP will
provide such documents as are generally available
for the SAP Service (for example, this DPA, the
Agreement, audit reports or certifications). Any
additional assistance shall be mutually agreed
between the Parties.

|
51

28(3) (9) 4 Data Deletion

M 28 = HI(3)& X4 = Data Deletion

X(g)=

28(3) (h) 5 CERTIFICATIONS AND AUDITS

M 28 & HI(3)& M 5= CERTIFICATIONS AND AUDITS

Mh)E

28 (4) 6 SUBPROCESSORS

Ml 28 & H((4)& M6 x SUBPROCESSORS

30 8 Documentation; Records of processing

M 30 = M8 = Documentation; Records of processing

46(2) (c) 0 TAA X2|ol ZH.SAP = HE 25 HENAM s

H46 = H((2)& HOoE HHoll (hek 22401 |IXIs 20t AL A 2 DPA Ol

Hi(c)E OIAHGHY S AIES EZE6H0 JHel B2 E MHelg
Ast0| USLIC

Standard Contractual Clauses. Where (i)
Personal Data of an EEA or Swiss based Controller is
processed in a country outside the EEA, Switzerland
and any country, organization or territory
acknowledged by the European Union as safe
country with an adequate level of data protection
under Art. 45 GDPR, or where (ii) Personal Data of
another Controller is processed internationally and
such international processing requires an adequacy
means under the laws of the country of the
Controller and the required adequacy means can be
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met by entering into Standard Contractual Clauses,
then:

BEOIl [THet 02801 XISt =0+ 2/ R0lA = DPA Ol
O Hotd EHEIH AIZS ZE0IH e BEE Melg

B0l ASLILCH

Standard Contractual Clauses. Where (i)
Personal Data of an EEA or Swiss based Controller is
processed in a country outside the EEA, Switzerland
and any country, organization or territory
acknowledged by the European Union as safe
country with an adequate level of data protection
under Art. 45 GDPR, or where (ii) Personal Data of
another Controller is processed internationally and
such international processing requires an adequacy
means under the laws of the country of the
Controller and the required adequacy means can be
met by entering into Standard Contractual Clauses,
then:
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Appendix 4
STANDARD CONTRACTUAL CLAUSES (PROCESSORS)!?
2524

HEE Aot ZeH(XM2IX)

The Standard Contractual Clauses set out in this Appendix 4 are current as at 20 July 2018, and the Korean translation
is provided as a matter of convenience only. These Standard Contractual Clauses are automatically subject to
updates by the European Commission and as subsequently published by the European Commission, Customer
should always access the URL https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32010D0087 for
updated versions of the Standard Contractual Clauses. Customer’s local language may not be supported at the

European Commission, or at URL, and it will be Customer’s responsibility to ensure that it is aware of the current
version/s of the Standard Contractual Clauses and manages any necessary translations of any updates of those
Standard Contractual Clauses. EFE40 FANE EEAHAEZEES22018F 73 20 Y
& H H'I@OE St=0 HE2 QZX Ho M HSELICL 0l EEHLIEE SEAZS N 2o 82 HsH2Z
OO0IEE = AMELICH DH2 HEEHAX

Content/EN/TXT/’?url-celex%3A32010D0087 Ol B=oior LICH SERAJANM E= O| URL 01|/\‘| EJ”OI =N

il TT & = o —
A0 NIZEA @EE &= USLICH EEAHAIS X HHES Xotl, D40 HESHE <ol LO0EE
HEAALEY 2= 2ot ¥ E%%EI%&“%%I%”OHHI USLICH

For the purposes of Article 26(2) of Directive 95/46/EC (or, after 25 May 2018, Article 44 et
seq. of Regulation 2016/79) for the transfer of personal data to processors established in third
countries which do not ensure an adequate level of data protection

HEe &2 HE BEsE 26N &= M 3 =20 A= MelAd=Z2 e F2E dE6t= 20l Oist

Directive 95/46/EC Xl 26 &£ MI(2)&(%E= 2018 & 5& 252 0=, #& 2016/79 X 44 X 0Olah)2

S ™ AF
=20y

Customer also on behalf of the other Controllers
(in the Clauses hereinafter referred to as the ‘data exporter’)

CtE HEEY L& tHaldh= DA
(Olat =SH0il M "HIOIEH HATH")
and
SALRE 2:

SAP
(in the Clauses hereinafter referred to as the ‘data importer’)
SAP
(Olat ZE0lM *CIoIEH YEH")

each a ‘party’; together ‘the parties’,
202 'SALRH, SEGHH 'HEALRIE'2

HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate
safeguards with respect to the protection of privacy and fundamental rights and freedoms of

individuals for the transfer by the data exporter to the data importer of the personal data
specified in Appendix 1.

! Pursuant to Commission Decision of 5 February 2010 (2010/87/EU)
20103 24 51} £1943] A7(2010/87/EU)°ll A
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FE 10 73 e BE2E OO0IH AAZEIL CIOIE SEHOA 8&ch= A0l Tt el 22 252
Horel JlE del H AR Zdda HEs oM FXE MAIE = JATE GS2 A Ze(xg)ol
seldsLth

Clause 1
Definitions
£a1
01 39
For the purposes of the Clauses:
T SHA
(a) ‘personal data’, ‘special categories of data’, ‘process/processing’, ‘controller’,

‘processor’, ‘data subject’ and ‘supervisory authority’ shall have the same meaning as in
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data;

el 27, 'S8 oI 8=, ‘Mel’, ' HEE, HelA, 'EE FHT & H=s Jl&'2 He
29 HMel € UHRZ2 0l 2E JHel 230 et K8 23 ¥ 222 1995F 108 24 2Kt
XI& 95/46/EC OIlAl 2l 2l0|2t S8t 2/0IE 2&LICH

(b) ‘the data exporter’ means the controller who transfers the personal data;

‘IO AAZH'= ol EEE 8&0t= AESHE Q0L
(c) ‘the data importer’ means the processor who agrees to receive from the data exporter
personal data intended for processing on his behalf after the transfer in accordance with his
instructions and the terms of the Clauses and who is not subject to a third country’s system
ensuring adequate protection within the meaning of Article 25(1) of Directive 95/46/EC;

‘HIO0IE 2EE'= HO0IH AAZHZRH JHOl HdEE MEE2 F HoleH AAZEHO K& YL
ZEol A0 et Cole MAZHE HAISHH el BE2E HMeldhdlz2 s2st MelAHE 20IotH XI&
95/46/EC 2] M 25 & HI(1)&2 20| HHIM HEst ESE S&dt= M3 =2 HMEJt ALK ESLICH

(d) ‘the sub-processor’ means any processor engaged by the data importer or by any other
sub-processor of the data importer who agrees to receive from the data importer or from any
other sub-processor of the data importer personal data exclusively intended for processing
activities to be carried out on behalf of the data exporter after the transfer in accordance with
his instructions, the terms of the Clauses and the terms of the written subcontract;

‘EYUM'= O AATHZRH W EEE MEL2 SOOI AAZEHS K&, =82 =2
2 ot HAMC TAHO et CIoIE AAZHE UaGHH 2 X2l Es22 62 s2st gilg,
HOIe 2EH = UO0IH LYEEH2 CHE LSO 2ol ZEHGHAH & MelXHE 20l LIC.

(e) ‘the applicable data protection law’ means the legislation protecting the fundamental
rights and freedoms of individuals and, in particular, their right to privacy with respect to the
processing of personal data applicable to a data controller in the Member State in which the
data exporter is established;

e 82 B3 YE'2 Jfele JI2 #Helt Xis, S3l dlolH

ol
ZES0H HEE = A= Y 22 Melet 28 HUEE ES EEI% 235
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(f) ‘technical and organisational security measures’ means those measures aimed at
protecting personal data against accidental or unlawful destruction or accidental loss, alteration,
unauthorised disclosure or access, in particular where the processing involves the transmission
of data over a network, and against all other unlawful forms of processing.

DIEH, NN 2o XX'R S5l HelJl IEYTE S8 HOIH MaD B 2 LUE E=
SHN I, QLN &4, B, Q6 D) T HAAL JIE 2 SHA o H2RLH W HES
5510|918 TXE 20IELICH

Clause 2
Details of the transfer
Iéf 2

HE N2 AME

The details of the transfer and in particular the special categories of personal data where
applicable are specified in Appendix 1 which forms an integral part of the Clauses.

&5 M AN £361 £EE il O0IH (oY= dR)= & T2 SR& FES 745 B
10 SAIZ O ASLICH
Clause 3
Third-party beneficiary clause
L& 3
Ml 3 &t =6l A+ X8
1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i),

Clause 5(a) to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to
12 as third-party beneficiary.

B2 F=xe= M3A =6Xt=2 A Gl0lH %”ﬁEEﬁ% tHateoz 2 =8, 28 4(b)~(i), Z& 5(a)~(e)
2 (g)~(@), 6(1) & (2), =& 7, & 8(2), X8 9~12 E AHE £ AUSLILCH

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e)
and (g), Clause 6, Clause 7,Clause 8(2), and Clauses 9 to 12, in cases where the data exporter
has factually disappeared or has ceased to exist in law unless any successor entity has assumed
the entire legal obligations of the data exporter by contract or by operation of law, as a result
of which it takes on the rights and obligations of the data exporter, in which case the data
subject can enforce them against such entity.

CIOIE] MATZE D AFAAL QO AL HEO2 ABS 32 HE SH= HOIH LLEIE (a0
= X8, X35 5(a)~(e) L (g), X8 6, X5 7, X8 8(2), 8 9~12 2 AIME & USLICHL &, =
HOI0| 2 = HE 220 (12 HOIH NAZLEO D YA Mls XD GIOIE AAZHO Al
o2s 2 = AL, HE FHE Y HOIS HACR 012 Al#E & BLICH

w

The data subject can enforce against the sub-processor this Clause, Clause 5(a) to (e)
and (g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data
exporter and the data importer have factually disappeared or ceased to exist in law or have
become insolvent, unless any successor entity has assumed the entire legal obligations of the
data exporter by contract or by operation of law as a result of which it takes on the rights and
obligations of the data exporter, in which case the data subject can enforce them against such
entity. Such third-party liability of the subprocessor shall be limited to its own processing
operations under the Clauses.

COIH HNAZEHS OOIEH SEH = O At & QUKL HE2Z AEE L HHAHSH

=3
FH= S5HYNE Haez = x8, 28 5(a)~(e) € (g9), =& 6, =& 7, 2& 8(2), =&

i

o X
— o

~12

o oY
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4. The parties do not object to a data subject being represented by an association or other
body if the data subject so expressly wishes and if permitted by national law.

GANSEE EE FHIHBAIECZ Jotl) LI 8= 2 g3l £= JIE &Mt &2
F=HE HHSH= 230l BHOHGHAI 2= LICH

Clause 4
Obligations of the data exporter
*&4

CloIe AAZES o F

The data exporter agrees and warrants:
oI dAZH= O3 WE0 s<2lotl 015 ES&LILH

(a) that the processing, including the transfer itself, of the personal data has been and will

continue to be carried out in accordance with the relevant provisions of the applicable data

protection law (and, where applicable, has been notified to the relevant authorities of the

Member State where the data exporter is established) and does not violate the relevant
provisions of that State;

& AME Z86tH el §29 XM= oY BEES

Hoz 3 WE AOIH(HEE= 2=, HIOIH AAZEHI S&E

N
=Jte| 23 XetS ?IBtotAl #&LICH

=

ted =80l et = o 2
tet =0l SX3) o

0Q K

=

(b) that it has instructed and throughout the duration of the personal data-processing
services will instruct the data importer to process the personal data transferred only on the data
exporter’s behalf and in accordance with the applicable data protection law and the Clauses;
el 2 HMel Adbla &8 J12t St oY E3E Es HE & 2 g0 et & ol
ANATHE HAHAS MEE Ol BEE Helot=S OloIe LEZHUHH RIAIGHRED XA 23 LICH

that the data importer will provide sufficient guarantees in respect of the technical and
organisational security measures specified in Appendix 2 to this contract;
() HOIH YEHE 2 HLAL 2BF 20 YAIE J=H, ZF 2ot X0 25t S=28 282

H&g AJSLICH

(d) that after assessment of the requirements of the applicable data protection law, the
security measures are appropriate to protect personal data against accidental or unlawful
destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where
the processing involves the transmission of data over a network, and against all other unlawful
forms of processing, and that these measures ensure a level of security appropriate to the risks
presented by the processing and the nature of the data to be protected having regard to the
state of the art and the cost of their implementation;

e 82 25 EE2 Al e 8ot =, UERIDE S& HOoIH &1 2 XHel2 3L,
SOt RO REH = S EA I, 2LA &4, 8E, RH S L= HANA L IEt 2= 265 i
HMel2%H e BE2E ESotJI0 BEotH, 0148 =Xt Mel2 ool MAIE= |8l #8 =2 &
Jl= &HE DHe 25 (4 F22 S40l Mgt 20 =Z S =gt
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(e) that it will ensure compliance with the security measures;

2ot XXNE ==& AJYLICH

(f) that, if the transfer involves special categories of data, the data subject has been
informed or will be informed before, or as soon as possible after, the transfer that its data could
be transmitted to a third country not providing adequate protection within the meaning of
Directive 95/46/EC'

S OOIH gt 23E 882 22, 38 =He X

Sotkl ®2E M 3 =22 XHale

& 95/46/EC 2| 20| WOIM HEE 25

=t= JHI | HIOIE Ot MEE = US2 IS N L= dSE =0 = U&
el SAEA E AL
(9) to forward any notification received from the data importer or any sub-processor

pursuant to Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data
exporter decides to continue the transfer or to lift the suspension;

OIOIEH AAZEHI &S AH=oHHU SH2 oMotz Z23s 22, OOIH 2EH E£=
SEUNMZRH 22 2= SXNE =8 5(b) & =& 8(3)0 et HIOIE B3 2= J1&0 L&l

(h) to make available to the data subjects upon request a copy of the Clauses, with the
exception of Appendix 2, and a summary description of the security measures, as well as a copy
of any contract for sub-processing services which has to be made in accordance with the
Clauses, unless the Clauses or the contract contain commercial information, in which case it
may remove such commercial information;

dE FHOt =& MES RLAECIH 5 2 E Mot 2o X <4 A0 2 ol det
MZE ots MUlA HSEM AHE2S MSELICH ©, 28 T= HUMO A 20 T8N A= 22
e &g d2= MAg = %'%LIEL
(i) that, in the event of sub-processing, the processing activity is carried out in accordance

with Clause 11 by a subprocessor providing at least the same level of protection for the personal
data and the rights of data subject as the data importer under the Clauses; and
otEe d%, 2 &0l oMol CIOIH 2EHe 32 =X del 2 o 320 st Es =F1

S8t +=&2 252 MEot= g5t £ 11 0l et Mel #sS =L

6)) that it will ensure compliance with Clause 4(a) to (i).
T 4(@)~()E & JALICH

Clause 5
Obligations of the data importer
L85
CioIe YEHS 2F

The data importer agrees and warrants:
OIoIH YEE= Ohs WE0 S2otl 012 ESSLILCH

(a) to process the personal data only on behalf of the data exporter and in compliance with
its instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it
agrees to inform promptly the data exporter of its inability to comply, in which case the data
exporter is entitled to suspend the transfer of data and/or terminate the contract;

HOIH AAZEHO XAl & 2 &0 el & OOole AALHE HAGHAR JHel B2E
Mgl 8 OlrEZ2= iy &5 M3E = 8l ER0= 015 SAl OI0IH AAZHOMA EE 220l
S2|otMH, 0| 2% OI0IH AAXEH= OO0IH MEE SHOL HSS g = ASLICH
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(b) that it has no reason to believe that the legislation applicable to it prevents it from
fulfilling the instructions received from the data exporter and its obligations under the contract
and that in the event of a change in this legislation which is likely to have a substantial adverse
effect on the warranties and obligations provided by the Clauses, it will promptly notify the
change to the data exporter as soon as it is aware, in which case the data exporter is entitled
to suspend the transfer of data and/or terminate the contract;

O LYEZEHUWH H2cs BE2 UHOIH AALHZERE 22 NI H2AH U2 AR 0lHS
ZolGHAl 2SLICH Ol HE0] BHEEN = 8= Sl M3&= 2 AR B30 &4Es F50E 012
NHsH0l =2 3R0l= 01248t A2 2IXIcteE SAl HIOIH AAZHWA SXE 2H0IH, 0l 22 HIOIH
UMALHE OOIH &&= SHOtAHLE HYS X = JUSLICH
(c) that it has implemented the technical and organisational security measures specified in
Appendix 2 before processing the personal data transferred;

MEE el HEEE Melotd| 0l 25 20 SAE IS, 28N S0t AXE AMS;IMSLICH
(d) that it will promptly notify the data exporter about:

22 32 UIOIEH HAAZHUAH SAI SXE AdALICH
(i) any legally binding request for disclosure of the personal data by a law enforcement

authority unless otherwise prohibited, such as a prohibition under criminal law to preserve the
confidentiality of a law enforcement investigation;
I 20 s HRHeZ 253 Q= 00 2 IO & (Y, 8E DA HIZ H3E29 |

fiet EEO HE =X St 201 2l =X 2R M)

i

(i) any accidental or unauthorised access; and

SUN T Rk AN A

(iii) any request received directly from the data subjects without responding to that request,
unless it has been otherwise authorised to do so;

dE FNIZ2RH 22 AE F. 0l 3= 0lo tist S8 S0l SX(AEH ot=F el 522
g2 Z2= M)
(e) to deal promptly and properly with all inquiries from the data exporter relating to its

processing of the personal data subject to the transfer and to abide by the advice of the
supervisory authority with regard to the processing of the data transferred;

S ARl OHel 2O XMel2t 235t HIOIH AALHZREH 22 L 29 E SAl HEGH
HMelotl, 8&E E22 Melot 2HE 25 I8 XHE E+8 LI
(f) at the request of the data exporter to submit its data-processing facilities for audit of

the processing activities covered by the Clauses which shall be carried out by the data exporter
or an inspection body composed of independent members and in possession of the required
professional qualifications bound by a duty of confidentiality, selected by the data exporter,
where applicable, in agreement with the supervisory authority;

= X80 ZeE= Mol 32 2AE Qo OI0Ie AAZHIN QLESHH OI0IEH Xl A&
SELICLH 0leist ZAlE OI0IH AAEH = HY A 220 #*5EH= &
UL OOIH AAZHIN HEst SHH SIFZ FAE ZA J[20 2ol =M, HEE= =2
Jl2tdt Eolg U,
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(9) to make available to the data subject upon request a copy of the Clauses, or any existing
contract for sub-processing, unless the Clauses or contract contain commercial information, in
which case it may remove such commercial information, with the exception of Appendix 2 which
shall be replaced by a summary description of the security measures in those cases where the
data subject is unable to obtain a copy from the data exporter;

d8 FHOt QEGHH 2 289 A2 L= otE0 st D& HSEMHE M3UCH &, 28 =
HeEMO &Y FEJ ZEEN A= 3 oY 48 2= MAHE = AsLd. 2 =HIt GolH
AALHZEH AI=2S 22 = 8l ER B 2= B0 =X0 e R 4H2 =2 HMELICH
(h) that, in the event of sub-processing, it has previously informed the data exporter and
obtained its prior written consent;

GBS Gt &= 22, HIOIH AAZHOA Ol €2l AHE A S9E L5UICH
(D that the processing services by the sub-processor will be carried out in accordance with
Clause 11;

SO e Ml dblAs T8 11 0 [et =3 dLICH
33) to send promptly a copy of any sub-processor agreement it concludes under the Clauses

to the data exporter.
2 D80 2ot MZAS 2= ot H LS AHES HIOIH AAZHOMA SAI S LICH

Clause 6
Liability
*&6

ol
=]

Ja

1. The parties agree that any data subject, who has suffered damage as a result of any
breach of the obligations referred to in Clause 3 or in Clause 11 by any party or sub-processor
is entitled to receive compensation from the data exporter for the damage suffered.

SANSS LY SAAL E= MO £ 3 £= X8 11 28 R E /ARSI EE FHOt

ZolE 22 8 82 FH= oY o0l Choll HIOIH AALHZRH 24 &= = JUS0l s2ALIC
2. If a data subject is not able to bring a claim for compensation in accordance with

paragraph 1 against the data exporter, arising out of a breach by the data importer or his sub-
processor of any of their obligations referred to in Clause 3 or in Clause 11, because the data
exporter has factually disappeared or ceased to exist in law or has become insolvent, the data
importer agrees that the data subject may issue a claim against the data importer as if it were
the data exporter, unless any successor entity has assumed the entire legal obligations of the
data exporter by contract of by operation of law, in which case the data subject can enforce its
rights against such entity.

GIOIE WAZEHI AMAA RHBAHAL HECZ AHE AL DD HE0 G0l Y2H £=
O EEMe £ 3 £ X8 11 2 2R o2 Cloff st £oH0l ol 82 =Xt GI0IE
AALEONA 2 10 HE 2o F7E = = 32, U0 SEBHE 2 =Xt OIOIH &X2EDt
OLXl CIOIE! HAZEQ ZdXHE CIOIE BXEEUAN 2E4S FFE = AS0H S2ASLICH &, =2 Eelol
Het E= HE 220 2 O0Ie AAEHS 2= HA MUS XA & 22, 82 =M= g ges
tHatez 0] 2elE AIdE 4= AsLICh

The data importer may not rely on a breach by a sub-processor of its obligations in order to
avoid its own liabilities.
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3. If a data subject is not able to bring a claim against the data exporter or the data
importer referred to in paragraphs 1 and 2, arising out of a breach by the sub-processor of any
of their obligations referred to in Clause 3 or in Clause 11 because both the data exporter and
the data importer have factually disappeared or ceased to exist in law or have become insolvent,
the sub-processor agrees that the data subject may issue a claim against the data sub-processor
with regard to its own processing operations under the Clauses as if it were the data exporter
or the data importer, unless any successor entity has assumed the entire legal obligations of
the data exporter or data importer by contract or by operation of law, in which case the data
subject can enforce its rights against such entity. The liability of the sub-processor shall be
limited to its own processing operations under the Clauses.

HOIH AAZH = 001 EHI AFM A SHBIAL HEZ AZEJAHUL THAZHD| TH20
UM & 3 L= Ta 11 23 2R R0 Z 0Ig LMst &30 ol 2 =XIOt IOl HALH
T=0O0H dEHWA IS L2880 HE BAS FPE U= 82, 888Mle EE =AMt éﬂi"%*ﬂljr
OtXl CIOIE HAMEH £= HOIEH LEHQ AXHE SHAHMH 242 S = ASH S2AELICH
S o0 HY T=8HE 250 (2 HOIH AATEH = OOIEH YEHS 2= 8F A= XA %'
22, 38 FHle dilY HolsS HALZ 0| HelE AYE = JUSLICH S5AMe M2 2 T80 e
A Hel gz HstELIC

Clause 7
Mediation and jurisdiction
xa7
SN L 2
1. The data importer agrees that if the data subject invokes against it third-party

beneficiary rights and/or claims compensation for damages under the Clauses, the data importer
will accept the decision of the data subject:

OO ¥XEH=E FE FHIt M 3 & okt A2E HEBotHU =2 &0l et &off 243
HA0t= R (IS8 22 8 =X Z2EH= &¢#ot=g A
(a) to refer the dispute to mediation, by an independent person or, where applicable, by
the supervisory authority;

SEE e L= 2= J2(igdH=E ZR)0 Sl st SMHE 2L

(b) to refer the dispute to the courts in the Member State in which the data exporter is
established.

QIOIE AAZEHIL SE 3& =0t HAW Sl e HZ 2 3 2&LICH
2. The parties agree that the choice made by the data subject will not prejudice its

substantive or procedural rights to seek remedies in accordance with other provisions of national
or international law.

SGANEE B2 =M HE0| IHY = = MB2 JIEt »E0 et PHBS 2MGHD| 26
AN HXA HStS HGHA ZS 220 S2ELICH
Clause 8
Cooperation with supervisory authorities
*&'8

25 JlE 0o g
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1. The data exporter agrees to deposit a copy of this contract with the supervisory authority
if it so requests or if such deposit is required under the applicable data protection law.

HOIH AAZHE=E Y FE 25 HEN el RFAEHU 2= 122 QRFQ JAs B3 2=
Jl20 2 HLAM2 Ar2sS B2 20 52 %‘LI Ct.

2. The parties agree that the supervisory authority has the right to conduct an audit of the
data importer, and of any sub-processor, which has the same scope and is subject to the same
conditions as would apply to an audit of the data exporter under the applicable data protection

GAANS2 oY CIoIe 280l Tet HIole AAZHS ZAH HEL

=
25 RAUCT HOIH ZEH ¥ 1 SO e ZAIE =8 A0l TS I

3. The data importer shall promptly inform the data exporter about the existence of
legislation applicable to it or any sub-processor preventing the conduct of an audit of the data
importer, or any sub-processor, pursuant to paragraph 2. In such a case the data exporter shall
be entitled to take the measures foreseen in Clause 5(b).

HOIH LEH= AD| 2 80 et ZAM0 885 = HEO AHUL HIOIH LEH = LA
CHEE 2ZTAtS] =S U= YA AS ER 01E SAl HOIEH AAZHOA LELICH O 2= dOIH

AALE= =g 5(b)0ll fAE ZXE FHE &= ASLILCH
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Clause 9
Governing law
=&9

EHY

The Clauses shall be governed by the law of the Member State in which the data exporter is
established.
2 280l= ol AAZHI S8E 3& 2012 HE0l HZELICH

Clause 10
Variation of the contract
Z£&10
HerHE

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from
adding clauses on business related issues where required as long as they do not contradict the
Clause.

GAMAES & LS BHEGHHL =ZotA ESLICH Ol EMAS0] ERE 3R = Xgd 25X
2= el oA 2 2 2H0l CHEt 28 S FItot=s S MEotAl #sLILH
Clause 11
Sub-processing
£811
el &el ot
1. The data importer shall not subcontract any of its processing operations performed on

behalf of the data exporter under the Clauses without the prior written consent of the data
exporter. Where the data importer subcontracts its obligations under the Clauses, with the
consent of the data exporter, it shall do so only by way of a written agreement with the sub-
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processor which imposes the same obligations on the sub-processor as are imposed on the data
importer under the Clauses. Where the sub-processor fails to fulfill its data protection obligations
under such written agreement the data importer shall remain fully liable to the data exporter
for the performance of the sub-processor’s obligations under such agreement.
HOoIeH 2ZEHB= GO0IEH FAZEHO AME MY =2 g0l & =gl et oy A
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2. The prior written contract between the data importer and the sub-processor shall also
provide for a third-party beneficiary clause as laid down in Clause 3 for cases where the data
subject is not able to bring the claim for compensation referred to in paragraph 1 of Clause 6
against the data exporter or the data importer because they have factually disappeared or have
ceased to exist in law or have become insolvent and no successor entity has assumed the entire
legal obligations of the data exporter or data importer by contract or by operation of law. Such
third-party liability of the sub-processor shall be limited to its own processing operations under
the Clauses.

IOIE AAZH L= OOIH LEZEI AFAY AHBHL HEC2 AEEJUAL THARED
HE 280 E HOIe AAZEH £= OOIH 2EH % 0l
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3. The provisions relating to data protection aspects for sub-processing of the contract
referred to in paragraph 1 shall be governed by the law of the Member State in which the data
exporter is established.

1o A== AL GHEU CHE OIoIE 25 sSH) 28E X80= d0le HAALEIL
SEE 2& 20t2 HE0| REELICH
4, The data exporter shall keep a list of sub-processing agreements concluded under the
Clauses and notified by the data importer pursuant to Clause 5(j), which shall be updated at
least once a year. The list shall be available to the data exporter’s data protection supervisory
authority.

HOIH AAZHE=E & g0 et MEE D =8 5G)0 et dioleH YEEHIE SXIet otE A
S5 2206tH 1 SOl 8 8t olat HOOIEELICH CIoOIH AAZHS HOIH B8 2= J|22 0l 2E=
or2g = JAsUt

Clause 12
Obligation after the termination of personal data-processing services
£&12
el B2 Xel AlAS GiXl & 22

1. The parties agree that on the termination of the provision of data-processing services,

the data importer and the sub-processor shall, at the choice of the data exporter, return all the
personal data transferred and the copies thereof to the data exporter or shall destroy all the
personal data and certify to the data exporter that it has done so, unless legislation imposed
upon the data importer prevents it from returning or destroying all or part of the personal data
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transferred. In that case, the data importer warrants that it will guarantee the confidentiality of
the personal data transferred and will not actively process the personal data transferred

anymore.

GAAE2 OI0IE Ml MBlA ME2 oAl Al GIOIE SEE X @S HE HOIE AALES
SE0 Ot dE5= 2LE N EE2 X T AIE2S OO AAZEUA BHEotHL 2= e E2E IHJlotLl
OIZ GIOIE HAZEOMH S A0 SAFLICH &, BE0 et dloleH 2XZEI d&E H 22
MR = gRE BHHOHHL IIE == 8l 2R= MAZLICH Ol & B« oIy 2EH= d8&E Jiel
2o HY |RANE B&otn H&E e FEE 0 0|4 B3H2Z Xeloth E2 eSS 2SI

N

The data importer and the sub-processor warrant that upon request of the data exporter
and/or of the supervisory authority, it will submit its data-processing facilities for an audit of
the measures referred to in paragraph 1.
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