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DATA PROCESSING AGREEMENT FOR SAP SUPPORT AND PROFESSIONAL SERVICES
YrodA nPo O6POBKY AAHUX ONA HAOAHHA NIATPUMKU SAP TA NPO®ECIMHUX NMOCIYr

DEFINITIONS
BU3HAYEHHA

“Authorized Users” means any individual to whom Customer grants access authorization in compliance with
a SAP software license to use the SAP Service that is an employee, agent, contractor or representative of

ABTOpM30OBaHi kKopucTyBadi — 6yab-ski i3nyHi ocobu, akMM 3aMOBHUK Hagae NOBHOBAXEHHS AN AOCTyny
BiQNOBIAHO A0 niueH3ii Ha nporpamHe 3abesneveHHss SAP ans BukopuctanHs MNocnyru SAP. Lli ocobu matoTtb
OyTK npauiBHUMKaMu, areHTamu, nigpsiaHMkamy abo npeacTtaBHUMKaMm

a) the Customer;
3aMOBHUKA;
b) Customer's Affiliates; or
noro AdiniioBaHux komnaHin; abo

c) Customer's and Customer's Affiliates’ Business Partners (as defined under the Software License and
Support Agreement).

HOinosux (BisHec) napTHepiB 3amoBHMKa i 1Moro AdiniioBaHuMx ocib (BignosigHo po Yrogn npo
niyeH3yBaHHA Ta NiGTPMMKY NPOrpamMHoOro 3abesneyveHHs).

“Controller” means the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of Personal Data; for the purposes of this
DPA, where Customer acts as Processor for another Controller, it shall in relation to SAP be deemed as
additional and independent Controller with the respective controller rights and obligations under this DPA.

KoHTponep (Bonoaineub nepcoHanbHUX AaHuX) — isanyHa abo topuandHa ocoba, gep)XaBHUA OpraH,
areHuisl Yn iHWKWI opraH, SIKM cCamoCTiMHO abo cninbHO 3 iHWWMKW BM3HA4ae Uini Ta 3acobu obpobku
MepcoHanbHux gaHux. Ons uinen uiei Yrogn npo obpobky AaHuX y Bunagkax, konv 3aMOBHUK BUCTyNae
O6pobHukom ang iHworo KoHTpornepa, y BigHocuHax i3 SAP BiH Mae BBaXaTucs JOAATKOBUM i HE3aNeXHUM
KoHTponepowm i3 BignosigH1mu npaBamu Ta o6oB’sa3kamu KoHTponepa BignosigHo Ao uiei Yroau npo ob6pobky
OaHuX.

“Data Protection Law” means the applicable legislation protecting the fundamental rights and freedoms of
persons and their right to privacy with regard to the processing of Personal Data under the Agreement.

3akoH (3akoHO4aBCTBO) NPO 3aXMCT AaHUX — BiANOBIiAHE 3aKOHO4ABCTBO, LU0 3aXULLAE OCHOBHI NpaBa Ta
cBoboau NoArHN, a TakoX il NpaBo Ha KOHMIAEHLIHICTL Y 3B’A3Ky 3 06pobkoto MNepcoHanbHMX AaHNX y Mexax
uiei Yrogu.

“Data Subject” means an identified or identifiable natural person as defined by Data Protection Law.

Cy6’ekT gaHux — pisnyHa ocoba, ocoby siKoi BCTAHOBMEHO Y/ MOXXHA BCTAHOBUTY BiMNOBIAHO A0 3aKOHY Npo
3aXUCT AaHuX.

“My Trust Center” means information available on the SAP support portal (see:
https://support.sap.com/en/my-support/trust-center.html) or the SAP agreements website (see:
https://www.sap.com/about/trust-center/agreements.html) or any subsequent website(s) made available by
SAP to Customer.

My Trust Center — iHdopmauis, poctynHa Ha noptani SAP  Support Portal (gus. cTopiHKy
https://support.sap.com/en/my-support/trust-center.html), Be6G-canti yrogq 3 SAP (@uMB. CTOpiHKY
https://www.sap.com/about/trust-center/agreements.html) abo 6yab-skoMy Beb-canlTi, AOCTyn OO SIKOrO
Hapjani HagaBaTMeTbCca 3aMOBHUKY komnaHieto SAP.

“New SCC Relevant Transfer” means a transfer (or an onward transfer) to a Third Country of Personal Data
that is either subject to GDPR or to applicable Data Protection Law and where any required adequacy means
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1.7.

1.8.

1.9

1.10.

1.11.

under GDPR or applicable Data Protection Law can be met by entering into the New Standard Contractual
Clauses.

TpaHcdep AaHux ctocoBHo HoBux CtaHpapTHux [lorosipHux MonoxeHb (HCAMM) — nepeHeceHHs (abo
ManbyTHe nepeHeceHHs) MNMepcoHanbHuX AaHux Ao TpeTboi kpaiHu, ae gie GDPR abo 4nMHHMIA 3akoH nNpo
3aXUCT AaHUX | € MOXNUBICTb 3ab6e3neunTn BUKOHaHHSA Byab-siknx Bumor GDPR abo 4vHHOro 3akoHy npo
3aXMCT AaHuX LWoao 060B’A3KOBOrO 3aCTOCYBaHHSA HaNeXHUX 3axoais, yknaswu HCA.

GDPR means the EU General Data Protection Regulation 2016/679.
GDPR o03Havae 3aranbHun pernameHT 3axucTy aaHmx 2016/679 €C.

“New Standard Contractual Clauses” means the unchanged standard contractual clauses, published by the
European Commission, reference 2021/914 or any subsequent final version thereof which shall automatically
apply. To avoid doubt Modules 2 and 3 shall apply as set out in Section 8.

HoBi cTtaHgapTHi AoroBipHi nonoxeHHAa abo HCAM —craHaapTHi 4OroBipHi NONoXeHHs, onybnikoBaHi
€BpOonencbLKoI0 KOMICiel 3a peecTpauliiHuMm Homepom 2021/914, abo Byab-aka iXHS nofanblua ocTaToyHa
BepCisi, WO Ma€e 3aCTOCOBYBaTUCh aBToMaTu4HO. LLlo6 yHUKHYyTM Henopo3yMiHb, cnig 3a3HaunTu, wo Mogyni
2 Ta 3 MaloTb 3aCTOCOBYBaTUCS, SIK 3a3Ha4veHo B Po3gini 8 uiei Yroguw.

“Personal Data” means any information relating to a Data Subject which is protected under Data Protection
Law. For the purposes of the DPA, it includes only personal data which is supplied to or accessed by SAP or
its Subprocessors in order to provide the SAP Support or Professional Services under the Agreement.

MepcoHanbHi AaHi — Oyab-aka iHopmaluis, wo crocyeTbest Cy6’ekTa AaHmXx i 3axuieHa 3akoHOM Mpo 3axmcT
Aanux. na uinen Yrogn npo o6po6ky MNepcoHanbHMX 4aHWX BOHA MNOLUMPHOETLCA NuLLe Ha [NepcoHanbHi AaHi,
AKi HagatoTbea komnaHii SAP abo ii CybnigpsaHnkam 3 06po6KM UM BUKOPUCTOBYIOTBCA HUMW ANS HAO4aHHS
MigTpymkn SAP um MNMpodecinHnx nocnyr BiANoBigHO Ao Yroau.

“Personal Data Breach” means a confirmed:
MopyweHHA koHdiAeHUINHOCTi NnepcoHanbHUX AaHUX — OfHAa 3 TakuX NigTBEPAXEHNX NOAiN:

a) accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or unauthorized third-party
access to Personal Data; or

BMnagkoBe abo He3aKoHHe 3HULLEHHS, yTpaTa, 3MiHEHHS abo HeCaHKUIOHOBaHe PO3KPUTTS
MepcoHanbHMX AaHUX YN HECAHKLIOHOBAHWI JOCTYN A0 HUX TPETLOK CTOPOHOHD;

b) similar incident involving Personal Data, in each case for which a Controller is required under Data
Protection Law to provide notice to competent data protection authorities or Data Subjects.

aHanoriYyHuin iHUMAEHT, noB’asaHun i3 lMepcoHanbHUMKM AaHMMKM, NPO Skui KOHTponep y KOXHOMY
BMNAAKY TaK YM iHaKwe 3000B’A3aHMI CMOBICTUTU KOMMNETEHTHI OpraHu i3 3axucty aaHmx abo Cy6G’'ekta
AaHuVX 3rigHo i3 3aKOHOM MPO 3axXMCT AaHWX.

“Professional Services” means implementation services, consulting services or services such as SAP
Premium Engagement Support Services, Innovative Business Solutions Development Services, Innovative
Business Solutions Development Support Services.

MpodecinHi nocnyru — nocnyru 3 ynpoBaa)XeHHs!, KOHCYIbTaLiiHi nocnyrin abo Taki nocnyru, sk nocnyru
nigTpumkn SAP Premium Engagement, nocnyru po3po6ku Innovative Business Solutions, nocnyru niatpumku
Innovative Business Solutions.

“Processor” means a natural or legal person, public authority, agency or other body which processes Personal
Data on behalf of the Controller, be it directly as Processor of a Controller or indirectly as Subprocessor of a
Processor which processes Personal Data on behalf of the Controller.

O6pOoGHUK (pO3NOpPAAHUK NMepCOHaNbHUX AaHuX) — isnyHa abo topuanyHa ocoba, AepKaBHUIA opraH,
areHTCTBO YW iHWMIA opraH, Skuin obpobnsae [lepcoHanbHi gadi Big iMeHi KoHTpomnepa, BUKOHyku4M
6e3nocepenHbo pornb O6pobHKKka KoHTponepa abo onocepenkoBaHo ponb CybniapsaHuka O6pobHuka, akuin
06pobnse MNMepcoHanbHi AaHi Big imeHi KoHTponepa.
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1.12.

1.13.

1.14.

1.15.

1.16.

2.1.

2.2.

“Schedule” means the numbered Appendix with respect to the Standard Contractual Clauses (2010) and the
numbered Annex with respect to the New Standard Contractual Clauses.

Hopatok — HymeposaHui flogaTok Ao CtaHAapTHUMX OOroBipHUX nonoxeHs (2010), a TakoX HyMepoBaHUi
poaatok Ao Hosux CtaHgapTHux JorosipHux MNonoxeHs.

“Standard Contractual Clauses (2010)” means the (Standard Contractual Clauses (processors)) published
by the European Commission, reference 2010/87/EU.

CrtaHpaptHi JoroBipHi MonoxeHHs (2010) abo CAMN — CraHgapTHi AOroBipHi NonoxeHHs (06pobHuKiB),
ony6bnikoBaHi €BpoONencbKO KOMICIEID 3a peecTpauiiiHum Homepom 2010/87/EU.

“Subprocessor” or “sub-processor” means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties
engaged by SAP, SAP SE or SAP SE’s Affiliates in connection with the SAP Service and which processes
Personal Data in accordance with this DPA.

Cy6nigpsagHuk — Adininosani komnanii SAP, SAP SE, AdiniioBaHi komnaHii SAP SE Ta TpeTi CTOpoHu,
3any4eHi komnarieto SAP, SAP SE abo AdininosaHumu komnariamm SAP SE y 38’asky 3 Mocnyroto SAP, saki
06pobnstoTb MNepcoHanbHi AaHi BiANOBiAHO A0 uiei Yroan npo o6pobKy AaHuX.

“Technical and Organizational Measures” means the technical and organizational measures for the relevant
SAP Support or Professional Service published on the My Trust Center.

TexHiuHi Ta OpraHizauinHi 3axoam abo TO3 — TexHiYHi 1 opraHi3auiHi 3axoaun ans BignosiaHoi MiaTpumMkn
SAP ab6o lMNMpodecinHmx nocnyr, onybnikoBaHi Ha nopTtani My Trust Center.

“Third Country” means any country, organization or territory not acknowledged by the European Union under
Article 45 of GDPR as a safe country with an adequate level of data protection.

TpeTsa kpaiHa — Oyab-sika KpaiHa, opraHiszauis abo TepuTopis, He BM3HaHa E€BponencbkuM COK30M SK
6e3neyHa KpaiHa 3 HaneXxHUm piBHEM 3axuUCTy AaHWX BignoeiaHo Ao ctaTTi 45 GDPR.

BACKGROUND

3ATANbHI BIOOMOCTI
Purpose and Application
|-|pI/I3Hal-IeHHFI Ta 3aCTOCyBaHHA

This document (“DPA”) is incorporated into the Agreement and forms part of a written (including in electronic
form) contract between SAP and Customer. This DPA applies to Personal Data provided by Customer and
each Controller in connection with the performance of the SAP services as set out in the relevant Agreement
(“SAP Service(s)”) to which is attached the present DPA which may include:

Llen nokymeHT (oani — Yroga npo o6po6Ky aaHux abo DPA) BxoauTb [0 cknagy Yroaum i aBnse coboto
YacTMHY NMCbMOBOIO JOrOBOPY (30KpeMa, B ENEKTPOHHIN dopmi), ykrnageHoro Mix SAP Ta 3amoBHukom. Lis
Yroga npo 06pobky NepcoHanbHMX AaHUX 3aCTOCOBYETbLCSA A0 MepcoHanbHUX gaHux, HagaHUX 3aMOBHUKOM
i koxxHUM KoHTponepom gaHux y 3B’A3ky 3 HagaHHsaM nocnyr SAP 3rigHo 3 BignosigHol yrogoto (pani —
Mocnyrn SAP), 0o sikoi gogaetbes us Yroga npo o6pobky MepcoHanbHUX AaHMX, 30Kpema:
a) SAP Support as defined in the Software License & Support Agreement; or

MigTpumkn SAP BignoBigHo 4o Yroam npo nileH3yBaHHS Ta NigTPMMKY NporpamMHoro 3abesneyeHHs; abo

b) Professional Services as described in the services agreement concluded between SAP and the Customer
(“Services Agreement”).

MpodecinHnx Mocnyr, onMcaHnx B yrofi Npo HagaHHA nocnyr, yknagaeHii mixx SAP ta 3amoBHMKOM (gani
— Yroga npo HagaHHA Nocnyr).

Structure

CTtpykTypa
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2.3.

2.3.1.

2.3.2.

3.1.

3.1.1.

3.1.2.

Schedules 1 and 2 are incorporated into and form part of this DPA. They set out the agreed subject-matter,
the nature and purpose of the processing, the type of Personal Data, the categories of data, the data subjects
and the applicable technical and organizational measures.

o uiei Yrogm npo o6pobky aaHux BkntoveHo Ooaatku 1 2, aki ABNs0Tb coboto ii cknagosi YacTUHW. Y HUX
BM3HAYaETbCA Yy3rogkeHun CTopoHamu obcar, npeameT, xapakrtep i Meta obpobku, Tmun NepcoHanbHMX
OaHuX, KaTeropii 4aHnx, cy0’eKTn AaHUX | 3aCTOCOBHI TEXHIYHI 1 opraHisadinHi 3axoau.

Governance
lMpaBoBe perynioBaHHs

SAP acts as a Processor and Customer and those entities that it permits to use SAP Support or Professional
Services act as Controllers under the DPA.

3a uieto Yrogoto npo o6pobky gaHnx SAP Buctynae sk O6pobHuk, a 3aMOBHUKK | ocobu, Akum BiH JO3BONSE
BukopuctoBysatu lMigTpumky SAP Ta MNpodecinHi nocnyru, — sk KoHTponepw.

Customer acts as a single point of contact and shall obtain any relevant authorizations, consents and
permissions for the processing of Personal Data in accordance with this DPA, including, where applicable
approval by Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions
are provided by Customer these are provided not only on behalf of the Customer but also on behalf of any
other Controller. Where SAP informs or gives notice to Customer, such information or notice is deemed
received by those Controllers permitted by Customer to include Personal Data. Customer shall forward such
information and notices to the relevant Controllers.

3aMOBHUK BUCTYMae K €4MHA KOHTaKTHa ocoba, Wo 3060B'A3yeTbCa oTpumMaT Oyab-siki U BCi BigNOBIAHI
NMOBHOBAXXEHHS, 3roau Ta 403BoNn Ha 06pobky MNepcoHanbHUX AaHMX BiAMOBIAHO A0 Uiei Yroan npo ob6pobky
OaHux, 3okpema (y BignoBiAHMX BUNagKax) oTpumaHHs Big KoHTponepis cxBaneHHst woao 3anyyeHHs SAP sk
O6poGHuka. Y Bunagky, Konv 3aMOBHUK Hafa€e MOBHOBAXEHHS, 3rogu, iHCTPyKuii abo [003BOMM, BOHM
HafalTbCs He NuLle Bif iMeHi 3aMOBHWMKa, ane TakoxX Big, iMeHi Byab-sakoro iHworo KoHTponepa. Akwo SAP
iHbopmye abo cnosiwae 3aMOBHMKA, BBaXaeTbCs, WO TaKy iHpopmauilo abo CnoBiWeHHS OTPUMYKOTb
KoHTponepw, skum 3amoBHVK A03BONMB AogasaTtu [lepcoHanbHi AaHi. 3amMOBHMK Mae nepeagpecyBaTtu Taky
iHdbopMmaLito abo Taki cnosilleHHs BianosigHUM KoHTponepam.

SECURITY OF PROCESSING

BE3MNEKA OBPOBKU

Applicability of the Technical and Organizational Measures
3acTocoBHicTb TexHiuHMx Ta OpraHisauinHux 3axogis (TO3)

SAP has implemented and will apply the Technical and Organizational Measures. Customer has reviewed
such measures and agrees that the measures are appropriate taking into account the state of the art, the
costs of implementation, nature, scope, context and purposes of the processing of Personal Data.

KomnaHia SAP BnpoBaguna Ta 3actocoByBaTuMe TexHiyHi Ta OpraniszauinHi 3axogm (TO3). 3amoBHUK
nepeBipuB Taki 3aX0A4MN N NMOTrOAXKYETLCS, LU0 BOHW € HANEXHNUMU 3 ypaxyBaHHAM Cy4acHOro PiBHS PO3BUTKY
TEXHOMOriNn, BWTPAT Ha BMPOBaAXeHHs, xapakTepy, obcary, KOHTEeKCTy Ta MeTu (uinen) o6pobku
MepcoHanbHUX gaHUX.

Schedule 2 applies only to the extent that such SAP Services are performed on or from SAP premises. In the
case where SAP is performing SAP Services on the Customer’'s premises and SAP is given access to
Customer’s systems and data, SAP shall comply with Customer’s reasonable administrative, technical, and
physical conditions to protect such data and guard against unauthorized access. In connection with any access
to Customer’s system and data, Customer shall be responsible for providing SAP personnel with user
authorizations and passwords to access its systems and revoking such authorizations and terminating such
access, as Customer deems appropriate from time to time. Customer shall not grant SAP access to Licensee
systems or personal information (of Customer or any third party) unless such access is essential for the
performance of SAP Services. Customer shall not store any Personal Data in non-production environments.
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3.2.

3.2.1.

3.2.2.

4.1.

4.1.1.

4.1.2.

4.2.

HopaTok 2 3acTocoBYeTbCS nuLle Tieto Mipoto, B siki Taki Mocnyrn SAP HagatoTbest Ha TepiiTopii SAP abo 3
TepiiTopii SAP. Y Tomy Bunagky, konu komnaHia SAP Hapae MNocnyru SAP Ha TepiiTopii 3amoBHuKa 0
3amoBHUK Hagae SAP gocTtyn Ao CBOIX CUCTEM i AaHuX, koMnaHis SAP oTpuMyBaTUMETLCS BCIX PO3YMHUX
aAMIHICTPaTUBHUX, TEXHIYHUX | Bi3NYHMX YMOB 3aMOBHMKA, LWOG 3axuCTUTK Taki AaHi n ybesneuntu ix Big
HecaHKLioOHOBaHOro 4ocTyny. Y 38’a3ky 3 6yab-kumM goctynom go cuctem i laHnx 3amosHvKa 3aMOBHUK Hece
BiANOBIAanbHICTL 3a HagaHHA nepcoHany SAP NoBHOBaXeHb | Naponie KOpPUCTyBaya AN AOCTyny A0 CBOIX
CUCTEM, @ TaKOX BiAKIMKAHHSA TakMX NMOBHOBAXEHb i MPUMUHEHHS Takoro AOCTyny B OyAb-SKMM 4Yac, Konu
3aMOBHMK BBaxaTMMe uUe 3a MoTpibHe. 3aMOBHWMK He Hagae komnaHii SAP npaBo OCTyny OO CUCTEM
Niuensiata Ta nepcoHanbHoi iHdPopMmaLii (3amoBHMKa abo Oyab-Akoi TPeTbOI 0cobK), SKLLO Takui JOCTYN He
€ HeobXxigHUM Ana HagaHHa Mocnyr SAP. 3amMOBHUK He NOBMHEH 36epirati xodHux MNepcoHanbHUX gaHnx y
HEeNpPOAYKTUBHX CepeaoBuLLaX.

Changes
3MiHn

SAP applies the Technical and Organizational Measures to SAP’s entire customer base receiving the same
SAP Service. SAP may change the Technical and Organizational Measures at any time without notice so long
as it maintains a comparable or better level of security. Individual measures may be replaced by new measures
that serve the same purpose without diminishing the security level protecting Personal Data.

SAP 3actocoBye TexHiuHi Ta OpraHisauivini 3axoam (TO3) go Bciei knieHTcbKkoi 6a3n SAP, Wwo oTpumyoTh
Taky MNocnyry SAP. SAP moxe B Oyab-akui yac 3amiHutu TO3 6e3 crnoBilleHHs, siKLo BOHU 3abe3nevyoTb
LLIOHaMMEHLLEe Takuii caMuii piBeHb 3axmcTy. OKpemi 3axoan MOXYTb OyTW 3aMiHEeHi HOBUMMW 3axopamu, sKi
CNyryloTb Takin camivi MeTi, He 3MEHLLYIOUN PiBHS 3axmcTy NepcoHanbHNX AaHuXx.

SAP will publish updated versions of the Technical and Organizational Measures on My Trust Center and
where available Customer may subscribe to receive e-mail notification of such updated versions.

SAP ny6nikyBaTtume oHoBneHi Bepcii TO3 Ha noptani «My Trust Center». 3aMOBHUKM MOXYTb NignucaTuncs
Ha OTPUMaHHSA CMOBILLEHb €NEKTPOHHOI MOLLTO MPO Lii OHOBIEHI BEpPCii, AKLLO Taka MOXMUBICTb AOCTYMNHA.

SAP OBLIGATIONS
30BOB’A3AHHSA SAP
Instructions from Customer
JopyyeHHs 3aMoBHuKa

SAP will process Personal Data only in accordance with documented instructions from Customer. The
Agreement (including this DPA) constitutes such documented initial instructions and Customer may provide
further instructions during the performance of the SAP Service.

SAP 06pobnatume [lepcoHanbHi AaHi nuwe BigNOBIAHO [0 AOKYMEHTanbHO OMOpMMNeHnx [opyYeHb
3amoBHUKa. Takum JOKYMEHTanbHO NiATBEPIKEHMM NOYATKOBUM JOPYYEHHSM BBaXaeTbCs Yroaa (3okpema
usa Yroga npo obpobky NepcoHanbHMX gaHux). 3aMOBHUK MOXe HadaBaTW OOOATKOBI AOPYYEHHS Mig vac
HagaHHsA Nocnyru SAP.

SAP will use reasonable efforts to follow any other Customer instructions, as long as they are required by
Data Protection Law, technically feasible and do not require changes to the performance of the SAP Service.
If any of the before-mentioned exceptions apply, or SAP otherwise cannot comply with an instruction or is of
the opinion that an instruction infringes Data Protection Law, SAP will immediately notify Customer (e-malil
permitted).

SAP poknage BCix po3yMHUX 3ycunb, WOG JOTpUMyBaTUCS Oyab-AKMX iHWMX AOPYYEeHb 3aMOBHMKA, AKLLO
BOHW BMMaralTbCs 3aKOHOM MpPO 3aXWUCT AaHUX, TEXHIYHO MPUMNYCTUMI Ta He BMMaralTb 3MiH Yy HafaHHi
Mocnyrn SAP. Akwo 3acTtocoByeTbcst Oyab-sikuiA i3 BULLEHaBeAEeHNX BUHATKIB abo koMnaHis SAP He Moxe
OOTPMMYBaTUCh AOPYYEHb 3aMOBHUMKA 3 iHLLOT MPUYMHM YM BBaXae, L0 AOPYYEHHSA Mopylye 3akoH npo
3aXUCT AaHWX, BOHA HEranHO CroBICTUTb NPO Lie 3aMOBHUKA (403BONEHO EMEKTPOHHOK MOLLTOHD).

Processing on Legal Requirement
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4.3.

4.4,

44.1.

4.4.2.

4.5.

O6pobika, Lo rPyHTYETLCSA HA BUMOTi 3aKOHOAABCTBa

SAP may also process Personal Data where required to do so by applicable law. In such a case, SAP shall
inform Customer of that legal requirement before processing unless that law prohibits such information on
important grounds of public interest.

SAP Moxe Takox 06pobnatu [epcoHanbHi AdaHi, SKWO Ue BMMaraetbCa BigMoOBIAHO A0 YMHHOIO
3aKOHOAaBCTBa. Y TakoMmy pasi komnaHis SAP noBrHHa iHopMyBaT 3aMOBHUKA NPO TaKy 3aKOHHY BUMOTY
nepen o6po6Kot0, AKLLO 3aCTOCOBHE 3aKOHOAABCTBO HE 3a00POHSIE Take iHPOPMYBaHHS 3 BaXKINMBUX NPUYVH,
NoB’A3aHunX i3 NybnivyHnmM iHTepecom.

Personnel
MepcoHan

To process Personal Data, SAP and its Subprocessors shall only grant access to authorized personnel who
have committed themselves to confidentiality. SAP and its Subprocessors will regularly train personnel having
access to Personal Data in applicable data security and data privacy measures.

Ons obpobku lMepcoHanbHWMx AaHux KomnaHis SAP i ii CybnigpsaHukM marTb [O3BONATA OOCTYN nuile
BMOBHOBa)XEHOMY MepcoHany, sikuii 3060B’a3aHui 36epirat koHdigeHUiMHICTE AaHnx. Komnania SAP i ii
Cy6niapsagHuKM perynsapHo HaB4aTMMyTb NepcoHan, Wo mae 4octyn Ao MNepcoHanbHNX AaHnX, 3aCTOCYBaHHIO
BiAMOBIAHMX 3ax0piB i3 rapaHTyBaHHS 6e3nekn Ta 3axXMCTy AaHuX.

Cooperation
CniBnpaus

At Customer’s request, SAP will reasonably cooperate with Customer and other Controllers in dealing with
requests from Data Subjects or regulatory authorities regarding SAP’s processing of Personal Data or any
Personal Data Breach. If SAP receives a request from a Data Subject in relation to the Personal Data
processing hereunder, SAP will promptly notify Customer (where the Data Subject has provided information
to identify the Customer) via e-mail and shall not respond to such request itself but instead ask the Data
Subject to redirect its request to Customer.

3a 3anuTom 3amoBHMKka SAP Byae B Mexax po3ymMHOro cnienpauioBaTti 3 HAM Ta iHwuMy KoHTponepamu y
3B’A3Ky 3 po3rnagom 3anuTtiB Cy6’ekTiB AaHux abo perynaTopHuX opraHiB wono obpobku NepcoHanbHux
AaHux koMmnaHieto SAP abo byab-skux MNopylweHb koHMIAeHUIMHOCTI MepcoHanbHMX AaHux. FAKWO KoMnaHis
SAP otpumae Big Cy6’ekta gaHux 3anuT y 3B’si3Ky 3 06pobkoto MNepcoHanbHMX AaHnX 3a Liet Yroaow, BoHa
HeramHo CroBICTUTb ENIEKTPOHHOI MNOLITOK 3amoBHMKa (3a yMmoBH, Wwo Cy6’ekTy AaHUX HagaHo BiAOMOCTI, 3a
SAKMMM BiH MOXe ineHTMdiKyBaT 3aMOBHUKA) i HE BignoBigaTMmMe Ha TakvMi 3anuT CaMoCTiNHO, @ NONPOCUTL
Cy6’exTa oaHux nepeagpecyBaTi MOro 3amoBHMKY .

In the event of a dispute with a Data Subject as it relates to SAP’s processing of Personal Data under this
DPA, the Parties shall keep each other informed and, where appropriate, reasonably co-operate with the aim
of resolving the dispute amicably with the Data Subject. SAP will correct, delete or anonymize any Personal
Data in SAP’s possession (if any),or restrict its processing, in accordance with the Customer’s instruction and
Data Protection Law.

Y pasi cynepeuok i3 Cy6’ekTom gaHux y 3B’aA3Ky 3 06pobkoto MepcoHanbHUX AaHux koMnaHiero SAP 3a uieto
Yropoto npo 06po6ky aaHnx CTopoHu 3060B’s13yt0TbCst iHpopMyBaTy ogHa ogHy Ta (y BiANOBiAHUX BUNagkax
i B MeXax pO3yMHOro) criBnpauioBaTi 3 METOK MWPHOro BperyrnioBaHHA cynepedku i3 Cy6’ekToM AaHux.
KomnaHis SAP 6yne BunpaBnsaTu, BUaansatm abo aHoHimi3yBaTh Oyab-ski HasiBHI B Hel MNepcoHanbHi AaHi (3a
iX HasgBHOCTI) abo oOmexyBaTy ix 06pobKy BiANOBIAHO OO AOpPYYeHb (IHCTPYKLUin) 3amMOBHMKA Ta 3aKOHY Npo
3aXMCT AaHUX.

Personal Data Breach Notification
CnogiweHHs npo MopyLeHHs KoHpiaeHUINHOCTI MepcoHanbHNX gaHNxX

SAP will notify Customer without undue delay after becoming aware of any Personal Data Breach and provide
reasonable information in its possession to assist Customer to meet Customer’s obligations to report a
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6.1.

Personal Data Breach as required under Data Protection Law. SAP may provide such information in phases
as it becomes available. Such notification shall not be interpreted or construed as an admission of fault or
liability by SAP.

KomnaHis SAP 6e3 3aiiBoi 3aTpumku cnosiwatume 3amoBHUKa npo Oyab-aki gosedeHi Ao 1i Bigoma
MopyleHHA KOHMIOEHLIMHOCTI NepcoHanbHUX AaHuX i (y Mexax PpO3yMHOro) HagacTb HasiBHYy B Hel
iHcpopmaLito, o6 gonomortn 3aMOBHMKY BUKOHATK CBOI 3060B’A3aHHS OO NOBIAOMIEHHSA Npo MopyLueHHs
KOHPiAEHLMHOCTI NepcoHanbHNX AaHWX BiANOBIAHO A0 3akoHy Npo 3axucT gaHux. SAP Moxe HagaBaTtu Taky
iHbopmaLito NOCTYNoBO, KONW BOHA CTae AOCTYMNHOW. Take CMOBIlLEeHHA He MOXe iHTepnpeTyBaTucb abo
TNyMa4mTUCs AK BU3HAHHSA nopyLleHHst abo BianoBiaanbHOCTI KoMnaHieto SAP.

Data Protection Impact Assessment
OuiHoBaHHA BNNUBY Ha 3aXUCT AaHUX

If, pursuant to Data Protection Law, Customer (or its Controllers) are required to perform a data protection
impact assessment or prior consultation with a regulator, at Customer’s request, SAP will provide such
documents as are generally available for the SAP Service (for example, this DPA, the Agreement, Audit
Reports and Certifications). Any additional assistance shall be mutually agreed between the Parties.

Ao BignoBigHO Ao 3akoHy Npo 3axuct gaHmnx 3amoBHMK (abo noro KoHTponepwn) 3060B’si3aHWI 30iiCHIOBATH
OL|iHIOBaHHSA BNMBY Ha 3axMCT AaHux abo NpoBOAWTU NOMNEPEAHI0 KOHCYNbTALilo 3 perynsiTOpHUM OpraHom,
KomnaHiss SAP Ha BumMory 3amoBHUKa HagacTb BiAMOBIAHI AOKYMEHTH, WO 3a3Bu4yan JocTynHi ang Mocnyrm
SAP (Hanpuknag, uto Yroay npo o6pobky MNepcoHanbHux gaHux, Yrogy, Ayoutopceki 3BitTv un CepTtudikatin).
Byab-sika gogaTkoBa AoNoMora Mae B3aeMHO y3roaxyBaTuca CTopoHamu.

DATA DELETION
BUOAJIEHHA OAHUX

Customer hereby instructs SAP to delete the Personal Data remaining with SAP (if any) within a reasonable
time period in line with Data Protection Law (not to exceed six months) once Personal Data is no longer
required for execution of the Agreement, unless applicable law requires retention.

3amoBHUK gopyyae komnaHii SAP Bugansatu HasBHi B Hel 3anuwkoBi lNMepcoHanbHi AaHi (SKLWO BOHK €)
NpPOTAroM pPO3yMHOro nepiody 4Yacy BiAnoBigHO A0 3akoHy Npo 3axucT AaHux (Len nepioa He NOBWHEH
nepeBuULLYBaTU LWICTb MicALiB) nicna Toro, Ak MepcoHanbHi AaHi CTaHyTb HEMnoTPIOHMMMK ANS BUKOHAHHS
Yroon, 3a BUMHSATKOM BWMafgkiB, KOMM BOHM MaloTb 3bepiraTuca [doBLIE BiANOBIAHO OO 3aCTOCOBHOIO
3aKoHO4aBCTBA.

CERTIFICATIONS AND AUDITS
CEPTU®IKALIT TA AYOUTU
Customer Audit

AyauT 3amoBHuMKa

Customer or its independent third party auditor reasonably acceptable to SAP (which shall not include any
third party auditors who are either a competitor of SAP or not suitably qualified or independent) may audit
SAP’s service and support delivery centers and IT security practices relevant to Personal Data processed by
SAP only if:

3amMoBHUK abo A0ro CTOPOHHIN ayanTop, SIKUIN PO3YyMHO MPUAHSATHUIA Anst SAP (He LOMNYyCKaeTbCs 3aryyYeHHst
CTOPOHHIX ayauTopiB, SiKi € KOHKypeHTamu SAP, He MalTb HanexHoi kBanicdikauii abo He BignosigatTb
BMMOram A0 He3amnexHoCTi), Moxe npoBoauTu ayauT locnyrn 1 LUeHTpiB HagaHHsA niaTpumkn SAP, a Takox
nepesipATM MeToaun 3abe3neyveHHst iHpopMauiiHoi 6e3neku, Lo 3acTOCoBYTLCA A0 [epcoHanbHUX AaHuX,
sKi 06pobnstoTecs SAP, nuwe AKWwo:

a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational
Measures through providing a certification as to compliance with ISO 27001 or other standards (scope
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6.3.

as defined in the certificate). Certifications are available on the My Trust Center or upon request if the
certification is not available online; or

KomnaHis SAP He Hapana [ocTaTHiXx gokasiB ix BignosigHocTi BuMoram TO3 wnsxoM oTpMMaHHS
cepTudikaTa BignosigHocTi ctangapTy 1ISO 27001 abo iHwum cTtaHgapTam (B 06cs3i, BU3HaYeHoMy B
cepTudikaTi); cepTudikaTy BigNOBIGHOCTI AOCTYNHI Ha canTi «My Trust Center» abo 3anuT, AKWo Taki
cepTuikaTh He AOCTYMHI Ha LbOMY CanTi;

b) a Personal Data Breach has occurred; or
mano Micue lMopyLeHHs koHdiaeHUiHOCTI [NepcoHanbHux aaHux; abo
c) an auditis formally requested by Customer’s data protection authority; or

OTPMMaHO OMIUiNHUIA 3anUT Ha NEPEBIPKY Bif, YNOBHOBAXEHOro OpraHy 3 Harnagy 3a AOTPUMaHHAM
3aKOHOAaBCTBA NPO 3aXUCT AaHWX, AKOMY MiA3BITHUIN 3aMOBHUK; abo

d) mandatory Data Protection Law conferring Customer a direct audit right and provided that Customer shall
only audit once in any 12 month period unless mandatory Data Protection Law requires more frequent
audits.

e) iMnepaTmBHiI HOpMKN 3aKOHO4ABCTBA NPO 3aXUCT AaHNX HaAarTb 3aMOBHUKY MPaBO Ha NepeBipKy (ayauT)
3a ymMOBW, WO 3aMOBHMK NPOBOAMTMME TaKy nepeBipky (ayout) oavH pa3 y Oyab-sakun
OBaHaOUATUMICAYHUIA nepiod, AKWO iMnepaTtuBHMMM HOpMamMu 3akOHO4ABCTBA NPO 3aXMCT AaHUX He
nepefbadeHo NPOBEAEHHS YacCTilLMX NepPEBIPOK.

Other Controller Audit
AyauT, Skuin npoBoAUTLCS iHWKMM KOHTponepom

Any other Controller may audit SAP’s control environment and security practices relevant to Personal Data
processed by SAP in accordance with and to the extent permitted under Section 6.1 if it directly applies to
such other Controller. Such audit must be undertaken through and by Customer unless the audit must be
undertaken by the other Controller itself under Data Protection Law. If several Controllers whose Personal
Data is processed by SAP on the basis of the Agreement require an audit, Customer shall use all reasonable
means to combine the audits and to avoid multiple audits.

Byab-skui iHWW KoHTponep BnpaBsi nepeBipATM KOHTpOmnbHe cepepoBue SAP Ta metoam Gesneku, Lo
cTocytTbest 06pobntoBaHnx SAP MNepcoHanbHUX AaHux, y nopsgky Ta obcasi, nepegbadvyeHnmm y nyHkTi 6.1
uiel Yrogu, sIKWO YMOBM LbOro NyHKTY NiANsralTb 3aCTOCYBaHHK Oe3nocepeHbo A0 Takoro KoHTponepa.
Takuii ayanT Mae 3aiicHioBaTrcs Yepe3 3amoBHMKa abo camvm 3aMOBHMKOM, KpiM BUMAAKIB, KON LIeR iHLLWiA
KoHTponep mae 6e3nocepeaHbO 3AiMCHIOBATU MO0 CaMOCTIMHO BiANOBIAHO A0 3aKOHOOABCTBA MPO 3axMCT
AaHux. FAKWOo NpoBeAeHHS ayanTy BUMaratTb Bigpasy Kinbka KoHTponepis, uvi lNMepcoHanbHi AaHi obpobnse
KoMmnaHist SAP Ha niacTtasi uiei Yroan, 3amoBHMK NOBUHEH BXUTU BCiX PO3YMHMX 3ax0niB, o6 o6’egHaTy Taki
ayavTy N YHUKHYTK iX 6aratopa3oBoro NnpoBeaeHHs.

Scope of Audit
O6csar ayguty

Customer shall provide at least 60 days advance notice of any audit unless mandatory Data Protection Law
or a competent data protection authority requires shorter notice. The frequency, time frame and scope of any
audits shall be mutually agreed between the parties acting reasonably and in good faith. Customer audits shall
be limited to remote audits where possible. If an on-site audit is mandatory, it shall not exceed 1 business day.
Beyond such restrictions, the parties will use current certifications or other audit reports to avoid or minimize
repetitive audits. Customer shall provide the results of any audit to SAP.

3amoBHUK 3060B'sI3aHUIA 3a3ganerigb nosigomMnsaTM SAP npo Oyab-skui ayauT He nisHile Hix 3a 60 gHiB oo
MOro NpoBeAEHHS, 32 BUHATKOM BMMNAaAKiB, KONM iMnepaTMBHUMK HOpMaMmn 3aKkOHOAABCTBA NPO 3aXUCT AaHUX
abo BMMOrow KOMMETEHTHOrO OpraHy 3axucTy JAaHux nepenbayeHo MeHW TpuBanui nepiog Ans
noBigdoMIeHHA. YacTtoTa, nepiog npoBefeHHs W obcarn Oyab-akux ayauTiB MalTb OYyTU Y3rompKeHi Mix
CTOpOHaMW, Lo 3060B’sA3aHi AiaTM pO3yMHO Ta CyMIiHHO. Y BCiX BUNagkax, Konu Le MOXIMBO 3aMOBHUK Mae
NPOBOANUTM ayauT nvile OUCTaHUINHO. AKWwo 3aMOBHMK AOBeAEe HEMOXITUBICTb NPOBEAEHHSA AMCTAHLINHOIO
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7.1.

ayauTy Ta HeoOXigHICTb NPOBeAEHHS ayAuTy Ha MicLj, Takui ayamT Mae TpuBaTtu He gosLue 1 poboyoro AHs.
Kpim umx obmexeHb CTOpOHM 3000B'S3ylOTbCH BUKOPWUCTOBYBATM UMHHI cepTudikatn abo 3BiTW iHLLMX
ayavTopiB Ta NepeBipsroYnx opraHisauin, LWob YHUKHYTU NPOBEAEHHS NOBTOPIOBaHMX ayauTiB abo 3BecTy ix
00 MiHiMymy. 3aMOBHUWK NOBUHEH NepeaaTth komnawii SAP pesynbtaTv 6yAb-AaKkoro ayauTy.

Cost of Audits
ButpaTtu Ha ayaut

Customer shall bear the costs of any audit unless such audit reveals a material breach by SAP of this DPA,
then SAP shall bear its own expenses of an audit. If an audit determines that SAP has breached its obligations
under the DPA, SAP will promptly remedy the breach at its own cost.

3amoBHuK Bepe Ha cebe BUTpaTK Ha Byab-aKkuiA ayauT, 3a BUHATKOM BUMNAAKIB, KOMW Mig Yac Takoro ayauty
BUSIBNEHO iCTOTHE NopyLleHHs komnaHieto SAP uiei Yroam npo o6pobky aaHux, y pasi yoro SAP onnayye cBoi
BUTPaTW Ha NPOBEAEHHSA ayauTy CamMoCTiNHO. AKLWO Nig Yac ayauTy BUSIBNEHO, WO KomnaHis SAP nopywwuna
CBOi 3000B’si3aHHS 3a Yrogow npo o6pobky AaHux, SAP HeramHo BUMpaBMTb MOPYLUEHHS 3a BRacHWA
paxyHOK.

SUBPROCESSORS
cybnigPAaHUKU
Permitted Use
[lo3BoneHe BMKOPUCTaHHS

SAP is granted a general authorization to subcontract the processing of Personal Data to Subprocessors,
provided that:

3amoBHUK Hagae SAP cBo nonepeaHio 3rogy Ta BiANoBiAHE NpaBo Ha nepepadvy obpobku MNepcoHanbHUX
AaHux Cyb6nigpsigHnkam 3 o6pobkun aaHux (Hagani Takox — CybnigapsaHuKM) 3a yMOBY, LLO:

a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in electronic form)
contract consistent with the terms of this DPA in relation to the Subprocessor’s processing of Personal
Data. SAP shall be liable for any breaches by the Subprocessor in accordance with the terms of this
Agreement;

SAP a6o SAP SE Bia cBoro imeHi 3anyyae CybnigpsagHukiB Ha nigcTasi TMCbMOBOrO JOrOBOPY (30kpema,
YKIaeHoro B €NeKTPOHHiN dopmi), Skuii Bianosigae ymoam Uiei Yrogn npo o6pobky faHMX CTOCOBHO
00po6kn MepcoHanbHMX OaHux Takumu CybnigpsgHukamu. SAP Hece BignoBiganbHiCTb 3a Oyab-siki
nopyLueHHs CybniapsaHvKiB BignoBigHO 40 YMOB Uiel Yroaw.

b) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior to selection
to establish that it is capable of providing the level of protection of Personal Data required by this DPA,

Bubupatoun CybnigpsgHuka 3 obpobku aaHux, SAP ouiHoBaTMMe 1oro metoau 3abe3nedqeHHs
HeJOoTOpKaHHOCTI, 6e3nekn Ta KOHiAeHUIMHOCTI, Wo6 nepekoHaTUcs B MOro 30aTHOCTI 3abesneynTu
TaKkM piBeHb 3axucTy [lepcoHanbHUX OaHuX, SKUiA BuMarae ust Yroga npo obpobky NepcoHanbHux
OaHUX;

c) For SAP Support, SAP’s list of Subprocessors in place on the effective date of the Agreement is published
by SAP on My Trust Center or SAP will make it available to Customer upon request, including the name,
address and role of each Subprocessor SAP uses to provide the SAP Service; and

ans HagaxHs Mintpumkun SAP Komnanis SAP ny6nikye cnvcok CybnigpsgHukie 3 06pobku gaHux SAP,
HasiBHWIA Ha AaTy HabpaHHSA YMHHOCTI Yrogu, Ha noptani «My Trust Center» abo Hagae noro 3amMoOBHUKY
3a 3anMToM, 3a3HauMBLUM B HOMY iM’S, agpecy Ta ponb koxHoro Cy6nigpsigHuka, sikoro SAP 3any4vae
ans HagaHhs MNocnyr SAP;

d) For Professional Services, SAP will, upon request of the Customer, make the list available or identify such
subprocessors prior to the start of the applicable SAP Services.
y Bunagky MpodpeciiiHnx nocnyr, nepLu HiXX NoYnMHaTK HagaHHs BignosigHux Mocnyr SAP, komnania SAP
HagacTb Ha 3anuT 3aMoBHUKa cnucok CybniapaaHukiB 3 06pobkM AaHnx abo 3a3HauNTb iX IHLIMM YUHOM.
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7.2.1.

7.2.2.

7.2.2.1.

7.2.2.2.

New Subprocessors

Hogi Cy6nigpsagHukn 3 06pobku gaHnx

SAP’s use of Subprocessors is at its discretion, provided that:
SAP 3any4ae CybnigpsagHukiB Ha CBili po3cya 3a yMOBM, LLO:

a) SAP will inform Customer in advance of any intended additions or replacements to the list of
Subprocessors including name, address and role of the new Subprocessor (i) for SAP Support by posting
on My Trust Center, or by email, upon Customer’s registration on My Trust Center and (ii) for Professional
Services by similar posting on My Trust Center, or by e-mail, or in other written form;

SAP iHdopmyBaTumMe 3amoBHMKa 3a3ganerigb npo 6yab-Aki nepeabayeHi 4onoBHEHHA abo 3amiHuM ao
cnucky CybnigpsaHukis 3 06pobku AaHuX, ykasyouu iM’a, agpecy Ta ponb Hosoro CybnigpsagHuka 3
06pobkn gaHunx, 1) y Bunaaky MNigtpumkn SAP — wnsaxom ny6nikauii gaHux Ha noptani «My Trust Center»
abo iHpopMyBaHHSA €neKTPOHHOLO NOLLTOHO NiCnsa peecTpauii 3aMOBHUKA Ha LibOMy nopTani; 2) y Bunagky
MpodbecinHmMx nocnyr — TakoX LWnsxoM nybnikauii gaHux Ha Ha noptani «My Trust Center»,
iH(popMyBaHHSA eneKTPOHHO NOLUTO abo CMOBILEHHS B iHLWiN NMCLMOBIV hopMmi;

b) Customer may object to such changes as set out in Section 7.2.2.
3aMOBHUK MOXe 3anepedyBaTi MPOTK TakuMx 3MiH, ik 3a3HadveHo B Po3gini 7.2.2 uiei Yroaw.

Objections to New Subprocessors
3anepeyeHHs npotu HoBux CyoniapsaHukis

SAP Support
MigTpumka SAP

If Customer has a legitimate reason under Data Protection Law to object to the new Subprocessors’
processing of Personal Data, Customer may terminate the SAP Support upon written notice to SAP, such
notice to be provided to SAP no later than 30 days from the date SAP informs the Customer of the new
Subprocessor. If Customer does not provide SAP with a notice of termination within this 30 days period,
Customer is deemed to have accepted the new Subprocessor. Within the 30 days period from the date of SAP
informing the Customer of the new Subprocessor, Customer may request that the parties discuss in good faith
a resolution to the objection. Such discussions shall not extend the period for providing SAP a notice of
termination and does not affect SAP’s right to use the new Subprocessor(s) after the 30 days period.

Ao 3rigHo i3 3akoHOM NPo 3axMCT AaHMX 3aMOBHMK Ma€ 3aKOHHy migcTaBy, WOO 3anepeyyBaTty NpoTu
06pobkn MepcoHanbHMX AaHux HoBuMU CyGnigpsigHukammn 3 o6pobkM gaHux, 3aMOBHUK MOXE MPUMUHATA
kopuctyBaTucsa lNiatpumkoro SAP, cnosicTuslmM Npo ue SAP B NUCbMOBI hopMi He MisHiwe Hix yepes 30
[HiB i3 gatu, konu komnaHiss SAP noiHcopmyBana voro npo Hosoro CybnigpsigHuka 3 06pobku aaHmx. AKWwo
3amMoBHUK He cnoBicTUTb SAP npo NpuUNUHEHHS NpoTAaroM uboro 30-4eHHOro nepiosy, BBaXaeTbCs, LUO
3aMOBHMK noroavecs i3 3anyyeHHsM HoBoro CyGnigpsgHvka 3 06pobku ganux. potarom 30-geHHOro
nepiogy Big AaTtn, konn SAP noiHdopmye 3amoBHMKa npo HoBoro CybnigpsaHuka, 3aMOBHUK MOXe BUMaraTtu
[obpocosicHoro o6rosopeHHss CTOpoHaMu MOXITMBOCTi BUPILLEHHS NPOGNeM, L0 CIPUYMHAIM 3anepeyeHHs.
Taki 06roBopeHHs1 He NPOAOBXYHOTh Nepioay, 3a AkMN 3aMOBHMK MA€ CNOBICTUTU SAP Npo NPUNUHEHHS, i He
BNNuBaloTb Ha npaBo SAP 3anyyatn HoBux CybniapsgHukie 3 obpobku gaHux nicnsa uboro 30-4eHHOro
nepiogy.

Professional Services
MpodecinHi nocnyru

If Customer has a legitimate reason under Data Protection Law that relates to the Subprocessors’ processing
of Personal Data, Customer may object to SAP’s use of a Subprocessor, by notifying SAP in writing within 5
business days of SAP’s information. If Customer objects to the use of the Subprocessor, the parties shall
discuss in good faith a resolution. SAP may choose to: (i) not use the Subprocessor or (ii) take the corrective
steps requested by Customer in its objection and use the Subprocessor or (jii) if this is not possible, use the
Subprocessor. If none of these options are reasonably possible and Customer continues to object for a
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7.2.3.

7.3.
7.4.

8.1.

8.2.

8.2.1.

legitimate reason, either party may terminate the relevant services on 5 days’ written notice. If Customer does
not object within 5 days of receipt of the notice, Customer is deemed to have accepted the Subprocessor. If
Customer’s objection remains unresolved 30 days after it was raised, and SAP has not received any notice of
termination, Customer is deemed to have accepted the Subprocessor.

Ao 3rigHo i3 3akoHOM NPo 3axXUCT AaHuX 3aMOBHKK Ma€ 3aKOHHI MiACTaBM 3anepeyyBaTv NPOTH 3anyyYeHHst
Cyb6nigpsgHuka 3 06pobku gaHux komnaHieto SAP ans o06pobku MNepcoHanbHMX gaHWX, BiH BNpasi CNOBICTUTH
npo ue SAP B NUCbMOBI ¢opmi NpoTarom 5 poboumx AHIB i3 gatv iHpopmyBaHHA KomnaHieto SAP npo
3any4eHHs. Ao 3amMoBHUK 3anepedye NpoTu 3anyyeHHsa CybniapsaHuka 3 06pobku AaHux, CTOPOHN MatoTb
obroBopuT crnocobu BupileHHs Uiei npobnemu. SAP mMoxe Ha BnacHum BuGip 1) He 3anyyatu
CybnigpsgHuka 3 06pobkn AaHux; 2) yX1Tu 3axodiB AN BUNPaBNEHHA cuTyalii, LWo cTana niacrtaBo Ans
3anepeyeHHs, BigNoBiAHO A0 BMMOr 3aMOBHUKA; 3) SKLO Lie He MOXNMBO, 3anyunTtn CybnigpaaHuka. Akwo
XKOZIEH i3 LMX BapiaHTiB HEMOXIMBO peanidyBaTu B MeXax po3yMHOro, a 3amMOBHWK NPOLOBXYE 3anepeyvyBaTtu
Ha 3aKOHHUX nigcTaBax, Oyab-Aka CTOpOHA MOXe MPUNUMHUTK Ai0 Yyroan Npo HafaHHs BignoBiAHWMX NOCHYT,
CMOBICTUBLUM MPO Lie NMMCbMOBO 3a 5 AHiB. Akwo 3aMOBHUK He 3anepedvye NpoTArom 5 OHIB i3 MOMEHTY
OTPVMIMaHHS TaKoro CMOBILEHHSA, BBaXXaETbCH, WO BiH MOroAMBCS i3 3anmyyeHHsam Hosoro CybnigpsgHuka 3
06pobkn aaHux. Akwo Yyepes 30 AHiB nicnsa 3anepeyeHHs 3aMOBHMKOM NPUYMHY TaKOro 3anepeyeHHs yCyHyTH
He BOanocsi, a komnaHiss SAP He oTpumana »XOOHOro CMOBIWEHHS MPO MPUMWHEHHS, BBaXKAeTbCs, LWLO
3aMOBHUK NOroaMBcs i3 3anyyYeHHsm Hosoro CybnigpsaHvka 3 06pobkn aaHux.

Any termination under this Section shall be deemed to be without fault by either party and shall be subject to
the terms of the Agreement.

Byab-sike npunuHeHHs Aii 3rigHo 3 UMM Po3ginom BBaXkaeTbesi posipBaHHSAM 6e3 BUHM CTOpIH i perynioeTbes
ymoBamu Yrogw.

Emergency Replacement
ExcTtpeHa 3amiHa

SAP may replace a Subprocessor without advance notice where the reason for the change is outside of SAP’s
reasonable control and prompt replacement is required for security or other urgent reasons. In this case, SAP
will inform Customer of the replacement Subprocessor as soon as possible following its appointment. Section
7.2 applies accordingly.

SAP moxe 3amiHnTu CybnigpsgHuka 3 06pobku gaHux 6e3 nonepeaHboro CroBilLeHHS, SKLLO NpUYMHa 3aMiHu
He nigaaeTbcs PO3yMHOMY KOHTporto SAP 11 Taka HerarHa 3amiHa HeobxigHa 3 MipkyBaHb 6e3neku abo iHLWKX
HaranbHUX NpuynH. Y Takomy Bunagky SAP noiHgopmye 3amoBHUKa npo 3amiHy CybnigpsaHuka sikomora
paHiwe nicnsa roro npusHaveHHs. Kpim Toro, 3actocoByBaTUMYTbCS BiAMOBIAHI NOMNOXEHHS po3ainy 7.2 uiel
Yroawn.

INTERNATIONAL PROCESSING
MDPKHAPOOHA OBPOBKA
Conditions for International Processing
YMoBM MixxHapoaHoi 06pobku

SAP shall be entitled to process Personal Data, including by using Subprocessors, in accordance with this
DPA outside the country in which the Customer is located as permitted under Data Protection Law.

KomnaHia SAP BnoBHoBaxkeHa 0b6pobnatu lMepcoHanbHi AaHi, 3okpema i3 3anydeHHam CybnigpsgHukis,
BignoBiaHO #o uiei Yrogn npo obpobky gaHuMx 3a mexamu KpaiHu nepebyBaHHs 3aMOBHMKA B Mexax
[03BONIEHOro 3aKOHOM NPO 3aXMCT AaHUX.

Applicability of the Standard Contractual Clauses (2010)
3acTtocoBHicTb CTaHAapTHMUX AOroBipHMX nonoxeHb (2010)

Where for the period up to and including 26 September 2021, Personal Data of a Controller that is subject to
GDPR is processed in a Third Country, or where Personal Data of a Swiss or United Kingdom based Controller
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8.2.2.

8.2.3.

8.3.

8.3.1.

8.3.1.1.

or another Controller is processed in a Third Country and such international processing requires an adequacy
means under the laws of the country of the Controller and the required adequacy means can be met by
entering into Standard Contractual Clauses (2010), then:

Axwo B nepion Ao 26 sepecHs 2021 poky Bknto4vHo NepcoHanbHi AaHi KoHTponepa, 4o SKOro 3acToCoBYETbCA
GDPR, obpobnsnucs B TpeTii kpaiHi abo B TpeTin kpaiHi 0bpobnsanuca MepcoHanbHi gaHi KoHTponepa 3i
LWsenuapii Cnonydyernoro KoponisctBa BenukobputaHii abo iHworo KoHTponepa Ta Taka MixHapogHa
06pobka BMMarae 3aCToCyBaHHSA HanNeXHWX 3axoiB 3a 3aKOHOM KpaiHu KoHTponepa, i Lii 060B’A3K0Bi HanexHi
3axoam Moxe byTn 3abesneyeHo Wnsaxom nignucaHHa CtaHAapTHUX AOroBipHMX nornoxeHs (2010), To:

a) SAP and Customer enter into the Standard Contractual Clauses (2010);
SAP Ta 3amoBHuK nignucytoTs CTaHaapTHI 4OroBipHi nonoxeHHs (2010);

b) Customer joins the Standard Contractual Clauses (2010) entered into by SAP or SAP SE and the
Subprocessor as an independent owner of rights and obligations; or

3amoBHUK npuegHyeTbca Ao CtaHaapTHUX AoroBipHMX nonoxeHb (2010), nignucaHux SAP abo SAP SE
Ta Cy6nigpsAHNKOM SiK HE3aneXXHUM NpaBoBMaCHNKOM (KpediTopom Ta 6op>KHMKOM);

c) Other Controllers who have been authorized by Customer to include Personal Data under the Agreement
may also enter into Standard Contractual Clauses (2010) with SAP and/or the relevant Subprocessors in
the same manner as Customer in accordance with Sections 8.2.1 a) and b) above. In such case,
Customer will enter into the Standard Contractual Clauses (2010) on behalf of the other Controllers.

IHwi KoHTponepwu, aknum 3aMOBHMK 40O3BOMMB BKtoYaTK [epcoHanbHi AaHi BignoBigHO 40 Yroau, Takox
MOXyTb nignucatu CtaHpgapTHi goroeipHi nonoxeHHa (2010) 3 SAP Ta (abo) BignosigHWMK
Cy6nigpsgHukamu 3 06pobKkn faHMx Tak camo, ik 3aMOBHUK, BiAMOBIAHO A0 po3ainie 8.2.1 a) i b) Buue.
Y Takomy Bunagky 3amoBHUK nignucye CTtaHaapTHi OOroBipHi nonoxeHHs (2010) Big iMeHi iHLWMX
KoHTponepi..

The Standard Contractual Clauses (2010) shall be governed by the law of the country in which the relevant
Controller is established.

CrtaHpgapTHi poroBipHi nonoxeHHst (2010) perynioloTbCA 3aKOHOAABCTBOM KpaiHM MiCUs 3HAXOOKEHHSI
BignosigHoro KoHTponepa.

Where applicable Data Protection Law adopts the New Standard Contractual Clauses as meeting any required
adequacy means as an alternative or update to the Standard Contractual Clauses (2010) then the New
Standard Contractual Clauses shall apply in accordance with Section 8.3.

AKWwo B YMHHOMY 3akoHi Mpo 3axMcT gaHmx HoBi cTaHgapTHi AOroBipHi MOMOXEHHS NPUIHATO SK Taki, Lo
3abesneyytoTb 060B’A3KOBI BiANOBIAHI 3ax0au siK anbTepHaTuBy abo oHoBneHHa Ao CTaHAapTHUX AOrOBIPHMX
nonoxeHb (2010), BignosiaHo ao Po3ainy 8.3 uiei Yroan matoTb 3actocoByBaTucs HoBi cTaHaapTHI AOrOBIipHI
MONOXEHHS.

Applicability of New Standard Contractual Clauses
3acTocoBHiCTb HOBMX CTaHOAPTHMX AOTOBIPHMX NOMOXEHb

The following shall apply with effect from 27 September 2021 and shall solely apply in respect of New SCC
Relevant Transfers:

3 27 BepecHa 2021 poky BUMKMIOYHO WOAO TpaHcdepiB lMepcoHanbHMX AaHux, AKi nignaraloTts HoBuMm
CrtaHgapTHUM LOrOBIPHUM MOSIOXEHHSIM, 3aCTOCYBaTUMYTbCS HaBeAEHi HUXXYE MOMNOXEHHS.

Where SAP is not located in a Third Country and acts as a data exporter, SAP (or SAP SE on its behalf) has
entered into the New Standard Contractual Clauses with each Subprocessor as the data importer. Module 3
(Processor to Processor) of the New Standard Contractual Clauses shall apply to such New SCC Relevant
Transfers.

Akwo komnaHito SAP He poawmilleHo B TpeTit kpaiHi 11 BOoHa die sik ekcrniopTep aaHux, SAP (abo SAP SE Big
il imeHi) nignucye HoBi ctaHaapTHi AOTroBipHI NONOXEHHA 3 kKoXkHuM CyOniapsaAHUKOM SK iMNOPTEPOM AaHUX.
[o TpaHcoepiB NepcoHanbHUX ganux, aki nignaratote HoBum CTaHgapTHUM OOrOBIPHUM MOSIOXKEHHSIM Mae
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8.3.1.2.

8.3.2.

8.3.3.

8.3.4.

8.4.

3actocoByBatucss Mogyne 3 (TpaHcdpep Big OO6pobHuKka (po3nopsigHVMKa MepcoHanbHUX AaHuX) A0
O6pobHuKa (po3nopsgHMKa NepcoHanbHUX AaHnx)) HoBux ctaHgapTHUX OOrOBIPHUX MONOXEHb.

Where SAP is located in a Third Country:
Ao komnaHito SAP po3awmilleHo B TpeTin kpaiHi:

SAP and Customer hereby enter into the New Standard Contractual Clauses with Customer as the data
exporter and SAP as the data importer which shall apply as follows:

KomnaHis SAP Ta 3aMOBHUK MiaNUCyHOTh 3rigHO 3 MM JOKYMeHTOM HoBi cTaH4apTHI 4OrOBIpHi MOMOXEHHS, y
AKMX 3aMOBHUK — Lie ekcnopTep AaHux, a SAP — imnopTtep AaHux. Lli nonoxeHHs 3acTOCOBYIOTLCA B TakOMy
NOPSAAKY:

a) Module 2 (Controller to Processor) shall apply where Customer is a Controller; and

Mopgynb 2 (TpaHcdep Big KoHTponepa go O6po6HMKa) 3aCTOCOBYETLCS Y BUNAAKax A€ 3aMOBHUK — Lie
KoHTponep; Ta

b) Module 3 (Processor to Processor) shall apply where Customer is a Processor. Where Customer act as
Processor under Module 3 (Processor to Processor) of the New Standard Contractual Clauses, SAP
acknowledges that Customer acts as Processor under the instructions of its Controller(s).

Mopgynb 3 (TpaHcdep Big O6pobHunka no O6pobHUKa), 3aCTOCOBYETLCA Y BUNaAKaXx, A€ 3aMOBHUK — Lie
O6po6bHuk. Konn 3amosHuk gie sk O6pobHuk 3a Moaynem 3 (TpaHcdep Big O6pobHuka o O6pobHuka)
HoBux ctaHgapTHUX OOrOBipHUX NonoxeHb, SAP BM3Hae, Wo 3aMoBHUK gie sk O6poOHUK BignoBigHO Ao
AopyyeHb (iHCTpyKUin) cBoix KoHTponepis.

Other Controllers or Processors whose use of the SAP Support or Professional Services has been authorized
by Customer under the Agreement may also enter into the New Standard Contractual Clauses with SAP in
the same manner as Customer in accordance with Section 8.3.1.2 8.3.1.2 above. In such case, Customer
enters into the New Standard Contractual Clauses on behalf of the other Controllers or Processors.

IHwi KoHTponepn abo O6GpobHukM, skMuMm 3amoBHMK [03BONMB BukopucToByBatu [Miatpumky SAP a6o
MpodecinHi nocnyru BignoBiaHo A0 Yroau, TakoxX MOXyTb nignucatv Hosi cTaHaapTHI 4OroBipHI NONOXEHHS
3 SAP Tak camo, sk 3amoBHUK, BignosigHo Ao Po3sainy 8.3.1.28.3.1.2, HaBeaeHOro BuLle. Y TakoMy BUMagKy
3amoBHMK nignucye HoBi cTaHaapTHI OOroBipHi MOMOXEHHS Bi4 iMeHi Takux iHwmx KoHTponepiB abo
O6po6HuKiB.

With respect to a New SCC Relevant Transfer, on request from a Data Subject to the Customer, Customer
may make a copy of Module 2 or 3 of the New Standard Contractual Clauses entered into between Customer
and SAP (including the relevant Schedules), available to Data Subjects.

LLlopo TpaHcdepis MepcoHanbHux AaHux, Aki nignaratote HoBum CTaHaapTHUM AOTOBIPHUM MOMOXEHHSIM, Ha
3anuT, HagicnaHuii 3amoBHUKY Cy6’ekToM AaHux, 3amoBHUMK Bnpasi Hagatn ubomy Cy6’ekTy AaHWMX Komito
Mogynsa 2 abo 3 HoBux cTtaHOapTHUX OOrOBIPHUX MOMOXEHb, MiANMCaHOro 3amoBHUKOM i SAP (BKMOYHO 3
BignosigHumu [Jogatkamu).

The governing law of the New Standard Contractual Clauses shall be the law of Germany.

MpaBom, 3acTocoBHMM A0 HOBUX CTaHOApTHMX OOrOBIPHUX NOMOXEHb, Mae byTy Nnpaso Himev4ynHu.
Relation of the Standard Contractual Clauses to the Agreement

38’5130k CTaHOApPTHUX AOTrOBIPHMX MOJIOXEHb 3 YroAo

Nothing in the Agreement shall be construed to prevail over any conflicting clause of the Standard Contractual
Clauses (2010) or the New Standard Contractual Clauses. For the avoidance of doubt, where this DPA further
specifies audit and Subprocessor rules, such specifications also apply in relation to the Standard Contractual
Clauses (2010) and the New Standard Contractual Clauses.

KogHe nomnoxeHHs Yrogn He MoOXe TNyMaynTuca SK MnpiopuTeTHiwe B pasi KOHPMiKTy 3 Oyab-akum
nonoxeHHsiM CTtaHaapTHUX 4oroBipHuX nonoxeHb (2010) abo HoBux cTaHOAapTHUX OOTOBIPHUX MOSOXKEHb.
LLlo6 yHMKHYTM HEMOPO3YMiHb, CiJ YTOYHUTHU, L0 Yy BUNaAKax, konv B Yrodi npo o6pobky gaHnx nepenbadeHi
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8.5.

8.5.1.

8.5.2.

cneuianbHi Npasuna ayguty Ta npaeBuna ans Cy6niapsioHWKIB, BOHW TakoX 3aCTOCOBYHTLCS Y 3B’sI3Ky Ta
pasom 3i CTaHgapTHMMM [OroBipHMMM nonoxeHHamn (2010) i HoBumu ctaHgapTHUMK  [OrOBipHUMUA
NOMOXEHHSAMMU.

Third Party Beneficiary Right under the New Standard Contractual Clauses
MpaBo TpeTboi cTOpoHU sik BeHediliapa 3a HoBMMU cTaHAapTHUMK AOTOBIPHUMM NONOXEHHAMMN

Where Customer is located in a Third Country and acting as a data importer under Module 2 or Module 3 of
the New Standard Contractual Clauses and SAP is acting as Customer’s sub-processor under the applicable
Module, the respective data exporter shall have the following third party beneficiary right:

Axkwo 3amoBHUK nepebyBae B TpeTi kpaiHi Ta Aie sk iMnoptep gaHux 3a Mogynem 2 abo 3 Houx
CTaHOapTHUX [OroBipHUX nonoxeHb, a SAP gie sk Cyb6nigpsagHvuk 3amoBHMKa 3rigHO i3 3aCTOCOBHUM
Mopynewm, y BiANoBigHOro ekcnoptepa AaHnx MaloTb ByTV HaBeAEeHi HXYe NpaBa CTOPOHHLOro HeHediuiapa.

In the event that the Customer has factually disappeared, ceased to exist in law or has become insolvent (in
all cases without a successor entity that has assumed the legal obligations of the Customer by contract or by
operation of law), the respective data exporter shall have the right to terminate the affected Service solely to
the extent that the data exporter’'s Personal Data is processed. In such event, the respective data exporter
also instructs SAP to erase or return the Personal Data.

Y pasi, AKWo 3aMOBHMK PaKTUYHO 3HWK, NPUMWMHMB iCHYBaHHS Ae-tope abo CTaB HennaTtocnpoMOXHUM (i B
KOXHOMY 3 UMX BMMNagKiB He 3anuliMB MpaBOHacCTynHuKa, skui 6epe Ha cebe ropuaunyHi 3060B’A3aHHSA
3amoBHUKa 3a 4OroBOpoM abo Ha niAacTasi 3akoHY), BIANOBIAHWIA eKCNopTep AaHUX Mae MpaBo MPUMUHUTK
BMKOpUCTaHHA Mocnyrn, Ha SKy ue BNMvMBaE, ane BUKITIOYHO TiE MIpOH, Yy SAKiM 34incHI0ETbCA obpobka
MepcoHanbHMX AaHUX LOro ekcnopTepa AaHux. Y Takomy BunafKy BiANOBIAHWIA €KCnopTep AaHUX Takox
3060B’a3ye SAP cTepTn abo noBepHyTH NepcoHanbHi faHi.

DOCUMENTATION; RECORDS OF PROCESSING
OOKYMEHTALIA TA 3AMUCU NMPO OBPOBKY

Each party is responsible for its compliance with its documentation requirements, in particular maintaining
records of processing where required under Data Protection Law. Each party shall reasonably assist the other
party in its documentation requirements, including providing the information the other party needs from it in a
manner reasonably requested by the other party (such as using an electronic system), in order to enable the
other party to comply with any obligations relating to maintaining records of processing.

KoxHa cTopoHa Hece BignoBiAanbHICTb 3a OTPMMAaHHA BUMOr [0 BEAEHHS OOKYMeEHTauii, 30KkpeMa Lwono
BeeHHs 3anuciB Npo o6pobky, SKLLO Lboro BuMarae 3akoH nNpo 3axucT aaHux. KoxHa ctopoHa 3060B’a3aHa
B MeXax po3yMHOro gonomaraTty iHLWiA CTOPOHi B 4OTPMMaHHi BUMOr OO OOKYMeHTaUji, 30kpema HagasaTtu
iHLIM CTOPOHI HeobXigHy 1 iHpopmaLuito Ha it 06rpyHTOBaHMI 3anuT (Hanpuknag, 3a JOMOMOrol €NeKTPOHHOT
cuctemu), Wob BOHA Mana MOXIUBICTb BUKOHATW Oyab-siki CBOi 3000B’si3aHHS LLOAO BEAEHHST 3anucis npo
00po06Ky.

Schedule 1 Description of the Processing
Dopatok 1. Onuc o6po6km

This Schedule 1 applies to describe the Processing of Personal Data for the purposes of the Standard
Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection Law.

Llen Oopatok 1 3actocoByetbcst Ao onucy OBpobkM nepcoHanbHUX OaHux Yy KoHTekcTi CTaHOapTHMX
[oroBipHux nomnoxeHb (2010), HoBux cTtaHAapTHUX OOrOBIPHUX MOMOXEHb | YMHHOrO 3aKOHy NpO 3axucT
[aHUX.
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1.1.

1.1.1.

1.1.2.

1.2.

1.2.1.

1.2.2.

2.1.

A. LIST OF PARTIES

A. CMNUCOK CTOPIH (YYACHUKIB OBPOBKMW)

Under the Standard Contractual Clauses (2010)
BignosigHo no CtaHOapTHUX AOroBipHMX nornoxeHb (2010)
Data Exporter

EkcnopTep gaHux

The data exporter is the Customer who concluded a Software License and Support Agreement and/or Services
Agreement with SAP under which it benefits from SAP Service as described under the relevant Agreement.
The data exporter allows other Controllers to also use the SAP Service, these other Controllers are also data
exporters.

EkcnopTtep gaHux — ue 3amMoBHUK, ki yknas 3 SAP Yrogy npo niueHsyBaHHs Ta NiaTpPUMKy NporpamHoro
3abesneyeHHst Ta (abo) Yrogy npo HagaHHSA MOCnyr, 3riAHO 3 SKOK BiH KopucTyetbed MNMocnyramm SAP sk
onucaHo y BignNoBigHin Yroai. ExkcnopTep AaHux [o3Bonse iHWnM KoHTponepam TakoX BUKOPMCTOBYBaTw
Mocnyrn SAP, a uj iHWwi KoHTponepu Takox BBaXalTbCs ekcrnopTepaMu JaHuX.

Data Importer
IMnopTep AaHmx

SAP and its Subprocessors provide the SAP Service as defined under the relevant Agreement concluded by
the data exporter that includes Standard Contractual Clauses (2010).

KomnaHis SAP T1a ii CybnigpsigHvnku 3 06pobkn aaHux HagaTe MNocnyry SAP, sik BU3Ha4yeHo y BignoBigHin
Yrogi, yknageHin ekcnoptepom AaHux, Wwo mMictuTe CtaHgapTHi AorosipHi nonoxeHHs (2010).

Under the New Standard Contractual Clauses

BignosigHo oo HoBMx cTaHO4apTHMX OOrOBiPHUX NOSNOXEHb
Module 2: Transfer Controller to Processor

Mopgynb 2. MNepepava (TpaHcdep) Big KoHTponepa ao O6pobHuka

Where SAP is located in a Third Country, Customer is the Controller and SAP is the Processor, then Customer
is the data exporter and SAP is the data importer.

Axkwo komnaHis SAP 3HaxoauTtbcs B TpeTin kpaiHi, 3amoBHUK € KoHTponepom, a SAP — O6po6HUKkoM, TO
3aMOBHUK — Lie ekcnopTep AaHux, a SAP — imnopTtep AaHuX.

Module 3: Transfer Processor to Processor
Mopynb 3. TpaHcdep Big O6pobHuka o O6pobHuka

Where SAP is located in a Third Country, Customer is a Processor and SAP is a Processor, then Customer
is the data exporter and SAP is the data importer.

Akwo komnaHia SAP 3HaxoauTecsa B TpeTin kpaiHi, 3amoBHuK € O6pobHukom i SAP Takox O6pobHMKOM, TO
3aMOBHUK — Lie ekcnopTep AaHux, a SAP — iMnopTep OaHuX.

B. DESCRIPTION OF TRANSFER

B. ONUC NEPEOAYI (TPAHC®DEPY)
Data Subjects

Cy0’ekTn gaHux

Unless provided otherwise by the data exporter, transferred Personal Data relates to the following categories
of Data Subjects: employees, contractors, Business Partners or other individuals having Personal Data stored,
transmitted to, made available to, accessed or otherwise processed by the data importer.
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2.2.

2.3.

2.3.1.

2.3.2.

2.4.

24.1.

Akwo ekcnopTep AaHUX He BKa3aB iHWe, nepeaaHi MNMepcoHanbHi AaHi — Ue AaHi Takmx kateropii Cyb’exTis
OaHuX: nNpauiBHUKIB, nigpaaHukie, Oinosux (bisHec) napTHepiB abo iHWWX ¢isnyHKx ocib, MepcoHanbHi AaHi
sKux 36epiratoTbcs, NnepeaatoTbecs abo HagalTbCs iIMNopTepy AaHUX, 06pobnATbLCS iMNopTepoM AaHux abo
[0 9Kux BiH Mae goctyn abo iHWMM YnHOM 0bpobnse ix.

Data Categories

Kateropii gaHux

The transferred Personal Data concerns the following categories of data:

Mig nepegaHumm NepcoHanbHUMKU AaHUMK CRiA PO3YMITU 3a3HayYeHi HXYe KaTeropii 4aHux.

Customer determines the categories of data and/or data fields which could be transferred per SAP Service as
stated in the relevant Agreement. The transferred Personal Data typically relates to the following categories
of data: name, phone numbers, e-mail address, address data, system access / usage / authorization data,
company name, contract data, invoice data, plus any application-specific data transferred by Authorized Users
and may include financial data such as bank account data, credit or debit card data.

3amMoBHUK Bu3Ha4vae kaTeropii gaHux i (abo) nons AaHux, sKi MOXyTb NMepefaBaTUCA B pamKax HafaHHSA
Mocnyr SAP 3rigHo 3 BignosigHow Yrogoto. [Mig nepegaHummn lNMepcoHanbHUMKM AaHMMU 3a3BWYanm cnig
pO3yMiTK Taki KaTeropii gaHux: iM'a, Homepu TenedoHiB, agpeca enekTpoHHOI NowTW, agpecu, AaHi Ang
JOCTyny A0 cucTeMM, i BUKOPUCTaHHA Ta aBTopu3auii B Hill, Ha3Ba KOMMaHii, AaHi AOroBopiB, AaHi paxyHkis,
a TaKoX [OaHi KOHKPETHMX NpUKNagHuX nporpam, nepegaHi ABTOPM3OBaHMMKU KOPUCTYyBadaMu, 30Kpema,
iHaHCOBI AaHi, SIK-0T AaHi Npo 6aHKIBCbKi paxyHKW, AaHi Npo kpeauTHi abo AebeToBi kKapTKu.

Special Data Categories (if agreed)
CneuianbHi kaTeropii 4aHWX (SKWO y3rog»KeHo)

The transferred Personal Data may comprise special categories of personal data set out in the Agreement
(“Sensitive Data”). SAP has taken Technical and Organizational Measures as set out in Schedule 2 to ensure
a level of security appropriate to protect also Sensitive Data.

MepenaHi MepcoHanbHi AaHi MOXyYTb NOAINATUCA Ha 0COGNUBI KaTeropii NepcoHanbHUX AaHKX, nepeabayeHi
uieto Yrogoto (mani — CekpeTHi paHi). KomnaHis SAP Bxuna TexHiYHMX i opraHizauiiHux 3axopfis, §K
3a3HayeHo B [lonatky 2, o6 3abe3neunty HanexHuin piseHb 6e3nekn ans 3axucty CEeKpeTHNX AaHnX.

The transfer of Sensitive Data may trigger the application of the following additional restrictions or safeguards
if necessary to take into consideration the nature of the data and the risk of varying likelihood and severity for
the rights and freedoms of natural persons (if applicable):

Mepenaya CeKkpeTHUX AaHWX MOXe CTaTh MiACTaBOK Ast 3aCTOCYBaHHSI HABEAEHWUX HWDKYe [0OaTKOBUX
obmexeHb abo 3axoaiB 6e3neku, sSIKLWO BOHM HEODXiaHi AN BpaxyBaHHS XapakTepy OaHuX i pU3uKy pisHoi
iMOBIPHOCTi Ta CEpMO3HOCTI y 3B’A3Ky 3 NpaBamMu Ta cBoboaamm isnyHUX ocib (SKLLIO 3aCTOCOBHO), a came:
a) training of personnel;

HaBYaHHSA nepcoHany;
b) encryption of data in transit and at rest;

WwuncppyBaHHs gaHux nig Yac ix nepegaBaHHs Ta NOCTiNHOro 36epiraHHs;
c) system access logging and general data access logging.

JIOryBaHHS (3anuc 40 XXypHany) BiZOMOCTEN Npo AOCTYN A0 CUCTEMU Ta [0 3ararnbHUX AaHUX.

Purposes of the data transfer and further processing; Nature of the processing
Llini nepepavi gaHux ix i noganbLoi 06pobku; xapakrep 06pobku

The transferred Personal Data is subject to the basic processing activities as set out in the Agreement which
may include:
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24.2.

2.4.3.

2.5.

2.6.

2.7.

3 nepepaHumu MNepcoHanbHUMK OaHUMKM BUKOHYKOTLCS Ga3oBi onepadii obpobku BignosiaHo Ao Yroaw,
30Kpema:
a) use of Personal Data to provide the SAP Service;
BMKOpUCTaHHs MNMepcoHanbHux gaHnx Ana HaganHsa MNocnyr SAP;
b) storage of Personal Data;
30epiraHHsa MepcoHanbHUX AaHKX;
c) computer processing of Personal Data for data transmission;
KoMm'toTepHa 06pobka MepcoHanbHWX aHuX Ansa nepefadi 4aHux;

d) continuous improvement of service features and functionalities provided as part of the SAP Support or
Professional Service including automation, transaction processing and machine learning; and

€) MOCTilHe BOOCKOHaNeHHs yHKLIN Ta MOXNMBOCTEN, WO HagalTbes B pamkax [Nocnyr nigTpumkmn SAP
abo MNpodecinHnx nocnyr, BKMYa4Yn aBToMaTmaadito, 06pobKy TpaH3akuin Ta MalMHHE HaBYaHHSA; Ta

f)  execution of instructions of Customer in accordance with the Agreement.
BMKOHAHHA AOPYyYeHb (IHCTPYKLin) 3amMOBHYMKa BiANoOBIgHO A0 Yroaw.

Under the Software License and Support Agreement: SAP or its Subprocessors provide support when a
Customer submits a support ticket because the Software is not available or not working as expected. They
answer phone calls and perform basic troubleshooting, and handle support tickets in a tracking system.

3a Yropgow npo niueH3yBaHHA Ta NigTPUMMKY nporpamHoro 3abe3nedqeHHs: komnadis SAP abo i
Cy6niapsagHukm 3 obpobkn AaHWX HagalTb NIATPUMKY, KOnu 3aMOBHUK HaAcunae 3BEPHEHHS OO0 Cnyxou
NiATPUMKKM Yy 3B’'A3KY 3 TUM, Wwo [porpamHe 3abe3neyeHHst HegocTynHe abo He Npautoe HaneXHUM YUMHOM.
Bonu BignosigaloTe Ha TenedoHHi A3BiHKW, BUKOHYKOTb 06a3oBi npouesypu 3 BUMNPaBMEHHS MOMMUIIOK i
00po6nATL 3BEPHEHHSA A0 CNY>XOU NIATPMMKU B CUCTEMI BiACTEXEHHS

Under the applicable Services Agreement for Professional Services: SAP or its Subprocessors provide
Services subject to the Order Form Services and the applicable Scope Document.

3a BignosigHot Yrogot npo HagaHHsA MNpodeciiinx nocnyr: koMmnaHis SAP abo ii CybniapsaaHukm 3 06po6km
JaHux HagatoTb Nocnyru, wo perynoTbea [JoroBopom npo HagaHHA [podeciiHux nocnyr, 3oKpema noro
popatkom «O6car nocnyr».

Additional description in respect of the New Standard Contractual Clauses
[opnaTtkoBuii onuc, Wo CTOCyeTbCs HOBMX CTaHOApTHUX AOrOBIpHMX MOSOXEHb
Applicable Modules of the New Standard Contractual Clauses

3acTocoBHi Mogyni HoBrx cTaHAapTHNX AOrOBIPHMX NOMNOXEHb

a) Module 2: Transfer Controller to Processor

Mopynb 2. TpaHcdep Big KoHTponepa go O6pobHuka
b) Module 3: Transfer Processor to Processor

Mopynb 3. TpaHcdep Big O6pobHuka o O6pobHuka

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis):
YacTtoTa TpaHcdepiB (Hanpukniag, ogHOpa3oBo abo MOCTilHO).

Transfers shall be made on a continuous basis.

TpaHcdep Mae 34iicHIBaTUCS NOCTINHO.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period:

Mepiog, npoTtaArom sikoro 36epiraTMMyTbCs MEepCcoHanbHi AaHi, abo, AKWO Le HEMOXIMBO, YMOBM Ans
BM3HAYEHHSI LibOro nepioay:
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2.8.

3.1.

3.1.1.

3.1.2.

3.2.

Personal Data shall be retained for the duration of the Agreement and subject to Section 5 of the DPA.

MepcoHanbHi AaHi MatloTb 36epiraTMcs NPoTAroM Aii Yroam, Ta HUX TakoxX NoLUMpoeTbes ais Posginy 5 Yroam
npo o6pobky AaHuX.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing:

Ons tpaHcdepiB o 06pobHukiB (cybniapsaaHukiB) NOTPIOHO TakoX yka3atu npegmeTHy obnacTtb, xapakTep i
TpuBanicte 06pobku.

In respect of the New Standard Contractual Clauses, transfers to Subprocessors shall be on the same basis
as set out in the DPA.

3rigHo 3 HoBMMM cTaHOApTHMMM JOrOBIPHUMM MOMOXEHHAMW TpaHcdep pno CybnigpsgoHukie mae
3[iMicHIOBaTMCA Ha TKX NigcTaBax, siki 3a3HadveHi B Yrogi npo o6pobky aaHux.

C. COMPETENT SUPERVISORY AUTHORITY

B. YNOBHOBAXEHWW HArNAOOBUA OPIAH

In respect of the New Standard Contractual Clauses:

Y 3B’a3ky 3 HoBvMK cTaHgapTHUMM AOrOBIPHUMM NMOMOXEHHAMM:
Module 2: Transfer Controller to Processor

Mopynb 2. TpaHcdep Bia KoHTponepa go O6pobHuka

Module 3: Transfer Processor to Processor

Mopgynb 3. TpaHcdep Big O6pobHuka o O6pobHuka

Where Customer is the data exporter, the supervisory authority shall be the competent supervisory authority
that has supervision over the Customer in accordance with Clause 13 of the New Standard Contractual
Clauses.

Akwo 3amMOBHWK — Lie ekcriopTep AaHuX, HarnsaoBOl iHCTaHLiEl Mae 6yTu ynoBHOBaXXeHW Harnsi4oBun
opraH, Lo KOHTponoe 3amoBHMKa BignosigHo Ao MNonoxeHHs 13 HoBMx cTaHOAPTHUX AOrOBIPHUX MOJIOXKEHb.

Schedule 2 Technical and Organizational Measures
DopaTok 2. TexHi4Hi 1 opraHi3auinHi 3axogun

This Schedule 2 applies to describe the applicable technical and organizational measures for the purposes of
the Standard Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection
Law.

Llen Oopatok 2 3acTOCOBYETbLCA OO0 BIAMOBIAHMX TEXHIYHUX i opraHisauiiHux 3axofiB (TO3) y KOHTEKCTI
CraHpapTHux foroBipHux nonoxeHb (2010), HoBux cTtaHoapTHMX OOTOBIPHUX MOMOXEHb i YUHHOrO 3aKoHy
Npo 3aXUCT OaHuX.

SAP will apply and maintain the Technical and Organizational Measures.

KomnaHiss SAP 3acTocoByBaTuMe 11 3abe3nevye TexHiyHi 1 oprarisadinHi 3axoan (TO3).
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