PERSONAL DATA PROCESSING AGREEMENT

FOR SAP SUPPORT AND PROFESSIONAL SERVICES

1.2

1.3

1.4

BACKGROUND

Purpose and Application. This document ("DPA") is
incorporated into the Agreement and forms part of a
written (including in electronic form) contract between
SAP and Customer. This DPA applies to Personal Data
provided by Customer and each Data Controller in
connection with the performance of the SAP services
as set out in the relevant Agreement/Order Form
("SAP Service(s)”) to which is attached the present
DPA which may include:

(a) SAP Support as defined in the Software
License and Support Agreement/Order Form;
and/or

(b) Professional Services as described in the SAP

Services Agreement/Order Form concluded
between SAP and the Customer (“Services
Agreement”).

Structure. Appendices 1 and 2 are incorporated into
and form part of this DPA. They set out the agreed
subject-matter, the nature and purpose of the
processing, the type of Personal Data, the categories
of data, the data subjects and the applicable technical
and organizational measures.

GDPR. SAP and Customer agree that it is each party’s
responsibility to review and adopt requirements
imposed on Controllers and Processors by the General
Data Protection Regulation 2016/679 (*GDPR"), in
particular with regards to Articles 28 and 32 to 36 of
the GDPR, if and to the extent applicable to Personal
Data of Customer/Controllers that is processed under
the DPA. For illustration purposes, Appendix 3 lists the
relevant GDPR requirements and the corresponding
sections in this DPA.

Governance. SAP acts as a Processor and Customer
and those entities that it permits to include Personal
Data in systems accessible by SAP when performing
the SAP Service act as Controllers under the DPA.
Customer acts as a single point of contact and is solely
responsible for obtaining any relevant authorizations,
consents and permissions for the processing of
Personal Data in accordance with this DPA, including,
where applicable approval by Controllers to use SAP
as a Processor. Where authorizations, consent,
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YrogA nrPo OsPOBKY NEPCOHAJIbHUX AAHUX
ANA Nocnyr 3 NIATPUMKUN TA MPODECIAHUX

1.2

1.3

1.4

nocnyr SAP
3ATAJIbHA IHOOPMALIA

Uinb
LbOMY [AOKYMEHTI

Ta 3acToCyBaHHSA. YMOBM, WO MIiCTATbCA B
(mani - «»Yropga npo o6po6ky
nepcoHasIbHUX [aHUX), € YacTUHOKW Yroaum Ta
JoroBopy B nucbMoBiM (B TOMY u4ucni, B
€neKTpoHHINn)dopMi Mixx SAP Ta 3aMOBHMKOM. LS
Yrogpa npo 06pobky nepcoHanbHUX OaHUX
3aCTOCOBYETbCA A0 BigHOCMH CTOpiH 3 06pobku
MepcoHanbHUX JAaHMX Yy 3B'A3KY 3 HagaHHAM NOCAyr
SAP, dK 3a3Ha4deHO Yy BiANOBiAHIK Yroai/Qorosopi
(pani - «Mocnyrmn SAP»), oo sakoi goaa€Tbcs us Yroaa
npo o06pobKy nepcoHanbHUX AaHMUX. 3a3HauJeHi
Mocnyrn SAP MOXyTb BKIOYaTh B cebe:

(a) nMocnyrm SAP 3 niatpumku SAP BignosigHoO A0
Yrogw/Qorosopy Npo HajaHHA npaB Ha
BMKOPUCTAHHSA Ta HaAaHHS NoCcnyr 3 NigTPUMKM

nporpamMHoro 3abe3nedeHHs Ta/abo;

(b) npodecinHi nocnyru, o onucaHi B
Yroai/[orogopi npo HagaHHa nocnyr SAP,
yknageHbv ™ix SAP Ta 3amoBHukoM (mani -

«[loroBip Npo HagaHHSA Mocnyr»).

CrpykTtypa. Jogatok 1 Ta [loaatok 2 BKIOYAOTLCS 40
cknaay uiei Yroam npo o6pobky nepcoHanbHUX AaHuX
Ta € il HEBIA'EMHOK YACTUHOW. . Y HMX BM3HAYAETbLCA
npeamMeTr, Xxapaktep i Meta  06pobku, TMN
lMepcoHanbHUX AaHuX, KaTteropii cyb’ekTiB AaHMX Ta
BiAMOBiAHI TEXHIYHI M opraHi3auinHi 3axoau.

3arasibHMA perjnaMeHT npo 3axXUCT AaHUxX
(GDPR). SAP Ta 3aMOBHMK MOroAXyTbCSA 3 TUM, LWO
KOXHa CTOPOHa Hece BiAMNOBiAaNbHICTb 3@ NepeBipKy
Ta NPpUMHATTSA BMMOr, WO npea’sasneHi 4o OnepaTopis i
O6pobHUKIB 3rigHO i3 3aranbHWUM pernaMmeHToM npo
3axuct paHmx 2016/679 (pani - «3aranbHum
pernaMeHT npo 3axuMct paaHux» «GDPR»),
30KpeMa Yy 3B'A3Ky 3 Moro cratramm 28 i 32-36
3a3HAYeHOro persiaMeHTy, SKWO Le 3aCTOCOBYETbCSH
(ta B TN Mipi, y 9€Kihi BOHM 3aCTOCOBHI) A0
MepcoHanbHUX paHux 3amoBHMKa abo OnepaTtopis,
aKi obpobnstTbca 3rigHo 3 Yrogokw npo o6pobky
nepcoHanbHUX JaHnx. B gakocTi innocTpadii B
JOopatky 3 rnepepaxosaHi BiANOBiAHI BMMOIU
3aranbHOro pernameHTy NMpo 3axXMCT AaHuX i BiaNnoBigHi
po34inu uiei Yroam npo o6pobky nepcoHanbHUX AaHUX.

MpuHUMNM nNpaBOBOro perysBaHHA. 3a Ui€
Yrogoto npo 06pobky nepcoHanbHUX  AgaHumx SAP
Buctynae B poni O6pobHMka, a 3aMOBHMK Ta Ti
IOpUANYHI  0cobu, AKMM BiH [A03BOJISE HajdaBaTu
lMepcoHanbHi AaHi B cuctemMun, aoctynHi SAP nig vac
HajaHHSA Mocnyr  SAP, BuctynawTb B SAKOCTI
OnepaTopiB. 3aMOBHWK BUCTYMAE B SKOCTi €AWUHOI
KOHTaKTHOI ocobu Ta 04HOO0Ci6HO Hece
BiAMOBIAabHICTb 3a OTPUMAHHSA 6yab-aKkux
BiANOBIAHNX MOBHOBAaXeHb, 3ro4 i A03BOJIB Ha
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2.2

instructions or permissions are provided by Customer
these are provided not only on behalf of the Customer
but also on behalf of any other Controller. Where SAP
informs or gives notice to Customer, such information
or notice is deemed received by those Controllers
permitted by Customer to include Personal Data and it
is Customer’s responsibility to forward such
information and notices to the relevant Controllers.

SECURITY OF PROCESSING

Appropriate Technical and Organizational
Measures. SAP has implemented and will apply the
technical and organizational measures set forth in
Appendix 2. Customer has reviewed such measures
and agrees that the measures are appropriate taking
into account the state of the art, the costs of
implementation, nature, scope, context and purposes
of the processing of Personal Data.

Appendix 2 applies only to the extent that such SAP
Services are performed on or from SAP premises. In
the case where SAP is performing SAP Services on the
Customer’s premises and SAP is given access to
Customer’s systems and data, SAP shall comply with
Customer’s reasonable administrative, technical, and
physical conditions to protect such data and guard
against unauthorized access. In connection with any
access to Customer’s system and data, Customer
shall be responsible for providing SAP personnel with
user authorizations and passwords to access its
systems and revoking such authorizations and
terminating such access, as Customer deems
appropriate from time to time. Customer shall not
grant SAP access to Licensee systems or personal
information (of Customer or any third party) unless
such access is essential for the performance of SAP
Services. Customer shall not store any Personal Data
in non-production environments.

Changes. SAP applies the technical and
organizational measures set forth in Appendix 2 to
SAP’s entire customer base receiving the same SAP
Service. SAP may change the measures set out in
Appendix 2 at any time without notice so long as it
maintains a comparable or better level of security.
Individual measures may be replaced by new
measures that serve the same purpose without
diminishing the security level protecting Personal
Data.

SAP OBLIGATIONS

Instructions from Customer. SAP will process
Personal Data only in accordance with documented
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2.2

06pobky [lMepcoHanbHMX AaHWMX BiAMOBIAHO A0 Ui€el
Yrogn npo 06pobky nepcoHanbHUX OaHUX,
BK/lOYAKOUM, Yy BIiAMOBIAHUX BUNagkax, OTPUMAHHSA
3roan Big OnepaTopiB Ha 3anydyeHHs SAP 4k
O6pobHuka. Y Bunagky, Koam 3aMOBHWUK HaAdae€
NMOBHOBAXEHHS, 3roan, iHCTpyKUii abo [03B0OAN, BOHM
HaAalTbCsA HE Nuuwe Big iMeHi caMoro 3aMoBHMKa, ane
TakoxX BiA iMeHi Bcix ro iHwuxOnepaTtopiB. Y TuUX
BMNaakax, konm SAP iHdopmMmye abo nosigoMnsie
3aMoBHMKaa, Taka iHdopmauia abo noBigoOMNEHHSN
BBaXalTbCA OTpUMaHUMM TUMM OnepatopamMu, SAKUM
3aMOBHUMK A03BOSIMB BKAKOWATKU [lepcoHanbHi AaHi, i
3aMOBHUWK Hece BiAMNOBiAaNbHICTL 3@ nepegadvy Takoi
iHpopMauii Ta noBigomMneHb BignoBigHMM OnepaTopam.

BE3MNEKA OBPOBKM

HanexxHi TexHiuHi W opraHisauinHi
KomnaHis SAP BnpoBaguna © 3acTtocoByBaTuMme
TEeXHiIYHi Ta opraHisauinHi 3axoan, HaBeAeHi B
OopaTtky 2. 3aMOBHMK nMepeBipuB Taki 3axoan W
MOroAXXYETbCS, LLO BOHM € HANEXHMMWN 3 ypaxyBaHHAM
Cy4YaCHOro piBHS pO3BUTKY HAayKW Ta TeXHiKW, BUTpaT
Ha BMNPOBAaAXXEHHS, XapakTepy, 06cary, KOHTEeKCTy Ta
uiner obpobkun NepcoHanbHUX AaHUX.

3axoaun.

[opaTok 2 3aCTOCOBYETbLCA NuWe y TUX BUNagkax,
Konu Taki Nocnyru SAP HagaoTbcsa Ha Teputopii SAP
abo 3 TepuTopii SAP. Y ToMy Bunaaky, konn SAP Hagae
Mocnyrn SAP Ha TepuTopii 3aMoBHUKaTa KnieHT Hagjae

SAP poctyn Ao CBOiX cucteM i pgaHux, SAP
3060B'A3y€eTbCA  AOTPUMYBaTUCA  BCIX  PO3YMHUX
AAMIHICTPATUBHUX, TEXHIYHUX | @Qi3nyHux ymoB

3aMoBHMKaA, WO6 3aXNCTUTK TaKi AaHi 1 ybeaneunTu ix
Bi4 HECAHKLIiOHOBAHOro A0CTyny. Y 3B'A3Ky 3 UMM A0
o60B’A3KiB 3aMOBHMKaA BXOAUTb HaAaHHS
cniBpobiTHMKkamM SAP  noBHOBaxeHb | naponis
KOpUCTYyBadiB, KOTpi HeobXigHiI Ans AocTyny A0 CBOiX
CUCTEM, a TaKoX BiAryK TaKuX MNOBHOBaXeHb i
NMPUMNWHEHHS TaKoro AOoCTyny B nNepiogn , KOIu
3aMOBHUK BBaXaTuUMe Le 3a NoTpibHe. 3aMOBHUK He
Haja€e KomnaHii SAP npaBo [AoCTyny A0 CUCTEM
JliueHsiaTa Ta ocobuctux Bigomocren (3amMoBHMKa abo
6yab-AKoi TpeTboi 0cobun), AKWO TakMin AOCTYyn He €
HeobxigHUM ans HagaHHA MNocnyr SAP. 3aMOBHUK He
noBuHeH 36epiratn xogHuUX lMepcoHanbHUX AAaHUX Y
HENpPOAYKTMBHOMY CepefoBULLi.

3MiHn. SAP 3acToCcOBYE TEexHiYHi ¥ opraHisauinHi
3axoan, BUknageHi B lonaTtky 2, Ao BCi€i 6a3n KNieEHTIB
SAP, Wwo oTpuMytoTb Taky lMocnyry SAP. SAP Moxe B
6yab-aknii yac 6e3 nonepeaHbOro MOBIAOMAEHHS
3MIHWUTK 3axoau, BUKNageHi B [loaaTky 2, SKWO BOHU
3abe3neyyloTb LWOHAMMEHLWe Takui CaMWin  piBEHb
3axucty. Okpemi 3axoauM MOXyTb O6yTu 3aMiHeHi
HOBMMM 3axo4aMu, SKi CNyryoTb Takilh camiii MeTi, He
3MEHLUYIUM pPiBHSA 3aXUCTy [lepcoHanbHUX AaHuX.

30B0OB'ABAHHSA SAP

BiAa 3aMOBHMKA.
OaHi nvuwe

IHcTpyKUii
MepcoHanbHi

SAP ob6pobnatume
BiANOBIAHO Ao
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3.2

3.3

3.4

3.5

instructions from Customer. The Agreement (including
this DPA) constitutes such documented initial
instructions and Customer may provide further
instructions during the performance of the SAP
Service. SAP will use reasonable efforts to follow any
other Customer instructions, as long as they are
required by Data Protection Law, technically feasible
and do not require changes to the performance of the
SAP Service. If any of the before-mentioned
exceptions apply, or SAP otherwise cannot comply
with an instruction or is of the opinion that an
instruction infringes Data Protection Law, SAP will
immediately notify Customer (email permitted).

Processing on Legal Requirement. SAP may also
process Personal Data where required to do so by
applicable law. In such a case, SAP shall inform
Customer of that legal requirement before processing
unless that law prohibits such information on
important grounds of public interest.

Personnel. To process Personal Data, SAP and its
Subprocessors shall only grant access to authorized
personnel who have committed themselves to
confidentiality. SAP and its Subprocessors will
regularly train personnel having access to Personal
Data in applicable data security and data privacy
measures.

Cooperation. At Customer’s request, SAP will
reasonably cooperate with Customer and Controllers
in dealing with requests from Data Subjects or
regulatory authorities regarding SAP’s processing of
Personal Data or any Personal Data Breach. SAP shall
notify the Customer as soon as reasonably practical
about any request it has received from a Data Subject
in relation to the Personal Data processing, without
itself responding to such request without Customer’s
further instructions, if applicable. SAP will correct or
remove any Personal Data in SAP’s possession (if
any), or restrict its processing, in accordance with the
Customer’s instruction and Data Protection Law.

Personal Data Breach Notification. SAP will notify
Customer without undue delay after becoming aware
of any Personal Data Breach and provide reasonable
information in its possession to assist Customer to
meet Customer’s obligations to report a Personal Data
Breach as required under Data Protection Law. SAP
may provide such information in phases as it becomes
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3.3

3.4

3.5

AOKYMEHTasIbHO odopMneHnx iHCTpYKLUin Big
3aMoBHMKA. Takow AOKYMEHTaslbHO NiATBEpPAXXEHO
No4YaTKOBOI IHCTPYKLiE BBaXa€ETbCa Yroaa (3okpema
usa Yroga npo 06pobky nepcoHanbHUX AaHUX).
3aMOBHMK MOXe HagasaTW A0AAaTKOBI iHCTPYKUIl nig

yac HagaHHs Mocnyrm SAP. SAP poknage BCiX
pPO3YMHUX 3ycunb, wWob6 poTtpuMyBaTucs 6yab-KMX
iHWKX iHCTpyKLUin 3aMOBHMKa, AKLLO BOHMU

BMMaralTbCs 3aKOHOM MpPO 3aXWUCT AaHuX, TEXHIYHO
npuNycTuMi Ta He BMMarawTb 3MiH Y HagaHHi MNocnyru

SAP. Axkwo 3aCTOCOBYETbLCSH 6yab-akui i3
BULLLEHABEAEHUX BUHATKIB abo KoMnaHia SAP He Mmoxe
OOTPUMYBATUCh  [HCTPYKUIT 3 [HWOI NPUYNHU  4mn

BBaXa€, WO iHCTPYKUIS nNopywye 3akoH Npo 3axucT
nepcoHasnbHUX AAHUX, BOHA HeramHo CNoOBIiCTUTb Npo
Lue 3aMoBHMKaA (A03BOJIEHO €/IeKTPOHHO MOLITO).

O6po6ka, wo 6a3yerTbca Ha BUMOry
3akoHopaBcTBa. SAP Moxe Takox o06pobnatm
[MepcoHanbHi AaHi, AKWO Le BMMaraeTbCs, BiaoNOBiAHO
[0 UYMHHOro 3aKOHOAaBCTBa. Y TaKOMy BuUMagkKy
KoMnaHiss SAP noBuHHa iHhopMyBaTM 3aMOBHMKA NpO
TakKy 3aKOHHY BuMOry nepes o06pobkot, SKLWO
BiANOBiAHNM 3aKOH He 3abopOoHSsE Take iHpOopMYyBaHHS
3 BaXMMBWUX TMPUYMH, NOB'A3aHUX i3 CyCniIbHUM
iHTepecoM.

MepcoHan. [na o06pobku [lepcoHanbHUX  AaHUX
KoMmnaHia SAP Ta ii CybnigpsaHuku 3 06pobkn aaHux
MalTb AO03BONSATU AOCTYN TiSibKM BMNOBHOBAXEHOMY
rnepcoHany, AKNI 3060B’A3aHUM 36epiratn
KOHMiAeHUINHICTb paHux. KomnaHia SAP Ta i
CybnigpssgHukn 3 06pobkn  gaHUX  perynsipHo
HaB4yaTMMyTb NEpcoHas, WO Mae AocTyn Ao
[MepcoHanbHUX p[aHUX, 3aCTOCYBaHHIO BiAMNOBIAHMX
3axoAiB i3 rapaHTyBaHHsS 6e3neKkn Ta 3aXUcTy AaHux.

CniBnpaua. 3a 3anutoM 3amMoBHMKa SAP HapacTb
3amMoBHUKY abo 6yab-akoMmy OnepaTtopy CNpUSIHHA B
06pobui 3anutie 3i ctopoHu Cy6’ekTiB AaHHUX Ta
KOHTPOJIIOOUYNX OpraHiB woao 06pobku MepcoHanbHMX
AaHnx komnaHielo SAP abo 6yab-sikux TllopyleHb
KOHMiAEHUINHOCTIi nepcoHanbHUX AaHux. KoMnaHis
SAP 3060B’A3yeTbCA SKOMOra LWBMALLIE MNOBIAOMNATH
3aMoBHMKa Npo 6yab-KUI 3annT, OTPUMAHUIN HELO Big
Cy6’ekTa gaHux y 3B'A3Ky 3 06pobkoto MNepcoHanbHMX
OaHNX, ane He NOBMHHA BiAMNOBIAATM Ha TakWi 3anuT
6e3 noganblKMX IHCTPYKUIN 3aMOBHWKA,AKLWO LUe
npuHATHO. KomnaHia SAP 6yae Bunpasnaty abo
BMAanaTn 6yab-siki HasiBHI B Hel MNepcoHanbHi aaHi (3a
iX HasBHOCTI) abo obmexyBaTu iXx 06pobKy BiAMNOBIAHO
OO0 IHCTPYKUiIA 3aMOBHMKa Ta 3aKOHYy MNpoO 3axucT
MepcoHanbHUX AaHUX.

MoBinomMneHHs npo MopyweHHA
KOHjiaeHUIAHOCTI NepcoHasibHUX AaHUX.
KomnaHia SAP 6e3 3aliBOi 3aTpuMKM noBigomMnsaTume
3amoBHMKaa npo 6yab-aki gosedeHi Ao i Biaoma
MopylweHHs KOHDIAEHUINHOCTI NepCoHanbHUX AaHUX i
(y m™exax pO3yMHOro) HagacTb HasBHy B Hei
iHbopmauio, wob AoNOMOrTM 3aMOBHWKY BUKOHATU
CBOi 3060B’A3aHHS  WOAO  MOBIAOMJIEHHA  NpoO
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3.6

4.

available. Such notification shall not be interpreted or
construed as an admission of fault or liability by SAP.

Data Protection Impact Assessment. If, pursuant
to Data Protection Law, Customer (or its Controllers)
are required to perform a data protection impact
assessment or prior consultation with a regulator, at
Customer’s request, SAP will provide such documents
as are generally available for the SAP Service (for
example, this DPA, the Agreement, audit reports or
certifications). Any additional assistance shall be
mutually agreed between the Parties.

DATA DELETION

Customer hereby instructs SAP to delete the Personal Data
remaining with SAP (if any) within a reasonable time period
in line with Data Protection Law (not to exceed six months)
once Personal Data is no longer required for execution of
the Agreement, unless applicable law requires retention.

5.

CERTIFICATIONS AND AUDITS

Customer Audit. Customer or its independent third
party auditor reasonably acceptable to SAP (which
shall not include any third party auditors who are
either a competitor of SAP or not suitably qualified or
independent) may audit SAP’s service and support
delivery centers and IT security practices relevant to
Personal Data processed by SAP only if:

(a) SAP has not provided sufficient evidence of its
compliance with the technical and
organizational measures through providing a
certification as to compliance with ISO 27001
or other standards (scope as defined in the
certificate). Certifications are available under:
https://www.sap.com/corporate/en/company/
quality.html#certificates or upon request if the

certification is not available online; or

A Personal Data Breach has occurred; or

(b)

(c)

An audit is formally requested by Customer’s
data protection authority; or

(d) Mandatory Data Protection Law provides
Customer with a direct audit right and provided

that Customer shall only audit once in any
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4.

LUnM 3aMOBHUMK
3anuwKosi [lepcoHanbHi

MopyLlweHHA KOHMIAEHUIMHOCTI NepcoHanbHUX AaHUX
BiANOBIAHO A0 3aKOHY MNpO 3axMUCT MNepCoHaNbHUX
AaHmx. SAP Moxe HagaBaTu Taky iHdopMauito
MnOCTynoBO, KOAWM BOHa CTa€E [oCTynHow. Take
NOBiAOM/IEHHS He MoXxe iHTepnpeTyBatucb abo
TNYMaunTMCa K BU3HAHHA  MOMUIKMK abo
BiANOBIAANbLHOCTI 3i CTOpoHM SAP.

OuiHKa BN/IMBY Ha 3aXMUCT NepcoHasibHUX AaHUX.
Axkwo BiANOBiAHO o 3aKOHYy npo 3axucT
NnepcoHasnbHUX AaHuxX 3aMOBHUK (abo t1ioro
OnepaTtopu) 3060B‘A3aHWUI  34IACHIOBATU  OLIHKY
BMN/IMBY Ha 3axXUCT MNepcoHanbHUX paHux abo
NpoOBOAUTM NONEPEAHIO KOHCY/bTaLUio 3 peryiaTOpHUM
opraHoMm, KoMnaHis SAP Ha BuMOry 3aMOBHMKa
HafacTb BiANOBIAHI AJOKYMEHTH, WO 3a3BMYain AOCTYMNHI
ansa Mocnyrmn SAP (Hanpuknag, uto Yroga npo o6pobky
rnepcoHanbHUX AaHux, Yroay, ayaAuTOpPCbKi 3BiTU uun
ceptudikatn). byab-gka popatkoBa AONOMOra Mae€
B3a€EMHO y3roaxysatucsa CTopoHaMmu.

BUAANNEHHA OAHUX

SAP BuaansatTn HasiBHi B Hei
OaHi (AKWO BOHM €) NpOTHAroM

nopydae

pPO3yMHOro nepioay 4vacy BignoBiAHO A0 3aKOHY MNPO 3axuCT
rnepcoHasnbHMX AaHUX (He Mi3Hiwe HiX 4Yyepe3 WicTb MicsuiB)
nicns Toro, sk lNepcoHanbHi AaHi CTaHyTb HENOTPiGHUMK Ans
BMKOHaHHSA Yroau, 3a BUHATKOM BUMNAaAKiB, KONM BOHU MaloTb
36epiraTncs foswe BiANOBIAHO A0 YMHHOIMO 3aKOHOA4ABCTBA.

5.
5.1

CEPTU®IKATUN TA AYAOUTHU

AyanTt 3aMoBHMKA. 3aMOBHMK abo MOro CTOPOHHIN
ayamTop, Sk 06rpyHTOBaHO 3a40BOJIbHAE KOMMNaHito
SAP (kOOeH CTOpOHHI ayauTtop He Moxe 6yTu
KOHKYpeHTOM SAP, He MaTun HanexHoi kBanidikauii abo
He BiAMOBIAATM BMMOram A0 HEe3anexHocTi), Moxe
npoBoauTM ayaut Tllocnyrm 1 UeHTpiB HaAaHHSA
niaTpumMmkn  SAP, a TakoX nepeBipATM MeToaum
3abe3neveHHs iHopMauiiHOi 6e3nekn, wo
3aCTOCOBYIOTLCA A0 [lepcoHanbHUX AaHux, SKi
06pobnstoTbea SAP, nuwe AKwo:

(a) «komnaHiga SAP He Hapana AOCTaTHIX AOKas3iB iX
BigNOBiAHOCTI BMMOramMm A0 TEeXHiYHuUx i
OpraHisauimHuxX 3axoAiB LWAAXOM OTPUMAHHSA
cepTtudgikarta BiANOBIAHOCTI CTaHgapTy
ISO 27001 a6o iHwuM cTtaHpgapTam (B 06casi,
BU3HayeHOMY B cepTudikaTi); cepTudikatm
OOCTYMHI 3a aZpecoro
https://www.sap.com/corporate/en/company/
quality.html#certificates abo 3a 3annuTom, AKLLO
cepTudikauis yepes IHTEepHET HeAOoCTyMNHa;

KOH®IiAEHUINHOCTI

(b)

Mano Micue TlopyLlUeHHs
NepcoHanbHUX AaHMUX;

(c) opraH i3 3axucty nepcoHanbHMUX AaHUX Ha
CTOpPOHi 3aMOBHMKa Hajicnas oiuiiHWn 3annT

Ha NPOBEAEHHS ayauTy;

(d) o6oB’a3k0BMIN 3aKOH NPO 3aXMUCT NepcoHanbHUX
AaHuX Hajae 3aMoBHUKY 6e3nocepefHe npaso

Ha nMNpoBeAEHHA ayaAuTy Ta nepe.q6aqa€, o
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5.2

5.3

5.4

twelve month period unless mandatory Data
Protection Law requires more frequent audits.

Other Controller Audit. Any other Controller may
audit SAP’s control environment and security practices
relevant to Personal Data processed by SAP in line with
Section 5.1 only if any of the cases set out in Section
5.1 applies to such other Controller. Such audit must
be undertaken through and by Customer as set out in
Section 5.1 unless the audit must be undertaken by
the other Controller itself under Data Protection Law.
If several Controllers whose Personal Data is
processed by SAP on the basis of the Agreement
require an audit, Customer shall use all reasonable
means to combine the audits and to avoid multiple
audits.

Scope of Audit. Customer shall provide at least sixty
days advance notice of any audit unless mandatory
Data Protection Law or a competent data protection
authority requires shorter notice. The frequency, time
frame and scope of any audits shall be mutually
agreed between the parties acting reasonably and in
good faith. Customer audits shall be limited to remote
audits where possible. If an on-site audit is
mandatory, it shall not exceed one business day.
Beyond such restrictions, the parties will use current
certifications or other audit reports to avoid or
minimize repetitive audits. Customer shall provide the
results of any audit to SAP.

Cost of Audits. Customer shall bear the costs of any
audit unless such audit reveals a material breach by
SAP of this DPA, then SAP shall bear its own expenses
of an audit. If an audit determines that SAP has
breached its obligations under the DPA, SAP will
promptly remedy the breach at its own cost.

SUBPROCESSORS

Permitted Use. SAP is granted a general
authorization to subcontract the processing of
Personal Data to Subprocessors, provided that:

(a) SAP or SAP SE on its behalf shall engage

Subprocessors under a written (including in

SAP Confidential

Data Processing Agreement for SAP Support and Professional Services (DUAL) ukUA.v.9-2018

5.2

5.3

5.4

3aMOBHUK Ma€e npoBOAMTU  ayAUTOPCbKY
nepeBipkKy nuvwe oAWH pa3 npoTtarom 6yab-
AKOro ABaHaAUATUMICAYHOrO nepioay, Kpim
BUMaAKiB, KON Takuii 060B'A3K0BUIM 3aKOH Npo
3aXMCT AaHMX BMUMAra€ 4yacTilloro rnpoBeAeHHs
ayauTy.

Ayant iHWMM OnepatopoM. bByab-skuii  iHWKWN
Onepatop MOXe nepeBipATM cepenoBuLle KOHTPOJIO
Ta MeToAM 3axmucTty SAP, WO 3acTocoBYlOTbCS A4
MepcoHanbHUX AaHux, aki obpobnae SAP, BianosigHo
[0 po3ainy 5.1, nuwe 4KWo A0 UbOro iHWOoro
OnepaTtopa BMKOHYIOTbCA YMOBW, BMWK/AAEHI B
po3gini 5.1. 3rigHo 3 po3ainoM 5.1 Takmn ayamT Mmae
34iCHIOBaATUCA Yyepe3 3aMOBHMKA Ta HMM CaMUM, KpiM
BMNAAKiB, KON uen iHwmn Onepatop Mae€ NpoBOAUTU
MOro CaMOCTiAiHO BiANOBIAHO A0 3aKOHY MpPO 3axucT
nepcoHanbHUX JAaHuX. HAKWO nNpoBeAeHHS ayauTy
BUMaralTb Kisibka OnepaTopis , uuni [NepcoHanbHi AaHi
06pobnsie komnaHia SAP Ha niagctasi Yroam, 3aMOBHUK
Ma€E 3pobutn Bce Moxnmee, wWo6 ob6’egHaTn Taki
ayaAuTU N YHUKHYTKM ix 6araTtopa3soBoro npoBeaeHHs.

06’eM ayaumty. 3aMOBHWMK Ma€ nonepenHbo
noBiaoMNIATM npo 6yAb-SKUIA ayauT LWOHaAMMeHLIe 3a
WicTaecaT AHIB A0 MOro npoBeAeHHS, 3a BUHSATKOM
BMNaAKiB, Konum 060B’A3KOBMIA 3aKOH NpO 3axucT
nepcoHanbHUX AaHmx abo KOMMNeTeHTHWI opraH i3
3aXUCTYy MepPCOHaNbHUX OaHUX BWUMAra€ KoOpOTLIOro
yacy crnosBilweHHs. YacTtoTa, nepioa npoBeAeHHS W
obcsarm 6yab-AKNMX  ayauTiB MaloTb  B3AaEMHO
y3roaXxyBaTmca CTOpoHaMu, wWo 3060B’A3aHi Aiatm
PO3YMHO Ta CYMJIiIHHO. 3a MOXJIMBOCTIi 3aMOBHUK Ma€E
MpoOBOAUTM ayauT NvLLE ANCTaHUiMHO. SAKLWO nepesipka
Mae 060B’A3KOBO MPOBOAMTUCS Ha Micui, BOHa Mae€
TpMBaTK He AoBlle oaHOro poboyoro aHs. Tam, age ui
obMexxeHHs He 3aCTOCOBYIOTbCS, CTOPOHM
BMKOPMCTOBYBATMMYTb MOTOYHI cepTudikatn abo iHwi
3BiTM nNpo ayauT, wob YHUKHYTM NpOBEAEHHS
MOBTOPIOBAHUX ayauTiB abo 3MeHLWWUTU iX KinbKiCTb.
3aMOBHUMK MOBMHEH HaaaTu pe3ynbtatu 6yab-Koro
ayauTy KoMnaHii SAP.

Butpatu Ha ayamnT. 3aMOBHMK Hece BUTpaTth Ha 6yab-
KM ayauT, 3a BMHATKOM BMNaAKiB, KOAM Mig yac
Takoro ayauTty BWSBNEHO CEpUO3HE MOpPYLUEHHS
KoMmnaHieto SAP ui€i Yroan npo 06pobky nepcoHanbHUX
AaHuX, y pasi yoro SAP onnayye cBOi BUTpaTM Ha
NnpoBeAEeHHS ayaAnTy CaMOCTIMHO. AKLWO nig vyac ayauTy
BMSIBIEHO, WO KoMnaHis SAP nopywwna cBoi
3060B'A3aHHSA 3a Yrogoto npo 06pobky nepcoHanbHUX
AaHux, SAP HeraliHO BMNpaBUTb MOPYLWEHHA 3a
BNIACHUI paxyHOK.

cyenigPAAHNKAN 3 OBPOBKUN AAHUX

Ao3BoneHe BUKOPUCTaHHA. SAP Hafa€ETbCS
3arasbHUIA A03BiN Ha yknagaHHsa cybgorosopy npo
06pobky lMepcoHanbHUx gaHux i3 CybnigpsaAHMKOM 3
06pobkn aaHux 3a yMOBM, WO:

(a) SAP abo SAP SE Bia cBoro iMeHi 3anydae
Cy6bniapsgHukis 3 06pobkn gaHMX Ha niacrasi
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(b)

(c)

(d)

electronic form) contract consistent with the
terms of this DPA in relation to the
Subprocessor’s processing of Personal Data.
SAP shall be liable for any breaches by the
Subprocessor in accordance with the terms of
the Agreement;

SAP will evaluate the security, privacy and
confidentiality practices of a Subprocessor prior
to selection to establish that it is capable of
providing the level of protection of Personal
Data required by this DPA;

For SAP Support SAP’s list of Subprocessors in
place on the effective date of the Agreement is
published by SAP (under:
https://support.sap.com/en/my-
support/subprocessors.html) or SAP will make
it available to Customer upon request, including
the name, address and role of each
Subprocessor SAP uses to provide the SAP
Service; and

For Professional Services, SAP will, upon
request of the Customer, make the list available
or identify such subprocessors prior to the start
of the applicable SAP Services.

6.2 New Subprocessors. SAP’s use of Subprocessors is
at its discretion, provided that:

(a)

(b)

SAP will inform Customer in advance of any
intended additions or replacements to the list of
Subprocessors including name, address and
role of the new Subprocessor (i) for SAP
Support - by posting on the SAP Support Portal,
or by email, upon Customer’s registration on
the SAP Portal and (ii) for Professional
Services — by similar posting on the SAP
Support Portal, or by e-mail, or in other written
form;

Customer may object to such changes as set
out in Section 6.3.

6.3 Objections to New Subprocessors.

(a)

SAP_ Support: If Customer has a legitimate
reason under Data Protection Law to object to
the new Subprocessors’ processing of Personal
Data, Customer may terminate the SAP
Support upon written notice to SAP, such notice
to be provided to SAP no later than thirty days
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(b)

(c)

(d)

6.2 Hosi

NMMCbMOBOIro AoroBopy (3o0Kkpema, YKNageHoro B
€N1eKTPOHHIN  OpMi), SKUA Y3roaXyeTbCs 3
yMOBaMu uiei Yroau npo 06pobky
nepcoHanbHUX paHux, y 3B'A3Ky 3 06pobkoto
MepcoHanbHUX AaHMx TakmMm CybnigpsaHUKOM i
Hece BiANOBiAaNbHICTb 3@ 6yAb-gKi NOPYLLIEHHS
CybnigpsaHuka 3 06pobkum gaHnx BignosigHO A0
yMOB Ui€i Yroam;

Bubupatroumn CybnigpsaHnka 3 o6pobku AaHux,
SAP ouiHoBaTUMe 1O0ro Metoam 3abesnedeHHs
HeJO0TOPKaHHOCTI, 6e3neku Ta
KOH®iAEeHUINHOCTI, Wob nepekoHaTMCs B MOro
34aTHOCTI 3abe3neynTn Takmil piBeHb 3aXUCTy
MepcoHanbHUX AaHUX, KU BUMarae us Yroaa
npo o6pobky 0cobucTmx gaHux;

Y Bunaaky [Miatpumkn SAP koMmnaHia SAP
nybnikye cnucok CybniapsaHukiB 3 06pobku
AaHnx SAP, HasiBHMI Ha aaTy HabyTTS YUMHHOCTI
Yroam (3a agpecoto
https://support.sap.com/en/my-
support/subprocessors.html), abo Hagae noro
3aMOBHWKY Ha 3anuT, 3a3HayMBLIN B HbOMY
iMm'al, agpecy Ta ponb KoxHoro CybnigpsaHuka 3
06pobkn paHux, sikoro SAP 3anydae Aans
HagaHHsa Mocnyrn SAP;

y Bunagky [podecinHnx nocnyr, nepw Hix
noYynHaTu HagaHHsa BignosigHux [lMocnyr SAP,
KoMnaHia SAP HapacTtb Ha 3anuT 3aMOBHUKa
cnucok CybnigpsaHukie 3 06pobkn gaHux abo
3a3HauunTb iX iIHWWM YUHOM.

CybnigpapHnkn 3 06po6bkum paHux. SAP

3anyyae CybnigpsgHukie 3 06pobkm gaHux Ha CBin
po3cya 3a YMOBM, WO:

(a)

(b)

SAP iHdopMyBaTMMe 3aMOBHMKA 3a3ganerigb
npo 6yab-siki nepepbayveHi AonoBHeHHs abo
3aMiHn o cnmcky CybnigpaaHukie 3 06pobku
AaHWNX, yKasyouu iM's, agpecy Ta posib HOBOro
CybnigpsaHuka 3 06pobku agaHux, 1) y Bunaaky
MiaTpuMkn SAP — wnaxom nybnikauii AaHUX Ha
MopTani SAP Support Portal abo iHdpopMyBaHHS

€NIeKTPOHHOK  MNOWTOoK  nicna  peectpauii
3aMoBHMKA Ha nopTtani; 2) y Bunaaky
MpodeciniHnx nocnyr - TaKOX LUSIAXOM

nybnikauii gaHmx Ha [Moptani SAP Support
Portal, iHOpMyBaHHA €NEKTPOHHOK MOLITO
abo crnosilweHHs B iHWIN NMCbMOBIN OopMi;

3aMOBHWK MOXe 3anepevyyBaTyM MPOTU TaKMx
3MiH, SIK 3a3Ha4yeHo B po3aini 6.3.

6.3 3anepeueHHsi nNpoTu HoBux Cyb6niapspHukKiIiB 3
06po6kn paHunx.

(a)

MiaTpumMka SAP. Akwo 3rigHO i3 3aKOHOM Mpo
3axuct [llepcoHanbHUX [aHUX 3aMOBHUK Mae
3aKOHHY niacTtasy, wob6 3anepevysBaTyu MpoTw
06pobkn  lNepcoHanbHUX  AaHUX  HOBWUMMU
CybnigpsaHukammn 3 06pobkm gaHmx, 3aMOBHUK
MOXe MPUMNUHUTU KOopucTyBaTuca [igTpuMKoro
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(b)

from the date SAP informs the Customer of the
new Subprocessor. If Customer does not
provide SAP with a notice of termination within
this thirty days period, Customer is deemed to
have accepted the new Subprocessor. Within
the thirty days period from the date of SAP
informing the Customer of the new
Subprocessor, Customer may request that the
parties come together in good faith to discuss a
resolution to the objection. Such discussions
shall not extend the period for providing SAP a
notice of termination and does not affect SAP’s
right to use the new Subprocessor(s) after the
thirty days period.

Professional Services: If Customer has a
legitimate reason under Data Protection Law
that relates to the Subprocessors’ processing of
Personal Data, Customer may object to SAP’s
use of a Subprocessor, by notifying SAP in
writing within five business days of SAP’s
information as per Section 6.2. If Customer
objects to the use of the Subprocessor, the
parties will come together in good faith to
discuss a resolution. SAP may choose to: (i) not
use the Subprocessor or (ii) take the corrective
steps requested by Customer in its objection
and use the Subprocessor. If none of these
options are reasonably possible and Customer
continues to object for a legitimate reason,
either party may terminate the relevant
services on five days’ written notice. If
Customer does not object within five days of
receipt of the notice, Customer is deemed to
have accepted the Subprocessor. If Customer’s
objection remains unresolved thirty days after
it was raised, and SAP has not received any
notice of termination, Customer is deemed to
have accepted the Subprocessor.
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(b)

SAP, nosigoMmBwmn npo ue SAP B NUCbMOBIl
dopMi He Mi3HiWe HiXX Yyepe3 TpUausTb AHIB i3
[aTu, Ko KoMnaHis SAP noiHgopmyBana moro
npo Hoeoro CybnigpsaHmka 3 06pobkn AaHuX.
AKWwo 3aMOBHMK HEe TMOBiAOMUTb SAP npo
NPUNUHEHHS MPOTSArOM LbOro TPUAUATUAEHHOIO
nepiogy, TO BBAXa€TbCs, WO 3aMOBHMK
noroamecs i3 3any4YeHHsM HOBOIO
CybnigpsaHuka 3 o06pobku paHux. lpoTarom
TPUALUATUAEHHOrO nepioay Big Aatv, konu SAP
noiHdopmye 3aMOBHMKa npo HOBOIO
CybnigpsgHuka 3 06pobknM paHuMX, 3aMOBHUK
MOXe BMMaratm CyMJIIHHOMO  MpoBeAeHHS
CNiNIbHOT 3yCTpiYi CTOPiH, Ha SKiN BOHU 3MOXYTb
obrosoputn BUpILLEHHSA npobnem, Lo
CNpUYNHMAM 3anepedveHHs. Taki obroBopeHHs
He MPOAOBXYOTb Mnepiogy, 3a KM 3aMOBHMK
Mae nosigoMnTn SAP Npo MpUNWHEHHS, i He
BNAMBalOTb Ha npaBo SAP 3anyyatn HOBUX
CybnigpsagHukis 3 06pobkn pgaHux nicns
TPUAUATMAEHHOrO nepioay.

MpodeciiHi nocnyrm. SAKWO 3rigHO i3 3aKOHOM
npo 3axucT [lepCoHanbHMX AaHUX 3aMOBHMK
Ma€ 3aKOHHi nigcTaBuM 3anepevyBaTv MNpoOTH
3any4veHHss CybnigpsaHmka 3 06pobkn paHux
KoMnaHieto SAP gnsa o6pobku [MepcoHanbHMUX
[aHUX, BiH  MOX€  CKOpUCTaTMCa  uuM,
cnoBicTMBWK Mpo ue SAP B NUCbMOBIA dopMi
npoTaroMm n’atm poboumx [AHIB i3 MOMEHTY
iHdbopMyBaHHA koMnaHieto SAP BianosigHo Ao
po3ainy 6.2. Akuwo 3aMOBHUK 3anepedvye nNpoTu
3any4veHHs CybnigpsaHunka 3 06pobkn paHux,
CTOpOHM MawTb  A06pOCOBICHO  MpoOBecTH
neperosopn , wob6 obrosoputn cnocobu
BUpilLeHHS uiei npobnemu. SAP Moxe Ha
BnacHui Bnbip 1) He 3anyyatn CybnigpsaHuka
3 06pobkn gaHux abo 2) yxmtn 3axogis Ans
BMMpaBAEeHHSA CcuTyauii, Wo cTana niactaBoto
ONA  3anepeveHHs, BiANOBIiAHO A0 BUMOr
3amMoBHMKaA Ta 3anyuntn CybnigpsaHuka 3
06pobkn gaHnxX. SAKLO XOAEH i3 uMX BapiaHTIB
HEMOXX/IMBO pearnidyBaTu B MeXax pO3yMHOro, a
3aMOBHUK  MNpPOAOBXYE  3arepedyyBaTtM  Ha
3aKOHHMX niactaBax, b6yab-sika CTOpOHa MOXe
NPUNMHUTM  Ail0  yroam npo HaZaHHS
BiANOBIAHWX MOCAYr, CMNOBICTUBWKX Npo ue
MUCbMOBO 3@ N'ATb AHIB. AKWO 3aMOBHWUK He
3anepeyvye MpoTaroM N'aTm AHIB i3 MOMEHTY
OTPUMAHHS CMOBILLEHHS, BBAXa€eTbCs, WO BiH
noroamBecs i3 3any4YeHHsM HOBOIO
CybnigpsaHuka 3 06pobku gaHux. SKo yepes
TPUALUATb AHIB NiCNsA 3anepeyeHHs 3aMOBHUKOM
MPUYMHY TaKOro 3anepeyeHHs YCYHYTU He
BAoanocsd, a kKomnaHia SAP He oTpumana
XKOAHOrO MOBIAOMMIEHHS TMPO MPUMUHEHHS, TO
BBAXAa€ETbCH, WO 3aMOBHUK norogmMecs i3
3anyyeHHaM Hosoro CybnigpsaaHuka 3 06pobkm
LaHUX.
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6.4

7.2

(c) Any termination under this Section 6.3 shall be
deemed to be without fault by either party and

shall be subject to the terms of the Agreement.

Emergency Replacement. SAP may replace a
Subprocessor without advance notice where the
reason for the change is outside of SAP’s reasonable
control and prompt replacement is required for
security or other urgent reasons. In this case, SAP will
inform Customer of the replacement Subprocessor as
soon as possible following its appointment. Section 6.3
applies accordingly.

INTERNATIONAL PROCESSING

Conditions for International Processing. SAP shall
be entitled to process Personal Data, including by
using Subprocessors, in accordance with this DPA
outside the country in which the Customer is located
as permitted under Data Protection Law.

Standard Contractual Clauses. Where (i) Personal
Data of an EEA or Swiss based Controller is processed
in a country outside the EEA, Switzerland and any
country, organization or territory acknowledged by the
European Union as safe country with an adequate level
of data protection under Art. 45 GDPR, or where (ii)
Personal Data of another Controller is processed
internationally and such international processing
requires an adequacy means under the laws of the
country of the Controller and the required adequacy
means can be met by entering into Standard
Contractual Clauses, then:

(a) SAP and Customer enter into the Standard
Contractual Clauses;
(b) Customer enters into the Standard Contractual

Clauses with each relevant Subprocessor as
follows, either (i) Customer joins the Standard
Contractual Clauses entered into by SAP or SAP
SE and the Subprocessor as an independent
owner of rights and obligations ("Accession
Model") or, (ii) the Subprocessor (represented
by SAP) enters into the Standard Contractual
Clauses with Customer ("Power of Attorney
Model"). The Power of Attorney Model shall
apply if and when SAP has expressly confirmed
that a Subprocessor is eligible for it through the
Subprocessor list provided under Section (c) or
(d), or a notice to Customer; and/or

SAP Confidential

Data Processing Agreement for SAP Support and Professional Services (DUAL) ukUA.v.9-2018

6.4

7.2

(c) TMpu uUbOMYy BBAXa€TbCs, WO PO3ipBaHHSA
BiAMOBIAHO A0 LUbOro posainy, BinbyBaeTbcsa He
3 BWHM opaHiei i3 CtopiH Ta BiabyBaeTbca
BiANOBIAHO A0 YMOB Yroau.

ExkcTpeHHa 3amMmiHa. SAP MOXe 3aMiHUTU

CybniagpsigHuka 3 06pobku gaHux 6e3 nonepeaHbOro
CMOBIiWEHHS, SKWO MNpUYMHA 3aMiHM He niafaaEeTbCs
pO3YMHOMY KOHTpONnto SAP W Taka HeranHa 3aMiHa
HeobxigHa 3 MipkyBaHb 6e3neku abo iHWKWX HarasabHUX
npuunH. Y TakoMmy Bunagky SAP noiHdopmye
3aMoBHMKa npo 3aMiHy Cy6bnigpsaHuka 3 o6pobku
AaHUX SKOMOra paHiwe nicns hMoro npusHaveHHs. Kpim
TOro, 3acCTOCOBYBaTUMYTbCHA BiANOBIAHI MOJIOXEHHSA
po3ainy 6.3.

MIDXKHAPOAQHA OBPOBKA OAHUX

YMoBM MDKHapoaHoi o6po6ku paHumx. KomnaHis
SAP BnoBHOBaxeHa 06pobnsaTn [lepcoHanbHi AaHi,
30Kkpema i3 3anydeHHam CybnigpsaaHukis 3 06pobku
AaHuX, BignoBiAHO A0 Uiei Yroan npo o06pobky
nepcoHasnbHUX aHUX 3a MexXaMun KpaiHu nepebyBaHHsA
3aMOBHMKa B MeXax [AO03BOSIEHOro 3akOHOM npo
3aXUCT NEepPCOHaNbHUX AaHUX.

CraHaapTtHi poroBipHi ymoBu. fkuwo 1) OcobucTi
AaHi Onepatopa 3 EBpPONENCbKOIi EKOHOMIYHOI 30HMU
abo LllBenuapii 06pobnatoTbca B KpaiHi 3a Mexamu
€Bponencbkoi ekoHoMiuHoi 30HM abo Lleenuapii, a
Takox 6yab-aKoi KpaiHu, opradizauii un TepuTopii,
BM3HaHOiI €BponeiicbknM Coto30M 6e3neyHor KpaiHow
3 aZleKBaTHWUM piBHEM 3axuUCTy AaHWX BignoBiAHO A0
CTaTTi 45 3aranbHOro pernameHTy Npo 3aXUCT AaHUX,
a TaKoXx akwo 2) MNepcoHanbHi  AaHi  iHwWoro
Onepatopa 06pob6nsTbCA Ha MiXKHApPOAHOMY PiBHI 1
Taka MixkHapogHa o6pobka BMMarae HanexHmx 3acobis
BigMOBiAHO [0 3akoHogaBCTBa KpaiHM OnepaTopa,
3abe3neunTn  AKi  MOXHa WASXOM  NigMMCaHHS
CTaHpapTHUX AOroBipHUX MOJSI0XEHb, 3aCTOCOBYETLCSA
3a3HayeHe HUXYe.

(a) SAP Ta 3amoBHMK nignucytoTb CTaHAapTHI
[OroBipHi YMOBM.
(b) 3amMoBHUMK nignucye CraHAapTHi OOroBipHi

YMOBM 3 KOXHUM BignosigHum CybnigpsaHnkom
3 06pobKM pgaHuMX B OAWMH i3 Takux crnocobis:
1) 3aMoBHMK npueAHYeETbCA A0 CTaHAapTHUX
LOrOBipHUX MOJSIOXEHb, YKNaAeHUX KOMMNaHIE
SAP a6o SAP SE ta CybniapsaHnkoM 3 06pobku
OAHUX, SK He3aneXHWW BNaCHWK npa.B |
3060B’A3aHb (mani - «Mopgenb NpUEOQHAHHS»);
abo 2) 3aMOBHMK CaMOCTIMHO YyK/iajae
CraHpapTHi AOrosipHi ymMoBWM 3 HagaHuMm SAP
Cy6nigpsgHukom 3 06pobku pgaHmx  (gani -
«MogenbaoBsipeHocTi»). Moaenb AOBipeHOCTI
3aCTOCOBYETbCS, AKWO Ta KOAW KoMnaHia SAP
SBHO niaTBepaxye, wo CybnigpsgHuk 3
06pobku AaHnNX BianoBinae BUMOram,
BKJIIOUMBLLM MO0 A0 cnucky CybnigpsaaHukie 3
06pobkun pgaHux, nepeabayeHoro posainom (c)
abo (d), abo cnosicTmBLwM Npo ue KnieHTa.
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(c) Other Controllers who have been authorized by
Customer to include Personal Data under the
Agreement may also enter into Standard
Contractual Clauses with SAP and/or the
relevant Subprocessors in the same manner as
Customer in accordance with Sections 7.2 (a)
and (b) above. In such case, Customer will
enter into the Standard Contractual Clauses on

behalf of the other Controllers.

7.3 Relation of the Standard Contractual Clauses to
the Agreement. Nothing in the Agreement shall be
construed to prevail over any conflicting clause of the
Standard Contractual Clauses. For the avoidance of
doubt, where this DPA further specifies audit and
subprocessor rules in sections 5 and 6, such
specifications also apply in relation to the Standard

Contractual Clauses.

7.4 Governing Law of the Standard Contractual
Clauses. The Standard Contractual Clauses shall be
governed by the law of the country in which the

relevant Controller is incorporated.
8. DOCUMENTATION; RECORDS OF PROCESSING

Each party is responsible for its compliance with its
documentation requirements, in particular maintaining
records of processing where required under Data Protection
Law. Each party shall reasonably assist the other party in its
documentation requirements, including providing the
information the other party needs from it in a manner
reasonably requested by the other party (such as using an
electronic system), in order to enable the other party to
comply with any obligations relating to maintaining records
of processing.

9. DEFINITIONS

Capitalized terms not defined herein will have the meanings
given to them in the Agreement.

9.1 “Authorized Users” means any individual to whom
Customer grants access authorization in compliance
with a SAP software license to use the SAP Service that
is an employee, agent, contractor or representative of
(i) the Customer, (ii) Customer's Affiliates, and/or (iii)
Customer’'s and Customer’s Affiliates” Business
Partners (as defined under the Software License and

Support Agreement).

9.2 "“Controller” means the natural or legal person,
public authority, agency or other body, which alone or
jointly with others, determines the purposes and
means of the processing of Personal Data; for the
purposes of this DPA, where Customer acts as

Processor for another Controller, it shall in relation to
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(c) IHwi Onepatopun, AKMM 3aMOBHWK [03BOJIMB
BkAO4aTM [lepcoHanbHi AaHi BiAnoBigHO A0
Yroom, TakoX MOXyTb nignucatun CraHaapTHi
[orosipHi ymoBu 3 SAP Ta/abo BignoBiaHMMMK
CybnigpsgHMkamMu 3 06pobkn aaHMxX Tak camo,
K 3aMOBHMK, BiANOBIAHO A0 po3Ainis 7.2 (a) i
(b) BMwe. Y TakoMy BunNagky 3aMOBHUK
nianucye CraHaapTHI 4OroBipHi YMOBU Bif, iMeHi
iHWux OnepaTopi..

7.3 3B'a3ok Mixk CraHpgapTHMMM  [OroBipHMMM
ymMoBaMu Ta Yroaoro. XXoaHe nonoXeHHsa Yroam He
MOXe TNyMauuTucs 4K npiopuTeTHiwWe B  pasi
KOHMMIKTY 3 nonoxeHHaM CTaHAapTHUX AOroBipHUX
yMOB. LL06 YHMKHYTM HENOpPO3yMiHb, C/iA YTOYHUTH,
Wo B TUX NYHKTax, Ae B Uin Yroai npo o06pobky
rnepcoHasibHUX AaHUX AOAATKOBO BU3Ha4YeHO npaswuna
npoBeAeHHs ayauTy Ta 3anydeHHs CybniapsagHukis 3
06pobkn paHux (po3ginm 5 i 6), Taki BU3HAUYEHHS
TaKoX 3acTocoByTbcsA A0 CTaHaapTHUX AOroBipHUX
YMOB.

7.4 3acrocoBHe 3aKoHoaaBCTBO B CraHAapTHMX
AOroBipHMX noJsioXKeHb. CraHdapTHi  AOroBipHi
YMOBUM PErynoTbCA 3aKOHOAABCTBOM KpaiHu, ae

3apeecTpoBaHuit BignoBiaHui OnepaTop.

8. AOKYMEHTALIA TA BEAEHHA
OBPOBKM

OBJIIKY

Ko)xHa cTopoHa Hece BiANOBiAANbHICTbL 3a AOTPUMAHHA
BMMOI O BeAeHHS AOKyMeHTauii, 30KpemMa LWoA0 BeAeHHS
06niky npo 06pobKy, AKLWO LUbOro BUMArae 3akoH Npo 3axmucT
nepcoHanbHUX AaHux. KoxHa cTopoHa 3060B’93aHa B Mexax
pPO3YMHOro gonoMaraTy iHWIiN CTOPOHi B AOTPUMaHHI BUMOr
[0 [OKyMeHTaujii, 30KkpemMa HagaBaTu iHWIA CTOPOHI
HeobxigHy i1 iHdopMauito Ha il obrpyHTOBaHMA 3anuT
(Hanpuknag, 3a OOMOMOroK €/1eKTPOHHOI cuctemmn), Wwob
BOHa Mana MOXJ/IMBICTb  BUKOHATU 6yab-ski  cBoi
3060B'A3aHHA WoA0 BeAgeHHSA 06niky npo o6pobky.

9. BU3HAYEHHSA

Bci TepMiHM, HanucaHi 3 BeNuKoi nitTepun, ane He BM3HA4YeHi
B LUbOMY JOKYMEHTI, 3aCTOCOBYIOTbCA B 3Ha4YeHHsAX, WO
BCTAHOB/IEHi B Yrogi.

9.1. «ABTOpM3OBaHi KopuctyBadi» - uUe 6yab-
akadisnyHa ocoba, sika ynoBHOBaXkeHa 3aMOBHWKOM
BigMoOBigHO A0 niueH3ii Ha nporpamHe 3abesnedyeHHs
SAP pnsa BukopuctaHHa T[locnyrm SAP, a came:
npauiBHMKa, areHTa, nigpsgHvka abo npeacTtaBHMKa
1) 3amoBHMKa, 2) noro AdininosaHnx komnaHin i/abo
3) bisHec- napTHepis 3aMoBHMKa Ta moro
AdiniioBaHnx oci6 (BignosigHo po [orosopy npo
HaZlaHHS NpaB Ha BUKOPUCTaAHHA Ta HafJaHHS Nocnyr 3
NiATPUMKKN NpPOrpaMHOro 3abesnedeHHs).

9.2. «Onepartop>» - ue dizmyHa abo topuanyHa ocoba,
Aep>xxaBHUI opraH, 3aknaa abo iHwa opraHisauiq, ska
caMocCTinHO abo cnifibHO 3 iHWWMKM BM3HA4YaE UiNi Ta
3acobu 06pobkun MepcoHanbHMX AaHuX. Ana uinen uiei
Yroam npo o6pobKy nepcoHanbHUX AaHUX Y BUNagKax,

KoAn 3aMOBHMK BWUcTynae B poni O6pobHuka ans
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9.3

9.4

9.5

9.6

9.7

9.8

9.9

SAP be deemed as additional and independent
Controller with the respective controller rights and
obligations under this DPA.

“Data Protection Law” means the applicable
legislation protecting the fundamental rights and
freedoms of persons and their right to privacy with
regard to the processing of Personal Data under the
Agreement (and includes, as far as it concerns the
relationship between the parties regarding the
processing of Personal Data by SAP on behalf of
Customer, the GDPR as a minimum standard,
irrespective of whether the Personal Data is subject to
GDPR or not).

“Data Subject” means an identified or identifiable
natural person as defined by Data Protection Law.

“Personal Data” means any information relating to a
Data Subject which is protected under Data Protection
Law. For the purposes of the DPA, it includes only
personal data which is supplied to or accessed by SAP
or its Subprocessors in order to provide the SAP
Service under the Agreement.

“Personal Data Breach” means a confirmed (1)
accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of or unauthorized third-party
access to Personal Data or (2) similar incident
involving Personal Data, in each case for which a
Controller is required under Data Protection Law to

provide notice to competent data protection
authorities or Data Subjects.
“Professional Services” means implementation

services, consulting services and/or services such as
SAP Premium Engagement Support Services,
Innovative Business Solutions Development Services,
Innovative Business Solutions Development Support
Services.

“Processor” means a natural or legal person, public
authority, agency or other body which processes
Personal Data on behalf of the Controller, be it directly
as Processor of a Controller or indirectly as
Subprocessor of a Processor which processes Personal
Data on behalf of the Controller.

“Standard Contractual Clauses” or sometimes also
referred to the “EU Model Clauses” means the
(Standard Contractual Clauses (processors)) or any
subsequent version thereof published by the European
Commission (which will automatically apply). The

SAP Confidential
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9.3.

9.4.

9.5.

9.6.

9.7.

9.8.

9.9.

iHworo OnepaTtopa, Yy BiAHOCMHax 3 SAP BiH Mae
BBaXaTUCsa AO0AATKOBUM i He3anexHum OnepaTopoM i3
BignosigHMMKM nNpaBamu Ta ob6oB'A3kamm OnepaTopa
BiAMOBIAHO A0 Ui€El Yroam npo o6pobKy nepcoHanbHUX
OAHUX.

«3aKoOHOAABCTBO MNPO 3aXMCT MNEepCOoHaJIbHUX
AAaHMX>» - Le 3acToCOBHe 3aKOHOA4aBCTBO, SKe
3axuLaEe OCHOBHI npaBa Ta ceoboam ocib i ixHe npaBo
Ha KOHQiAeHUiMHICTb y 3BA3Kky 3 06pobkoto
MepcoHanbHMX AaHux BignosigHo Ao Yroau (i, Ti€w
MipOl0, Yy 4Kif, BOHO CTOCYETbCA BIAHOCUH MiX
CTOpOHaMM y 3B'A3Ky 3 06pobkoto [lepcoHanbHMX
JaHnX KoMmnaHieto SAP Big iMmeHi 3aMOBHMKaA, BpaxoBYeE

3aranbHWin  pernaMeHT nMpo  3aXUCT  AaHUX 9K
MiHIManbHWA CTaHdapT, He3anexHo Big4 TOro, 4w
NOWMPIOETBCA  AiA  UbOro perjiaMeHTy Ha Taki

MepcoHanbHi aaHi).

«Cy6’ekT gaHnx>» - ue ¢dizmyHa ocoba, ocoby sakoi
BCT@HOBJIEHO UM MOXHa BCTaHOBMTM BiAMOBIAHO A0
3aKoHy Npo 3axXMUCT NepCoHasbHUX AaHUX.

«lMepcoHanbHi AaHI» - ue byab-aka iHDopMalis,
wo crocyeTbcs Cy6’ekTa AaHux i 3axmweHa 3aKOHOM
Mpo 3axWUCT MNepcoHanbHUX AaHux. Ana uinen Yrogum
npo 06pobky rnepcoHanbHMX AaHnX BOHa
MOWMNPIOETbCA JNnwe Ha [lepcoHanbHi AaHi, 4Ki
HadatoTbcs koMmnaHii SAP a6o ii CybnigpsaHukam 3
06p0o6KN UM BMKOPUCTOBYHOTBCA HUMW AN HaLaAHHSA
Mocnyrmn SAP BianosigHO 40 Yroau.

«MopyweHHs koHdiIaeHUiINHOCTI NepcoHaNnbHUX
AAaHMX>» — Le NigTBepAXKeHa Nnojisi Takoro xapakrepy:
1) BunagkoBe abo He3aKOHHe 3HMULLIEHHs, YyTpaTa,
3MIHEHHSl, HeCaHKLUioHOBaHe po3roaoweHHs abo
HECaHKLUIOHOBaHMM  AOCTYN  CTOPOHHIX o0ci6 pgo
MepcoHanbHNUX  AaHuX; 2) nogibHni iHUMAEHT,
nos’asaHnii 3 NepcoHanbHUMK AaHUMK, Yy pasi SKOro
3rigHO i3 3aKOHOM MpPO 3aXWUCT NEePCOHaNbHUX AAHUX
Onepatop 3060B’A3aHM MNOBIAOMUTM KOMMETEHTHI
opraHm i3 3axmMcTy nepocHasnbHMX AaHnx abo Cyb’ekTiB
AaHnX.

«TMpodecinHi nocnyrm» - ue nocnyrm 3
BNPOBaAXEHHS, KOHCyNbTauinHi nocnyrm ta/abo Taki
nocnyrm, AK nocnyrm NiATPUMKHN
SAP Premium Engagement, nocnyru po3pobku
Innovative Business Solutions, nocnyru niaTpumku
Innovative Business Solutions.

«06pobHMK» - ue diznyHa abo wpuanyHa ocoba,
AEpXaBHWUIA OpraH, 3aknag 4Yu iHwWa opraHilauis , ska
06pobnsie lMepcoHanbHi gaHi Big iMeHi OnepaTopa,
BUKOHYlOUM  6e3nocepegHbo  ponb  O6pobHuka
OnepaTtopa abo onocepeakoBaHo posb CybnigpsaHuka
3 o06pobkm paHmx O6pobHuka, sakuii ob6pobnse
lMepcoHanbHi AaHi BiA iMeHi 3aMoBHMKa.

«CtaHpapTHi AOroBipHi YMOBM>», LLO iHOAI TakKoX
HasuBawTbcs «TWUMNOBMMU yMOBaMu €EC», - ue
OOKYMEHT «CtaHgapTHi OOroBipHi YMOBMU
(O6pobHMKM)» abo Byab-sika HACTymnHa iXHS Bepcis,
ony6nikoBaHa €BpONENCbKOI KOMicCi€to (wo
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9.10

Standard Contractual Clauses current as of the
effective date of the Agreement are attached hereto
as Appendix 4.

“Subprocessor” means SAP Affiliates, SAP SE, SAP
SE Affiliates and third parties engaged by SAP , SAP
SE or SAP SE’s Affiliates in connection with the SAP
Service and which processes Personal Data in
accordance with this DPA.

SAP Confidential
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9.10.

3acTOCOBYBaTMMETbCA  aBTOMaTM4yHO). CraHAapTHi
OOrOBipHi YMOBM, AIACHI Ha AaTty HabyTTs YMHHOCTI
Yroan, HaseneHi B [loaaTtky 4.

«CybnigpaaHmk 3 06po6bkuM pgaHux» - Ue
AdiniioBaHi ocobu SAP, SAP SE, AdininosaHi ocobu
SAP SE Ta TpeTi CTOpOHM, 3any4deHi kKomnaHielwo SAP,
SAP SE a6o AdininosaHnMmn ocobammn SAP SE y 3B’sa3Kky
3 Mocnyramu SAP, wo 0bpobnstoTb MNepcoHanbHi AaHi
BignoBigHO A0 ui€l Yroan npo o6pobky nepcoHanbHUX
OaHUX.
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Appendix 1 to the DPA and, if applicable, the
Standard Contractual Clauses

Data Exporter

The Data Exporter is the Customer who concluded a Software
License and Support Agreement and/or Services Agreement
with SAP under which it benefits from SAP Service as
described under the relevant Agreement. The Data Exporter
allows other Controllers to also use the SAP Service, these
other Controllers are also Data Exporters.

Data Importer

SAP and its Subprocessors provide the SAP Service as defined
under the relevant Agreement concluded by the Data Exporter
that includes the following SAP Service:

e Under the Software License and Support
Agreement: SAP and/or its Subprocessors provide
support when a Customer submits a support ticket
because the Software is not available or not working
as expected. They answer phone calls and perform
basic troubleshooting, and handles support tickets
in a tracking system

e under the applicable Services Agreement for
Professional Services: SAP and/or its Subprocessors
provide Services subject to the Order Form Services
and the applicable Scope Document.

Data Subjects

Unless provided otherwise by the Data Exporter, transferred
Personal Data relates to the following categories of Data
Subjects: employees, contractors, Business Partners or other
individuals having Personal Data transmitted to, made
available or accessed by the Data Importer.

Data Categories

The transferred Personal
categories of data:

Data concerns the following

Customer determines the categories of data and/or data fields
which could be transferred per SAP Service as stated in the
relevant Agreement. The transferred Personal Data typically
relates to the following categories of data: name, phone
numbers, e-mail address, time zone, address data, system
access / usage / authorization data, company name, contract
data, invoice data, plus any application-specific data
transferred by Authorized Users and may include financial
data such as bank account data, credit or debit card data.

SAP Confidential
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Aopatok 1 oo Yroau npo o6po6ky nepcoHanbHUX
AaHMX i, AKLO 3aCTOCOBYETbCSA, CTaHAapTHUX
AOroBipHUX YMOB

Excnoptep AaHux

EkcrnopTep aaHuMx — ue3aMoBHUK, Sk yknas 3 SAP [lorosip
Npo HajaHHA MpaB Ha BMKOPUCTaAHHA Ta HajaHHA nNocnyr 3
nigTpMMKKM NnporpamMHoro 3abesneveHHs Ta/abo Jorosip npo
HajaHHa nocnyr, 3rigHO 3 H9KUM BiH KOPUCTYETbCH
Mocnyramm SAP aK onucaHo y BianosigHOMY [lorosopi.
EkcnopTep pAaHux p[03BONfA€ iHWMM OnepaTtopaM TakKoX
BukopuctosysaTtu MNocnyrn SAP, a ui iHwi OnepaTopu Takox
BBaXkaloTbCca EkcnopTepamn gaHux.

IMnopTep aaHux

KomnaHia SAP T1a ii CybnigpsgaHuku 3 06pobku agaHmx
HapatTb MNocnyrn SAP, Sk BM3HAYEHO Yy BiAMOBiAHIN Yroai,
yKnageHin EkcnopTepom AaHux, 30KpeMa 3a3HaueHi HMxue.

e 3a [loroBopoM Mpo HagaHHSA NpaB Ha BMKOPUCTAHHS
Ta HajaHHa nocnyr 3 niATPUMMKM MPOrpamMmHOro
3abe3neyeHHs. KomnaHis SAP Ta/abo i
CybnigpagHnkn 3 06pobknm  gaHux  HajakoTb
niATPMMKY, KON 3aMOBHUK HaACWIIAa€E 3BEPHEHHS A0
cnyx6u nigTpuMKKN y 3B'A3KYy 3 TuM, wWo lNporpamHe
3abe3neyeHHs HepocTynHe abo He npauke
HaNeXHUM YMHOM. BoHM BignoBigatoTb Ha TesiedOHHI
O3BiHKU, BMKOHYIOTb  6a30Bi npoueaypu 3
BMMNpaBNEHHSA NOMUIOK i 06p0o6nsAOTb 3BEPHEHHS A0
cnyx6bu nNiaTpUMKM B CUCTEMI BiACTEXEHHSA

e 3a BignosigHoO Yroaot nNpo HagaHHs MpodecinHnx
nocnyr KomnaHia SAP Ta/abo ii CybnigpsagHukun 3
06pobkKn AaHMx HagatTb locnyru, Wo peryaTbcs
JorosopoM i BignosigHUM PernamMeHTOM HapaHHS
nocnyr.

Cy6’ekTn paHux

Akwo EkcnopTep naHMX He BKasae iHWe, nepeaaHi
MepcoHanbHi AaHi cTocylTbCca Takux kaTteropih Cy6’ekTiB
AaHUX: npauiBHUKIB, niapsaHukie, bisHec-napTHepiB ab6o
iHWWX @isnyHnx ocib, akum IMnopTep AaHuUX nepepas uu
Haaas MepcoHanbHi gaHi abo AocTyn A0 HUX.

KaTteropii aaHnx

Mig nepesaHumum lepcoHanbHUMNK
3a3Ha4vyeHi HUXK4Ye KaTeropii JaHnx.

AaHUMWU Cnig po3yMiTun

3aMOBHUMK BMW3Ha4daE€ KaTeropii AaHux i/abo nons aaHux, sAxi
MOXYTb MnepefaBaTMCca B paMkax HagaHHsa [locnyr SAP

3rigHo 3 BignNoBigHOKO  Yroaoto. Mip nepegaHnmu
MepcoHanbHMMM  AaHUMW 3a3BUYaAN CNigd PO3YMITM TaKi
KaTteropii gaHux: iM’a, Homepu TenedoHiB, agpeca

€/IeKTPOHHOI NOoLTK, YacoBWUiA NOSIC, AaHi agpecu, AaHi ans
AOCTyny A0 CUCTeMM, il BUKOPUCTaHHSA Ta aBTopm3adii B Hi,
Ha3Ba KOMNaHii, AaHi AOroBopiB, AaHi paxyHkKiB-dakTyp, a
Takox 6yab-gKi cneundiyHi ANS 3aCTOCYHKY AaHi, nepedaHi
ABTOpU30BaHUMKN KOpUCTyBadamu. BoHn, 30KkpemMa, MOXYTb
MiCTUTK diHAHCOBI AaHi, AK-0T AaHi Npo 6aHKIBCbKi paxyHKM
Ta KpeanTHi abo aebeToBi KapTKu.
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Special Data Categories (if appropriate)

The transferred Personal Data concerns the following special
categories of data: As set out in the Agreement (including the
Order Form), if any.

Processing Operations / Purposes

The transferred Personal Data is subject to the basic
processing activities as set out in the Agreement which may
include:

e use of Personal Data to provide the SAP Service

e storage of Personal Data

e computer processing of Personal Data for data

transmission

e execution of instructions of Customer in accordance with
the Agreement.

SAP Confidential
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CneudianbHi kaTeropii AaHMX, AKLLO 3aCTOCOBYETbCA

Mia nepegaHuMun MepcoHanbHUMW  AAHUMMKW 3a3BuYal Cnig
poO3yMiTM 3a3HauyeHi Hux4ye ocobnuei KaTteropii AaHux,
BU3HauyeHi B Yrogi 3a il HasBHOCTI (3okpeMa, y [loroBopi).

Onepauii o6po6ku a6o uini

3 nepepaHnmu [lMepcoHanbHUMMK OaHVUMWN  BUKOHYHOTbCS
6a3oBi onepauii 06pobku BiANOBIAHO A0 Yroamn, 30Kpema:

e  BMKOpUCTaHHA [lepcoHanbHUX
Mocnyr SAP;

OaHUX ONnd HajaHHS

e 36epiraHHa OcobUCTUX faHUX;

e KOMM'loTEpHa o06pobka
nepepadi gaHux;

lMepcoHanbHUX AaHux Ans

e BWKOHAHHS iHCTPYKUiM 3aMOBHMKa BigMoBigHO A0 Yroau.
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Appendix 2 to the DPA and, if applicable, the
Standard Contractual Clauses - Technical and
Organizational Measures

1. TECHNICAL AND ORGANIZATIONAL MEASURES

The following sections define SAP’s current technical and
organizational measures. SAP may change these at any time
without notice so long as it maintains a comparable or better
level of security. Individual measures may be replaced by
new measures that serve the same purpose without
diminishing the security level protecting Personal Data.

1.1 Physical Access Control. Unauthorized persons are
prevented from gaining physical access to premises,
buildings or rooms where data processing systems
that process and/or use Personal Data are located.

Measures:

e SAP protects its assets and facilities using the
appropriate means based on the SAP Security Policy

e In general, buildings are secured through access control
systems (e.g., smart card access system).

e As a minimum requirement, the outermost entrance
points of the building must be fitted with a certified key
system including modern, active key management.

e Depending on the security classification, buildings,
individual areas and surrounding premises may be
further protected by additional measures. These include
specific access profiles, video surveillance, intruder
alarm systems and biometric access control systems.

e Access rights are granted to authorized persons on an
individual basis according to the System and Data
Access Control measures (see Section 1.2 and 1.3
below). This also applies to visitor access. Guests and
visitors to SAP buildings must register their names at
reception and must be accompanied by authorized SAP
personnel.

e SAP employees and external personnel must wear their
ID cards at all SAP locations.

Additional measures for Data Centers:

e All Data Centers adhere to strict security procedures
enforced by guards, surveillance cameras, motion
detectors, access control mechanisms and other
measures to prevent equipment and Data Center
facilities from being compromised. Only authorized
representatives have access to systems and
infrastructure within the Data Center facilities. To
protect proper functionality, physical security equipment
(e.g., motion sensors, cameras, etc.) undergo
maintenance on a regular basis.
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Oopatok 2 po Yroam npo o6po6kKy nepcoHanbHUX
AAHMUX i, AKLWO 3aCTOCOBYETbCA CTaHAapTHUX
AOroBipHUX YMOB — TeXHiYHi i opraHisaudiliHi 3axoaun

1. TEXHIYHI N OPrAHI3ALIMAHI 3AX0AMN

Y HacCTynHuUX po3Aisiax HMXKYe BU3HAYaKTbLCA MOTOYHI
TeXHiYHi M opraHisauinHi 3axoan SAP. SAP Moxe B 6yab-
AKWMA  4yac 3MiHMTKM ix 6e3 noBiAOMJIEHHS 3a YMOBMU
3abesneyeHHa aHanoriyHoro 4wm 6inbWw BULWOrO piBHSA
3axucTty. IHamBigyanbHi  3axoAuM MOXYTb OyTW 3aMiHeHi
HOBMMW 3axojaMu, LWO CAYrylTb TaKin camin MeTi, He
3MEHLUYH4YN PiBHA 3aXUCTY lNepcoHanbHUX AaHUX.

1.1 KoHtponb d¢isnuyHoro pgocryny. HeaBTopu3oBaHi

0Cc0obM He MalTb 3MOMM OTPUMYBATU Di3UYHUIA AOCTYN

A0 npuMmiweHb, b6yaiBens abo kabiHeTiB, nAe
po3TalloBaHi cuctemu 06pobkn  paHux, AKi
06pobnstoTb i/abo BUKOPUCTOBYHOTL [lepcoHanbHi
[aHi.

3axoau:

e SAP 3axuuwae cBoi akTMBU Ta 06'€KTN, BUKOPUCTOBYHOUM
BiANoBiAHI 3acobu BianosiaHO Ao MoniTukn 6e3nekn SAP

e 3aranoMm 6yaiBni  3axuWeHi CUCTEMAMM  KOHTPOJIO
poctyny (Hanpuknaa, CMCTEMOK AOCTYMy 3a AOMNOMOror
CMapT-KapTKu).

e 3rigHo 3 MiHiManbHUMM BUMOramMmn HamBigAANEHILi TOUYKKU
Bxoay B 6yaienio MaoTb 6yTK OCHaLeHi cepTUdIKOBAHOI
CUCTEMOIO KJIHOYIB i3 MiATPUMKOK Cy4yacHux 3acobis
KepyBaHHS aKTUBHUMU KOYaMMU.

e 3anexHo Big KkaTeropii 3axucty, 6yaiBni, okpemi
TepuTopii Ta npunaerni MNpuMilLEHHS MOXYTb 6yTu
3axuueHi agogaTtkoBuMm 3acobamu. 30Kpema, MOXYTb
3acTocoByBaTUCS crneuianbHi npodini aocrtyny,
BileOCrnoCTepPEeXEeHHS, CUCTEMU TPUBOXHOI CUrHanisauii
Ta cuctemMmn 6ioMeTpUYHOIro KOHTPOJIO AOCTYNY.

e [lpaBa AOCTyny HadalwTbCH YNOBHOBaxeHuUM ocobam Ha
iHAMBiAYaNbHIN OCHOBI 3aN1€XHO Big YXXUTUX 3axoAiB ANns
KoHTponto gocTyny Ao cucteM i aaHux (ave. posainn 1.2
Ta 1.3 Hwx4e). Lle TakoxX CTOCYeETbCS AOCTyny
BiaBiayBauiB. [oCTi Ta BigBiAyBaui 6yaiBenb SAP NOBUHHI
3apeecTpyBaTuUCa Ha CTikui agMmiHicTpatopa Ta MaloTb
CynpoBOAXYBaTUCS BMNOBHOBa)XeHUM nepcoHasnoMm SAP.

e CniBpobiTHMKNM SAP Ta 30BHIiWHIA NepcoHan MOBUHHI
HoCKMTK 6enaxi Ha BCih TepuTopii SAP.

Jonatkosi 3axoan ans LleHTpiB 06pobkn gaHux:

e Yci LeHTpn 06pobkm paHmx p[OTPUMYKOTbLCA CTPOrmx
npouenyp i3 6e3nekn, 3a BUKOHAHHAM SKUX CRIAKYOTb
OXOpOHLUIi, KaMepu BiAEOCNOCTEPEXEHHS, [AeTeKTopu
PYXy, MexaHi3aMu KOHTPOJO AOCTYMNy, Ta iHWKMUX 3axoais
Ansa 3anobiraHHsa 3namy o6nagHaHHA Ta NPOHUKHEHHS Ha
o6’ektn LleHTpy o06pobkm paHux. [o cuctem Ta
iHbpacTpykTypn Ha ob6’ektax LleHTpy o6pobkmn aaHux
MatoTb AOCTYN TiSIbKN BMOBHOBAXeHi npeacTaBHuUKK. Ana
3abe3neyeHHs HanexHoro MyHKUioOHYBaHHA o6nagHaHHS
ana @isnyHoro 3axucty 6esnekn (Hanpuknaa, AaTynku
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e SAP and all third-party Data Center providers log the
names and times of authorized personnel entering SAP’s
private areas within the Data Centers.

1.2 System Access Control. Data processing systems
used to provide the SAP Service must be prevented
from being used without authorization.

Measures:

e Multiple authorization levels are used when granting
access to sensitive systems, including those storing and
processing Personal Data. Authorizations are managed
via defined processes according to the SAP Security
Policy

e All personnel access SAP’s systems with a unique
identifier (user ID).

e SAP has procedures in place to so that requested
authorization changes are implemented only in
accordance with the SAP Security Policy (for example,
no rights are granted without authorization). In case
personnel leaves the company, their access rights are
revoked.

e SAP has established a password policy that prohibits the
sharing of passwords, governs responses to password
disclosure, and requires passwords to be changed on a
regular basis and default passwords to be altered.
Personalized user IDs are assigned for authentication.
All passwords must fulfill defined minimum
requirements and are stored in encrypted form. In the
case of domain passwords, the system forces a
password change every six months in compliance with
the requirements for complex passwords. Each
computer has a password-protected screensaver.

e The company network is protected from the public
network by firewalls.

e SAP uses up-to-date antivirus software at access points
to the company network (for e-mail accounts), as well
as on all file servers and all workstations.

e Security patch management is implemented to provide
regular and periodic deployment of relevant security
updates. Full remote access to SAP’s corporate network
and critical infrastructure is protected by strong
authentication.

1.3 Data Access Control. Persons entitled to use data
processing systems gain access only to the Personal
Data that they have a right to access, and Personal

SAP Confidential

pyXy, KaMepu TOLLO) perynispHO MNpOXOAUTb TEXHiUHe
06CNyroByBaHHS Ta PEMOHT.

SAP Ta BCi CTOpOHHI noctayanbHuUKK LleHTpy 06pobku
AaHUX 3anucyTb A0 XypHany iMeHa BMOBHOBaXeHWUX
npauiBHUKIB, sIKi BXOASATb Ha nNpuBaTHi TepuTopii SAP B
LleHTpax 06pobkn AaHMX, a TakoX Yac Takoro BXOAY.

KoHTponb pocryny Ao cucrteM. MawTb 6yTtun
CTBOpEHi TaKi yMOBM, 3@ SIKMX cUcTeMaMum o6pobku
OAHMWX, WO BUKOPUCTOBYIOTLCS A1 HagaaHHSA MNocnyru
SAP, HEMOXNMBO ckopucrtaTucsa 6es gossony.

3axoam:

1.3

Ons HapgaHHa pocTyny A0 cucteM, wWwWo o6pobnsatoTb
KOHMIAEHUIMHI AaHi, 30KpeMa TuUX, SKi 3aCTOCOBYIOTbCSA
Aonsa 36epiraHHa Ta o06pobku [MepcoHanbHUX AaHUX,
BMKOPUCTOBYETbCS KiNlbKa PiBHIB MOBHOBaxeHb. [ns
KepyBaHHS MNOBHOBAXEHHSAMMU 3aCTOCOBYHOTbCSA
BM3HauyeHi npouecu, nepeabayeni lMonitukoto 6e3neku
SAP.

YBecb nepcoHasn OTpPMMYE A0CTyn Ao cucteM SAP 3a
YHiKanbHUM igeHTudikatopomM (1] kopuctyBaua).

SAP Mae npouenypu, 3a SKMMW 3anuMTu Ha 3MiHEHHS
MOBHOBAaXeHb BUKOHYKTbCA Nuvwe BignoBiAgHO A0
MonitTnkn 6esnekn SAP (Hanpuknag, npaea He
HagaloTbcs 6e3 NnoBHOBaXeHb). Y BMNAAKYy, SKLWO
npauiBHMK 3BiNbHSAETBCA 3 KOMMAHii, WOro nmnpa.sa
[OCTYNy BiAKNMKAOTbCS.

KoMmnaHis SAP 3anpoBagunia noAiTUKY naponis, £Ka
3ab0poHSE cniflbHe BWKOPWUCTaHHA NaponiB, Perynte
npasBuna pearyBaHHA Ha pO3roJiOWEHHS napond, a
TAKOXX BUMara€e perynspHoi 3MiHM NaponiB i 3MiHEHHSA
yCTaneHunx naponis. Ans aBTeHTUdiKaLii NpMcBOOOTLCS
nepcoHanisoBaHi igeHTudikaTopn KopucTtyBada. YcCi
rnaponi NoBWMHHI BiAMOBIAATN BU3HAYEHUM MiHIMasIbHUM
BMMOram i 36epiratucb y 3awmdpoBaHoMy BuUrasgi. Y
BMMNaAKy MaposiiB KOpuUCTyBada B [OMEHi cucrtema
BMMarae 3MiHIOBaTW Naposjib KOXHi LWIiCTb MicsauiB
BiANOBIAHO A0 BMMOr A0 cknagHux naponis. KoxeH
KoMn'toTep Mae 36epiray ekpaHa, 3axvLeHU naposieM.

Mepexa KOMMaHin 3axuuleHa BiA 3arasbHOAOCTYMHOI
Mepexi 3a gonoMorow 6paHaMmayepis.

Y Toukax AoCTyny A0 Mepexi koMnaHii (ansa obnikosBux
3anucCiB  eNneKTPOHHOI MowTM), a TaKoX Ha BCix
darnoBnx cepBepax i BCix poboumx cTaHuUigx SAP
BUKOPUCTOBYE HAaWHOBIWIE aHTMBIpyCHE nporpamMHe
3abe3neyeHHs.

Ons  perynspHoro Ta nepioguyHOro poO3ropTaHHSA
BiAMOBIAHMX OHOBJIEHb 6€e3neKkn 3anpoBag)XeHa cnuctema
KepyBaHHS NporpamMmHMMm BCTaBKaMu. MoBHMMA
BigAdaneHun p[oCcTyn [0 KOPropaTMBHOI Mepexi Ta
KPUTUYHO BaXMBOI iHPpacTpykTypu SAP 3axulieHui
3a AOMNOMOroK CUCTEMU CTPOroi aBTeHTMdiKkauil.

KoHTponb poctyny Ao aaHux. Ocobu, ski maoTb
npaBo BWKOPUCTOBYBATM CUCTEMM O06pOBKM AaHMX,
OTPpUMYIOTb AOCTyn nuwe [0 Tux [lepcoHanbHux
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1.4

Data must not be read, copied, modified or removed
without authorization in the course of processing, use
and storage.

Measures:
As part of the SAP Security Policy, Personal Data
requires at least the same protection level as
“confidential” information according to the SAP

Information Classification standard.

Access to Personal Data is granted on a need-to-know
basis. Personnel have access to the information that
they require in order to fulfill their duty. SAP uses
authorization concepts that document grant processes
and assigned roles per account (user ID). All Customer
Data is protected in accordance with the SAP Security
Policy.

All production servers are operated in the Data Centers
or in secure server rooms. Security measures that
protect applications processing Personal Data are
regularly checked. To this end, SAP conducts internal
and external security checks and penetration tests on
its IT systems.

SAP does not allow the installation of software that has
not been approved by SAP.

An SAP security standard governs how data and data
carriers are deleted or destroyed once they are no
longer required.

Data Transmission Control. Except as necessary for
the provision of the SAP Services in accordance with
the relevant Agreement, Personal Data must not be
read, copied, modified or removed without
authorization during transfer. Where data carriers are
physically transported, adequate measures are
implemented at SAP to provide the agreed-upon
service levels (for example, encryption and lead-lined
containers).

Measures:

Personal Data in transfer over SAP internal networks is
protected according to SAP Security Policy.

When data is transferred between SAP and its
customers, the protection measures required for data
transfer are hereby mutually agreed upon between SAP
and its customer and included as a part of the
Agreement. This applies to both physical and network
based data transfer. In any case, the Customer assumes
responsibility for any data transfer once it is outside of
SAP-controlled systems (e.g. data being transmitted
outside the firewall of the SAP Data Center).

SAP Confidential
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AAHWX, Ha BUKOPUCTAHHSA SKMX BOHM MakwTb MNpaso.
BoHn He mMawTb npaBo 6e3 [03BONY uMTaTK,
KonitoBaTn, 3MiHOBaTM abo Buaanatn OcobucTi AaHi
nia yac o6pobkun, BUKOpPMUCTaHHSA Ta 36epiraHHs.

3axoau:

1.4

Y pamkax [onitukm 6esnekn SAP 0cobucti paaHi
BMMaratoTb LWOHAMMEHLLE TaKoro X PiBHS 3aXUCTy, SK i
«KOHdIaeHUInHa» iHdopMaLis, BiANOBIAHO A0 CTaHAAPTY
Knacmdikauii iHpopmauii SAP.

Joctyn pgo [lepcoHanbHUX AaHMX HaJa€eTbCa 3a
npuHUMNOM HeobxigHocTi. MepcoHan 3aMOBHMKA Mae€
pocTtyn go iHdopmMauii, ska noTpibHa ANS BUKOHaHHS
roro o6oB’a3kiB. KomnaHis SAP BUKOPUCTOBYE KOHUeNUii
MOBHOBAaXeHb, AKi ABMASAIOTb CO600 AOKYMEHTUN 3 OMUCOM
npouecis HagaHHA npae i NpU3HAYEHHS posen Ans
KOXHOIo obnikoBoro 3anucy (ineHTudikaTop
KOpuUcTyBaya). Yci AaHi kieHTa 3axuLLeHi BianosigHoO Ao
Monitukun 6e3nekn SAP.

Yci npoayKTMBHI cepBepu NpautotTb y LleHTpax 06pobku
AaHnx abo B 3axuweHux cepeepHux. 3axoan b6esneku,
WO BWKOPUCTOBYIOTbCS A1 3aXUCTy 3aCTOCYHKIB, fKi
06pobnsaTb MepcoHanbHi AaHi, perynsipHo
nepesipaTbCca. 3 uUieto MeToo SAP  npoBoauTb
BHYTPiWIHI Ta 30BHiWHIi nepeBipkn 6e3nekn Ta TeCTM Ha
MPOHUKHEHHS Y CBOIX iHpOpMaUiliHMX cMCTeMax.

SAP He 0O03BOJISIE iHCTanBaTn nporpamMHe
3abe3neyeHHs, He cxBaneHe SAP.
Cranpgapt 6e3nekun SAP perynie BuaaneHHa Ta

3HULWLEHHSA AaHWUX i IXHIX HOCIIB nicns Toro, 5K BOHWU
CTaloTb HEMOTPIOHMMMU.

KoHTponb nepepadi paHuMx. 3a BUHATKOM TUX
BMNAAKiB, KOAM Ue HeobxigHO ans HapaHHa Mocnyr
SAP 3rigHo 3 BignoBigHoOW Yrogow, nig 4ac
nepegaBaHHs 3abopoHeHO 6e3 [03BOMY 4MTaTH,
KonitoBaTh, 3MiHIOBATU 4u BUAANATU [lepcoHanbHi
AaHi. Y BunagKy di3anM4HOro nepemilleHHs HoCiiB AaHuX
B SAP 3acTocoBylTbCs BIigNOBiAHI 3axoaun Ans
3abe3neyeHHs Yy3roA)KeHuX PpiBHIB 06CnyroByBaHHS
(Hanpuknaa, wudpyBaHHA Ta BKpPUTI  CBUHLUEM
KOHTENHepH).

3axoau.

SAP
Jilo)

Mig uyac nepepadvi 4epe3 BHYTPIWHI Mepexi
MepcoHanbHi AaHi  3axuwatoTbCa  BiANOBIAHO
MoniTukn 6e3nekn SAP.

Konu paHi nepepatoTbCsi MiX KoMnaHiewo SAP Ta i
KNiEHTaMK, BOHWU Y3rogXylTb Mix coboio 3axogum
3axXuUCTy, HeobxigHi Anga Takoro nepegaBaHHs. lMepenik
Y3rog)XeHnx 3axoAiB 3aHeceHO A0 cknaay Yroau. Le
CTOCYETbCSA SK (i3UYHOr0 NMEpEeHeCeHHS AaHux, TaK i
nepefaBaHHs iX yepe3 Mepexy. Y byab-siKOMy BUnaaky
3amoBHMK 6epe Ha cebe BianosiganbHICTL 3a
nepefaBaHHsA 6yab-aKMX AaHUX, KONKU BiH NnepebyBac 3a
MexamMu cuctem  ynpasniHHs  SAP  (Hanpuknag,
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1.5 Data Input Control. It will be possible to
retrospectively examine and establish whether and by
whom Personal Data have been entered, modified or
removed from SAP data processing systems.

Measures:

e SAPonly allows authorized personnel to access Personal
Data as required in the course of their duty.

e SAP has implemented a logging system for input,
modification and deletion, or blocking of Personal Data
by SAP or its subprocessors within the SAP Service to
the extent technically possible.

1.6 Job Control. Job Control is required to ensure that
personal data processed on behalf of others are
processed strictly in compliance with the Customer’s
instructions

Measures:

e SAP uses controls and processes to monitor compliance
with contracts between SAP and its customers,
subprocessors or other service providers.

e As part of the SAP Security Policy, Personal Data
requires at least the same protection level as
“confidential” information according to the SAP

Information Classification standard.

e All SAP employees and contractual subprocessors or
other service providers are contractually bound to
respect the confidentiality of all sensitive information
including trade secrets of SAP customers and partners.

For Support Services, SAP customers have control over their
remote support connections at all times. SAP employees
cannot access a customer system without the knowledge
and consent of the customer. For Support Services, SAP
provides a specially designated, secure support ticket
facility in which SAP provides a special access-controlled
and monitored security area for transferring access data and
passwords. SAP customers have control over their remote
support connections at all times. SAP employees cannot
access a customer on premise system without the
knowledge and active participation of the customer.

1.7 Availability Control. Personal Data will be protected
against accidental or unauthorized destruction or loss.

Measures:

SAP Confidential
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nepefaBaHHsA AaHUX 3@ Mexamn 6paHamayepa LleHTpy
06pobkun gaHmnx SAP).

1.5 KoHTponb BBeAeHHs1 AaHUX. Y cucTeMax MOXHa
nepeBipnTU AaHi 3a MUHYNWIK nepioa i BU3HAUUTH, Ae
Ta KuMm 6ynm BBeAeHi, 3MiHEHi 4YM BUJTyYeHi
MepcoHanbHi AaHi B cucteMax o6pobku aaHux SAP.
3axoau:

e KomnaHia SAP po3Bonse pgoctyn Ao [lepcoHanbHUX
OaHUX e BrMOBHOBAXEHOMY MepcoHany, SKWo ue
noTpibHO A/ BUKOHAHHS 060B'A3KiB.

e KomnaHia SAP BnpoBaguna cucteMmMy peectpauii B
XXYpHani Ans BBeAEHHS, 3MiHEeHHS Ta BuaaneHHs abo
6nokyBaHHs [lMepcoHanbHMX AaHUX Hew camoto abo ii
CybnigpsagHnkamm 3 06pobkm gaHMX y paMKax HadaHHS

Mocnyrm SAP (Tielo Mipolo, Yy 4Kih Ue TexHiyHo
MOX/IMBO).

1.6 KoHTponb 3aBAaHb. KOHTPO/b 3aBAaHb BUMOIaETbCS
ona  Toro, wo6 rapaHTyBatm, wo ob6pobka
MepocHanbHUX AaHuX, Wo obpobnatTbca Big iMeHi
iHWKMX 0cCi6, 3A[INCHIOETLCS CyBOpPO BiAMNOBIAHO A0
iHCTpYyKUi 3aMBOHMKa.

3axoau:

e KomMmnaHia SAP BMKOpPUCTOBYE 3acobu ynpaeniHHA Ta
06pobkK, WO6 CTEXWUTM 3a BIANOBIAHICTIO AOroBOpIB,
yKNageHnx Mix KomnaHieiro SAP Ta 1i 3aMOBHMKaMMy,

CybnigpsagHnkamm 3 06pobkn pgaHmx abo iHWUMK
rnocravanbHUKamMu nocnyr.
e Y pamkax [onitTnkn 6e3nekn SAP ocobucti paaHi

BMMaratoTb LWOHAMMEHLLE TaKoro X PiBHS 3aXUCTy, SK i
«KOH®dIigeHUIinHa» iHdOopMauia BiANOBIAHO A0 CTaHAapTy
Knacudikauii iHpopmauii SAP.

e Yci cniBpobiTHUkn SAP, CybnigpsaHukn 3 06pobku
AaHuX, wWo yknanu pgoroBip 3 SAP, abo iHwi
nocrayanbHMKKU nocnyr 3060B’A3aHi  AOTPMMYyBaTUCS
[OroOBipHUX 3060B’A3aHb woao 3abe3neyeHHs
KOHMiAeHUiMHOCTI BCiei TaeMHoOi iHdopMauii, 3okpema
KOMEpUIiNHNX TAaEMHULb KIEHTIB i NapTHepiB SAP.

KnieHtTn SAP 3aBXAW KOHTPOJIIOWTb CBOI  BigaaneHi
NiAKAOYEeHHA A0 cnyx6 nigTpumkn. CniBpobiTHMKKM SAP He
MOXYTb OTPUMaTX AOCTYN A0 CUCTEMWU KIEHTIB 63 IXHbOro
BigoMa Ta 3roamn. Ans cnyx6 nigTpuMKK KomMnaHia SAP Hapae
OKpeMy cneuianizoaHy 6e3neyHy nnatpopmy 06pobku
3anuTiB NIATPUMKM, Ha SKi BOHa CTBOPIOE OKpeMy 30HY
6e3neKkun 3 KOHTPOJIEM AOCTYNY Ta MOX/IUBICTIO BiACTEXEHHS,
O BUKOPUCTOBYETLCA A9 NepefaBaHHSa AaHUX AOCTyny Ta
naponis. KnieHtm SAP nNOCTINHO KOHTPOMOKOTL  CBOI
BigaaneHi nigkntodeHHs. CniBpobiTHMKM SAP He MOXYyTb
OTpUMaTU AO0CTYyN A0 JIOKaNbHOI CUCTEMM 3aMOBHUKA B
cuctemi 6e3 Moro BigomMa Ta akTMBHOI y4acTi.

1.7 KoHtponb pocrtynHocTi. HeobxigHo
MepocHanbHi AaHi Big, BUMNaAKOBOIro
HeCaHKLIOHOBAHOro 3HULWeHHS abo BTpaTw.

3axmuaTun
abo

3axoam:
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e SAP employs regular backup processes to provide
restoration of business-critical systems as and when
necessary.

e SAP uses uninterrupted power supplies (for example:
UPS, batteries, generators, etc.) to protect power
availability to the Data Centers.

e SAP has defined business continuity plans for business-
critical processes;

e Emergency processes and systems are regularly tested.

1.8 Data Separation Control. Personal Data collected for
different purposes can be processed separately.

Measures:

e SAP uses appropriate technical controls to achieve
Customer Data separation at all times.

e Customer (including its approved Controllers) will have
access only to their own Data based on secure
authentication and authorization.

e If Personal Data is required to handle a support incident
from Customer, the data is assigned to that particular
message and used only to process that message; it is
not accessed to process any other messages. This data
is stored in dedicated support systems.

1.9 Data Integrity Control. Personal Data will remain
intact, complete and current during processing
activities.

Measures:

SAP has implemented a multi-layered defense strategy as a
protection against unauthorized modifications.

In particular, SAP uses the following to implement the
control and measure sections described above. In
particular:

e Firewalls;

e Security Monitoring Center;

e Antivirus software;

e Backup and recovery;

e External and internal penetration testing;

¢ Regular external audits to prove security measures.

SAP Confidential
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e KomMmnaHia SAP BWKOpPUCTOBYE npouecu peryasapHoro
pe3epBHOro KOMitoBaHHS, wob 3abe3neunTn
BiAHOBNIEHHA KPUTUYHO BaXKNMBMX ANns 6isHecy cucrtem y
pasi HeobxigHoCTI.

e SAP 3aCTOCOBYE cucrtemu 6e3nepepBHOro
eHepronoctadaHHsa (Hanpuknag, ABX, akymynatopw,
reHepatopu Towo), wWo6 rapaHTyBaTM [OCTYMHICTb
oxepen XuBneHHs ana UeHTpis 06pobkn aaHux.

e KomnaHia SAP Bu3Hauuia naHuM 3abe3nedyeHHs
6e3nepepBHOCTI 6i3HeCy ANs KPUTUYHO BaXXMBUX AN
6i3Hecy npouecis.

e BoHa perynsipHo nepeBips€ aBapiliHi
CUCTEMMU.

npouecn Ta

1.8 KoHTposb BigoKpeMJIeHHA pAaHuX. [lepcoHanbHi
AaHi, 3ibpaHi gna pi3HMX uUinen, MoXyTb 06pobnaTUCh
OKpeMo.

3axoan.

e KoMnaHia SAP nocTinHO BUKOPUCTOBYE HaNeXHi TEXHIYHI

3acobn  KOHTpoNw  Ana  BigokpemaeHHs  JaHux
3aMOBHMKa.
e 3aMOBHMK (30KpeMa, Koro 3aTtBepaxeHi Onepatopwu)

MaTuMe A[O0CTyn nuwe A0 BfacHMX [aHux 3a yMOBU
NPOXOAXXEHHA 3axuLleHoi aBTeHTUdIKauii Ta
aBTopu3sauii.

e dAxkwo ana o06pobku iHUMAEHTY NIATPUMKKM NOTPiGHI
MepcoHanbHi AaHi 3aMOBHWMKA , AaHi NpU3HaYalTbCs

LbOMY KOHKpPETHOMY NOBiAOMMIEHHIO Ta
BUKOPUCTOBYOTbCA nuwe Ans noro obpobkn. BoHu He
3aCcToCOBYHOTbCA Ana  06pobkm  Oyab-KUX  iHWKX

nosigoMneHb. Ui AaaHi
cucrtemax niagTpuMKu.

36epiraloTbCa B cneuianbHUX

1.9 KoHntponb uinicHocti paHux. [lig yac 06pobku
lMepcoHanbHi AaHi 3aMWarTbCa HE3MIHHUMU, MOBHUMU
Ta aKTyanbHUMMN.

3axoam:

KomnaHis SAP BnpoBaawuna 6araTopiBHEBY cTpaTeriio
3aXUCTYy Bi4 HECAHKLiIOHOBAHMX 3MiH.

3okpeMa, Ana peanisaudii  nonoxeHb  po3ainis, WO

CTOCYIOTbCSl KOHTPOJIKO Ta BUMIpPIOBaHHSA, HaBeAEHUX BULLE,
BOHa BMKOPMUCTOBYE:

e 6paHgmayepwm;

e LIeHTp MOHITOpUHry 6e3neknu;

e aHTMBIpyCHe nporpamMHe 3abe3neyeHHs;

e pe3epBHe KOMitoBaHHA Ta BiAHOBJ/IEHHS;

e repeBipKYy Ha 30BHILIHE Ta BHYTPILWHE NPOHUKHEHHS;

e pEerynspHi 30BHIWHI ayauTn
a/leKkBaTHOCTI 3axoAaiB 6e3neku.

ANA  NigTBEpAXEHHS
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Appendix 3 to the DPA Aopnatok 3 oo Yroam npo o6po6bky ocobucTtux gaHux

The following table sets out the relevant Articles of GDPR Y Tabnuui HuMXuye HaBeaeHi BiAMoBigHI CTaTTi 3aranbHOro
and corresponding terms of the DPA for illustration purposes pernameHTy Npo 3axMCT AaHUX i BiaNoBiAHI yMOBM Yroam npo

only. 06pobky ocobuctnx paHmx. BOHM npusHayveHi nuwe ans
intocTpadii.
Article of Section of Click on link to see Section CraTtra Po3pnin Yroam HaTUCHiTD Ha nocunaHHA Ana
GDPR DPA 3arasbHoro npo o6po6ky nepernspy posainy
pernameHTty ocobucrTmx
npo 3axmcrt AaHUX
AaHUX
(GDPR)
28(1) 2 and Security of Processing and Appendix - ——
Appendix 2 2. Technical and Organizational 28(1) 2 i Appendix 2 Security c_>f Processing I.;ﬂO..ClaTOK 2
PP Measures «TexHiYHi Ta opraHisauiinHi
Measures. 3axoau».
28(2), 28(3 6 SUBPROCESSORS
(d)( a)nd 25(; ()4) 28(2), 6 SUBPROCESSORS
28(3) (d) i
28 (4)
28 (3) 1.1and Purpose and Aplication, Appendix 1 . .
sentence 1 Appendix 1, | Structure. 28 (3) nynkr 1 | 1.1i Appendix 1, | [IpU3Ha4eHHs Ta 3aCTOCYBaHHA,
1.2 1.2 Appendix 1 Structure.
28(3) (a) and 3.1 and 3.2 Instructions from Customer. - . -
29 Processing on Legal Requirement. 28(3) (a) i 29 3.1i3.2 Instructions from Customer.
Processing on Legal Requirement.
28(3) (b) 3.3 Personnel.
28(3) (b) 3.3 Personnel.
28(3) (c) and 2 and Security of Processing and Appendix - . S—
32 Appendix 2 2, Technical and Organizational 28(3) (c) i 32 2 i Appendix 2 Security of Processing i lonatok 2
Measures. «TexHi4yHi Ta opraHisauinHi
3axoau».
28(3 3.4 Cooperation. -
(3) (&) ooperation 28(3) (e) 3.4 Cooperation.
28(3) (f) and 2 and Security of Processing and Appendix - - —— -
28(3) (f) i 32- i i Security of Processing i Appendix
32-36 Appendix 2, | 2, Technical and Organizational 36( ) () 2 i Appendix 2, > «Texmiuni ! Apper
3.5, 3.6 Measures. Personal Data Breach 3.5,3.6 - e);m:m 18 O?gHt'BaE"‘“MH'h
Notification. Data Protection Impact 2axopu». Fersona. Jala breac
Assessment. Notification. Data Protection
Impact Assessment.
28(3) (9) 4 Data Deletion 28(3) (9) 4 Data Deletion
2 h ERTIFICATIONS AND AUDIT
8(3) (h) > = CATIONS UDLTS 28(3) (h) 5 CERTIFICATIONS AND AUDITS
28 (4 6 SUBPROCESSORS
) = 28 (4) 6 SUBPROCESSORS
30 8 Documentation; Records of processing 30 3 Documentation: Records of
processing
46(2) (c) 7.2 and Standard Contractual Clauses. and - - -
Appendix 4 Appendix 4 Standard Contractual 46(2) (c) 7.2 i Appendix 4 Standard Contractual Clauses. i
Clauses (Processors) Appendix 4 Standard Contractual
Clauses (Processors)
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Appendix 4 to the DPA

Standard Contractual Clauses (Processors)*

For the purposes of Article 26(2) of Directive 95/46/EC (or,
after 25 May 2018, Article 44 et seq. of Regulation 2016/79)
for the transfer of personal data to processors established in
third countries which do not ensure an adequate level of data
protection

[...]

(in the Clauses hereinafter referred to as the ‘data
exporter’)

and

[...]

(in the Clauses hereinafter referred to as the ‘data
importer’)

each a ‘party’; together ‘the parties’,

HAVE AGREED on the following Contractual Clauses (the
Clauses) in order to adduce adequate safeguards with
respect to the protection of privacy and fundamental rights
and freedoms of individuals for the transfer by the data
exporter to the data importer of the personal data specified
in Appendix 1.

Clause 1

Definitions

For the purposes of the Clauses:

(a) ‘personal data’, ‘special categories of data’,
‘process/processing’, ‘controller’, ‘processor’, ‘data
subject’ and ‘supervisory authority’ shall have the same
meaning as in Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the
processing of personal data and on the free movement
of such data_(1);

‘the data exporter’ means the controller who transfers
the personal data;

(b)

(c) ‘the data importer’ means the processor who agrees to
receive from the data exporter personal data intended
for processing on his behalf after the transfer in
accordance with his instructions and the terms of the
Clauses and who is not subject to a third country’s
system ensuring adequate protection within the

meaning of Article 25(1) of Directive 95/46/EC;

(d) ‘the sub-processor’ means any processor engaged by
the data importer or by any other sub-processor of the
data importer who agrees to receive from the data
importer or from any other sub-processor of the data

importer personal data exclusively intended for

Oopnatok 4 o Yroan npo o6po6bky MNepcoHanbHUx
AaHNX

CraHpaapTHi gorosipHi ymoBu (O6po6HUkM)*

Onsa  uinen cratTi 26(2) Aupektmeu 95/46/EC (a nicns
25 TpaBHs 2018 p. - CcTaTTi 44 Ta HaCTYMHUX
MoctaHoBn 2016/79) ana nepepadi lNepcoHanbHUX AaHUX
06po6bHMKaM, 3apeeCTpOBaHNUM Yy CTOPOHHIX KpaiHax, §Ki He
3abe3neymnu HanexXHU piBeHb 3aXUCTy AaHUX

[...]

(mani B umx NonoxeHHsAX — ekcnopTep AaHUX)

[...]

(mani B umx MonoxeHHAX — iMNOpPTEp AaHUX)

KOXHa CTOpOHa, a pa3oM CTOPOHMU,

Y3roannn ewknapeHi gani AorosipHi nosoxeHHs (gani -
MonoxeHHs), wob 3abesneunTn agekBaTHi 3acobu 3axmcTy
KOHMiAEHUINHOCTIi Ta OCHOBHMX NMpaB i cBo6oa diznyHmMX ocib
y 3B'A3Ky 3 nepepadeto OcobuCTUX AaHUX, 3a3HAYEHUX Yy
Jopatky 1, eKcnopTepoM iMnopTtepy.

TMyHKT 1

Bu3Ha4YeHHSA

Ons uinen nyHkTiB:

(a) TepMiHM «nepcoHanbHi AaHi», «cneuianbHi KaTteropii
paHux», «obpobnatm abo o6pobka», «onepaTop
NepoCHaNbHUX AaHUX», KOBPOOHUK», «CYB'EKT AaHUX»
i «"KOHTPONIOUNIA OpraH» MatTb TaKe X 3HAYEHHS, K
y OnpekTtunsi 95/46/EC €BponencbkKoro napiaMeHTy Ta
Pagn npo 3axuct ¢iszmyHmMx oci6 y 3B’a3ky 3 06pobkoto
nepCcoHasibHUX i BisibHE MepeMileHHa TakuX AaHuX Bia
24 xoBTHS 1995 poky(1);

(6)

TEPMIH «eKCnopTep AaHUX» O3Ha4dyae ornepartopa, KU
nepenac nepocHasbHi AaHi;

(B) TepMiH «iMnopTep AaHux» O3Ha4da€E obpobHuka, AKkuK
NOroAXYy€eTbCs oTpUMyBaTH BiA ekcnopTepa
nepcoHasnbHi AaHi, npu3HayeHi ana obpobku Big noro
iMeHi nicng nepepadi BiANOBIAHO A0 MOro iHCTPYKUIN i
yMOB umux [onoxeHb, i Ha SKOro He MNOLMPIETLCS
BMMora 3abe3nedyeHHs aAeKBATHOroO 3axucty B
CTOPOHHIN KpaiHi B PO3YMiHHi CratTi 25(1)
Onpektneun 95/46/EC;

(r) TepMmiH «cybnigpsagHuMK 3 06po6bkM AaHWX» O3Ha4vae
6yab-akoro o6pobHunKa, 3asy4eHoro iMnopTepom AaHux
abo 6yab-akuM iHWKMM cybnigpsaHuUkoM 3 06pobkwu
AaHUX  iMnopTepa  AaHuMX, SKUMA  MNOrOAXYETbCS
oAepXyBaTu Big imnopTtepa aaHmx abo Big 6yab-sKoro

* Pursuant to Commission Decision of 5 February 2010 (2010/87/EU)
BiamosigHo mo Pimenns Kowmicii Bix 5 mrororo 2010 poky (2010/87/EU)
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processing activities to be carried out on behalf of the
data exporter after the transfer in accordance with his
instructions, the terms of the Clauses and the terms of
the written subcontract;

(e) ‘the applicable data protection law’ means the
legislation protecting the fundamental rights and
freedoms of individuals and, in particular, their right to
privacy with respect to the processing of personal data
applicable to a data controller in the Member State in
which the data exporter is established;

(f) ‘technical and organisational security measures’ means
those measures aimed at protecting personal data
against accidental or unlawful destruction or accidental
loss, alteration, unauthorised disclosure or access, in
particular where the processing involves the
transmission of data over a network, and against all
other unlawful forms of processing.

Clause 2
Details of the transfer

The details of the transfer and in particular the special
categories of personal data where applicable are specified in
Appendix 1 which forms an integral part of the Clauses.

Clause 3
Third-party beneficiary clause

1. The data subject can enforce against the data exporter
this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and
(g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2),
and Clauses 9 to 12 as third-party beneficiary.

2. The data subject can enforce against the data importer
this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause
7,Clause 8(2), and Clauses 9 to 12, in cases where the
data exporter has factually disappeared or has ceased
to exist in law unless any successor entity has assumed
the entire legal obligations of the data exporter by
contract or by operation of law, as a result of which it
takes on the rights and obligations of the data exporter,
in which case the data subject can enforce them against
such entity.

3. The data subject can enforce against the sub-processor
this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause
7, Clause 8(2), and Clauses 9 to 12, in cases where
both the data exporter and the data importer have
factually disappeared or ceased to exist in law or have
become insolvent, unless any successor entity has
assumed the entire legal obligations of the data
exporter by contract or by operation of law as a result
of which it takes on the rights and obligations of the
data exporter, in which case the data subject can
enforce them against such entity. Such third-party
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iHWoro cybnigpagHuka iMnopTepa AaHUX MepOoCHanbHi
OaHi, NpM3Ha4eHi BUKJTIOYHO A/ onepauii o06pobku, sKi
NOBWHHI 34iICHIOBATUCA BiA iMeHi ekcrnopTepa AaHuX
nicnsg nepepadi BignoBiAHO A0 MOro iHCTPYKUiA, YMOB
umx MonoxeHb i YyMOB NUCbMOBOro cybaorosopy;

(8) TepMiH «3aCTOCOBHMM 3aKOH MNP0 3aXUCT AaHUX»
03Ha4ya€ 3aKOHOAABCTBO, SIKe 3aXMULLaE OCHOBHI NpaBa i
ceBoboam isnyHMx ocib i, 30kpema, iIXHE npaBo Ha
KOH(iAEHUINHICTb ¥ 3B'I3KY 3 06p06KOI0 NEpPOCHaNbHUX
OaHUX, WO 3aCTOCOBYETbCA A0 KOHTpoOnepa AaHux Yy
KpaiHi — uneHi €C, pe nepebyBa€ 3apeecTpoBaHUM
eKCrnopTep AaHuX;

(e) «TexHiyHi W opraHizauinHi 3axogm 6e3nekn» — LUe
3axo4M, CMpsIMOBaHI Ha 3axMUCT 0COBMCTUX AaHWUX BiA
BMNagkoBoro abo  HEe3aKOHHOro  3HWULEHHS  4un
BMUNaAKOBOI BTpaTH, 3MiHu, HeCaHKL,iOHOBaHOro
po3ronoweHHsa abo goctyny, 3o0kpeMa, Konm obpobka
nepenbaydae nepenayvy AaHUX 4Yepe3 Mepexy, a TaKox
BiA yCiX iHWMX He3aKoOHHUX dopM 06pobku.

TyHKT 2
BiaomocTi Nnpo nepeaavy paHUx

JoknagHi BigOMOCTI Npo nepeaady Ta, 30Kpema, cneuianbHi
KaTeropii NepoCHanbHUX AaHUX, AKLWO TaKi 3aCTOCOBYOTbCH,
3a3HaueHi B [logatky 1, ssKnii € HEBIA'EMHOIO YaCTMHOI LUbOIro
[MyHKTY.

TyHKT 3
Mono>xeHHA WOoA0 CTOPOHHIX 6eHediudiapiB

1. Cyb'ekT paHMX MoOXe BMMaraTM 3acTOCyBaHHA A0
ekcrioptepa AaHumx uboro [yHkTy, TyHKT 4(6)-(3),
MyHkTy 5(a)-(a) i (€)-(n), NyHkTy 6(1) i (2), NyHKT 7,
MyHkTy 8(2) i TMMyHKTIB 9-12 8K [0 CTOPOHHLOMO
6eHediuiapa.

2. Cy6’ekT paHMX MOXe BMMaAraTm 3acTOCyBaHHS A0
iMnopTtepa aaHux uboro MyHkTy, MyHkTy 5(a)-(a) i (€),
MNyHkTy 6, MyHKTY 7, TlyHKTY 8(2) i MyHKTIB 9-12 Yy
BUMaAKax, KoM ekcnoptep AaHunX hakTU4YHO 3HMK abo
NPUNWHUB iICHYBaHHA Ae-tope, KpiM BMNaAKiB, KON BCi
opnanyHi  3060B'A3aHHA  ekcnopTepa AaHux  3a
porosopoM abo B culy 3akOHy B3siB Ha cebe wmoro
HaCTYMHUWK, YHacnigoK 4oro BiH NpuiiHsAB Ha cebe npaga
M o60oB'A3KM eKkcrnopTepa AaHuX. Y TakoMy Bunagky
cyb’ekT gaHMX MoOXe BMMaratM 3aCTOCYBaHHSA TaKUX
NOJSIOXeHb A0 LbOro HacTyrnHUKa.

3. Cyb6ekTt paHMx MOXe BMMaAratTm 3acTOCyBaHHSA A0
cybnigpsaHuka 3 06pobkmn DaHuUX Lboro
NyHkTy,MyHkTy5(@)-(a) i (€), NyHkTy 6, TyHKTY 7,
MyHKTY 8(2) i MyHnkTiB 9-12 Yy BMNagkax, Konu
eKcrnoptep Ta iMAopTep AaHux QaKTUYHO 3HUKAW,
NPUANHUAN icHyBaTn ae-tope abo cTtanm
HenaaToCrnpoMOXHMUMK, KpiM  BUMaAKiB, KOAM  BCi
opuanyHi  3060B'A3aHHSA  ekcrnopTepa AaHUMX  3a
aoroBopom abo B cuny 3aKkoHy B3sB Ha cebe lioro
HaCTYMHUWK, YHacnigoK 4oro BiH NpuiiHsaB Ha cebe npaga
N 060B’A3KM ekcnopTepa AaHuX. Y TakoMy BuMNagKy
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liability of the subprocessor shall be limited to its own
processing operations under the Clauses.

The parties do not object to a data subject being
represented by an association or other body if the data
subject so expressly wishes and if permitted by national
law.

Clause 4

Obligations of the data exporter

The data exporter agrees and warrants:

(@)

(b)

(©

(d)

(e)

()

(9)

that the processing, including the transfer itself, of the
personal data has been and will continue to be carried
out in accordance with the relevant provisions of the
applicable data protection law (and, where applicable,
has been notified to the relevant authorities of the
Member State where the data exporter is established)
and does not violate the relevant provisions of that
State;

that it has instructed and throughout the duration of
the personal data-processing services will instruct the
data importer to process the personal data transferred
only on the data exporter’'s behalf and in accordance
with the applicable data protection law and the Clauses;

that the data importer will provide sufficient guarantees
in respect of the technical and organisational security
measures specified in Appendix 2 to this contract;

that after assessment of the requirements of the
applicable data protection law, the security measures
are appropriate to protect personal data against
accidental or unlawful destruction or accidental loss,
alteration, unauthorised disclosure or access, in
particular where the processing involves the
transmission of data over a network, and against all
other unlawful forms of processing, and that these
measures ensure a level of security appropriate to the
risks presented by the processing and the nature of the
data to be protected having regard to the state of the
art and the cost of their implementation;

that it will
measures;

ensure compliance with the security

that, if the transfer involves special categories of data,
the data subject has been informed or will be informed
before, or as soon as possible after, the transfer that
its data could be transmitted to a third country not
providing adequate protection within the meaning of
Directive 95/46/EC;

to forward any notification received from the data
importer or any sub-processor pursuant to Clause 5(b)
and Clause 8(3) to the data protection supervisory
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cy6’ekT gaHMX MOXe BMMaratM 3aCTOCYyBaHHS TaKux
MOJIOXEHb no Uboro HacTynHMKa. Taka
BiANOBiAaNbHICTL cybnigpsaaHUKa K TPETbOi CTOPOHM 3
06pobkM faHMx 0BMeXYeTbCSA BIACHUMM oOnepauisiMm
06pobku BignoBigHO A0 YMOB.

CTOpOHM He 3anepeuvytoTb MpoTu Toro, wob cyb’ekTta
JaHUX npeacTtaBnsania acouiauis uum iHWKWMA opraH, SKLWwo
Ccy6’eKT AaHUX 4iTKO BMUCIOBMB Take 6axkaHHA 1 ue
N03BOJIEHO HalUioHaNbHUM 3aKOHO4ABCTBOM.

TMyHKT 4

060B’'sA3KM eKcnopTepa AaHUX

ExcriopTep AaHWX MOroAXYETbCA Ta rapaHTyeE:

(@)

(6)

(8)

()

(a)

(e)

(€)

Lo obpobka, 30KpeMa came nepenaBaHHs
NnepcoHasibHUX  AaHWX, BUKOHYBasacb i MPOAOBXYE
BMKOHYBAaTMCA 3rigHO 3 BiAMOBIAHMMM MOJSIOXXEHHSIMU

3aCTOCOBHOrO 3aKOHY npo 3axuct panux (i, vy
BiANOBIAHMX BUNagkKax, Npo Hei MoBIAOMASETLCA
BiANOBIAHMM oOpraHam KpaiHu - uyneHa €C, pge

3apeECTPOBAHO eKcrnopTepa JAaHuX) i He Mnopywye
BiANOBIAHMX HOPMATUBHMX NOSIOXEHb L€l KpaiHK;

WO BiH BMMaras i NMPOTAroM yCbOro TEPMiHY HaAaHHSA
nocnyr 3 o6pobkm ocobucTtux AaHMX BMMaraTMMme Big
iMnopTepa AaHux o6pobnAaTn nepepaHi nepcoHasbHi
LaHi nuwe Big iMeHi ekcrnopTepa AaHUX i BiANOBIAHO A0
3aCTOCOBHOIO 3aKOHY NpO 3axXUCT AaHUX | YMOBaMu;

Wwo iMnopTep JAdaHWUX HajacTb AOCTaTHI  rapaHTii
3aCTOCYBaHHA TeXHIYHUX | opraHisauinHux 3axoais
6e3nekn, 3a3HaveHnx y logaTtky 2 A0 LbOro AOrOBOpY;

WO MiCcns OuiHKM BWMOr 3aCTOCOBHOMO 3aKOHY Mpo
3aXMCT [aHMX YCTaHOBJIEHO, WO 3axoau 6e3nekn €
NPUAHATHUMU AJ1S 3aXUCTYy MNEepCOHaNbHUX AAHUX Bif
BMMNaaKoBoro abo HEe3aKOHHOro 3HuueHHs abo
BMMagKoOBOI  BTpaTW,  3MiHu, HeCaHKLiOHOBaHOIro
po3ronoweHHs abo aoctyny, 3okpeMma, sKWo obpobka
nepeabayae nepepadvy AaHUX 4yepes Mepexy, a Takox
Bi4 YyCiX iHWWX He3aKoHHUX ¢opM 06pobkM I WO ui
3axoam 3abe3nedvyioTb HanexHun piBeHb 6e3nekn 3
ypaxyBaHHSAM pU3KWKIB, WO BMHMKAOTb YHACMiAOK
06pobku, i xapakTepy AaHWX, WO NiANAral0Tb 3aXUCTY,
3 OrNg4y Ha Cy4YacCHWIM piBeHb PO3BUTKY TEXHOJOFIN i
BUTpaT Ha BNPOBaZAXEHHS;

Wwo BiH 3abe3neuynTb AOTPUMMAHHS BMMOI A0 3aXo4iB
6e3neku;

WO Y BUNagKax nepeaavi AaHux cneuiasbHUX KaTeropin
cyb’ekt paHmx 6yB abo 6yme noiHdopMoBaHWUN
3aspanerigb abo skomora padiwe nicnsg nepegadi npo
TE, WO MOoro AaHi MoXyTb 6yTn nmepenaHi B CTOPOHHIO
KpaiHy, sika He 3abesneuvye agekBaTHWIN 3axuUCT Yy
po3yMiHHI AupekTtnen 95/46/EC;

Wo BiH nepecumnatuMMe BCi CMOBIWEHHSA, OTpUMaHi Big
iMnoptepa gaHux abo 6yab-akoro cybnigpsaHuka 3
06pobkn paHux BignosigHo Ao [yHkTiB  5(6) i
MyHkTiB 8(3), A0 KOHTPOIOKYOro OpraHy i3 3axucTy
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(h)

(M

(3

authority if the data exporter decides to continue the
transfer or to lift the suspension;

to make available to the data subjects upon request a
copy of the Clauses, with the exception of Appendix 2,
and a summary description of the security measures,
as well as a copy of any contract for sub-processing
services which has to be made in accordance with the
Clauses, unless the Clauses or the contract contain
commercial information, in which case it may remove
such commercial information;

that, in the event of sub-processing, the processing
activity is carried out in accordance with Clause 11 by
a subprocessor providing at least the same level of
protection for the personal data and the rights of data
subject as the data importer under the Clauses; and

that it will ensure compliance with Clause 4(a) to (i).

Clause 5

Obligations of the data importer_(?)

The data importer agrees and warrants:

(@)

(b)

(©)

(d)

to process the personal data only on behalf of the data
exporter and in compliance with its instructions and the
Clauses; if it cannot provide such compliance for
whatever reasons, it agrees to inform promptly the data
exporter of its inability to comply, in which case the
data exporter is entitled to suspend the transfer of data
and/or terminate the contract;

that it has no reason to believe that the legislation
applicable to it prevents it from fulfilling the instructions
received from the data exporter and its obligations
under the contract and that in the event of a change in
this legislation which is likely to have a substantial
adverse effect on the warranties and obligations
provided by the Clauses, it will promptly notify the
change to the data exporter as soon as it is aware, in
which case the data exporter is entitled to suspend the
transfer of data and/or terminate the contract;

that it has implemented the technical and
organisational security measures specified in Appendix
2 before processing the personal data transferred;

that it will promptly notify the data exporter about:
(i) any legally binding request for disclosure of the
personal data by a law enforcement authority
unless otherwise prohibited, such as a prohibition
under criminal law to preserve the confidentiality
of a law enforcement investigation;

(i)

any accidental or unauthorised access; and
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(%)

(3)

(n)

[aHuX, AKLIO eKCropTep AaHWX BUPIWNTb NPOAOBXUTU
nepegavy abo ckacyBaTV NPU3YNUHEHHS;

LLO BiH 3a 3aNnTOM HagaBaTuMe cyb’ekTaM gaHuX Konito
uMx YMOB , 3a BUMHATKOM [oaaTky 2, i CTUCAWIA onuc
3axoAiB 6e3neku, a TakoX Konito 6yab-sKoro 4oroBopy
npo nocnyrn ob6bpobkm paHux 3a cybniapsagom, ski
MatoTb 6yTn HadaHi BignoBigHO A0 YMOB , KpiM BUMAAKIB,
KOS B AOroBOpi MICTUTbCS KOMepuilHa iHdpopMauis, y
pasi Yoro BiH MOXe ii BUganuTu;

wo B pasi ob6pobkn paHux 3a cybnigpsaom onepauis
06po6bKkM BUKOHYETbCA CybnigpsagHUKOM 3 06pobku
AaHux BignosigHo ao TMyHkTy 11 i3 3abe3nedyeHHAM
LOHalMeHLLe TaKoro caMoro piBHA 3aXMCTy 0COBUCTUX
AaHWX i NpaB cyb’ekTa AaHUX, IKUIA MAE rapaHTyBaTh M
iMOopTep AaHUX BigNOBIAHO A0 YMOB;

WO BiH 3abe3neunTb A0TpUMaHHSA MNyHKTIB 4(a)-(3).

[TyHKT 5

O60B’sI3kM iMNopTepa AaHnx_(2)

IMnopTep AaHUX MOrOAXKYETLCA Ta rapaHTYyeE:

(@)

(6)

(8)

(r)

wo BiH obpobnaTume ocobucTti paHi nvwe Bi4 iMeHi
eKkcrnopTepa AaHuX i BignoBigHO A0 MOro iHCTpyKUWin i
YMOB ; KLU0 BiH HE MOXe 3abe3neunTn 4OTPUMaAHHS LUmX
BUMOTr i3 6yAb-KMX NPUYMH, BiH MOrOAXYETLCHA HErAMHO
CMOBICTUTU €eKcrnopTepa JAaHUX MNpO HEMOXJ/IUBICTb
BMKOHAHHS BMMOI, Yy pasi 4oro ekcrnoptep AaHWUX Mae
npaBo NPU3YNMUHUTU Nepenadvy AaHux i/abo posipeaTtu
LOrosip;

IO HEMAE NiacTaB BBaXaTw, WO 3aKOHOAABCTBO, SIKe A0
HbOrO 3aCTOCOBYETbCS, MNEPELKOAXKAE BUKOHAHHIO
iHCTpPYKUi, OTpUMaHUX Big ekcrnopTepa AaHuX, i nMoro
060B’A3KiB 3a AOrOBOPOM, @ TakKoX WO B pa3i 3MiHM B
LbOMY 3aKOHOAABCTBi, $siKa MOX€ MaTu CYyTTEBUMN
HeraTMBHWI BNJINB HAa BUKOHAHHS rapaHTiil i 060B’a3KiB,
nepeanbayeHnx ummm YMoBaMm, BiH HEramHO CNOBICTUTb
Nnpo U 3MiHYy eKcropTepa AaHuX, WOWHO MOMY Npo Hel
CTaHe BiJOMO, Yy pa3si Yoro ekcnopTep AaHUX Mae€ npaso
NpU3ynuMHUTKM nepepadvy AdaHmx i/abo posipBatu
LOrosip;

Wo BiH ynpoBagMB TEXHIYHi M opraHisauinHi 3axoam
6e3nekn, 3a3HadeHi B [opatky 2, nepen ob6pobkoto
nepeAaHux NepCcoHanbHUX AaHUX;

O BiH HeramHo CnoBiCTUTb €KCcnopTepa AaHUX Npo:

1) 6yab-9kuin 060B’A3KOBM 3@ 3aKOHOM 3anuT Ha
pPO3ro/ioWeHHs rnepcoHanbHMX AaHNX BiA
NpPaBOOXOPOHHUX OpraHiB, SKLLO Lie He 3a60poHeHO
Ha iHWWX nigctaBax, HanNpukiag Ha niacTasi
KPUMiHanbHOro npaea, WO BMMarae 36epexeHHs
KOHiAEHUIMHOCTI po3cnigyBaHHs
NpPaBoOOXOPOHHUMU OpraHamu;

2) 6yAb-9KMA BMNAAKOBMW 4YM HeECAHKLIOHOBaHMM
aocTyn;
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(e)

(f)

(9)

(h)

(M

(3)

(iii) any request received directly from the data
subjects without responding to that request,
unless it has been otherwise authorised to do so;

to deal promptly and properly with all inquiries from the
data exporter relating to its processing of the personal
data subject to the transfer and to abide by the advice
of the supervisory authority with regard to the
processing of the data transferred;

at the request of the data exporter to submit its data-
processing facilities for audit of the processing activities
covered by the Clauses which shall be carried out by
the data exporter or an inspection body composed of
independent members and in possession of the
required professional qualifications bound by a duty of
confidentiality, selected by the data exporter, where
applicable, in agreement with the supervisory
authority;

to make available to the data subject upon request a
copy of the Clauses, or any existing contract for sub-
processing, unless the Clauses or contract contain
commercial information, in which case it may remove
such commercial information, with the exception of
Appendix 2 which shall be replaced by a summary
description of the security measures in those cases
where the data subject is unable to obtain a copy from
the data exporter;

that, in the event of sub-processing, it has previously
informed the data exporter and obtained its prior
written consent;

that the processing services by the sub-processor will
be carried out in accordance with Clause 11;

to send promptly a copy of any sub-processor
agreement it concludes under the Clauses to the data
exporter.

Clause 6

Liability
The parties agree that any data subject, who has
suffered damage as a result of any breach of the
obligations referred to in Clause 3 or in Clause 11 by
any party or sub-processor is entitled to receive

compensation from the data exporter for the damage
suffered.

If a data subject is not able to bring a claim for
compensation in accordance with paragraph 1 against
the data exporter, arising out of a breach by the data
importer or his sub-processor of any of their obligations
referred to in Clause 3 orin Clause 11, because the data
exporter has factually disappeared or ceased to exist in
law or has become insolvent, the data importer agrees
that the data subject may issue a claim against the data
importer as if it were the data exporter, unless any
successor entity has assumed the entire legal
obligations of the data exporter by contract of by
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(a)

(e)

(€)

(%)

(3)

(n)

3) 6yab-akumin 3anuT, OoTpuMaHuin 6e3snocepeaHbo Bif
cyb’exTiB faHmx, 6e3 BigMNoBiAi HA Len 3anuT, KpiM
BMMaAKiB, KONM Lie A03BOIEHO Ha iHWKWX NigcTaBax;

Lo BiH onepaTUBHO Ta HaNEXHMM YMHOM pearye Ha BCi
3annTM ekcrnopTepa AaHux y 3B'A3ky 3 06pobkoto
0CcobMCTUX paHuX, WO nignaratloTb nNepepadi, i
OOTpMMYyBaTUMeETbCS  peKOMeHAauUil  KOHTPOOHYOro
OopraHy CTOCOBHO 06p0obkn nepegaHnx faHux;

L0 Ha BMMOry eKcnopTepa AaHuX BiH HagaBaTUMe CBOi
3acobu obpobkm paHux Ans nepesipku nepenbdaveHmnx
YMoBaMu onepauin 06pobkun, sika Ma€ NpoBOAUTUCH
ekcrnoptepoM gaHumx abo iHCMeKuiiHUM opraHoMm, LWwo
CK/TAfa€ETbCA 3 HEe3aNexXHUX useHiB i3 HeobxigHoto
npodeciriHolo KBanidikauieo, aKki B3sAM Ha cebe
3060B'A3aHHS AOTPUMYBaTUCA KOHdIAeHUIMHOCTI 1 (Y
BiANOBIAHMX BMNaaKax) obpaHi ekcnopTepoM AaHWUX 3a
3roA0K0 KOHTPOJIIOKYOro opraHy;

Wo BiH HagaBaTuMe 3a 3anuToM cyb’ekTa gaHMX Koniwo
umMx YmoB abo 6yab-IKOrO HasBHOrMO AOroBOpy Mpo
06pobKy faHumx 3a cybnigpsaanom, Kpim Bunagkie, Konu B
[OroBopi MiCTUTbCA KOMepUiliHa iHdopMauis, y pasi
4yoro BiH MoOXxe il BMAaANMTU, 3a BUHATKOM [lopgaTtky 2,
KM 3aMiHIOETbCA CTUC/IMM OMUCOM 3axoAiB 6e3nekn B
TUX BMMNagKax, Koan cyb’ekT gaHMX He MoXe oTpuMaTu
KONito Big eKkcnopTepa AaHuX;

wo, y Bumnagky obpobku pgaHux 3a cybnigpsaom, BiH
nonepeaHbO MOBIAOMMB eKcropTepa AaHWMX i OTpuMmas
MOoro nonepeaHo NMMCbMOBY 3roay;

wo nocnyrn ob6pobku, €Ki Hagae cybnigpsaHuMK 3
06pobkKn paHnx, HagaBaTUMYTbCS BiANOBIAHO A0 MyHKTY
11;

WO BiH HeramHoO Hagilse eKCrnopTepy AaHuMX Konito
6yab-sAKoi yroam i3 cybnigpsaHmMkom 3 06pobkn gaHux,
Ky BiH yKnage BignoBigHoO A0 YMOB.

TyHKT 6
BignoBiaanbHICTb

CTOPOHM MOTroAXYylTbCHA 3 TUM, WO OyaAb-sIKNIA Cy6’ekT
[aHWNX, SKUA NOCTpaxaas Yy pe3ynbTaTi 6yab-sikoro
HEBWKOHaHHA 060B’A3KiB, 3a3Ha4YeHuX y MNyHkTi 3 abo B
MyHkTi 11, 6yab-9ko0 CTOpoHO abo cybniapsaHUKOM
3 06pobkn JaHMX, Ma€E nMpaBO OTPMMATM KOMMEHCcauito
BiA eKcrnopTepa AaHuX 3a 3aBAaHui 36uTok.

AKwo cy6’eKT paHUX He Moxe nogatm  NpoTu
eKkcrnopTepa JgaHux Mo30B i3 BMMOrow KOMMeHcauii
3rigHo 3 naparpadom 1  BHAcNiAOK MNOPYLUEHHS

iMnoptepoMm gaHux abo woro cybnigpsaHMKOM 3
06pobkn paHmMx 6Oyab-gKoro 3i cBOiX 3060B’A3aHb,
3a3HaveHnx y TMyHkTi 3 abo TlyHkTi 11, OCKinbKK
ekcrnoptep AaHmx akTUYHO 3HWK, MPUNUHUB CBOE
iCHyBaHHs pge-tope abo CcTaB HEnIaToCNpPOMOXHUM,
iMnopTep AaHMX MOrOAXYETbCS, WO Cy6’eKT AaHMX MOXe
nogaTu NO30B MPOTWU iMMOpTepa AaHUX TakK, Hibw BiH i
6yB ekcnopTepoM pAaHux, KpiM Bunagkie, Konu BCi
lopuanYHi - 3060B’A3aHHA  ekcnopTepa AaHuMX  3a
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operation of law, in which case the data subject can
enforce its rights against such entity.

The data importer may not rely on a breach by a sub-
processor of its obligations in order to avoid its own
liabilities.

If a data subject is not able to bring a claim against the
data exporter or the data importer referred to in
paragraphs 1 and 2, arising out of a breach by the sub-
processor of any of their obligations referred to in
Clause 3 orin Clause 11 because both the data exporter
and the data importer have factually disappeared or
ceased to exist in law or have become insolvent, the
sub-processor agrees that the data subject may issue a
claim against the data sub-processor with regard to its
own processing operations under the Clauses as if it
were the data exporter or the data importer, unless any
successor entity has assumed the entire legal
obligations of the data exporter or data importer by
contract or by operation of law, in which case the data
subject can enforce its rights against such entity. The
liability of the sub-processor shall be limited to its own
processing operations under the Clauses.

Clause 7
Mediation and jurisdiction

The data importer agrees that if the data subject
invokes against it third-party beneficiary rights and/or
claims compensation for damages under the Clauses,
the data importer will accept the decision of the data
subject:

(a) to refer the dispute to mediation, by an
independent person or, where applicable, by the
supervisory authority;

(b) to refer the dispute to the courts in the Member
State in which the data exporter is established.

The parties agree that the choice made by the data
subject will not prejudice its substantive or procedural
rights to seek remedies in accordance with other
provisions of national or international law.

Clause 8
Cooperation with supervisory authorities

The data exporter agrees to deposit a copy of this
contract with the supervisory authority if it so requests
or if such deposit is required under the applicable data
protection law.

The parties agree that the supervisory authority has the
right to conduct an audit of the data importer, and of
any sub-processor, which has the same scope and is
subject to the same conditions as would apply to an
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[O0roBopoM abo B Cuiy 3aKOHY B3siB Ha cebe Moro
HACTYMHUK, Y pasi 4oro cy6’eKT AaHUX MOXE BMMaAratu
OOTPUMaHHSA MOro nNpas UMM HaCTYMHMUKOM.

IMnopTep AaHUX He MOXe MOCMNATUCS Ha MOPYLUEHHS
cybniapsaHmkoM 3 06pobkn gaHuMx CBOiX 3060B’A3aHb,
wob caMoMy YHUKHYTW BiANOBiAanbHOCTI.

AKWwo cy6’ekT gaHMX He MOoXxe nogaTu MO30B MNpOTU
ekcrnopTtepa gaHux abo iMnopTepa AaHuX, 3ragaHoro B
naparpadax 1l i 2, y 3B'3Ky 3 MNOpPYLUEHHSM
cybniapsaHnkoM 3 06pobkun gaHux 6yab-aKoro 3i cBoiX
3060B'a3aHb, 3a3HaveHux y MyHkTi 3 abo B MyHkTi 11,
OCKiNIbKM eKkcrnopTep Ta iMnopTep AaHuX @akTUYHO
3HUKN, NPUNUHUAM CBOE iCHYBaHHSA Ae-tope abo ctanu
HenaaToCNnpoOMOXHUMMK, cybniapsaHMK 3 06pobkn gaHnx
NOroA)Ky€eTbCs, WO Cyb6'ekT AaHMX MOXe noaaBaTu
Mo30B NpoTK cybnigpsaHuka 3 06pobkn faHuX y 3B'A3Ky
3 BJlaCHMMKM onepadismMm 06pobkn 3rigHO 3 UMMM
MyHKTamMu Tak, Hibu BiH cam 6yB €eKCNOpTEpPOM uun
iMOOpTEPOM AaHUX, KPiM BMNAAKiB, KOAU BCi HOPUANYHI
3060B’A3aHHA eKkcnopTepa AaHuxX 3a AorosopoM abo B
CUNY 3aKOHY B3B Ha cebe NOro HacTynHuK, y pasi 4oro
cy6’ekT gaHMX MOXe BMMaratm AOTPUMAHHSA MOro npas
UMM HacTynHMKOM. BignosiganbHicTb cybnigpsaHuka 3
06pobkn  pgaHux  o6MexyeTbcss  MOro  BlaCHUMMU
onepauismmn 06pobku BignoBigHO A0 YMOB.

[yHKT 7
MocepeaHVUTBO Ta IOpUCANKLIA

IMnopTep AaHMX NOrOAXYETbCSA, WO SAKWO Ccy6’ekT
AaHUX BWUMarae Big HbOro AOTPMMaHHS  Mpas
CTOpPOHHBLOro beHediuiapa Ta/abo BUNNaTn KoMNeHcawu,ii
3a 36uTKM BigNOBIAHO A0 YMOB, iMNOpTEpP AaHUX NpUNMeE
pilweHHsa cyb’ekTa AaHuUX:

(a) nepepaTtu BUPILLEHHS crnopy LUISIXOM
yperyloBaHHA He3anexHow ocobowo abo (y
BiANOBIAHMX BUNaAKaxX) KOHTPOJIOOUYMM OpraHoM;

(6) nepegmatm cnip A0 cyAiB KpaiHu — uneHa €C, pe
3apeeCcTpoBaHO eKcrnopTepa AaHuX.

CTOpOHM NOroAaxyrTbcs, Wo Bubip, 3pobneHun
cyb’ekToM AaHux, He nos3baBnse MOro CyTTEBUX UM
npouecyasbHUX NpaB Ha 3aCTOCyBaHHS 3acobiB 3axumcTy
BiANOBIAHO A0 IHWMX TMOMOXEHb HALUiOHANbHOIO 4u
Mi>)KHapo4HOro npasa.

TTyHKT 8
CniBnpaus 3 KOHTPOJIIOIOYMMM OpraHamMm

EkcnopTep AaHUX MOroAXKyeTbCsl HagaTu KOMito LbOro
AOroBOPY KOHTPOJIIOKYOMY OpraHy, SKWoO BiH LbOro
BMMarae abo AKkwWo ue HeobxigHO 3pobuTu BiANOBIAHO
[0 YMHHOIO 3aKOHY NMpPO 3aXWUCT AaHUX.

CTOpPOHM MOroAXyTbCs, WO KOHTPOOKYNIA OpraH Mae
npaBo NPOBOANTM ayauT iMnopTepa AaHux i 6yab-aKoro
cybnigpsaHuka 3 06pobkm AaHuMx y Takux camux
obcsrax i Ha TakMx caMuxX yMoBax, K y BUNaaKy ayauTy
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audit of the data exporter under the applicable data
protection law.

3. The data importer shall promptly inform the data
exporter about the existence of legislation applicable to
it or any sub-processor preventing the conduct of an
audit of the data importer, or any sub-processor,
pursuant to paragraph 2. In such a case the data
exporter shall be entitled to take the measures foreseen
in Clause 5(b).

Clause 9
Governing law

The Clauses shall be governed by the law of the Member
State in which the data exporter is established.

Clause 10
Variation of the contract

The parties undertake not to vary or modify the Clauses. This
does not preclude the parties from adding clauses on
business related issues where required as long as they do
not contradict the Clause.

Clause 11
Sub-processing

1. The data importer shall not subcontract any of its
processing operations performed on behalf of the data
exporter under the Clauses without the prior written
consent of the data exporter. Where the data importer
subcontracts its obligations under the Clauses, with the
consent of the data exporter, it shall do so only by way
of a written agreement with the sub-processor which
imposes the same obligations on the sub-processor as
are imposed on the data importer under the
Clauses_(3). Where the sub-processor fails to fulfill its
data protection obligations under such written
agreement the data importer shall remain fully liable to
the data exporter for the performance of the sub-
processor’s obligations under such agreement.

2. The prior written contract between the data importer
and the sub-processor shall also provide for a third-
party beneficiary clause as laid down in Clause 3 for
cases where the data subject is not able to bring the
claim for compensation referred to in paragraph 1 of
Clause 6 against the data exporter or the data importer
because they have factually disappeared or have
ceased to exist in law or have become insolvent and no
successor entity has assumed the entire legal
obligations of the data exporter or data importer by
contract or by operation of law. Such third-party
liability of the sub-processor shall be limited to its own
processing operations under the Clauses.
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€KCcnopTepa AaHux BiANOBIAHO A0 YMHHOIO 3aKOHY npo
3aXUCT AaHux.

3. IMnopTep QAaHMX MOBWHEH HeramHo mnoiHdopMyBaTH
ekcrnopTepa AaHuxX Mpo HasiBHICTb 3aKOHOAABCTBA, LO
3aCTOCOBYETLCS no HbOIo abo 6yab-sIkoro
cybnigpsaHmka 3 06pobkM paHuxX | nepewKkoaxae
NpoBeAEeHHI0 ayauTy imnopTtepa AaHux abo 6yab-siKkoro
cybniopsaHmka 3 o06pobkuM paHux BigMoBiAHO 40
naparpada 2. Y TakoMy BUNaAKy ekcnoptep AaHUX Mae
npaBo BXWUTW 3axoaiB, nepeabaverHunx y MyHkTi 5(6).

TTyHKT 9
3acrocoBHe 3aKOHOAABCTBO

Lli YMoBM perynorTbCad 3aKOHOAABCTBOM KpaiHW — 4neHa
€C, e 3apeecTpoBaHO ekcnopTepa AaHuX.

lyHKT 10
3MiHeHHs forosopy

CTtopoHK 3060B’s3yl0TbCA He 3MiHOBaTM YMoBu. Lle He
3aBaXka€ CTOpOHaM y pasi noTpebun goaaBaT MOMOXKEHHS,
MoB’A3aHi 3 AiNOBMMM MUTAHHSAMW, 3@ YMOBW, LLO BOHWU He
cynepeyaTb YMOBaM.

lyHKT 11
O6po6ka 3a cybnigpsaom

1. IMnopTep AaHUX He MaE npasa nepegasaTu B cybnigpaa
6yab-sKi onepauii 06pobkun, WO BUKOHYOTLCS Bia iMeHi
eKkcrnopTepa gaHux 3rigHo 3 YMoBamu , 6e3 nonepeaHboi
MMCbMOBOI 3rogM ekcrnopTepa AaHuX. AKWo imnopTep
AaHunX nepegae B cybniapsa csoi 3060B’s13aHHS 3@ LUMK
YMoBaMu 3a 3rofol ekcrnoptepa AaHux, BiH pobutume
ue Juwe WnaxXoM YyKnagaHHa nNUCbMOBOI yroaum i3
cybniapsaHMkoMm 3 06pobku AaHuMX, sika Haknada€ Ha
cybniapsiaHnka 3 06pobkn gaHuX Ti X 3060B’sA3aHHS, SAKi
HaknagawTbCa M Ha iMnopTepa AaHWX BiANOBIAHO A0
MyHkTiB_(3). AKWwo cybniapsaaHuk 3 o6pobku AaHuX He
BWUKOHYE CBOi 30060B’fI3aHHS WOAO0 3aXWUCTy AaHuX 3a
TaKO NMMCbMOBOK YroAot0, iMMOPTEP AaHUX Hece nepes,
eKcrnopTepoM  AdaHuxX YyCK  BignoBiganbHICTb  3a
BUMKOHaHHA cybnigpsaHmkom 3 06pobkm paHuMX CBOIX
060B’A3KiB 3@ Takol yroaoto.

2. [lonepeaHilt NMCbMOBUIA AOrOBIp MiX iIMNOPTEPOM AaHUX
i cybnigpsaHmkoMm 3 06pobku AaHUX TaKOX MOBUHEH
BK/IlOYATM MNOJIOXKEHHST MNpo npaBa CTOPOHHbLOIO
6eHediuiapa, nepenbavene B MyHkTI 3. Lle HeobxigHO y
BMNaAKaX, Konm cyb6’eKT AaHMX He MoxXe npen’siButu
ekcrioptepy abo iMnopTtepy AaHMX BMMOry LWOAO

KoMMeHcauii, nepenbaveny naparpacom 1
MonoxeHHs 6, OCKIIbKM BOHM  (PaKTUYHO 3HUKIMU,
NPUNWHWAKM CBOE iCHyBaHHSA pge-tope abo cranm

HEenaaToCrnpoOMOXHUMMK, | XKOAEH MPaBOHACTYMHUK He
B3sB Ha cebe BCi opnanyHi 3060B’3aHHA ekcnopTepa
AaHWX 4Yu iMNopTepa AaHWX 3@ AOroBOPOM YM B CUY
3aKkoHy. Taka BignosiganbHiCTb cybnigpsgHuMka £K
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3. The provisions relating to data protection aspects for
sub-processing of the contract referred to in paragraph
1 shall be governed by the law of the Member State in
which the data exporter is established.

4. The data exporter shall keep a list of sub-processing
agreements concluded under the Clauses and notified
by the data importer pursuant to Clause 5(j), which
shall be updated at least once a year. The list shall be
available to the data exporter’'s data protection
supervisory authority.

Clause 12

Obligation after the termination of personal data-
processing services

1. The parties agree that on the termination of the
provision of data-processing services, the data importer
and the sub-processor shall, at the choice of the data
exporter, return all the personal data transferred and
the copies thereof to the data exporter or shall destroy
all the personal data and certify to the data exporter
that it has done so, unless legislation imposed upon the
data importer prevents it from returning or destroying
all or part of the personal data transferred. In that case,
the data importer warrants that it will guarantee the
confidentiality of the personal data transferred and will
not actively process the personal data transferred
anymore.

2. The data importer and the sub-processor warrant that
upon request of the data exporter and/or of the
supervisory authority, it will submit its data-processing
facilities for an audit of the measures referred to in
paragraph 1.

(%) Parties may reproduce definitions and meanings contained in Directive 95/46/EC within this
Clause if they considered it better for the contract to stand alone.

(%) Mandatory requirements of the national legislation applicable to the data importer which do
not go beyond what is necessary in a democratic society on the basis of one of the interests listed
in Article 13(1) of Directive 95/46/EC, that is, if they constitute a necessary measure to safeguard
national security, defence, public security, the prevention, investigation, detection and prosecution
of criminal offences or of breaches of ethics for the regulated professions, an important economic
or financial interest of the State or the protection of the data subject or the rights and freedoms of
others, are not in contradiction with the standard contractual clauses. Some examples of such
mandatory requirements which do not go beyond what is necessary in a democratic society are,
inter alia, internationally recognised sanctions, tax-reporting requirements or anti-money-
laundering reporting requirements.

(®) This requirement may be satisfied by the sub-processor co-signing the contract entered into
between the data exporter and the data importer under this Decision.
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TpeTboi CTOpoHM 3 06pobkn paHMx ob6MexyeTbCs
BflaCHMMM onepauismm 06pobkun BiAMNOBIAHO A0 YMOB.

3. TlonoxeHHA [0roBopy, WO CTOCYKTbCA acCnekTiB
3aXUCTy AaHux ans obpobku 3a cybniapsanom, 3a3HadeHi
B naparpadil, peryalTbCsd  3aKOHOAaBCTBOM
KpaiHn — uneHa €C, y gKin 3apeecTpoBaHO ekcnopTepa
AaHuX.

4. EkcnopTep AaHux 3060B'A3aHUIM BECTM CMINCOK Yrof npo
06pobKy AaHmMx 3a cybnigpsaoM, yKnaaeHux 3rigHo 3
lMoNoXXeHHAMU, i 3aHOCUTU X A0 TAKOro CrMCKy, KOJn
Nnpo HMUX MOBIAOMWUTL iMNOPTEP AaHUX BiAMNOBIAHO A0
MyHkTy 5(M), woHarMeHwe oAWH pa3 Ha pik. Len
CMNCOK Ma€ 6yTn AOCTYNHMUM KOHTPO/OIOYOMY OpraHy i3
3axXUCTy AaHUX eKcropTepa AaHuX.

TyHKT 12

3060B’A3aHHA NiCNA NPUNUHEHHA HaflaHHA NOCAYT,
wo nepenbauvaroTb 06po6Ky NepoCHaNbHUX AAHUX

1. CTopoHM nNOroaXyrwTbCsl, WO B pasi MNpPUNMHEHHS
HafjaHHA nocnyr, sKki nepeabayatoTe 06pobKy AaHUX
iMnopTtep pgaHux i cybnigpaaHuk 3 06pobkn AaHux 3a
BM6OpPOM ekcnopTepa AaHMX MOBEpHYTb YCi nepeaaHi
ocobucTti gaHi Ta ixHi Konii ekcnopTepy AaHux abo
3HMWATb YCi  MepoCHasbHi JaHi Ta nucbLMOBO
NiATBEpASATb €KCNopTepy AaHux, Wwo ue 3pobneHo, 3a
BUHSATKOM BMNaAKiB, KOJM 3aKOHOAABCTBO, WO Ai€ AN
iMnoptepa AaHux, 3abOpoHSIE noBepHeHHs abo
3HULWEHHS BCiX NepeaaHuMx nepocHanbHMX AaHux abo
iIXHbOT 4YacTMHW. Y UbOMY BUNAAKY iMMopTep AaHUX
rapaHTye KOHQIAEHUINHICTE nepefaHmnX NepoCHasbHUX
haHuX i He 6yae akTUBHO 06pobnaTn nepeaaHi ocobucrTi
[aHi B noaasnbLUoOMy.

2. IMnoptep paHumx i cybnigpsaHUK 3 06pobkKM paHux
rapaHTylTb, WO Ha BMMOry eKkcrnopTepa AaHux i/abo
KOHTPOJIIOYOro opraHy BOHW HadapyTb CBOi 3acobwu
06p0bKM AaHUX ANa NepeBipKM 3axoaiB, 3a3HaYeHUX y
naparpadi 1.

() CToponu MOKyTh BiITBODUTH BH3HAYEHHS Ta 3HAYEHHS, IO MicTAThcs B JlupexTHBi
95/46/€C, y upomy ITosoxkeHHi, SKIIO BOHH BBA)KAIOTh 33 KPallle BKa3aTH iX OKPEeMO B JIOTOBOPI.

(A) O60B’A3K0Bi BUMOTH HAIIOHATBHOTO 3aKOHOJABCTBA, IO 3aCTOCOBYIOTHCS JI0 iMIIOpTEpa
JIaHMUX 1 He BUXOJATH 332 PAMKH TOTO, IO HEOOXIIHO B JEMOKPAaTHYHOMY CYCIIBCTBI 3TiIHO 3
onnuMm 3 inrepecis, nepenivennx y Crarri 13(1) dupexrusu 95/46/EC, 10670, SKIIO X JOCTATHBO
JUISL  3aXHCTY HAIiOHAIBHOT Oe3leKkH, OOOPOHM, TPOMAJICHKOI Oe3MeKH, MONepeUKeHHS,
po3CIliyBaHHs, BHABICHHS Ta MEPECHifyBaHHS y 3B’S3Ky 3 KPUMIHAJIbHUMH 3]I0YHHaMU abo
MOPYLICHHSAMI €THYHUX MPUHLHAIIIB JUISl PEryIbOBaHUX MPo(eciii, BaXKIMBUX eKOHOMIYHUX ab0
(hinaHCOBHX IHTEpECiB eprkaBu a00 3aXUCT Cy0’€KTa JaHUX YK MPAB Ta CBOOO IHIINX JIFOEH, HE
cynepeyarh CTaHAAPTHUM JIOTOBIPHUM 1os10kKeHHsAM. TIpuknagamu Takux 060B’I3KOBUX BUMOT,
SIKi He BUXOJIATh 32 MEXKi TOT0, 110 HEOOXITHO B IEMOKPATHYHOMY CYCIIUIBCTBI, MOJKYTh, 30KpeMa,
CIIYTyBaTH MIDKHAPOAHO BH3HAHI CaHKIil, BUMOTM 10 IIOJATKOBOI 3BITHOCTI Ta BHMOTHM [0
3BiTYBaHHs B paMKaX OOpOTHOM 3 BiIMUBAHHSAM IPOIICH.

() Ll BuMora Moxe GyTH BUKOHaHA CYOMiAPAIHUKOM 3 0OPOOKM JAHMX HIIAXOM yKJIaJaHHS
JIOTOBOPY MiK €KCIIOPTEPOM Ta IMIIOPTEPOM JaHHX BIIIOBIIHO JI0 1[bOTO PimeHHs.
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