PERSONAL DATA PROCESSING AGREEMENT FOR SAP
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1.4

SUPPORT AND PROFESSIONAL SERVICES

BACKGROUND

Purpose and Application. This document ("DPA") is
incorporated into the Agreement and forms part of a
written (including in electronic form) contract between
SAP and Customer. This DPA applies to Personal Data
provided by Customer and each Data Controller in
connection with the performance of the SAP services
as set out in the relevant Agreement/Order Form
("SAP Service(s)”) to which is attached the present
DPA which may include:

(a) SAP Support as defined in the Software License
and Support Agreement/Order Form; and/or
(b) Professional Services as described in the SAP

Services Agreement/Order Form concluded
between SAP and the Customer (“Services
Agreement”).

Structure. Appendices 1 and 2 are incorporated into
and form part of this DPA. They set out the agreed
subject-matter, the nature and purpose of the
processing, the type of Personal Data, the categories
of data, the data subjects and the applicable technical
and organizational measures.

GDPR. SAP and Customer agree that it is each party’s
responsibility to review and adopt requirements
imposed on Controllers and Processors by the General
Data Protection Regulation 2016/679 (“*GDPR"), in
particular with regards to Articles 28 and 32 to 36 of
the GDPR, if and to the extent applicable to Personal
Data of Customer/Controllers that is processed under
the DPA. For illustration purposes, Appendix 3 lists the
relevant GDPR requirements and the corresponding
sections in this DPA.

Governance. SAP acts as a Processor and Customer
and those entities that it permits to include Personal
Data in systems accessible by SAP when performing
the SAP Service act as Controllers under the DPA.
Customer acts as a single point of contact and is solely
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COIMNNALUEHME Ob OBPABOTKE NMEPCOHAJIbHbIX
AOAHHDBIX And ycnyr no CoOnPOBOXAEHUIO U

1.2

1.3

1.4

MPO®ECCUOHAJIbHbIX YCNVYI SAP
OBLWAA UHOOPMALUMA

Llenb n npuMmeHeHue. YC/0BUg, coaepiawmecs B
HacCToALWEM OOKYMEHTe («CornaweHumn 06
06paboTke nepcoHasibHbIX AAHHbIX»), SABNAKTCS
yacTtbto CornaweHnsa 1 cornaweHmeMm B MMCbMeHHOM (B
TOM u4ucne 3NeKTpoHHon) ddopme Mexay SAP u
3aka3uunkoM. Hactoswee CornaweHue o6 obpaboTke
nepcoHasibHbIX AAHHbIX MPUMEHSETCA K OTHOLUEHUSM
CTopoH no o6paboTke NepcoHasnbHbIX AaHHbIX B CBA3MU
C oOkasaHmeM ycnyr SAP, Kak YyCTaHOB/IeHO B
cooTBeTcTBYlOwWweM CornaweHun/forosope («Ycnyru
SAP»), K KOTOpOMY Tnpufaraetca HacTosuee
CornaweHne o6 obpaboTke nepcoHanbHbIX AaHHbIX.
YKasaHHble Ycnyrn SAP MOryT BKoYaTb B cebs:

(a) Ycnyru SAP no conpoBOXAEHMIO B COOTBETCTBUM
¢ CornaweHunem/JoroBopoM 0 NpefocTaBieHUN
npaB WCMOMb30BaHUA WM OKasaHWUM YyCnyr no
COMPOBOXAEHUIO MPOrpamMMHoOro obecnedyeHus;

n (nnn)

(b) TpodeccmoHanbHbie YycAyru, OMUCaHHble B
Cornawenunn/Oorosope 06 okasaHuu ycnyr SAP,
3aK0YEHHOM SAP " 3aKa34ynkom

(«CornauwieHmne 06 okasaHum ycnyr»).

CTpykTypa. lNpuioxeHna 1 n 2 BKOYEHbI B COCTaB

HacTosLero CornaweHus 06 obpaboTke
nepcoHasnbHbIX LaHHbIX " ABNAOTCA ero
HeoTbeM/ieMbIMM 4acTaMu. B HuUX cornacoBaHbl
npeaMeT, Xxapaktep u uenb o06paboTku, TMN
MepcoHanbHbIX  AaHHbIX, KaTeropun  Ccyb6bekToB
OaHHbIX M COOTBETCTBYHOLIME  TEXHMYECKME WU

OpraHn3aunoHHbIE MEPLI.

GDPR. SAP un 3akas3uuk corfnawarTcs C TeM, 4To
Kaxgas  CTOpOHAa  HecCceT  OTBETCTBEHHOCTb  3a
paccMoTpeHune 7 npuHaTme TpeboBaHui,
npeabasnsemblx K Onepatopam u O6paboTunkam
O6bwnM pernaMeHToOM Mo 3awmTe AaHHbix 2016/679
(«GDPR»), B 4YaCTHOCTM B OTHOLWEHWUM cTaTen 28 n 32-
36 ykasaHHOro pernamMeHTa, ecnm 3To NnpuMeHnmo (u B
TOl Mepe, B KaKOW 3TO NMPUMEHMMO) K epcoHanbHbIM
AaHHbIM  3akasumka uam  OnepaTtopoB, KOTOpble
obpabaTbiBatoTcst B cooTBeTcTBMM C CornaweHnem ob
o06paboTke nepcoHanbHbIX JAaHHbIX. B KadecTtBe
wnncTtpaumn B MpunoxeHnn 3 nepedyncneHsbl
cooTBeTcTBYlOWMe TpeboBaHns GDPR wu paspensbl
HacTosLwero CornaweHus 06 obpaboTke
nepcoHasbHbIX AAHHbIX.

MpuHUMNbI NpaBOBOro peryampoBaHua. B pamkax
HacTosLwero CornaweHus 06 obpaboTke
rMepcoHasibHbIX AaHHbIX SAP BbiCTyrnaetr B ponu
ObpaboTumka, a 3akasumkK U Te PUAMYECKME NnLa,
KOTOpPbIM OH pa3pellaeT npenocTasniaThb
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2.2

responsible for obtaining any relevant authorizations,
consents and permissions for the processing of
Personal Data in accordance with this DPA, including,
where applicable approval by Controllers to use SAP
as a Processor. Where authorizations, consent,
instructions or permissions are provided by Customer
these are provided not only on behalf of the Customer
but also on behalf of any other Controller. Where SAP
informs or gives notice to Customer, such information
or notice is deemed received by those Controllers
permitted by Customer to include Personal Data and it
is Customer’'s responsibility to forward such
information and notices to the relevant Controllers.

SECURITY OF PROCESSING

Appropriate Technical and Organizational
Measures. SAP has implemented and will apply the
technical and organizational measures set forth in
Appendix 2. Customer has reviewed such measures
and agrees that the measures are appropriate taking
into account the state of the art, the costs of
implementation, nature, scope, context and purposes
of the processing of Personal Data.

Appendix 2 applies only to the extent that such SAP
Services are performed on or from SAP premises. In
the case where SAP is performing SAP Services on the
Customer’s premises and SAP is given access to
Customer’s systems and data, SAP shall comply with
Customer’s reasonable administrative, technical, and
physical conditions to protect such data and guard
against unauthorized access. In connection with any
access to Customer’s system and data, Customer shall
be responsible for providing SAP personnel with user
authorizations and passwords to access its systems
and revoking such authorizations and terminating
such access, as Customer deems appropriate from
time to time. Customer shall not grant SAP access to
Licensee systems or personal information (of
Customer or any third party) unless such access is
essential for the performance of SAP Services.
Customer shall not store any Personal Data in non-
production environments.

Changes. SAP applies the technical and
organizational measures set forth in Appendix 2 to

SAP Confidential

Data Processing Agreement for SAP Support and Professional Services (DUAL) ruKZ.v.3-2019

2.2

lMepcoHanbHble  AaHHble, AOCTynHble SAP  npwu
oKaszaHun et Ycnyrm SAP, BbICTynakT B KaudecTBe
OnepaTtopoB. 3aka34yMKk BbICTYNAeT B KayecTBe
€AWHCTBEHHOro  KOHTaKTHOro  nMua W HeceT
€ANHOJINYHYO OTBETCTBEHHOCTb 3a Mosly4yeHune nobbix
COOTBETCTBYIOLWMX  MNOAHOMOYMKM,  opobpeHun  u
pa3speLueHnii ana o6paboTkm MNepcoHanbHbIX AaHHbIX B
cooTBeTCTBMM C  HacTtosdwum  CornaweHuem 06
obpaboTke MepcoHanbHbIX AaHHbIX, BK/OYas, B
COOTBETCTBYHLWMX cuUTyaumax, cornacne OnepaTopos
Ha npuenedeHne SAP B kayectBe Ob6paboTumka. Ecnu
3aka3unk npepocTtaBfaseT MOSIHOMOYMS, oAobpeHus,
WHCTPYKLUMW UKW paspeLleHuns, OHN NpeaocTaBistoTcs
He TONIbKO OT MMEHM CaMOro 3aka3s4ymka, HO U OT UMEHU
BCeX ocTtanbHbiXx OnepaTopoB. B Tex cny4yasax, korpa
SAP nHdbopMupyeT nnm ysegoMmnsieT 3akasuymka, Takas
nHdopMauus nnu yBeaoMeHune cyuTaeTcs
nony4yeHHon Temn OnepaTopaMu, KOTOPbIM 3aka3uuk
paspewunn BkAYaTb [lepcoHanbHble AaHHble, U
3aKkasunk HeceT OTBETCTBEHHOCTb 3a Nepegavy Takom

uHdopMauum ©n yBeAOMNIEHUN COOTBETCTBYHOLUM
OnepaTtopam.

BE3OMNACHOCTb OBPABOTKMHA
CooTtBeTcTBYIOLYMNE TexHun4yeckme 7]

opraHmsaumMoHHble Mepbl. KoMmnaHmna SAP BHeapuna
n 6yaet NpMMeHsTb TEXHUYECKNE U OpraHnU3aLMOoHHbIe
Mepbl, onpeaeneHHble B [IpuaoxeHunn 2. 3akasuuk
M3y4yna 3TU Mepbl M COornaceH C TeM, 4YTO 3TWU Mepbl
ABNSAIOTCA MPUEMIEMBIMU, YUUTbIBAsA TEKYLLUNIA YPOBEHb
pa3BUTUA HAYKN N TEXHWKM, 3aTpaTbl Ha peanunsauuto,
XapakTtep, cdepy MNpUMEHEHMUsl, KOHTEKCT M uenu
06paboTkn NepCcoHanbHbIX AAHHbIX.

MpunoxeHne 2 nNpuMeHSeTCS TONbKO B TeX cny4yasx,
Koraa Takue Ycnyrn SAP oka3sbiBaloTCa Ha TeppuTopumn
SAP unu c Tepputopun SAP. B Tex cnydasx, koraa SAP
oKa3sblBaeT Ycnyrn SAP Ha TeppuTopuM 3akasuuka u
SAP npepocTtaBnsieTcs AOCTYyN K CMCTEMAM U AAHHbIM
3akasumka, SAP ob6sasyeTcs cobnogatb pasyMHble
aAMUHUCTPATMBHbIE, TexHuyeckne wu dusnyeckme
yC/l0BMS, YCT@HOB/IEHHble 3aKa3yuMkOM B Uenax
3aWnMTbl  TaKMX  AaHHbIX W NpeaoTBpalleHus
HEeCaHKLUMOHMPOBAHHOIO AocTyna. B cBsA3n ¢ aTvM B
obs3aHHOCTM 3aka3uvMka BXOAWT npeaocTaBieHune
COTPYAHMKaM SAP NOSTHOMOYNIA 7] naponemn
rnonb3oBartenen, HeobxoauMMbIX AN AOCTyna K ero
cucTtemaMm, a TakKXke OT3blB TakuMX MOSHOMOYUA W
npekpalleHue AoCTyna B nepuoabl, Korga 3akasuuk
couTeT 3TO Heob6xoAuMbIM. 3aka3uuk npefocTaBAsSeT
SAP poctyn K CBOMM CUCTEMaM W MNEpPCOHasbHbIM
AaHHbIM (3aKkasunka wanm TpeTbuX NnLy), TONbKO ecnu
TakoW [OCTYyNn MMeeT CyLeCTBEHHOE 3HauyeHue Ans
okasaHua Ycnyr SAP. 3aka3uuMkK He AO0/IKEeH XpaHuTb

Kakune-nnb6o MepcoHanbHble AaHHble B
HEeNpoayKTUBHON cpeae.
N3MeHeHus. SAP npUMeHaAeT  onpeaeneHHble

TEXHNYECKNE N OPraHn3aUNOHHbIE MEPDbI, NU3JTOXKEHHbIE
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3.2

3.3

3.4

SAP’s entire customer base receiving the same SAP
Service. SAP may change the measures set out in
Appendix 2 at any time without notice so long as it
maintains a comparable or better level of security.
Individual measures may be replaced by new
measures that serve the same purpose without
diminishing the security level protecting Personal
Data.

SAP OBLIGATIONS

Instructions from Customer. SAP will process
Personal Data only in accordance with documented
instructions from Customer. The Agreement (including
this DPA) constitutes such documented initial
instructions and Customer may provide further
instructions during the performance of the SAP
Service. SAP will use reasonable efforts to follow any
other Customer instructions, as long as they are
required by Data Protection Law, technically feasible
and do not require changes to the performance of the
SAP Service. If any of the before-mentioned
exceptions apply, or SAP otherwise cannot comply
with an instruction or is of the opinion that an
instruction infringes Data Protection Law, SAP will
immediately notify Customer (email permitted).

Processing on Legal Requirement. SAP may also
process Personal Data where required to do so by
applicable law. In such a case, SAP shall inform
Customer of that legal requirement before processing
unless that law prohibits such information on
important grounds of public interest.

Personnel. To process Personal Data, SAP and its
Subprocessors shall only grant access to authorized
personnel who have committed themselves to
confidentiality. SAP and its Subprocessors will
regularly train personnel having access to Personal
Data in applicable data security and data privacy
measures.

Cooperation. At Customer’s request, SAP will
reasonably cooperate with Customer and Controllers
in dealing with requests from Data Subjects or
regulatory authorities regarding SAP’s processing of
Personal Data or any Personal Data Breach. SAP shall
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B [lpunoxeHun 2, KO BCeM 3akazuumkam SAP,
nosiyyarowmm ogHy u Ty xe Ycnyry SAP. SAP MoxXeT B
nwboe Bpemsa 6e3 npeaBapuTENbHOrO yBeAOMJIEHMS
W3MEHWUTb Mepbl, N3N0XEHHbIE B NpuaoxXeHun 2, ecnu
npM 3TOM COXPaHUTCSA COMOCTaBWUMbIM wunn bHonee
BbICOKMA ypoBeHb 6e3onacHocTn. MHauBuAyanbHble
MeponpuaTUsa MOryT 6blTb 3aMeHEHbI HOBbIMKM MEpaMMu,
€C/IN OHW CcayXaT TOM Xe LUeInm U He yMeHbllakoT
ypoBeHb 6e3onacHocTu lMepcoHanbHbIX AaHHbIX.

OBA3ATEJIbCTBA KOMINAHUN SAP

MopyuyeHunsa 3akasumka. KomnaHus SAP obsizaHa
obpabaTbiBaTb [lepcOHanbHble pAaHHblE TONIbKO B
COOTBETCTBUN C AOKYMEHTaNnbHO MNOATBEPXAEHHbIMU
MHCTPYKUMAMK 3aka3uuka. CornaweHue (BkaoYas
HacToswee CornaweHne 06 06paboTke NepcoHanbHbIX
OaHHbIX) npeactasnsetr coboin Takoe AOKYMEHTasbHO
odopM/IeHHOe NepBOHaYvasbHOe NOpyYeHNe, Npu 3TOM

3aKka3unk  MOXET nMpefocTaBnsaTb  AanbHenwune
nopyvyeHus B XoAde okasaHua Ycnyr SAP. SAP
obasyetrca npunaratb  pasyMHble  ycunaus  Ans

BbIMOSIHEHUSA NO6bIX APYrnX MOpyyYeHWin 3akasuuka,
ecnn Toro TpebyeT 3akoHOAATENbCTBO O 3awuTe
nepcoHasnbHbIX  AaHHbIX " 3TO  TeXHWYEeCKM
OCyWecTBMMO N He TpebyeT M3MeHEeHWN B npouecce
okasaHusa Ycnyrn SAP. Ecnu npuMeHMMo Kakoe-nmbo
M3 BbILWEYNOMSHYTbIX UCKIOYEHNI UK SAP He MOXeT
BbINOJIHUTb MOPYYEHWE MO MHbIM nNpudnHaMm nnbo
NnpUaEpPXMBAETC MHEHWUS, YTO MOpyYeHue HapyluaeT
3aKoHOAaTENbCTBO O 3alUMTe MepCoHasbHbIX AAHHbIX,

SAP  He3amMeanuTenbHo yBegoMmMnseTr 06  3TOM
3akasumka (BonyckaeTcs yBeaoMmneHme no
3/IEKTPOHHON noyTe).

O6paboTka, OCHOBAHHasnA Ha Tpe6oBaHumn
3aKoHoOAaTeNnbCTBa. SAP Takxe MoXeT
obpabaTtbiBaTb [lepcoHanbHble AaHHblE, €cin Toro
TpebyeT npuMeHMMOe 3aKkoHoZaTenbCcTBOo. B  3ToM

cnyyae koMmnaHusa SAP gonkHa Ao Hadana o6paboTku
yBeaoOMUTb  3akasuuka 0 Takom TpeboBaHuu
3aKoHOAaTeNbCTBA, €C/IM Takoe MHMOPMUPOBAHNE HE
3anpeweHo 3aKoHOA4ATeNbCTBOM MO  YBaXUTESbHbIM
npuUYnHaMm B rocyapCTBEHHbIX MHTEpecax.

MepcoHan. B cBsa3n c ob6paboTkon [MepcoHanbHbIX
AaHHbIX KoMnaHus SAP un ee Cybnoapsauvkm no
obpaboTke AaHHbIX AO/MKHbI NPeAoCTaBAATb AOCTYnN
TONIbKO  YMOJSIHOMOYEHHOMY MNEPCOHany, KOTOpbIN
obsizancs obecneunTb KOHMUAEHUMANBHOCTb.
KomnaHusa SAP n ee Cybnoapsaunkm no obpaboTke
OAHHbIX MPOBOAAT Cpean nepcoHana, WMerLero
poctyn Kk [lepcoHanbHbIM  AaHHbIM, perynsipHble
MHCTPYKTaXW Mo Hagnexallinm Mepam 3amTbl AaHHbIX
N KOHPUAEHUMANBHOCTU.

CorpyaHunyectBo. [lo 3anpocy 3aka3umka SAP
OoKaxeT  3akasuuky uam  nwbomy  OnepaTopy
copgenctene B 06paboTke 3ampocoB CO CTOPOHbI
CybbeKkTOB [AaHHbIX W KOHTPONMPYHOWMX OPraHos,
oTHocswmxca Kk obpabotke SAP [epcoHanbHbIX
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3.5

3.6

4.

notify the Customer as soon as reasonably practical
about any request it has received from a Data Subject
in relation to the Personal Data processing, without
itself responding to such request without Customer’s
further instructions, if applicable. SAP will correct or
remove any Personal Data in SAP’s possession (if
any), or restrict its processing, in accordance with the
Customer’s instruction and Data Protection Law.

Personal Data Breach Notification. SAP will notify
Customer without undue delay after becoming aware
of any Personal Data Breach and provide reasonable
information in its possession to assist Customer to
meet Customer’s obligations to report a Personal Data
Breach as required under Data Protection Law. SAP
may provide such information in phases as it becomes
available. Such notification shall not be interpreted or
construed as an admission of fault or liability by SAP.

Data Protection Impact Assessment. If, pursuant
to Data Protection Law, Customer (or its Controllers)
are required to perform a data protection impact
assessment or prior consultation with a regulator, at
Customer’s request, SAP will provide such documents
as are generally available for the SAP Service (for
example, this DPA, the Agreement, audit reports or
certifications). Any additional assistance shall be
mutually agreed between the Parties.

DATA DELETION

Customer hereby instructs SAP to delete the Personal Data
remaining with SAP (if any) within a reasonable time period
in line with Data Protection Law (not to exceed six months)
once Personal Data is no longer required for execution of the
Agreement, unless applicable law requires retention.

5.

CERTIFICATIONS AND AUDITS

SAP Confidential

OaHHbIX nnm noboro HapyweHus nx
KoHduaeHumnanbHocTn. SAP 0653yeTca KakK MOXHO
cKkopee yBeAOMNATb 3akasumka o nwbom 3anpoce,
nony4yeHHoMm wmMm oT CybbekTa J[AaHHbIX B CBA3M C
obpaboTkoi lNepcoHanbHbIX AaHHbIX, HE OTBe4Yas Ha
3TOT 3anpoc 6e3 ganbHenWwmnx NopyyeHnin 3akasymka,
ecnn 3TO0 npuMeHumo. SAP ucnpasuT wan ypanut
MepcoHanbHble OaHHble, Haxoaswmecs B
pacriopsikxeHun SAP (Npu Hanuuum TaKOBbIX), WU
orpaHnuymMtT Kux 06paboTKy B  COOTBETCTBUM C
nopy4vyeHusMm 3aka3unmka M 3aKoHO4ATeNbCTBOM O
3alMTe NepcoHasbHbIX AaHHbIX.

3.5 YBepoMmneHue o HapyweHun
KOH(pMAEHUNANIbHOCTU NMEepPCOHasNIbHbIX AaHHbIX.
SAP ob6sa3syetcs 6e3 kakux-nMbo HeobOCHOBaHHbLIX
3ajepXeK yBeAOMNATb 3akasumka O CTaBLIMKX
M3BECTHbIMMU dakTax HapyweHuns
KOHMUAEHUMANBHOCTM  MEepPCOHanbHbIX AAHHbIX W
npenocTaBMTb B pas3yMHbIX Mpeaenax MWMerLycs
MHpoOpMaumo 0 Takux dakTtax, u4Tobbl MNOMOYb
3aKka3umKky BbIMONAHUTL ero obsaA3aTenbCcTtBa B
OTHOLUEHUMU MHpOPMMpPOBaAHMSA o] HapyweHnun
KOHMUAEHUMANBHOCTM  MEepCoHasnbHbIX AaHHbIX B
cooTBeTCTBMU C TpeboBaHMsMM 3akoHOoAATeENbCTBa O
3awuTe rnepcoHanbHbIX  AaHHbIX. SAP  mMoxeT
npeaocTaBnsATb TaKyk MHMOpMaUMKO Mo3TanHo, Mo
Mepe TOro, Kak oHa CTaHOBWTCH AOCTYMNHOW. Takoe
yBeAOM/IeHNEe He AO/DKHO MHTEepnpeTupoBaTbCA WU
TOSIKOBATbCS KakK npusHaHue owmnbkm nnm
OTBETCTBEHHOCTM CO CTOPOHbI SAP.

3.6 OueHka BO3AEeNCTBUA Ha nepcoHasibHble
AaHHbIX. ECnn B COOTBETCTBMM C 3aKOHOAATEbCTBOM
0 3aWmTe NEepCOoHasbHbIX AaHHbIX 3akasudunk (Ui ero
OnepaTtopbl) AOMKHbI BbINOAHUTb OLEHKY BO34ENCTBUS
Ha nepcoHasibHble AaHHble nnm npoBecTn
npeaBapuUTeNbHY KOHCYIbTaumMio C KOHTPOSIUMPYIOLWMM
opraHoM, SAP no 3anpocy 3aka3uyumka npenoctaBuT
COOTBETCTBYHOLWMNE AOKYMEHTbl, KOTOpble 06bl4HO
odopMnaTCa Npu okasaHum Ycnyru SAP (Hanpumep,
HacToswee CornaweHne 06 o6paboTke nepcoHasnbHbIX
AaHHblX, CornaweHuve, oT4yeTbl O MpoBepKax Wan
ceptudukatbl). Jliobas AononHUTENbHAs MNOMOLLb
[OMKHa  O6bITb  B3aMMHO  cCOrjlacoBaHa  Mexay
CTtopoHamu.

4. YOAANEHWUE OAHHbIX

Hactoawmnm 3aKkasuunk nopy4vaert SAP yaanaTtb
MepcoHanbHble AaHHble, ocTaBwmecs y SAP (npu Hannuum
TakoBbiX), B Ppa3yMHbIl CPOK B COOTBETCTBMW C
3aKoHOAaTeNIbCTBOM O 3aluuTe MNepCOoHasbHbIX AAHHbIX (He
MpeBbIWAWMA WEeCTU MecsueB), NMocsie TOro Kak ncyesHeTt
HeobxoanMocTb B MepcoHanbHbIX AaHHbIX A5 BbIMOJHEHUS
CornaweHuns, KpoMe CJy4yaeB, Korga COOTBETCTBYHOLWME
3aKOHbl TpebyloT coxpaHaTb MNepcoHankbHblie AaHHbIE.

5. CEPTUO®UKATDBI U AYAUT
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5.1

5.2

Customer Audit. Customer or its independent third
party auditor reasonably acceptable to SAP (which
shall not include any third party auditors who are
either a competitor of SAP or not suitably qualified or
independent) may audit SAP’s service and support
delivery centers and IT security practices relevant to
Personal Data processed by SAP only if:

(a) SAP has not provided sufficient evidence of its
compliance with the technical and
organizational measures through providing a
certification as to compliance with ISO 27001 or
other standards (scope as defined in the
certificate). Certifications are available under:
https://www.sap.com/corporate/en/company/q
uality.html#certificates or upon request if the
certification is not available online; or

(b)

A Personal Data Breach has occurred; or

(c)

An audit is formally requested by Customer’s
data protection authority; or

(d) Mandatory Data Protection Law provides
Customer with a direct audit right and provided
that Customer shall only audit once in any
twelve month period unless mandatory Data

Protection Law requires more frequent audits.

Other Controller Audit. Any other Controller may
audit SAP’s control environment and security practices
relevant to Personal Data processed by SAP in line with
Section 5.1 only if any of the cases set out in Section
5.1 applies to such other Controller. Such audit must
be undertaken through and by Customer as set out in
Section 5.1 unless the audit must be undertaken by
the other Controller itself under Data Protection Law.
If several Controllers whose Personal Data is
processed by SAP on the basis of the Agreement
require an audit, Customer shall use all reasonable
means to combine the audits and to avoid multiple
audits.
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5.2

AyauT, npoBoAUMBDbIN 3aKa3uUMKOM. 3aKasuuK unam
€ro He3aBWUCMMbIA BHELWHWA ayauTop, 060CHOBAHHO
npuemnembin ansa SAP (He gonyckaeTcs npusfiedeHue
BHELLHMX ayaAnTopoB, KoTopble ABNAOTCA
KOHKYpeHTamMn SAP, He WMelT COOTBEeTCTBYLWeNn
KBanudukKaumm wam He SBASIOTCS He3aBUCUMbIMK),
MOryT MNpoBepuTb UeHTpbl SAP, ucnonb3lyemble AN
okazaHus ycnyr SAP n ycnyr no conpoBOXAeHWto, a
TakKxe MeToAbl obecneyeHuns 6e3onacHocTn
MHMOPMALMNOHHbIX TEXHONOrnM, npuMmeHsembole SAP
npn ob6paboTke [lepCcOHanbHbIX AaHHbIX, TOAbKO B
cnepyrowmx cnyyvasx:

(a) «komnaHua SAP He npeaocTtaBusia AOCTAaTOYHO
[OoKa3aTenbCTB TOrO, 4YTO OHa cobniogaer
TpeboBaHus o] TEXHUYECKNX 7
OpraHn3aunoHHbIX Mepax, npeabsiBmB
ceptudukaTt COOTBETCTBUS CcTaHaapty ISO
27001 wnu apyrum  crtaHpgapTtam  (obnactb
AencTens KOTOPbIX yKa3blBaeTCs B
ceptudukate). CepTtudukaTtbel onybaMKoBaHbI
no ajpecy:
https://www.sap.com/corporate/en/company/q
uality.html#certificates wnn npepocraBnsaTCs
Mo 3anpocy, €C/i He AOCTYMHbl B pexunme
OHNaWH; un

(b)

npousowno HapyleHne KOHMUAEHLMANbHOCTH
NnepcoHasnbHbIX AaHHbIX; UK

(c) nonyyeH oduuManbHbI 3anNpoC HA NPOBEPKY CO
CTOPOHbI YMNOJIHOMOYEHHOro OpraHa no 3awuTte

nepcoHasibHbIX AaHHbIX 3aKa3uuka; nnm

(d) wuvMnepaTMBHbLIMM HOpMaMu 3akoHOAATENbCTBA O
3awmTe nepcoHanbHbIX  AAHHbIX npsMo
npeaycMOTPEeHO NpaBo 3aka3yuka Ha NpoBeKpy
(ayanT) npu ycnosumu, 4TO 3akasuumk byaer
NpoBOAUTb TaKylo NMPOBEpPKY OAMH pa3 B Ntobomn
ABEHaAUaTUMECSYHbI nepuoa, €cnn TOoNbKO
3aKoHO4aTeNlbCTBOM O 3alunTe nepcoHasnbHbIX
AaHHbIX He npeaycMoTpeHbl 6onee 4acTble

NpoBepKMu.

AyauT, npoBOAUMBIN ApyrMM OnepaTopomM. J1io6o1i
apyron  Onepatop MOXeT nNpoBepsiTb CpeacTsa
ocyLLecTBieHMs KoHTponsa SAP 1 meToabl obecneyeHms
6e3onacHocTn, oTHocawmecs kK obpabatbiBaeMbiM SAP
[MepcoHanbHbIM A@HHbIM, B COOTBETCTBUM C pa3fenioM
5.1, TonbkO ecnu K HeMy MNpUMEHUMbl OCHOBaHuA,
rnepeuncneHHole B pasgene 5.1. Takasa npoBepka
A0/KHa NnpoBOANTLCS yepes 3akasuyunka B
COOTBETCTBUM C pa3gesnom 5.1, kpoMme cnyyaes, Korga
Takon ppyron Onepatop AOMXKEH OCYLeCTBAATb ee
CaMOCTOATENbHO B COOTBETCTBUMU C
3aKoHo4aTeNbCTBOM O  3awute  MepcoHasbHbIX
AaHHbIX. Ecnn nposeaeHns nposepku TpebytoT cpasy
Heckosibko OnepaTopos, 4YbW lNepcoHasnbHble AaHHbIE
obpabatbiBatotcs SAP Ha ocHoBe CornaweHwus,
3aKasunK OO/HKEH NPUHATbL BCE pasyMHble Mepbl ANs
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5.3

5.4

Scope of Audit. Customer shall provide at least sixty
days advance notice of any audit unless mandatory
Data Protection Law or a competent data protection
authority requires shorter notice. The frequency, time
frame and scope of any audits shall be mutually
agreed between the parties acting reasonably and in
good faith. Customer audits shall be limited to remote
audits where possible. If an on-site audit is
mandatory, it shall not exceed one business day.
Beyond such restrictions, the parties will use current
certifications or other audit reports to avoid or
minimize repetitive audits. Customer shall provide the
results of any audit to SAP.

Cost of Audits. Customer shall bear the costs of any
audit unless such audit reveals a material breach by
SAP of this DPA, then SAP shall bear its own expenses
of an audit. If an audit determines that SAP has
breached its obligations under the DPA, SAP will
promptly remedy the breach at its own cost.

SUBPROCESSORS

Permitted Use. SAP is granted a general
authorization to subcontract the processing of
Personal Data to Subprocessors, provided that:

(a) SAP or SAP SE on its behalf shall engage
Subprocessors under a written (including in
electronic form) contract consistent with the
terms of this DPA in relation to the
Subprocessor’s processing of Personal Data.
SAP shall be liable for any breaches by the
Subprocessor in accordance with the terms of

the Agreement;

(b) SAP will evaluate the security, privacy and
confidentiality practices of a Subprocessor prior

to selection to establish that it is capable of

SAP Confidential
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5.3

5.4

obbeanHeHMs Takux MNpPOBEPOK BO u3bexaHue

MHOIOKpaTHOro npoBeAeHNA ayanTa.

O6bem ayauTa. 3akasuuk 06a3aH 3abnaroBpeMeHHO
yBegomnsaTtb SAP o nobom aygmuTe He nosgHee 4Yem 3a
LWeCTbAECAT AHEN A0 ero NpoBeAeHusl, KpoMe Cry4yaes,
Korga MMnepaBTUHLIMW HOpMaMK 3aKoHOAATeNbCTBA O
3alnTe NEepCcoHanbHbIX AaHHbIX WMAKM TpeboBaHWEM

KOMMETEeHTHOro  opraHa nNo  3awuTe  AaHHbIX
npeaycMmoTpeH 6onee  KOpPOTKMI  nepuosd  Ans
yBegomneHus. Yacrtota, cpokum u obbeM n0bbix
npoBepoK noanexar cornacoBaHuio Mexay
CTOpPOHaMu, KoTopble o06s3ytoTca  obcyanTb 3TOT
BOMpOC pasyMHO U gobpocoBecTHo. Bo  Bcex
BO3MOXHbIX cny4vasx NpoBEpKMU 3akasuuka

npoBOASATCA B yAa/lleHHOM pexuMe. Ecnm npoBepka Ha
obbekTe sABNAETCA 0653aTeNbHOM, OHAa HEe A0JKHa
npogonxartbcsa 6onee oaHoro AHA. [MOMUMO 3TUX
OrpaHMYEeHUn, CTOPOHbI 0653yOTCS UCMOoNb30BaTb
AencTByowmne ceptudukaTbl WAM  OTYETbI  APYrUX
ayAUTOpPOB WM MNpPOBEPSOWMX OpraHusaunii, 4Tobbl
n3bexatb MOBTOPHbIX MPOBEPOK WM CBECTU MX K
MUHUMYMY. 3akas3umk o06s3aH npeacrasnsatb  SAP
pe3ynbTaTbl BCEX NPOBEPOK.

3aTpaTbl Ha NnpoBeAeHMe ayauTa. 3aKkasumkK HeceT
pacxoabl no ntbolk npoBepke, ecinm B Xxope ee
nposefeHns He 6yayT BbIiB/IeHbl CyLWEeCTBEHHbIE
HapyuweHus HacTtosiwero CornaweHuns o6 obpaboTke
nepcoHasibHbIX AAHHbIX CO CTOPOHbI SAP, B cnyvae
yero pacxoabl no ayauty 6yaer Hectn SAP. Ecnm
ayaumTopckas nposepka BbIsIBUT, UTo SAP Hapylwaet
ceBon obsazatenbctea no CornaweHnto o6 obpaboTtke
nepcoHasnbHbIX AaHHbIX, SAP HeMeaneHHO YyCTpaHuUT
HapyweHune 3a cO6CTBEHHbIN CYeT.

cyenoaPAAYNKHN NO OBPABOTKE AAHHDbIX

PaspeuweHHOe ncnonb3soBaHue. SAP nmeet npaso un
COOTBETCTBYOLEE pa3speLueHune Ha nepeaady
obpaboTkun MepcoHanbHbIX AaHHbIX CybrnoapaguymkaM
no o6paboTke AaHHbIX NPU YCNOBUN, YTO:

(a) SAP wnn SAP SE 6yayT OT CBOEro WMEHMU
npusnekats Cybnoapsaumkos no obpaboTke
OAHHbIX Ha OCHOBaHMK [orosopa,
3aKal4aeMoro B MUCbMeHHOW (B TOM u4ucrne
3/IEKTPOHHON) ¢opMe, B COOTBETCTBMU C
ycnosusmm  Hactoswero  CornaweHms 06
06paboTke nepcoHanbHbIX AAHHbIX, B TOM 4YacTu,
KoTOopas KacaeTcs BbINOJSIHEHUS Takom
o6bpabotkn CybnogpsaumkoMm o obpaboTke
AaHHbIX; SAP HeceT OTBETCTBEHHOCTb 3a Ntobble
HapyweHunsa Cybnogpsgyvka no obpaboTke
OaHHbIX B  COOTBETCTBMM C  YC/IOBUSMMU
HacToswero CornaweHus;

(b) nepes Bbibopom Cybnogpsagymka no obpaboTke
OaHHbIX SAP 6yaeT oueHnBaTb NPUMEHAEMbIE UM
MeToabl obecneueHuns 6e3onacHocTy,

HEMPUKOCHOBEHHOCTUN U KOHCbI/ILI,eHLI,VIaJ'IbHOCTVI
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(c)

(d)

6.2

providing the level of protection of Personal
Data required by this DPA;

For SAP Support, SAP’s list of Subprocessors in
place on the effective date of the Agreement is
published by SAP (under:
https://support.sap.com/en/my-
support/subprocessors.html) or SAP will make it
available to Customer upon request, including
the name, address and role of each
Subprocessor SAP uses to provide the SAP
Service; and

For Professional Services, SAP will, upon
request of the Customer, make the list available
or identify such subprocessors prior to the start
of the applicable SAP Services.

New Subprocessors. SAP’s use of Subprocessors is

at its discretion, provided that:

(a)

(b)

SAP will inform Customer in advance of any
intended additions or replacements to the list of
Subprocessors including name, address and role
of the new Subprocessor (i) for SAP Support -
by posting on the SAP Support Portal, or by
email, upon Customer’s registration on the SAP
Portal and (ii) for Professional Services - by
similar posting on the SAP Support Portal, or by
e-mail, or in other written form;

Customer may object to such changes as set out
in Section 6.3.

6.3 Objections to New Subprocessors.

(a)

SAP Support. If Customer has a legitimate
reason under Data Protection Law to object to
the new Subprocessors’ processing of Personal
Data, Customer may terminate the SAP Support
upon written notice to SAP, such notice to be
provided to SAP no later than thirty days from
the date SAP informs the Customer of the new
Subprocessor. If Customer does not provide
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6.2

(c)

(d)

OaHHbIX, 4TOb6bI YCTaHOBUTb, cnocobeH nn OH
obecneunTtb ypoBeHb 3awuTbl [lepCcoHanbHbIX

AaHHbIX, TpebyeMbll B paMkax HacToALEro
CornaweHna o6 o6paboTke nepcoHanbHbIX
OaHHbIX;

B OTHOwWweHun Ycnyr SAP no comnpoBoOXAeHWUo
cnncok Tekywux Cybnoapsauymkos SAP no
obpaboTke pAaHHbIX, akTyasibHbIl Ha MOMEHT
BCTynneHus B cuny CornawenHus, nybnamkyetcs

SAP (no aapecy
https://support.sap.com/en/my-
support/subprocessors.html) nnun

npenocTaBnsieTcs 3akKa3yumKky Mo 3anpocy. B
CNNCKe TakXe yKasblBaeTcs MMs, aapec U posb
kaxgoro Cybnogpsauvka no  obpaboTke
OaHHbIX, npuBnekaeMoro SAP pana okasaHus
Ycnyru SAP; n

B oTHoweHun [MpodeccrmoHanbHbIX ycayr, Mo
3anpocy 3aka3umka SAP npenocraBUT CMMCOK
win  ykaxet Takmx CybnoapsgyvMkoB Mo
obpaboTke paHHbIX A0 Hadana okasaHus
cooTBeTCTBYOWMX Ycnyr SAP.

Hosble Cy6noapsagumkmn no o6paborke AaHHbDbIX.

SAP
obpaboTke

nonb3yetca ycnyramm CybnoapsigyMkoB Mo
JaHHbIX Ha CBOe YCMOTPeHue npu

cobniogeHumn cneayrowmx ycrioBuid:

(a)

(b)

SAP 3apaHee coobwut 3akasuumky o ntobom
nAaHUPYEMOM BK/TIOYEHUN B YKA3aHHbIN CANCOK
HoBbIX Cybnoapsaaunkos no ob6paboTke AaHHbIX
mnu 3ameHe CybnoapsgunkoB no obpaboTke
OaHHbIX, YKa3biBas Npu 3TOM MMeHa, agpeca u
ponu HoBbix CybnoapsigumkoB o obpaboTke
AaHHbIX (i) B cnyvyae Ycayr SAP  no
COMPOBOXAEHUIO - MOCPEeACTBOM pas3MeLleHuns
3Ton wnHdopMaumm Ha nopTane SAP Support
Portal wnun no 23nekTpoHHON no4Te nocne
pernctpaunmm 3akasumka Ha noptane SAP
Support Portal wnm (i) B cnydae
MpodeccrnoHanbHbIX ycnyr - Takxe
nocpeacTBOM pasMelleHns uHdopMauum Ha
noptane SAP Support Portal, no anekTpoHHoOM’
rnoyTe Wan B NUCbMEHHOM hopMe;

3aKa3uMk MOXeT BO3paxkaTb MPOTUB TaKUX
WU3MeHeHU B COOTBETCTBMM C pa3geniom 6.3.

6.3 Bo3paxxeHus npoTus HOBbix Cybnoapsaa4YMKoB No
o6paboTke fgaHHbIX.

(a) Ycayrm

SAP _no conpoBoxaeHutw. Ecnn B
COOTBETCTBMM C 3aKOHOAATENbCTBOM O 3alUUTE
MepcoHasnbHbIX [AaHHbIX Y 3akas3umka ecTb
3aKOoHHas npuymnHa BO3paxaTb npoTmB
06paboTkn lepcoHanbHbIX AAHHbIX HOBbIMU

CybnoapsaunkamMn mno ob6paboTke AaHHbIX,
3akaszunk nmeeTt npaso pacToprHyTb
cornaweHue 06 Ycnyrax SAP no
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(b)

SAP with a notice of termination within this
thirty days period, Customer is deemed to have
accepted the new Subprocessor. Within the
thirty days period from the date of SAP
informing the Customer of the new
Subprocessor, Customer may request that the
parties come together in good faith to discuss a
resolution to the objection. Such discussions
shall not extend the period for providing SAP a
notice of termination and does not affect SAP’s
right to use the new Subprocessor(s) after the
thirty days period.

Professional Services. If Customer has a
legitimate reason under Data Protection Law
that relates to the Subprocessors’ processing of
Personal Data, Customer may object to SAP’s
use of a Subprocessor, by notifying SAP in
writing within five business days of SAP’s
information as per Section 6.2. If Customer
objects to the use of the Subprocessor, the
parties will come together in good faith to
discuss a resolution. SAP may choose to: (i) not
use the Subprocessor or (ii) take the corrective
steps requested by Customer in its objection
and use the Subprocessor. If none of these
options are reasonably possible and Customer
continues to object for a legitimate reason,
either party may terminate the relevant services
on five days’ written notice. If Customer does
not object within five days of receipt of the
notice, Customer is deemed to have accepted
the Subprocessor. If Customer’s objection
remains unresolved thirty days after it was
raised, and SAP has not received any notice of
termination, Customer is deemed to have
accepted the Subprocessor.
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(b)

COMpPOBOXAEHUIO, HanpaBuB NMUCbMEHHOE
yBeaoMsieHue SAP. Takoe yBeaoMmsieHue
cnenyet HanpasuTb SAP He no3gHee uyeM B
TeyeHne 30 [OHEN C MOMEHTa MONy4YeHus
nHdopmaummn SAP o HoBoM Cybnoapsigunke no
o6bpaboTke pgaHHbIX. ECn B TeueHue TpmauaTtu
AHeln 3akasuyukK He HanpasBuT yBeaoMSeHWe o
pPacTOpPXEHNU, CUYUTAETCS, YTO OH COrjlaceH cC
npueneyeHneMm Hoeoro Cybrnogpsgumka no
obpaboTke AaHHbIX. B TeyeHMe TpuauaT AHeN
nocne TOro, Kak KOMNaHus SAP
npounHdopMmmpoBana 3akas3umka O HOBOM
Cybnoapsaunke no  obpaboTke  AaHHbIX,
3akasumk MoxeT notpeboBaTb, YTOObI CTOPOHDI

nobpocoBecTHO obcyannm BO3MOXHOCTb
paspeLleHuns NpPOTUBOPEYNA. Takue
obcyxaeHus He npoasnesawT nepuvoa,

YCT@HOB/IEHHbI ANa nojayv yBeAOMJIEHWUS O
pacTOp>XeHun, n He BAUAKT Ha npaso SAP
npueBnekatb  HoBbix CybnoapsaunkoB Mo
obpaboTke AaHHbLIX nocne TpuauaTUAHEBHOro
nepuoaa.

MNpodeccnoHanbHble _ycayrn. [Mpu  Hanuuuum
3aKOHHbIX  MPUYUNH B  COOTBETCTBUM  C
3aKoHo4aTeNlbCTBOM O 3alymTe nepCcoHasbHbIX
AaHHbIX 3akKa3uuMK MOXeT BO3pa3uTb MNpPOTUB
peweHns SAP npusneub Cybnogpsigumka no
o6paboTke AaHHbIX, MUCbMEHHO yBeaoMUB 06
3ToM SAP B TeueHune natu paboumx gHen nocne
nosyyeHus yBegoMeHuns oT SAP B
COOTBETCTBMWU C pa3genom 6.2. Ecnm 3akasuuk
BO3pa)kaeT npoTme npueneyeHns
Cybnogpsayunka no  obpaboTke  gaHHbIX,
CTOPOHbI npoBoasT pobpocoBecTHble
rneperoBopbl ANs noncka peweHnsa. SAP Mmoxert:
(i) otkasatbca ot ycnyr Cybnoapsgyvka no

obpaboTtke gaHHbIXx wnu  (ii) nNpoaoNXuUTb
ucnonb3oBaHne ycnyr Cybnogpsgumka no
obpaboTke OaHHbIX, HO NPUHSATb

ncrpaBuTenbHble Mepbl, npeanoXeHHble
3aKa3unkoM B CBOEM BO3paxXeHun. Ecnm Hu
OAMH W3 3TMX BapWaHTOB HEBO3MOXeEH W
3aKkasumk no-npexHemy BO3paxkaeT no
3aKOHHbIM MpuyMHaM, nbas U3 CTOpoH MOXeT
pacToOprHyTb COrnaweHne no COOTBETCTBYHOLLEN
ycnyre, Hanpaswue ApPYrol CTOPOHE NMUCbMEHHOoe
yBeaoOM/ieHne 3a nNaTb  AHerW A0 Takoro
pacTtopxeHus. Ecnu B TeueHne natm gHen nocne
nony4vyeHus yBenomseHuns 3akasumnk He coobwmt
O CBOEM BO3paXeHwuu, crieayeTt cunTtaTb, YTO OH
cornaceH C npueaeyeHnem HOBOIo
Cybnoapsayvka no obpaboTke aaHHbIX. Ecnu
BO3paxeHue 3akasuumka ocTaeTcs
HepaspeleHHbIM B Te4dyeHue TpuauaTu AOHEWn

nocne ero nogayn u KomnaHus SAP He
rnosiyymna YyBeAOMJIEHUA O  PpacTOpPXXeHuu,
cnefgyetr  cuymTtatb, 4YTO OH CcOornaceH c
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6.4

7.2

(c) Any termination under this Section 6.3 shall be
deemed to be without fault by either party and
shall be subject to the terms of the Agreement.

Emergency Replacement. SAP may replace a
Subprocessor without advance notice where the
reason for the change is outside of SAP’s reasonable
control and prompt replacement is required for
security or other urgent reasons. In this case, SAP will
inform Customer of the replacement Subprocessor as
soon as possible following its appointment. Section 6.3
applies accordingly.

INTERNATIONAL PROCESSING

Conditions for International Processing. SAP shall
be entitled to process Personal Data, including by
using Subprocessors, in accordance with this DPA
outside the country in which the Customer is located
as permitted under Data Protection Law.

Standard Contractual Clauses. Where (i) Personal
Data of an EEA or Swiss based Controller is processed
in a country outside the EEA, Switzerland and any
country, organization or territory acknowledged by the
European Union as safe country with an adequate level
of data protection under Art. 45 GDPR, or where (ii)
Personal Data of another Controller is processed
internationally and such international processing
requires an adequacy means under the laws of the
country of the Controller and the required adequacy
means can be met by entering into Standard
Contractual Clauses, then:

(a) SAP and Customer enter into the Standard
Contractual Clauses;
(b) Customer enters into the Standard Contractual

Clauses with each relevant Subprocessor as
follows, either (i) Customer joins the Standard
Contractual Clauses entered into by SAP or SAP
SE and the Subprocessor as an independent
owner of rights and obligations ("Accession
Model") or, (ii) the Subprocessor (represented
by SAP) enters into the Standard Contractual
Clauses with Customer ("Power of Attorney
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6.4

7.2

npusneyeHnem Hosoro Cy6noapsaunka Mo
06paboTke AaHHbIX.

(c) Mpwn >TOM cuyuTaeTcs, 4TO pacTOpXeHue B
COOTBETCTBMM C HacTosawmMm  pasfjenom 6.3
NPOUCXOANT HE MO BWHE OAHOW M3 CTOPOH W
OCyLLeCTB/SeTCA B COOTBETCTBUM C YCOBUSIMU
CornaweHus.

JKCTpeHHas 3aMeHa. SAP MOXeT 3aMeHUTb

Cybnoapsaumka no obpaboTke JaHHbIX  6e3

npeaBapuUTeNIbHOrO  YBEAOMJIEHMS, €C/AM  MPUYMHA

TakoM 3aMeHbl HaxoAuTCs BHe KOHTponss SAP u OHa
TpebyeTca HelameanutenbHo ans  obecneveHus
6e30nacHOCTM MAN B CBS3U C APYTMMU HEOT/I0XHbIMU
notpebHocTtsiMn. B 3TOM cnydyae SAP yBepomnsieT
3aka3umnka o 3aMeHe Cybnoapsauvka no obpaboTtke
OAHHbIX Cpa3y Xe, KaK TO/AbKO 3TO CTaHOBUTCA
BO3MOXHbIM MOCNe ero HasHayeHuda. [llpy 3TOM
COOTBETCTBEHHO NMpUMeHsieTcs pasgen 6.3.

MEXAYHAPOAHASA OBPABOTKA AAHHbIX

YcnoBus MexxAyHapoaHOW 06paboTku AaHHbIX.
SAP wumeer npasBo o6pabaTbiBaTh [lepcoHanbHbie

AaHHble, B TOM yucne C npuBREYEHNEM
CybnoapsaunMkoB no  ob6bpaboTke  AaHHbIX, B
COOTBETCTBMM C  Hactosdwmm  CornaweHuem 06

06paboTKke MnepcoHanbHbIX AaHHbIX 3a npeaenamu
CTpaHbl MeCTa HaxoXAEeHWs 3akasuumka, COoriacHo
HOpMaM 3aKoHoAaTeNbCTBa O 3allMTe MepCoHanbHbIX
OaHHbIX.

CtaHpapTHble AOroBOpHble ycnoBus. B cnyuae,
ecnu (i) NepcoHanbHble aaHHble OnepaTtopa u3 E33
win LWeenuapun obpabaTbiBaloTCcd B CTpaHe 3a
npegenamm E33, LWBenuapum wn nwbbix CTpaH,
opraHusauni nnn TeppuUTOpUN, NMPU3HAHHbIX
EBponericknm Coto30M B KavecTBe 6e30nacHoM CTpaHbl
C ajeKBaTHbIM YpOBHEM 3aluUTbl AaHHbIX COrAacHoO
cT. 45 GDPR, a Ttakxe ecnu (ii) NepcoHanbHble AaHHblE
apyroro OnepaTtopa obpabaTbiBatOTCA TPaHCrPaHUYHO
M 4SS TaKOW TpaHCrpaHuyHon obpaboTku TpebytoTcs
cpeacTtea obecneyeHns afeKkBaTHOCTU B COOTBETCTBUM
C 3aKoHOAaTenbCTBOM CTpaHbl OnepaTtopa, M Takue
Tpebyemble cpeactBa MOXHO obecneyntb nyTeM
3aknodeHns  CraHAapTHbIX [AOFOBOPHbIX  YC/IOBUIA,
NPUMEHSAIOTCS Cneaylowme nonoxXeHns:

(a) SAP wun 3akasumk 3aknwyatoT CraHaapTHble
[LOrOBOpPHbIE YC/IOBUS.

(b) 3akasuuk 3aK/ryaeT CraHpapTHble
AOroBOpHbIe yCnoBus C KaXkxabIM
COOTBETCTBYHOLWMM Cybnoapsagynkom no

o6bpaboTke AaHHbIX cneaywowmm obpasom: (i)
npucoeanHsetcs K CraHAapTHbIM AOrOBOPHbIM
YyC/I0BUSIM, 3aKNO4YEHHbIM Mexay SAP wnn SAP
SE n Cybnogpsigunkom rno o6paboTke gaHHbIX B
KayecTtse HesaBucumoro obnagatens npas w
obs3atenbcTte («Moaenb NpUCoOeanHEHUS») 1N
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Model"). The Power of Attorney Model shall
apply if and when SAP has expressly confirmed
that a Subprocessor is eligible for it through the
Subprocessor list provided under Section 6.1(c)
or (d), or a notice to Customer; and/or

Other Controllers who have been authorized by
Customer to include Personal Data under the
Agreement may also enter into Standard
Contractual Clauses with SAP and/or the
relevant Subprocessors in the same manner as
Customer in accordance with Sections 7.2 (a)
and (b) above. In such case, Customer will enter
into the Standard Contractual Clauses on behalf
of the other Controllers.

(c)

Relation of the Standard Contractual Clauses to
the Agreement. Nothing in the Agreement shall be
construed to prevail over any conflicting clause of the
Standard Contractual Clauses. For the avoidance of
doubt, where this DPA further specifies audit and
subprocessor rules in sections 5 and 6, such
specifications also apply in relation to the Standard
Contractual Clauses.

7.3

7.4 Governing Law of the Standard Contractual
Clauses. The Standard Contractual Clauses shall be
governed by the law of the country in which the

relevant Controller is incorporated.

8. DOCUMENTATION; RECORDS OF PROCESSING

Each party is responsible for its compliance with its
documentation requirements, in particular maintaining
records of processing where required under Data Protection
Law. Each party shall reasonably assist the other party in its
documentation requirements, including providing the
information the other party needs from it in a manner
reasonably requested by the other party (such as using an
electronic system), in order to enable the other party to
comply with any obligations relating to maintaining records
of processing.

9. DEFINITIONS
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(ii) camocTosiTenbHo 3aksntoyaeTr CraHAapTHble
[OroBoOpHble YCNoBUS C npeactaBieHHbIM SAP
Cybnogpagumkom no obpaboTke  AaHHbIX
(«Mopenb [OBEPEHHOCTUN>). Moaenb
[OBEPEHHOCTN NpUMeHseTcs, ecnn u koraa SAP
npsMo noaresepaut, 4Tto Cy6bnoapsgunk no

obpaboTke paHHbIX MMeeT TnMpaBoO Ha ee
ucronb3oBaHve, [ob6aBMB €ro B  CMMCOK
CybnoapsaunkoB no o06paboTke  AaHHbIX,

yKasaHHbli B pasgene 6.1(c) wamn (d), uam
yBeaoMmB 06 3Tom 3akasuuka; n (mnm)

(c) Adpyrne OnepaTopbl, KOTOPbIM  3aKasuunk
pa3speLwwmnn BkAYaTb MNepcoHanbHble AaHHbIE B
cooTBeTcTBMM C CornawleHveMm, MOryT TaKxe
3aknyaTb ¢ SAP u (MAK) COOTBETCTBYHOLWMMMU
CybnoapsaunkamMn no o6paboTke AaHHbIX
CTaHAapTHbIE LOTFOBOPHbIE YC/OBUSI TakKUM Xe
obpasoM, Kak 3akasumk, B COOTBETCTBUM C
MOJIOXXEHUSIMU, U3OXXEHHBIMU BbllLE B pa3aenax
7.2 (@) n (b). B atom cnyuae 3akasuumk b6yaer
3aknoyaTb CTaHAapTHble A4OFOBOPHbIE YCNOBUS

OT UMeHn apyrux OnepaTopos.

7.3 CBsasb Mexay CornaweHuveM m CraHaapTHbIMU
AOrOBOPHbIMU YCJNIOBUAMMU. HuKakme MNooXeHUs
CornaweHuns He NMEKT NPENMYLLECTBEHHYIO CUJTY Had
KakKMMn-nmbo npoTmBopevalMMn UM MONOXKEHUAMMU
CTaHaapTHbIX OOroBOPHbLIX YCnoBui. Bo usbexaHue
Heaopa3yMeHumn cnepyet YTOYHUTb, uyTo
OOMNOSIHUTENbHbIE OnpeaeneHus npasun  ayamta W
npuBieYEHUs CcybnoapsauYMKoB, WU3JIOXKEHHbIE B
pasgenax 5 wn 6 Hacrtoswero CornaweHuns o6
06paboTke MepcoHasnbHbIX AaHHbIX, MPUMEHSAIOTCS
Takke B OTHOweHumn CTaHAapTHbIX [AOrOBOPHbIX
YCNOBUMN.

NMpuMeHuMoe 3akoHoAaTeNbCTBO B CTaHAAPTHbIX
AOroBOPHbIX ycnoBuax. CTaHAapTHbIE AOrOBOPHbIE
YyC/I0BUSI PErYyNMPYIOTCS 3aKOHOAATENbCTBOM CTpaHbl, B
KOTOpOM 3aperncTpmpoBaH COOTBETCTBYHLLNI
OnepaTop.

8. NOKYMEHTALMSA ]
OBPABOTKM

BEAEHMUE YYETA

Kaxgasi CTOpoHa HeceT OTBETCTBEHHOCTb 3a Cobt04eHMNE eto
TpeboBaHUI K AOKYMEHTaUMKN, B YAaCTHOCTU BEAEHMUIO y4yeTa
06paboTku B Ciyyasix, Korga 3To TpebyeTcs B COOTBETCTBUM
C 3aKoHOAaTeNbCTBOM O 3alUMTE MEepCOHaNbHbIX AAHHbIX.
Ka)xgasi CTopoHa 4O/KHa B npegenax pasyMHOro nomoratb
apyrom  cropoHe B cobnopgeHun  TpeboBaHumn K
OOKYMeHTauum, B TOM 4ucie npenoctaBnsss Heobxoaumyto
Apyroi ctopoHe WHdoOpMaumo TeM cnocoboMm, KOTOpbIN
060CHOBaHHO 3anpallMBaeT Takas jApyras CTopoHa
(Hanpumep, C WUCNOSb30BaHMEM 3NIEKTPOHHOM CUCTEMBI), C
TeM 4Tobbl nocneAHss CMorfla BbINOMHUTL BCE CBOM
obsizaTenbCcTBa, CBsA3aHHbIE C BeAeHMeM ydyeTa obpaboTku.

9. ONPEAENEHUSA
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Capitalized terms not defined herein will have the meanings
given to them in the Agreement.

9.1

9.2

9.3

9.4

9.5

“Authorized Users” means any individual to whom
Customer grants access authorization in compliance
with a SAP software license to use the SAP Service that
is an employee, agent, contractor or representative of
(i) the Customer, (ii) Customer's Affiliates, and/or (iii)
Customer’'s and Customer’s Affiliates’” Business
Partners (as defined under the Software License and
Support Agreement).

“Controller” means the natural or legal person,
public authority, agency or other body, which alone or
jointly with others, determines the purposes and
means of the processing of Personal Data; for the
purposes of this DPA, where Customer acts as
Processor for another Controller, it shall in relation to
SAP be deemed as additional and independent
Controller with the respective controller rights and
obligations under this DPA.

“Data Protection Law” means the applicable
legislation protecting the fundamental rights and
freedoms of persons and their right to privacy with
regard to the processing of Personal Data under the
Agreement (and includes, as far as it concerns the
relationship between the parties regarding the
processing of Personal Data by SAP on behalf of
Customer, the GDPR as a minimum standard,
irrespective of whether the Personal Data is subject to
GDPR or not).

“Data Subject” means an identified or identifiable
natural person as defined by Data Protection Law.

“Personal Data” means any information relating to a
Data Subject which is protected under Data Protection
Law. For the purposes of the DPA, it includes only
personal data which is supplied to or accessed by SAP
or its Subprocessors in order to provide the SAP
Service under the Agreement.
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Bce TepMuHbI,

HanucaHHble C 3ariaBHON OykBbl M He

onpeaeneHHble B HAactodweM OKYMEHTE, YI'IOTpe6J'IFHOTCF| B
3Ha4YeHUAX, YCTAaHOB/IEHHbIX B CornaweHuwu.

9.1

9.2

9.3

9.4

9.5

«ABTOpM30BaHHble MNOJib3OBaTesIN»  O3HayaeT
nboe dusmnyeckoe nvuo, yrnOJIHOMOYEHHOE
3aKa3unkoM B COOTBETCTBMWM C JIMLEH3Men Ha
nporpaMMHoe obecneyeHne SAP Ha ucnonb3oBaHue
Ycnyrm  SAP, a WMeHHO: COTpYAHMKa, areHTa,
noapsaumka unu npeacrasutens (i) 3akasuduka , (ii)
AddunmposaHHoro nuua 3akasuumka, (iii) BbusHec-
napTHepoB 3aka3uuka uan AddbunmpoBaHHOro auua
3aKkasuuka (cornacHo cooTBeTCTBYOLWEN
TepMuHonornm CornaweHms o npeaocTaB/ieHnM npas
MCNOJIb30BaHNA U OKa3aHWM yCcayr No CONPOBOXAEHUIO
nporpamMMHoro obecneveHus).

«Onepartop> O3Hauvaer busnuyeckoe nnu
IOpUAMYECKOE  NIMUO,  TOCYAApPCTBEHHbIN  OpraH,
yuypexaeHune WauM Apyryilo OpraHusauuio, KoTopble

CaMOCTOSAAITENIbHO WM COBMECTHO C APYFMMW JNnuamMm
onpeaensoT uenu 7] cnocobbl 06paboTku
lMepcoHanbHbIX AaHHbIX. [Ana uenenm Hacroswero
Cornawenunsa 06 obpaboTke nepcoHanbHbIX AaHHbLIX B
cnydvae, Korga 3akasuumk BbICTynaeT B KayecTsBe
O6paboTtunka ana gpyroro Onepatopa, B KOHTeEKCTe
B3amMoaencTems ¢ SAP OH fo/1XXeH paccMaTpuBaTbhbCs B
KayecTtse AOMOSIHUTENBHOIO " He3aBUCMMOro
Onepatopa C COOTBETCTBYKOWWMM nNpaBamMn U
obsaA3zaTenbcTBaMn no Hacroswemy CornaweHunio 06
06paboTke nepcoHanbHbIX AAHHbIX.

«3aKOHOAATENbCTBO O 3alUTe MNEPCOHAJIbHbIX
AAHHbIX>» 03Ha4yaeT NpPMMEHMMOe 3aKOHOLAaTesNbCTBO,
3awmulatoulee 6asoBble npaBa M cBoboabl noAeEN ©
npaBo Ha HEMNPUKOCHOBEHHOCTb YacCTHOW >XWU3HWU B
cBsA3n C ob6paboTkon [lepcoHanbHbIX AaHHbIX [0
CornaweHnto (M B TOM, 4UYTO KacaeTcss OTHOLUEHWM
Mexay CcrtopoHamMuM B CBsA3nM C  obpaboTtkoi
MepcoHanbHbIX  AAHHbIX KOMMNaHunen SAP no
rnopydeHuto 3akasumka, Bkaw4vaetr GDPR B kauecTtse
MWHUMANbHOIO CTaHgapTa, He3aBUCMMO OT TOro,
pacnpocTpaHseTca nn nencremne GDPR Ha
MepcoHanbHble AaHHbIE).

«Cyb6beKT AaHHbIX>» O3HauyaeT onpefesieHHoe WK
onpeaenseMoe GU3MUYECKOe NNLO, KaK 3TOT TEPMUH

yCTaHOB/leH B  3akoHodaTeNnbCTBe O  3alluuTe
NepcoHasnbHbIX AaHHbIX.
«lMepcoHanbHble pAaHHbIE>» 03HA4yalT 1bYyIo

nHdopmauuto, oTHocswytocs K CybbekTy AaHHbIX M
OXpaHseMyto 3aKoHoAaTebCTBOM o] 3awmTe
nepcoHasnbHbIX AaHHbIX. Ansa uenen CornaweHus ob
o6paboTke nepcoHasnbHbIX AaHHbIX 3TOT TEPMWUH
BK/IloUaeT B ceba TONbKO MepcoHasnbHble AaHHble,
npenocTtaeneHHble SAP unu ee Cybnogpsauvmkam no
06paboTke AaHHbIX UK K KOTOPbIM OHU UMEIOT AO0CTYN
B Uenax okasaHusg Ycnyru SAP no CornaweHuio.
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9.6

9.7

9.8

9.9

9.10

“Personal Data Breach” means a confirmed (1)
accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of or unauthorized third-party
access to Personal Data or (2) similar incident
involving Personal Data, in each case for which a
Controller is required under Data Protection Law to
provide notice to competent data protection
authorities or Data Subjects.

“Professional Services” means implementation
services, consulting services and/or services such as
SAP Premium Engagement Support Services,
Innovative Business Solutions Development Services,
Innovative Business Solutions Development Support
Services.

“Processor” means a natural or legal person, public
authority, agency or other body which processes
Personal Data on behalf of the Controller, be it directly
as Processor of a Controller or indirectly as
Subprocessor of a Processor which processes Personal
Data on behalf of the Controller.

“Standard Contractual Clauses” or sometimes also
referred to the “EU Model Clauses” means the
(Standard Contractual Clauses (processors)) or any
subsequent version thereof published by the European
Commission (which will automatically apply). The
Standard Contractual Clauses current as of the
effective date of the Agreement are attached hereto
as Appendix 4.

“Subprocessor” means SAP Affiliates, SAP SE, SAP
SE Affiliates and third parties engaged by SAP , SAP
SE or SAP SE’s Affiliates in connection with the SAP
Service and which processes Personal Data in
accordance with this DPA.
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9.6

9.7

9.8

9.9

9.10

«HapyweHue KOH(pMAEHUMANbHOCTHU
NnepCcoHasibHbIX AAHHbIX>» O3HauyaeTt
noaTesepxgeHHoe (1) cnyyanHoe WM He3aKoHHoe
YHUUTOXEHME, yTpaTy, M3MeHeHue,
HECaHKUMOHNUPOBAHHOE packpbiTve [lepCcoHanbHbIX
OAHHbIX WIN HECAHKUMOHMPOBAHHbIM AOCTYN K HUM
TpeTbux nuu; (2) aHanornyHbIM NHUMAEHT, CBA3aHHbIN
c lepcoHanbHbIMM [aHHbIMU, B CJ/ly4dae KOTOPOro
Onepatop B COOTBETCTBMW C 3aKOHOAATENbCTBOM O
3aWmTe NepcoHanbHbIX AAHHbIX AO/HKEH YBEeAOMNATb
KOMMETEHTHbIE OpraHbl MO 3aWuTe AaHHbIX WU
CybbeKTbl AaHHbIX.

«TMpodeccruoHanbHble YyCNyru» BKIOYAOT, HO He
OrpaHNYMBasIChb, ycnyrm no BHEApPEHMUIO,
KOHCYNbTaUMOHHbIE YCYTM U/WUAKM Takme yCcnyru Kak
SAP Premium Engagement, Innovative Business
Solutions Development Services (Ycnyrm  no
pa3paboTke WHHOBALMOHHBbIX peleHunm ans
6usHeca/Ycnyrn paspabotku), Innovative Business
Solutions Development Support Services (Ycnyru

noaaepXxku  ans pa3paboTku MHHOBALMOHHbIX
peLueHnmn ans 6usHeca/Ycnyrum noaAepXKun
pa3paboTku).

«06paboTumnk>» O3Ha4aet dusnyeckoe nnun
opugmyeckoe MU0,  FOCYAApCTBEHHbIM  OpraH,
yuypexneHue wan Apyryi opraHusauuio, KoTopble

obpabaTbiBalOT NepcoHasibHble AaHHbIE MO MOPYYEHUIO
OnepaTopa, 6yab TO HEMOCpPeACTBEHHO B Ka4eCcTBe ero
O6paboTtunka Nz KOCBEHHO B KayecTse
Cybnoapsiaumka obpaboTumka, KOTOpbIN
obpabaTtbiBaeT [lepCoOHanbHble AaHHble OT WMEHMU
OnepaTtopa.

«CTaHpapTHble [AOroBOPHbIE YCJ/IOBUSA», TaKxe
Ha3blBaeMble <«Tunosble ycnoeusa EC», o3HauvaeTt
yCNOBUS, ONUCaHHble B NpuioxeHunn «CraHgapTHble

AoroeopHble ycnosus (obpaboTumkm)», n  A06bIX
nocneayowmx BEpCUsX 3TOro OOKYMeHTa,
onybnukoBaHHbIX  EBponeickon  komuccmnen  (u
NpUMeHseMbIX aBTOMaTM4ecKn). CraHaapTHble
OOroBOpHble  YCNOBWSA, AeWCTBYyOWME Ha JaTy
3akntoyeHns CornaweHusi, npueBeaeHbl B KadecTse
MpunoxeHus 4.

«Cy6bnogpsaumk no o6paborke  AaHHbIX>»
o3HavaeT AddunupoBaHHbix nnu SAP, SAP SE,

AddunnpoBaHHbix nuu SAP SE wn TpeTtbux nuu,
npusnekaembix SAP, SAP SE unun AddunnnpoBaHHbIMU
nvuammn SAP SE B cBA3M C npefocTaB/ieHUEM YCyru
SAP n obpabaTbiBatowmx lepcoHanbHble AaHHble B
pamMkax Hacrtoswero CornaweHns o6 ob6paboTke
rnepcoHasnbHbIX AAHHbIX.
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Appendix 1 to the DPA and, if applicable, the
Standard Contractual Clauses

Data Exporter

The Data Exporter is the Customer who concluded a Software
License and Support Agreement and/or Services Agreement
with SAP under which it benefits from SAP Service as
described under the relevant Agreement. The Data Exporter
allows other Controllers to also use the SAP Service, these
other Controllers are also Data Exporters.

Data Importer

SAP and its Subprocessors provide the SAP Service as defined
under the relevant Agreement concluded by the Data Exporter
that includes the following SAP Service:

- Under the Software License and Support
Agreement: SAP and/or its Subprocessors provide
support when a Customer submits a support ticket
because the Software is not available or not working
as expected. They answer phone calls and perform
basic troubleshooting, and handles support tickets
in a tracking system

- under the applicable Services Agreement for
Professional Services: SAP and/or its Subprocessors
provide Services subject to the Order Form Services
and the applicable Scope Document.

Data Subjects

Unless provided otherwise by the Data Exporter, transferred
Personal Data relates to the following categories of Data
Subjects: employees, contractors, Business Partners or other
individuals having Personal Data transmitted to, made
available or accessed by the Data Importer.

Data Categories

The transferred Personal
categories of data:

Data concerns the following

Customer determines the categories of data and/or data fields
which could be transferred per SAP Service as stated in the
relevant Agreement. The transferred Personal Data typically

SAP Confidential

Data Processing Agreement for SAP Support and Professional Services (DUAL) ruKZ.v.3-2019

MpunoxxeHne 1 k CornaweHnto 06 o6paborke
nepcoHasibHbIX AAaHHbIX U, €C/IM NTPUMEHUMO,
CTtaHAapTHbIM AOrOBOPHbIM YC/IOBUSAM

3KcnopTep AaHHbIX

JKcnopTep AaHHbIX — 3TO 3aKa3uymK, KOTOPbIM 3akauunn C
SAP CornaweHue o npenoctaBfeHUn rnpas MCNOSIb30BaHUS
M OKasaHuMW YyCAyr Mo COMPOBOXAEHMIO MNPOrpaMMHOro
obecneueHnsa wu/wnn Cornawenue/Jorosop 06 okasaHuu
ycnyr SAP, B COOTBETCTBMMU C KOTOPbLIM OH mosiyyaeT Ycnyry
SAP B nopsake, OMNWCaHHOM B  COOTBETCTBYIOLEM
CornaweHunn. B Tex cnay4dasax, Korga DKCNopTep AaHHbIX
nossonser Apyrmm OnepaTtopaM TakXe MCnosib30BaTb
Ycnyry SAP, Takne ppyrme OnepaTopbl TakxXe SBASOTCS
JKcnopTepaMn AaHHbIX.

MMnopTep AaHHbIX

KomnaHus SAP n ee Cybnoapsauumkm rno obpaboTke AaHHbIX
okasbiBatoT Ycnyry SAP B nopsake, OMWCAaHHOM B
COOTBETCTBYIOLWEM CornaweHum, 3aKJ1I0YEHHOM C
DKCNOpPTEPOM AaHHbIX, KOTOPOE BKJHOYAET C/leayoLLyto
Ycnyry SAP:

- B pamkax CornaweHus o npenocraBieHUM rnpas
MCMoNb30BaHus " OoKasaHum ycnyr no
COMpPOBOXAEHUIO NMporpamMMHoro obecrneveHuns: SAP
n (nnn) ee Cybnogpsaaunkm no obpaboTke AaHHbIX
OKasblBalOT YyCAyrm Mo COMPOBOXAEHWUIO, Koraa
3akas3uuMkK HanpasnaseT 3anpoc Ha Yycayrm no
COMPOBOXAEHUIO B CBA3W C HeAOCTYMHOCTbIO
lMporpaMmmMHoro obecnevyeHnss UM OTKIOHEHUAMU B
ero pabote. OHM oTBe4YaloT Ha TenedOoHHbIe 3BOHKMU
M BbINOMHAKT 6a30BbI aHanM3 W UCOpaBsieHue
owmnbok, a Takxke ob6pabaTbiBalOT CEpPBUCHbIE
3anpocbl B CUCTEME OTC/IEXUBAHUS.

- B pamkax npumeHumoro CornawenHus o6 ycnyrax B
oTHoweHun MNMpodeccnmoHanbHbIX ycnyr: SAP n (nnn)
ee Cybnogpsgunkm no o6paboTke  AaHHbIX
OKa3blBalT YCNyrn B COOTBETCTBUMU C [JOrOBOPOM Ha
ycnyrn n npyumeHmmblM OnucaHmeM obbema.

Cy6beKTbl AaHHbIX

Kpome cnyyaeB, Korga DKCMOpTEPOM AaHHbLIX YCTAHOB/IEHO
WHoe, nepeaasaeMble NepcoHasnbHble AaHHbIE OTHOCATCA K
cnenyowmm kateropmaMm Cy6beKTOB AaHHbIX: COTPYAHWUKM,

paboTHMKM MO  rpaxAaHCKO-MpaBOBbIM  COr/lalleHUsIM,
Bu3Hec-napTHepbl ¥ npoune  dulMyeckue  nuua,
MepcoHanbHble  AaHHble  KOTOpbIX  MNepefaHbl  Wan

npefocTaBneHbl MMNopTepy AaHHbIX WM K TMepcoHanbHbIM
[aHHbIM KOTOPbIX OH MMeeT AOCTYn.

KaTteropum gaHHbIX

lMepepnaBaemsble lMepcoHanbHble KacakTca

cnefyoLmMX KaTeropuin AaHHbIX:

NaHHble

3aKka3uuk onpegensieT KaTteropmu AaHHbIX W (Mam) nons
OaHHbIX, KOTOpble MOrnu 6bl 6bITb NepefaHbl B COOTBETCTBUM
c Ycnyrom SAP, Kak YyKasaHO B COOTBETCTBYIOLEM
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relates to the following categories of data: name, phone
numbers, e-mail address, time zone, address data, system
access / usage / authorization data, company name, contract
data, invoice data, plus any application-specific data
transferred by Authorized Users and may include financial
data such as bank account data, credit or debit card data.

Special Data Categories (if appropriate)

The transferred Personal Data concerns the following special
categories of data: As set out in the Agreement (including the
Order Form), if any.

Processing Operations / Purposes

The transferred Personal Data is subject to the basic
processing activities as set out in the Agreement which may
include:

e use of Personal Data to provide the SAP Service

e storage of Personal Data

e computer processing of Personal Data for data

transmission

e execution of instructions of Customer in accordance with
the Agreement.
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CornaweHun. TepepnaBaemble [lepCoHanbHble AaHHble
06bI4YHO BK/IOYAOT Crefylolme KaTeropMm AaHHbIX: UMS,
HoMep TenedoHa, agpec 3/1eKTPOHHOM NOYTbl, YAaCOBOW NOSAC
HaxoXaeHns cybbekTa, agpec, AaHHble Ansd [ocTyna B
cncrtemy, aBTopunsaumnm n MCNOJZIb30BaHUA CNCTEMBI,
Ha3BaHMe KOMMaHWW, AaHHble KOHTPAKTOB M CYETOB Ha
onnaty, a TaKXe JdaHHble KOHKPETHbIX I'IpVInO)KGHVIVI,
nepepasaemMble ABTOPM30BaHHbIMW MOJSIb30BATENSIMU, B TOM
uncne dduUHaHCOBblEe JaHHble, TakuMe KakK CcBeAeHus o
6aHKOBCKOM cuyeTe, KpeAUTHbIX 1 AebeToBbiX KapTax.

Ocob6ble kaTeropumn AaHHbIX (€cnv NpMMEHUMO)

MNepenasaeMble MNMepcoHanbHbIEe AaHHble KacarTcs
cnepywowmx  ocobblX  KaTeropuh  AaHHbIX:  COrfacHo
ykaszaHHoMy B CornaweHuun (B TOM uucne [lorosope), ecnum
3TO NPUMEHUMO.

Onepaunu n uenm o6paborTku

B oTHoweHWM nepenaBaeMbix [lepcoHanbHbIX AaHHbIX
npoeoasTcs 6a3oBble onepaunn 1 Lenu no o6paboTtke, Kak
npeaycMoTpeHo CornawieHneM, B TOM yucne:

e ucnonb3oBaHue [lepcoHanbHbIX
okaszaHusa Ycnyru SAP;

AaHHbIX B  Uendax

e  XpaHeHue MNepcoHasnbHbIX AaHHbIX;

e KOMMbloTepHasa o6paboTka MepcoHanbHbIX AAHHbLIX AN4
UX nepenayu;

e  WCMOJIHEHME MOpPY4YeHMn 3akasumka B COOTBETCTBUM C
CornawieHumem.
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Appendix 2 to the DPA and, if applicable, the
Standard Contractual Clauses - Technical and
Organizational Measures

1. TECHNICAL AND ORGANIZATIONAL MEASURES

The following sections define SAP’s current technical and
organizational measures. SAP may change these at any time
without notice so long as it maintains a comparable or better
level of security. Individual measures may be replaced by
new measures that serve the same purpose without
diminishing the security level protecting Personal Data.

1.1 Physical Access Control. Unauthorized persons are
prevented from gaining physical access to premises,
buildings or rooms where data processing systems
that process and/or use Personal Data are located.

Measures:

e SAP protects its assets and facilities using the
appropriate means based on the SAP Security Policy

e In general, buildings are secured through access control
systems (e.g., smart card access system).

e As a minimum requirement, the outermost entrance
points of the building must be fitted with a certified key
system including modern, active key management.

e Depending on the security classification, buildings,
individual areas and surrounding premises may be
further protected by additional measures. These include
specific access profiles, video surveillance, intruder
alarm systems and biometric access control systems.

e Access rights are granted to authorized persons on an
individual basis according to the System and Data
Access Control measures (see Section 1.2 and 1.3
below). This also applies to visitor access. Guests and
visitors to SAP buildings must register their names at
reception and must be accompanied by authorized SAP
personnel.

e SAP employees and external personnel must wear their
ID cards at all SAP locations.

Additional measures for Data Centers:

e All Data Centers adhere to strict security procedures
enforced by guards, surveillance cameras, motion
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MpunoxxeHne 2 k CornaweHunto 06 o6pabortke
nepcoHasibHbIX AAaHHbIX U, €C/IM NTPUMEHUMO,
CtaHAapTHbIM AOrOBOPHbIM YC/IOBUAM —
TeXHU4YeCcKMe n opraHn3aumoHHblIe Mepbl

1. TEXHUYECKMWE U OPTAHU3ALIMOHHbLIE MEPDI

B cneayowmux  pasgenax  OnNpeaenslnTcs  Tekyliue
TEXHMYECKME M OpraHusaumoHHble Mepbl SAP. SAP MoxeT
MeHSTb 3TW Mepbl B N060M MOMeHT 6e3 yBeAoMSIeHMs npu
ycnoBun obecnedyeHns aHanormyHoro uam 6onee BbICOKOIO
ypoBHS 6e30macHocTu. WHAuBMAyanbHble MeponpusaTUs
MOryT 6bITb 3aMEHEHbl HOBbIMM MepaMu, eCcfin OHW cayxaT
TOW Xe Uuennm u He yMeHblalwT YypoBeHb 6e30macHoCTu
MepcoHanbHbIX AAHHbIX.

1.1 KoHTponb d¢usnueckoro pocryna. Heobxoanmo
npeaoTBpaTuTb punsnyeckni Aoctyn
HECaHKLMOHUPOBAHHbIX N1l HA 06beKTbl, B 34aHUS U
noMeLleHns, rae pasMewaroTcs cucteMbl 06paboTku
OaHHbIX, ncnonb3yemble ans obpaboTkmn

nepCOHaﬂbeIX OAHHbIX U/WUNM X MCNOMb30BaHUS.

Mepbl:

e SAP 3awmuwaeT cBoe MMYLLECTBO U 06bEKTbI, NCNOSb3YyS
COOTBETCTBYKOLME CpeaAcTBa B COOTBETCTBUM  C
Monutukoi 6e3onacHocTn SAP

. B uenom 3gaHMsa 3awmuleHbl nocpeacTtsoM CUCTEM
KOHTpONsa AocTtyna (Hanpumep, cucTeMbl AOCTyna no
cMapT-KapTaMm).

e MuHMManbHbiM TpeboBaHMeEM ABMASETCA OCHalleHue
BHEWHMX BXOAOB B 34aHUa cepTuduumpoBaHHOMN
CUCTeMOM Kio4deln, obecneumBatlowen CoOBpeMeHHoe

AaKTMBHOE ynpaBJieHNe K4aMu.

e Moryt 6bITb
obecneyeHuns

peann3oBaHbl AOMOJIHUTENbHbIE Mepbl
6e30MacHOCTM  34aHWI,  OTAeNbHbIX
TEPPUTOPUA W Mpuneravwmnx ob6bLEeKTOB C  YYeToM
knaccubwukaumm  6esonacHoctu. Cioga  OTHOCATCSH
KOHKpeTHble npodunm AocTyna, BuaeoHabnwoaeHwue,
CUCTEMbl  TPEBOXHOW  CUTHanmM3auum U CUCTEMBI
61MomMeTpMUecKoro KOHTponsa AocTyna.

e [lpaBa pocTyna npenocTaBAslOTCA YMNONHOMOYEHHbIM
AvuaM Ha WHAMBMAYanbHON OCHOBE B COOTBETCTBUM C
MepaMu N0 KOHTPOJIKO CUCTEMbI M AOCTYNa K AAHHbIM (CM.
NyHkTel 1.2 wn 1.3 Huxe). DTM Mepbl Takxe
pacrnpocTpaHATCa Ha AOCTyn nocetutenen. [octn u
noceTutenun 3gaHnii SAP o653aHbl 3aperncTtpupoBaTbCs
Ha BXxoAde, coobwMB CBOE MMA, W Janee cnefosaTb B
COMpPOBOXAEHUMN YMNOSTHOMOYEHHbIX COTPYAHWKOB
KOMMaHuu.

e PaboTHuKM SAP 1 CTOPOHHMI NepCcoHasn AO/KHbI UMETb
npn cebe wuaeHTMOUKALUNOHHBIE KapTbl Ha BcCex
obbekTax SAP.

JdononHutenbHble Mepbl ansa LleHTpoB 06paboTkn AaHHbIX:

e Bo Bcex UeHTpax 06paboTkn pAaHHbIX HeobxoAuMMO
cnepoBaTb CTporuMm  npoueaypam 6esonacHoctn ¢
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detectors, access control mechanisms and other
measures to prevent equipment and Data Center
facilities from being compromised. Only authorized
representatives have access to systems and
infrastructure within the Data Center facilities. To
protect proper functionality, physical security
equipment (e.g., motion sensors, cameras, etc.)
undergo maintenance on a regular basis.

SAP and all third-party Data Center providers log the
names and times of authorized personnel entering SAP’s
private areas within the Data Centers.

1.2 System Access Control. Data processing systems
used to provide the SAP Service must be prevented
from being used without authorization.

Measures:

Multiple authorization levels are used when granting
access to sensitive systems, including those storing and
processing Personal Data. Authorizations are managed
via defined processes according to the SAP Security
Policy

All personnel access SAP’s systems with a unique
identifier (user ID).

SAP has procedures in place to so that requested
authorization changes are implemented only in
accordance with the SAP Security Policy (for example,
no rights are granted without authorization). In case
personnel leaves the company, their access rights are
revoked.

SAP has established a password policy that prohibits the
sharing of passwords, governs responses to password
disclosure, and requires passwords to be changed on a
regular basis and default passwords to be altered.
Personalized user IDs are assigned for authentication.
All passwords must fulfill defined minimum
requirements and are stored in encrypted form. In the
case of domain passwords, the system forces a
password change every six months in compliance with
the requirements for complex passwords. Each
computer has a password-protected screensaver.
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npuBNEeYEHNEM cneumanncros no oxpaHe "
MCNosib30BaHMeM Kamep HabnwaeHns, [eTeKTopoB
OBWXEHUSA, YCTPOWMCTB KOHTPONS AOCTyna W Apyrux
CpeacTs, MO3BONAOLWNX yCTpaHuTb yrpo3bl
6e3onacHocTu Ans obopynoBaHusa U nomeweHun LieHTpa
obpaboTku OAHHbIX. Tonbko YNOSIHOMOYEHHbIE
npeactaBuTenM UMEKT [OCTyn K cucteMam U
MH@pacTpyKType B nomeweHusix LleHTpoB 06paboTku
AaHHbIX. B uenax noapep)xaHus  NpaBWIbHOMO
(PYHKLMOHNPOBaAHUSA obopynoBaHus obecneyeHuns
dusnyeckon 6e3onacHoCcTM (OAATYMKOB  ABUXKEHUS,
KaMep W T. 4.) NPOBOANTCS perynsipHoe obcnyxuBaHue
obopynoBaHus.

SAP 1 Bce cTOpOHHUE npoBalaepsbl LileHTpoB o6paboTku
OaHHbIX  UKCUMPYIOT MMeHa U BpeMmMsa npubbiTus
YMO/IHOMOYEHHOI0 NepcoHasna Ha 3aKpbiTble TEPPUTOPUN
B cocTaBe LleHTpoB 06paboTku AaHHbIX.

1.2 KoHTponb aocrtyna K cucreMmam.
HecaHKUMOHNPOBaHHbLIN  AOCTYyN K  cuctemam
obpaboTkm AaHHbIX, NCNONb3yEMbIM ans
npeanocTtasnenns Ycnyrm SAP, ponxeH ObiTb
3aKpbIT.

Mepbl:

e JlocTynm K YyA3BMMbIM CuUcTemMaM, B TOM uucne

WCNOoJib3yeMbIM ans XpaHeHus n 06paboTkm

nepCOHaJ'IbeIX AaHHbIX, NpeaoCTaBNdeTcda no Moaenu
MHOIOYypOBHEBOM aBTopuM3auunn. YnpasneHune
pa3peLleHnsMun ocylLecTBsieTcs rnocpeacTesom
onpeaesieHHbIX NPOLLEeCcCOB B COOTBETCTBUM C MNonnTUKOMN
6e3onacHocTn SAP.

Becb nepcoHan BxoguT B cucteMmbl SAP TOonbKO Ha

OCHOBaHuu YHUKanbHOro naeHTndmrkKaTopa
(npeHTndukaTopa nonb3osaTens).
B SAP pgeiictBytoT npoueccobl, obecneynsawowme

BHeApeHMe 3anpalimMBaeMblX WM3MEHEHWI MOSIHOMO4YNM
CTPOro B cOOTBETCTBMU C Nonutnkon 6esonacHoctn SAP
(Hanpumep, HMKakue npaBa He npegocTaBnstoTcs 6e3

COOTBETCTBYlOWEro paspelwenns). Ecam coTpyaHuk
nokmaaet KOMMaHuio, ero npaea AOCTyna
aHHYIMpYytoTCS.

B SAP pencrteyeT monuTtuKa naposiein, 3anpelarouias
COBMeCTHOe Wucnosb3oBaHWe u obMeH naponsmu,
npeanucelBarowas nopsaok AencTBun B ciiydae
pacKpbITUS Napons M ycTaHaBnueatowas TpebosaHusa o
perynsapHoi cMeHe napofieii 1 U3MeHeHUn naposen no
yMonuyaHuio. [Ona  ayTeHTMduKauum  Ha3HadaloTcs
nepcoHasbHble maeHTUdMKaTOpbl Nonb3oBaTtenen. Bce
naposan  AOJIKHbl  COOTBETCTBOBATb  MWHMMabHbIM
YCTaHOB/IEHHbIM  TpeboBaHMAM M XpaHUTbCA B
3awmndpoBaHHON ¢dopme. B cucrteme peanmsoBaHa
NpUHyANTENbHAs CMeHa [AOMEHHbIX Maponen Kaxable
wecTb MecsaueB W OEWCTBYHOT  onpenesieHHble
TpeboBaHNUs K CNOXHOCTM naponen. Ha kaxaom
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1.3

The company network is protected from the public
network by firewalls.

SAP uses up-to-date antivirus software at access points
to the company network (for e-mail accounts), as well
as on all file servers and all workstations.

Security patch management is implemented to provide
regular and periodic deployment of relevant security
updates. Full remote access to SAP’s corporate network
and critical infrastructure is protected by strong
authentication.

Data Access Control. Persons entitled to use data
processing systems gain access only to the
Personal Data that they have a right to access, and
Personal Data must not be read, copied, modified or
removed without authorization in the course of
processing, use and storage.

Measures:

Data
as
SAP

As part of the SAP Security Policy, Personal
requires at least the same protection Ilevel
“confidential” information according to the
Information Classification standard.

Access to Personal Data is granted on a need-to-know
basis. Personnel have access to the information that
they require in order to fulfill their duty. SAP uses
authorization concepts that document grant processes
and assigned roles per account (user ID). All Customer
Data is protected in accordance with the SAP Security
Policy.

All production servers are operated in the Data Centers
or in secure server rooms. Security measures that
protect applications processing Personal Data are
regularly checked. To this end, SAP conducts internal
and external security checks and penetration tests on
its IT systems.

SAP does not allow the installation of software that has
not been approved by SAP.

SAP Confidential

Data Processing Agreement for SAP Support and Professional Services (DUAL) ruKZ.v.3-2019

1.3

KOMMblOTEPE UMEETCA 3allMlUEHHaa NaposieM 3KpaHHasda
3acCTaBKa.

CeTb KOMMaHuM 3awmuieHa OT 06LWenoCTYNHOW CceTu
6paHaoMay3poM.

SAP ncnonb3yetr COBpPEMEHHbIE AHTUBUPYCHbIE
nporpaMmbl Ha TouKax AOCTyrna B CeTb KOMNaHuw (Ans
YUYETHbIX 3arnncer 3NeKTPOHHOW MNOYTbl), @ TakKXe Ha
Bcex (hannoBbIx cepBepax M Bcex paboumnmx ctaHuMsX.

Ons rapaHTMpOBaHHOIO PperynspHoro pasBepTbiBaHWUS
HeobxoanMbIx 06HOBNEHUI 6€30MacHOCTM NCMOb3YETCS
nporpamMma ynpasJieHnsi MPorpaMMHbIMU BCTaBKaMu AN
cucTeMbl 6e3onacHocTM. MOAHBIN yaaneHHbld A40CTyn K
KOprnopaTuUBHOM cetn 7 KPUTUYECKM BaXKHOWM
MH@pacTpykType SAP 3awumuieH nocpeacTtBoOM CTPOrom
ayTeHTudunkaumu.

KoHTponb aocrtyna K AAHHbIM Jinua,
YNOJIHOMOYEHHbIE MCnoJib30BaTb CUCTEMbI
06paboTkM pAaHHbIX, AOJHKHbI MMEeTb AOCTyn
TONbKO K TeM [lepcoHanbHbIM AAHHbIM, B OTHOLUEHMN
KOTOpPbIX Y HMX €CTb NpaBO A[oCTyrna; npocMoTp,
KOMnpoBaHue, M3MEHEHNe nnm yAaneHue
lMepcoHanbHbIX  AaHHbIX B xogae  obpaboTky,
MCMoNb30BaHMs M XpaHeHuss 6e3 COOTBETCTBYIOLWENO

paspeLleHns 3anpeLleHo.

Mepbl:

SAP
MepcoHanbHbIX

B cooTtBetctBMM ¢ [Monutukonm 6e3onacHOCTU
HeobxoaumMo  obecneuuTb  3aWMUTy
OAHHbIX NO MEHbLIEA Mepe Ha YPOBHE 3aliuThl
KOHpUAEHUMANbHLIX AAHHbIX B  COOTBETCTBUM  CO
ctaHgapToMm SAP no knaccudukaunm nHpopmaumu.

Joctyn Kk [llepcoHanbHbIM [aHHbIM MpeaoCcTasBseTcs
TONbKO No cnyxebHon HeobxoaumocTu. MNMepcoHan numeer
poctyn Kk uHdopmauum, Heobxogmmon emy Aans
BbIMNOSIHEHNS CBOMX 06513aHHOCTEN. B SAP ncnonb3syrTcs
KOHLEeNuuM nosHOMOYMIA, B paMKax KOTOpbiX ANs
Kaxkaom y4YeTHO’ 3anucu (npeHTndUKaTopa
nonb3oBaTens) OOKYMEHTUPYIOTCA npoueccsl
npeaocTtaBneHnss U HasHadyeHusa ponen. Bce [aHHble
3aKasuyMKa 3awMuieHbl B COOTBETCTBUM C [onnTukom
6e3onacHocTn SAP.

Bce npousBoAcTBeHHble  cepBepbl  paboTailoT B
cooTBeTCTBYOWMNX LleHTpax 06paboTkM AaHHbIX WAu
CepBEPHbIX  MOMELLEHUSX. Mepbl  6e30nmacHoCTH,
KOTOpblE€ 3alMLLA0T NPUIOXKEHUSA, UCMONb3yEMbIE OIS
obpaboTku MepcoHanbHbIX  AAHHbIX, perynspHo
nposepsitoTca. Ana atoro SAP npoBoAUT BHYTPEHHUE U

BHEWHWe MpoBepkn 6e30MacHOCTM M TecTbl Ha
NPOHUKHOBEHWE B cBOM UT-cUCTEMBI.
SAP He paspewaeT YCTAHOBKY  MpOrpaMMHOro

obecneueHuns, He yTBepXaeHHOro SAP.
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1.4

An SAP security standard governs how data and data
carriers are deleted or destroyed once they are no
longer required.

Data Transmission Control. Except as necessary for
the provision of the SAP Services in accordance with
the relevant Agreement, Personal Data must not be
read, copied, modified or removed without
authorization during transfer. Where data carriers are
physically transported, adequate measures are
implemented at SAP to provide the agreed-upon
service levels (for example, encryption and lead-lined
containers).

Measures:

Personal Data in transfer over SAP internal networks is
protected according to SAP Security Policy.

When data is transferred between SAP and its
customers, the protection measures required for data
transfer are hereby mutually agreed upon between SAP
and its customer and included as a part of the
Agreement. This applies to both physical and network
based data transfer. In any case, the Customer assumes
responsibility for any data transfer once it is outside of
SAP-controlled systems (e.g. data being transmitted
outside the firewall of the SAP Data Center).

1.5 Data Input Control. It will be possible to
retrospectively examine and establish whether and by
whom Personal Data have been entered, modified or
removed from SAP data processing systems.

Measures:

1.6

SAP only allows authorized personnel to access Personal
Data as required in the course of their duty.

SAP has implemented a logging system for input,
modification and deletion, or blocking of Personal Data
by SAP or its subprocessors within the SAP Service to
the extent technically possible.

Job Control. Job Control is required to ensure that

personal data processed on behalf of others are processed
strictly in compliance with the Customer’s instructions
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1.4

MeToabl YHUUYTOXEHWUS AaHHbIX WU HOCUTenen AaHHbIX,
nocne TOro Kak oOHW bonbwe He TpebytoTcs,
onpepensTcs npasunamm 6esonacHocTn SAP.

KoHTponb nepepaum pAaHHbIX. 33 WCK/IOYEHUEM
cny4yaeB, Korga 3To HeobxoaMMo ANna okasaHusa Ycnyr
SAP B COOTBETCTBMM C NpuUMeHUMbIM CornalleHuem,
3anpewaetcs 6e3 paspeweHuss NpocMaTpuBaTth,
KOMUpOBaTb, M3MEHATb WUAW yAansaTb [lepcoHanbHble
AaHHble BO BpeMs nepepaun. B cnydae dusmyeckomn
TPaHCNOPTUPOBKN HOCUTENEN AaHHbIX KoMnaHua SAP
o6si3aHa MpUHATL COOTBETCTBYHLIME Mepbl Ans
obecneyeHns cornacoBaHHbIX YPOBHEN 06CyXMBaHUS
(HanpumMep, WwngpoBaHme 7] OCBUHLIOBaHHbIE
KOHTENHepbI).

Mepbl:

Mpwun nepepavye no BHYTPEHHUM ceTam SAP
lMepcoHanbHble AaHHblE 3aLMLLAKTCS B COOTBETCTBMU C
MonuTtukon 6esonacHocTn SAP.

B cnyuae nepepaun paHHbIX Mexay SAP un  ee
3aka3umkamm, SAP 1 ee 3aka3uuMK HaCTOSALWMUM
[0roBapuBatoTCs O Mepax 3alnTbl, HeobxoaMMbIX AN
nepegayn AaHHbIX, N TakMe Mepbl CTAaHOBSATCH 4acTbio
CornaweHus. 3710 ycnosue npuMeHseTcs K
dbun3nyecKkoMy nepeHocy AaHHbIX N NePEHOCY AaHHbIX MO
cetTu. B nwbom cnyyae 3aka3unmk b6epeT Ha cebs
OTBETCTBEHHOCTb 3a Ntboe nepemelleHme AaHHbIX 3a
npegenamm NOAKOHTPONbHbIX SAP cuctem (Hanpumep,
npu nepeHoce JaHHbIX 3a npegenbl 6paHamayapa
LleHTpa 06paboTkun gaHHbIX SAP).

1.5 KoHTposnb BBOAa AaHHbIX. Heob6xoanmo obecneuntb
BO3MOXHOCTb pPETPOCNEKTUBHOIO n3y4dyeHus "
yCTaHOBNeHMs (akTa BBOAA, W3MEHEHUS UNn
yaaneHusa [lepcoHanbHbIX AaHHbIX B CUCTEMax
06paboTku gaHHbIX SAP.

Mepbl:

1.6
ans

KomnaHuna SAP pa3spewaet poctyn K [lepcoHanbHbIM
AAHHBbIM  TOJSIbKO aBTOPM30BaHHOMY nepcoHany, B
Heobxoaumom ang paboTel o6beme.

KoMmnaHuns SAP BHeapunia cucTeMy perncrpauum Beoaa,
U3MEHeHus, yaaneHus m 6nokmpoBku [lepCcoHanbHbIX
AaHHbIX coTpyaHukamm SAP mnun ee Cybnoapsaumkamm
rno obpaboTke AaHHbIX B TOW CTENEHU, B KOTOPOM 3TO
BO3MOXHO B paMKax npegocrtasfieHus Ycnyru SAP.

KoHTponb 3apaHuii. KoHTponb 3agaHuii Tpebyetcs
Toro, 4tobbl rapaHTupoBaTtb, 4TO o0b6paboTka

nepcoHasnbHbIX AaHHbIX, 06pabaTbiBaeMble OT UMEHU APYInX

nuu,

OCYLUEeCTBNIAETCA B CTporom COOTBETCTBUMN C

MHCTPYKUUAMU 3aKkasuuka.
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Measures:

SAP uses controls and processes to monitor compliance with
contracts between SAP and its customers, subprocessors or
other service providers.

As part of the SAP Security Policy, Personal Data requires at
least the same protection level as “confidential” information
according to the SAP Information Classification standard.

e All SAP employees and contractual subprocessors or
other service providers are contractually bound to
respect the confidentiality of all sensitive information
including trade secrets of SAP customers and partners.

For SAP Support, SAP customers have control over their
remote support connections at all times. SAP employees
cannot access a customer system without the knowledge
and consent of the customer. For SAP Support, SAP provides
a specially designated, secure support ticket facility in which
SAP provides a special access-controlled and monitored
security area for transferring access data and passwords.
SAP customers have control over their remote support
connections at all times. SAP employees cannot access a
customer on premise system without the knowledge and
active participation of the customer.

1.7 Availability Control. Personal Data will be protected
against accidental or unauthorized destruction or loss.

Measures:

e SAP employs regular backup processes to provide
restoration of business-critical systems as and when
necessary.

e SAP uses uninterrupted power supplies (for example:
UPS, batteries, generators, etc.) to protect power
availability to the Data Centers.

e SAP has defined business continuity plans for business-
critical processes;

¢ Emergency processes and systems are regularly tested.
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Mepbl:
KomnaHunga SAP ucnonb3yeT cpeacTBa KOHTPOS U NpoLecchl,

no3ponstowme cneamTb 3a BbIMOJIHEHUMEM MNOJNIOXEHUMN
AOroBopoB Mexay SAP 7] ee 3aKas4ymkamum,
cybrnoapsgunkamn no ob6paboTke AaHHbIX M APYrUMU

nocTtaBWMKaMn ycnyr.

B cootBetctBUM Cc [onutukon 6esonacHoctn  SAP
HeobxoauMo obecneumnTb 3aWnTy MNepcoHanbHbIX AaHHbIX MO
MEHbLUEN Mepe Ha YpOBHE 3alunTbl KOHMUAEHUMANbHbIX
JAHHbIX B  COOTBETCTBMM CO CTaHaaptom SAP no
Knaccndukaumm nHpopMaunm.

e Bce paboTHuku, cybnoapsaumkmn rno ob6pabotke AaHHbIX
7 npoyve  noctaswmknm  ycnyr SAP  cBsA3aHbl
A0roBOPHbLIMU obszaTenbcTBamMu cobnoaatb
KOH®MUAEHUMANbHOCTL BCEW YyA3BMMOW WHMOpMauuu,
BK/IlOYA@S MPOMbIW/IEHHbIE CeKpeTbl 3aKa34YuKoB U
napTHepoB SAP.

B cnyuae Ycnyr SAP no conpoBOXAeHWto 3akasuuku SAP
MMEKT MOCTOSHHbIA KOHTPOJIb HaZ4 CBOMMM COEAUHEHUSIMU
ONS yAaNeHHOro conpoBoXaeHus. PaboTHUkn SAP He MoryT
BOMUTM B CUCTEMY 3akasumka 6e3 Begoma w cornacus

3akasumka. B cnyuyae nokanbHbix Ycnyr  SAP  no
COMNpPOBOXAEHUIO SAP obecneyuBaeT cneumanbHoe
YCTPONCTBO 3anpoCcOB Ha COMpPOBOXAEHMEe, MNOCPeACTBOM

KOoTOporo SAP opraHmayeT crneumanbHYyl 3alMULWEHHY WU
KOHTpONupyemyo 30Hy 6e3onacHoCcTm Aansa nepejaym
OaHHbIX AoCTyna W naposnen. 3akasuukm SAP  uMeroT
MOCTOSHHbIA KOHTPO/SIb Hah CBOWMMW COEAMHEHUAMU ANns
yAaneHHoro conposoxaeHusa. PaboTHukn SAP He wMoryT
BOMTWM B JIOKaNbHYKD CUCTEMY 3aka3umka 6e3 Begoma
3aKasuymka un 6e3 ero akTMBHOIoO yyacTus.

1.7 KoHTponb poctrynHoctu. Heobxoaumo 3awmuwaTb

lMepcoHanbHble AaHHble oT CNy4YamHoro nnu

HECaHKUMOHNPOBAHHOIO YHUYTOXEHUSA UK NOTEPU.

Mepbl:

e SAP wncnonb3yeTr npoueccbl perynsipHoro pe3epBHOro
KOMUpoBaHUS ans obecneveHus BO3MOXHOCTH

BOCCTAHOBMEHNA KPUTUYECKU BaXHbIX 6usHec-cucrem
no Mepe HeobxoaMMoCTH.

e SAP uncnonb3yeTr UCTOYHMKK HecnepebonHOro nuTaHus
(Hanpumep, UBI, akkyMynaTopbl, reHepaTopbl U T. 4.),
yTobbl noaAepXaTb HenpepbiBHYO paboTy cuctem
snekTponutaHus LleHTpoB 06paboTku AaHHbIX.

e KomnaHma SAP onpepenuna nnaHbl obecneyeHus
HEeMNpepbIBHOCTU A8 KPUTUYECKN BaXHbIX Ans busHeca
npoLeccos;

pErynsipHoO  MpoOBOASITCS  UCMbITaHUS

npoueccoB U CUCTEM.

aBapUHbIX
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1.8 Data Separation Control. Personal Data collected
for different purposes can be processed separately.

Measures:

e SAP uses appropriate technical controls to achieve
Customer Data separation at all times.

e Customer (including its approved Controllers) will have
access only to their own Data based on secure
authentication and authorization.

e If Personal Data is required to handle a support incident
from Customer, the data is assigned to that particular
message and used only to process that message; it is
not accessed to process any other messages. This data
is stored in dedicated support systems.

1.9 Data Integrity Control. Personal Data will remain
intact, complete and current during processing activities.

Measures:

SAP has implemented a multi-layered defense strategy as a
protection against unauthorized modifications.

In particular, SAP uses the following to implement the
control and measure sections described above:

e Firewalls;

e Security Monitoring Center;

e Antivirus software;

e Backup and recovery;

e External and internal penetration testing;

e Regular external audits to prove security measures.
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1.8 KoHTponb pa3aeneHus AaHHbIX. [lepcoHanbHble
OaHHble, cobpaHHble B pa3HbIX uensx, MOoryT
obpabaTbiBaTbCSA MO OTAENBHOCTMU.

Mepbl:

e SAP npuMeHsieT Haanexawume TeXHUYecKue cpeacTsa
KOHTpoNns, 4yTobbl 06ecneynTb NOCTOSIHHOE pasfefieHue
JaHHbIX 3aKa34yunka.

e 3akasuuk (Bka4yas oaobpeHHbix MM OnepaTopos)
6ynet mMeTb AOCTYyN TONbKO K CBOMM COBCTBEHHbIM
[JaHHbIM NOCpeACTBOM 3alUMLLEHHON ayTeHTUdUKaumm m
aBTOpM3auum.

e Ecnu NepcoHanbHble gaHHble TpebytoTcsa Ans 06paboTku
WHUMOEHTA  COMpPOBOXAEHUS  3aKasuuka, JAaHHble
NPUKpPenasTCa K TakKoMy 3anpocy W WCNOsb3YyHTCH
Tonbko Ana obpaboTkm nopgobHoro 3anpoca. OHU He
ncnonb3yoTcs ans o6paboTku Nbbix APYrMx 3anpocos.
Takve p[AaHHble XPaHATCS B BblAESIEHHbIX CUCTEMax
COMpPOBOXAEHMUS.

1.9 KoHTpOnb LEeNoCTHOCTU AaHHbIX [lepcoHasibHble
AaHHble B npouecce 06paboTKM OCTaHYTCA HEU3MEeHHbIMU,
MOJSIHbIMU U aKTyasibHbIMU.

Mepebl:

SAP BHeApuia MHOMOYPOBHEBYH CTpaTernio 3alluTbl OT
HECaHKLMNOHNUPOBAHHbIX U3MEHEHWUI.

B uactHoctn, SAP wucnonb3yetr crepytouwme crnocobbl
BHeApEHMS CpeACTB KOHTPOJISA, NepeyYmncsieHHbIX B pasgenax
0 CpeAcTBax KOHTpoasa n Mepax 6e30macHOCTU Bbllwe:

e 6paHamMayspbl;

e LleHTp MOHMTOpUMHIa 6e30onacHoOCTy;

e aHTMBUpycHoe [MO;

e pe3epBHOE KOMMPOBaHWE WU BOCCTAHOBJIEHWE AaHHbIX;
e BHYTPEHHWE N BHEeLWHMe TeCTbl Ha MPOHUKHOBEHME;

e perynsipHble He3aBUCUMble MpoBepkun 3PHEKTUBHOCTH
mep 6e3onacHoOCTH.
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Appendix 3 to the DPA

The following table sets out the relevant Articles of GDPR
and corresponding terms of the DPA for illustration purposes

only.

MpunoxxeHne 3 k CornaweHnto 06 o6pabortke
NnepCcoHaJibHbIX AaHHbIX

B cneaytoweii Tabnmue n3noxeHbl COOTBETCTBYHOLLME CTaTbM
GDPR un cootBeTcTBYtOWMNE ycnosus CornaweHus o6
06paboTke nepcoHasnbHbIX AAHHbIX. 34€Cb OHW MpPUBEAEHDI
WCKIIOYNTENBHO B MTIOCTPATUBHBIX Lensx.

Article of GDPR

Section of DPA

Click on link to see Section

Cratbsa GDPR

Pasanen CornaweHunsa o6
06paboTke NnepcoHasibHbIX
AQHHbIX

MpoiauTe No ccbisike, YTO6bl MPOCMOTPETbL pa3aen

28(1) 2 and Appendix 2 Security of Processing and Appendix 2, Technical and
Organizational Measures.

28(1) 2 v MpunoxeHwne 2 Security of Processing v [MpunoxeHue 2 «TexHUYeckne u
OpraHu3aLMOHHbIE MEpbI».

28(2), 28(3) (d) and 28 (4) | 6 SUBPROCESSORS

28(2), 28(3) (d) n 28 (4) 6 SUBPROCESSORS

28 (3) sentence 1

Error! Reference source
not found. and Appendix 1,
1.2

Error! Reference source not found. Structure.

28(3) npeanoxexune 1

Error! Reference source
not found. v MNpunoxeHune 1,

Error! Reference source not found. Structure.

1.2
28(3) (a) and 29 3.1 and 3.2 Instructions from Customer. Processing on Legal
Requirement.
28(3) (a) n 29 3.1n3.2 Instructions from Customer. Processing on Legal
Requirement.
28(3) (b) 3.3 Personnel.
28(3) (b) 3.3 Personnel.

28(3) (c) and 32

2 and Appendix 2

Security of Processing and Appendix 2, Technical and
Organizational Measures.

28(3) (c) n 32

2 n MpunoxeHune 2

Security of Processing u MpunoxeHne 2 «TexHUYECKME U
OpraHu3aLUMNOHHbIE MEDPBI».

28(3) (e) 3.4 Cooperation.
28(3) (e) 3.4 Cooperation.

28(3) (f) and 32-36

2 and Appendix 2, 3.5, 3.6

Security of Processing and Appendix 2, Technical and

Organizational Measures. Personal Data Breach
Notification. Data Protection Impact Assessment. If,
pursuant to Data Protection Law, Customer (or its

Controllers) are required to perform a data protection
impact assessment or prior consultation with a regulator,
at Customer’s request, SAP will provide such documents as
are generally available for the SAP Service (for example,
this DPA, the Agreement, audit reports or certifications).
Any additional assistance shall be mutually agreed between
the Parties.

28(3) (f) u 32-36

2 v MNpunoxeHwne 2, 3.5, 3.6

Security of Processing v MpunoxeHune 2 «TexHUYecKme un

OpraHv3aunoHHbIE  MEpbI». Personal Data Breach
Notification. Data Protection Impact Assessment. If,
pursuant to Data Protection Law, Customer (or its

Controllers) are required to perform a data protection
impact assessment or prior consultation with a regulator,
at Customer’s request, SAP will provide such documents as
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are generally available for the SAP Service (for example,
this DPA, the Agreement, audit reports or certifications).
Any additional assistance shall be mutually agreed between
the Parties.

28(3) (9) 4 Data Deletion

28(3) (9) 4 Data Deletion

28(3) (h) 5 CERTIFICATIONS AND AUDITS

28(3) (h) 5 CERTIFICATIONS AND AUDITS

28 (4) 6 SUBPROCESSORS

28(4) 6 SUBPROCESSORS

30 8 Documentation; Records of processing

30 8 Documentation; Records of processing

46(2) (c) 7.2 Standard Contractual Clauses. Where (i) Personal Data of
an EEA or Swiss based Controller is processed in a country
outside the EEA, Switzerland and any country, organization
or territory acknowledged by the European Union as safe
country with an adequate level of data protection under
Art. 45 GDPR, or where (ii) Personal Data of another
Controller is processed internationally and such
international processing requires an adequacy means
under the laws of the country of the Controller and the
required adequacy means can be met by entering into
Standard Contractual Clauses, then:

46(2) (c) 7.2 Standard Contractual Clauses. Where (i) Personal Data of

an EEA or Swiss based Controller is processed in a country
outside the EEA, Switzerland and any country, organization
or territory acknowledged by the European Union as safe
country with an adequate level of data protection under
Art. 45 GDPR, or where (ii) Personal Data of another
Controller is processed internationally and such
international processing requires an adequacy means
under the laws of the country of the Controller and the
required adequacy means can be met by entering into
Standard Contractual Clauses, then:
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Appendix 4
STANDARD CONTRACTUAL CLAUSES (PROCESSORS)!?

For the purposes of Article 26(2) of Directive 95/46/EC (or,
after 25 May 2018, Article 44 et seq. of Regulation 2016/79)
for the transfer of personal data to processors established in
third countries which do not ensure an adequate level of data
protection

Customer also on behalf of the other Controllers

(in the Clauses hereinafter referred to as the ‘data
exporter’)

and
SAP

(in the Clauses hereinafter referred to as the ‘data
importer’)

each a ‘party’; together ‘the parties’,

HAVE AGREED on the following Contractual Clauses (the
Clauses) in order to adduce adequate safeguards with
respect to the protection of privacy and fundamental rights
and freedoms of individuals for the transfer by the data
exporter to the data importer of the personal data specified
in Appendix 1.

Clause 1
Definitions
For the purposes of the Clauses:

(@) ‘personal data’, ‘special categories of data’,
‘process/processing’, ‘controller’, ‘processor’, ‘data
subject’ and ‘supervisory authority’ shall have the
same meaning as in Directive 95/46/EC of the
European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to
the processing of personal data and on the free
movement of such data;

(b)

‘the data exporter’ means the controller who transfers
the personal data;

(c) ‘the data importer’ means the processor who agrees
to receive from the data exporter personal data
intended for processing on his behalf after the transfer
in accordance with his instructions and the terms of

the Clauses and who is not subject to a third country’s

MpunoxxeHune 4

CTAHOAPTHBIE JOITOBOPHbLIE YC/TOBUA
(OBPABOTYMNKMN)?

Onsa uenen ctatbun 26(2) Anpektuebl 95/46/EC (a HaumMHas ¢
25 mas 2018 roga ctatbn 44 n panee PernamenTa 2016/79)
ONa  nepepaynm  MnepcoHasnbHbIX AaHHbIX  0b6paboTumkam,
yUYpexaeHHbIM B TPETbUX CTpaHax, B KOTOPbIX He obecneyeH
OO/IKHbIA YPOBEHb 3alUUTbl AaHHbIX

3akasuukK, B TOM 4Mcsie oT MMeHu apyrnx Oneparopos

(B HacToAWMX YCNoBuaX, Aanee MMeHyeMblin
«3KCMOPTEPOM AAHHbIX> ),

SAP

(B HacTosIWMX YCNoBUsaX, Aasiee NMEHYEMbIA KUMMNOPTEPOM
AAHHDbIX > )

(KaxabIn N3 HUX UMEHYeTCH MO OTAENbHOCTU «CTOPOHa», a
COBMECTHO — «CTOPOHbI»)

OOrOBOPUJINCb o cnepyowmnx [JoroBopHbIX YCAOBUSX
(«YcnoBusa») C uenblo NPUHATb Haanexawme Mepbl Ang
3aWmnTbl NpaBa Ha HEMPUKOCHOBEHHOCTb YaCTHOW XXMU3HU WU
OCHOBHbIX MpaB M cBoboa rpaxaaH B CBsA3M C nepegaven
MepcoHasnbHbIX AaHHbIX, YKasaHHbIX B [onosHeHun 1, oOT
aKcrnopTepa AaHHbIX UMMOPTEPY AaHHbIX.

TMyHKT 1.
OnpepneneHus

B KOHTEKCTEe HacTosAWwmnX YCNoBUNA:

(@) TepMWHbI  «nNepcoHasibHble  AaHHble»,  «ocobble
KaTeropumn AaHHbIX», «obpabaTbiBaTb/0bpaboTka>»,
«onepaTop nepcoHanbHbIX AaHHbIX», «06paboTumk>»,
«CybbeKT [AaHHbIX» W <HaA30PHbIA OpraH» MMeT
3HayeHus, npeaycMoTpeHHble B npektnse 95/46/EC
EBponelickoro napnameHta n Coseta oT 24 okTabps
1995 roga o 3awuTe PU3NYECKNX NUL, B CBS3N C
06paboTKkoli NmepcoHanbHbIX AaHHbIX U 0 cBO6OAHOM

nepeagBmXeHnn Taknx AaHHbIX;

(b) «3KcnopTep
nepcoHasbHbIX

nepeapavy;

AAaHHbIX>»
AdHHbIX,

o3HauyaeT  onepaTopa
OCYLLECTBAAIOWEro  UX

(c) «MMMOPTEP  AaHHbIX»  03Ha4daeTr obpaboTumka,
KOTOpbIV CcOrnawaeTcsa noay4uTb OT 3KCnopTepa
OaHHbIX MepcoHanbHble AaHHble, NpeAHa3HaYeHHble
ans 06paboTku No MOpy4vYeHUto 3KCrnopTepa AaHHbIX

nocne nepeaayn B COOTBETCTBUN C €ro MHCTPYKUUNAMU

! Pursuant to Commission Decision of 5 February 2010 (2010/87/EU)
B cootsercTBuu ¢ Pemennem Komuccnu ot 5 despans 2010 romga (2010/87/EU)
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system ensuring adequate protection within the
meaning of Article 25(1) of Directive 95/46/EC;

(d) ‘the sub-processor’ means any processor engaged by
the data importer or by any other sub-processor of
the data importer who agrees to receive from the data
importer or from any other sub-processor of the data
importer personal data exclusively intended for
processing activities to be carried out on behalf of the
data exporter after the transfer in accordance with his
instructions, the terms of the Clauses and the terms
of the written subcontract;

(e) ‘the applicable data protection law’ means the
legislation protecting the fundamental rights and
freedoms of individuals and, in particular, their right
to privacy with respect to the processing of personal
data applicable to a data controller in the Member
State in which the data exporter is established;

(f) ‘technical and organisational security measures’
means those measures aimed at protecting personal
data against accidental or unlawful destruction or
accidental loss, alteration, unauthorised disclosure or
access, in particular where the processing involves
the transmission of data over a network, and against
all other unlawful forms of processing.

Clause 2
Details of the transfer

The details of the transfer and in particular the special
categories of personal data where applicable are specified in
Appendix 1 which forms an integral part of the Clauses.

Clause 3
Third-party beneficiary clause

1. The data subject can enforce against the data
exporter this Clause, Clause 4(b) to (i), Clause 5(a)
to (e), and (g) to (j), Clause 6(1) and (2), Clause 7,
Clause 8(2), and Clauses 9 to 12 as third-party
beneficiary.

2. The data subject can enforce against the data
importer this Clause, Clause 5(a) to (e) and (g),
Clause 6, Clause 7,Clause 8(2), and Clauses 9 to 12,
in cases where the data exporter has factually
disappeared or has ceased to exist in law unless any
successor entity has assumed the entire legal
obligations of the data exporter by contract or by
operation of law, as a result of which it takes on the

SAP Confidential

MU MNOJSIOXEHUAMM YCITOBUN, U AENCTBUSA KOTOPOro He
perynupytoTcs cucremon TpeTben CTpaHbl,
obecrneumBalowen  AOMKHbIA  YPOBEHb  3aLUUTHI
cornacHo cratbe 25(1) Aupektunsbl 95/46/EC;

(d) «cybnogpsaumMk no obpaboTke» o03HavaeT nwboro
o6paboTunka, MpMBIEKAEMOr0 MMMNOPTEPOM JAaHHbIX
wnu  apyrum  cybnogpsagumkom no  obpaboTke
uMnopTepa AaHHbIX, KOTOPbIM cornalaeTcs Noay4YmTb
OT uMMMopTepa [AaHHbIX WAM  ero  Apyroro
cybrnogpsaumka no  obpaboTke  MmepcoHanbHble
LaHHble, KOTOpble npeaHasHa4yeHbl WCKIHUYUTENbHO
ana  o6paboTku, BbINOJHSAEMOM MO  MOPYYEHUIO
3KCnopTepa AaHHbIX NOCie nepeaayn B COOTBETCTBUMU
C ero WHCTPYKUUSAMWU, TMONIOXKEHUAMU YCNOBUIA W
NMUCbMEHHbLIM AOrOBOPOM cybnoapsiaa;

(e)  «NpMMeHMMOe 3aKOHOAATENIbCTBO O 3alUuTe AaHHbIX»
O3Hayvaer 3aKoHOAATENbCTBO, 3awmilatolee
(yHOAaMeHTanbHble nMpaBa M cBo6oAbl 4YesloBeKa, B
YaCTHOCTM MpaBO Ha HEMPUKOCHOBEHHOCTb YaCTHOM
»KM3HU B CBSA3N C 06paboTkoi NMepcoHanbHbIX AaHHbIX,
N NPUMEHSEMOE K OMepaTopy NepCcoHasbHbIX AAHHbIX
B locypapcTBe-unieHe, B KOTOPOM HaxoauTcs
3KCMopTep AaHHbIX;

(f) «TEXHUYECKMe U  OopraHusaumoHHble Mepbl Mo
obecneyeHntio  6e3onacHOCTU»  O3Ha4yalT  Mepbl,
HauefleHHble Ha 3aliMTy MepcoHasnabHbIX AAHHbIX OT
CNYy4YanHOro UM HE3aKOHHOIO YHUUTOXEHUS, NoTepu,
U3MEHEHUS, HECaHKLUMOHMPOBAHHOIO PacKpbITUA Wn
[OCTyrna, B 4YaCTHOCTM B ciay4yasx, korga obpaboTtka
npeanosiaraeT nepegady AaHHbIX MO CETU, a Takxke oT
BCeX OCTasibHbIX (DOPM He3aKOHHOM 06paboTku.

TMyHKT 2.
CBeneHus 0 nepeaave AaHHbIX

MoapobHble cBegeHns O nepepjadve, B 4acTHOCTH,
npuMeHnMble ocobble KaTeropuMm nepcoHasbHbIX AaHHbIX,
yKa3aHbl B [JONONHEeHUN 1, COCTaBASAOLWEM HEOTbEMSIEMYIO
4YacTb YCNOBMWNA.

TMyHKT 3.
YcnoBue o cTOpoHHeM 6eHecdumumnape

1. CybbeKkT J[aHHbIX MOXeT B KayecTBe CTOPOHHEro
6eHeduumapa notpeboBaTtb NPUHYAUTENBHOIO
WCNOJTHEHUS 3KCMopTepom OaHHbIX yCnoBum
HacTosLwWero nyHkTa, nyHkTos 4(b)-(i), nyHkTOB 5(a)-
(e) n (g)-(), nyHkToB 6(1) " (2), NyHKTa 7, NyHKTa
8(2) u nyHkTOB 9-12.

2. CybbekT OaHHbIX MOXeT notpebosaTb
NPUHYANTENBHOIO MCMOSTHEHUS UMMNOPTEPOM AAHHbIX
YCNOBM HACTOSLLEro NyHKTa, NnyHkToB 5(a)-(e) u (g),
nyHKTa 6, NyHKTa 7, nyHkTa 8(2) u nyHKTOB 9-12,
€CN1  3KCMnopTep JAaHHbIX (daKTUYEeCKn ucyes unu
npekpaTun pUaMYecKoe CyllecTBOBaHWe, Kpome
C/ly4aeB, Koraa opraHusauusi-npeeMHWK B3sia Ha
ceba Bce opuamyeckme obssatenbCcTBa 3KcCrnopTepa
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rights and obligations of the data exporter, in which
case the data subject can enforce them against such
entity.

3. The data subject can enforce against the sub-
processor this Clause, Clause 5(a) to (e) and (g),
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12,
in cases where both the data exporter and the data
importer have factually disappeared or ceased to exist
in law or have become insolvent, unless any successor
entity has assumed the entire legal obligations of the
data exporter by contract or by operation of law as a
result of which it takes on the rights and obligations
of the data exporter, in which case the data subject
can enforce them against such entity. Such third-
party liability of the subprocessor shall be limited to
its own processing operations under the Clauses.

4., The parties do not object to a data subject being
represented by an association or other body if the
data subject so expressly wishes and if permitted by
national law.

Clause 4
Obligations of the data exporter
The data exporter agrees and warrants:

(a) thatthe processing, including the transfer itself, of the
personal data has been and will continue to be carried
out in accordance with the relevant provisions of the
applicable data protection law (and, where applicable,
has been notified to the relevant authorities of the
Member State where the data exporter is established)
and does not violate the relevant provisions of that
State;

(b) that it has instructed and throughout the duration of
the personal data-processing services will instruct the
data importer to process the personal data transferred
only on the data exporter’s behalf and in accordance
with the applicable data protection law and the
Clauses;

(o) that the data importer will provide sufficient
guarantees in respect of the technical and
organisational security measures specified in
Appendix 2 to this contract;
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JaHHbIX Ha OCHOBaHMM [OroBopa WM 3aKkoHa, B
pe3ynbTaTe 4ero 3Ta oOpraHusauus npuobpeTaeT
npaBa W o6s3aTenbCcTBa 3KCMoOpTEpa AaHHbIX W,
cnepoBaTesibHO, Cy6beKT AaHHbIX MOXET NoTpe6oBaTb
NX UCMOJTHEHUS OT 3TOWN opraHu3auuu.

3. CybbekT OAHHbIX MoXeT notpeboBaTtb
NPUHYANTENBHOIO UCMNOMHEHUS cybnoapsaayYnMkoM no
06paboTke yCnoBuiA HACTOSWEro NyHKTa, MNYHKTOB
5(a)-(e) u (g), nyHKTa 6, NyHKTa 7, NnyHKTa 8(2) un
NYHKTOB 9-12, ecnn 3KcnopTep AaHHbIX U uMmnopTep
OaHHbIX  daKTUYecKn WcyYesnn WM npekpaTuam
opuanyeckoe CyLecTBoBaHWe, KpoMe cny4daes, Koraa
opraHmMsaumsa-npeeMHMK B3sia Ha cebs  Bce
topuandeckme obssaTenbCTBa 3KCNopTepa AaHHbIX Ha
OCHOBaHWKN AOroBOpa WM 3aKOHa, B pe3ynbTaTe 4yero
3Ta opraHusaums npuobpetaeT npaea n

o6sa3aTenbCTBa 3KcnopTepa AaHHbIX n,
cnepoBaTesibHO, Cy6beKT AaHHbIX MOXET NoTpe6oBaTb
nx NCMNOJTHEHUS oT 3TOM OopraHusaumu.

OTBETCTBEHHOCTb Ccybnoapsigunka no obpaboTke
nepes TpeTbMMM NMUAMM  OFPaHUYMBAETCs  ero
cobcTBEeHHbIMKM onepaumsaMm no obpaboTke cornacHo
Ycnosusam.

4. CTOpOHbl He BO3paxaltT MpoTMB TOro, 4Tob6bI
MHTepecbl cybbekTa  AaHHbIX  MpeacTaBAsS/INCD
accoumaumen wnu ApyruMm OpraHoMm, ecnu cybbekT
AAHHbIX SIBHbIM 06pa30oM BbIpa3uT B 3TOM XefnaHue 1
ecnu 3T0 He 3anpeLeHo HaUMOHaNbHbIM
3aKoHOAaTEeNbCTBOM.

[NyHKT 4.
O6s3aTenbcTBa 3KCNopTepa AaHHbIX
JKcrnopTep AaHHbIX NOATBEPXAAET U rapaHTUPYET, YTO:

(a) O6paboTka nepcoHasnbHbIX [AaHHbIX, BKJKO4YasA UX
nepepadvy, BbINOAHSETCS M 6yAeT BbINOSHSATbCS
cornacHo COOTBETCTBYOLMM NONOXEHNAM
NpUMEHMMOro 3aKoHO4aTeNbCTBa 0 3awmTe
nepcoHasnbHbIX AaHHbIX (1, FAe 3TO NPUMEHUMO, O HeW
yBeZOMJIEHbl COOTBETCTBYOLLME OpraHbl [ocyaapcTBa-
yneHa, B KOTOPOM PacrosiIoXXeH 3KCMOPTEP AAHHbIX) U
HEe HapywaeT COOTBETCTBYIOWMX 3aKOHOB 3TOro
rocynapcTea;

(b) oH @man w“ Ha nMNpPOTSXXEeHMM BCero nepuoaa
npepocTtaenennss ycnyr o6paboTkm nepcoHasnbHbIX
AaHHbIX 6ypeT npojo/kaTtb AaBaTb  MMMoOpTeEpy
OAHHbIX yKasaHusa, 4to obpaboTke noanexaTt TONbKO
nepcoHasbHble AaHHble, MepeAaHHble B MHTepecax
3KCnopTepa [AaHHblX, W obpaboTky cnepyeT
BbINOJIHATb TOJIBKO B COOTBETCTBUM C AEMNCTBYIOLLMM
3aKOHOAaTes/IbCTBOM O 3alumMTe AaHHbIX U YCNOBUSAMU;

(c) UMMopTep  AaHHbIX  MpeaocTaBUT  AOCTaTOYHbIE
rapaHTum B OTHOLUEHWUN TEXHUYECKNX "
OpraHmM3auunOoHHbIX mMep no obecneueHunio
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6€e30MacHOCTM, YKasaHHbIX B [IpuaoXeHun 2 K
HacTosILLEMY AOrOBOpPY;

(d) that after assessment of the requirements of the (d) nocne OLleHKM TpeboBaHui NpUMEHMMOro
applicable data protection law, the security measures 3aKoHoAaTeNnbCTBa O  3aluMTe  AaHHbIX  Mepbl
are appropriate to protect personal data against 6e3onacHocTn COOTBETCTBYIOT YPOBHIO,
accidental or unlawful destruction or accidental loss, Heob6xoAMMOMY ANS 3aWMTbl MEPCOHAsNbHbIX AaHHbIX
alteration, unauthorised disclosure or access, in OT C/NYYaMHOro WM HE3aKOHHOr0 YHWUUYTOXEHUS WK
particular where the processing involves the noTtepw, N3MEHeHMUs, HECaHKLMOHNPOBAHHOIO
transmission of data over a network, and against all pacKkpbITUS WU WCMNOJIb30BaHUA, B YaCTHOCTWU, Koraa
other unlawful forms of processing, and that these obpaboTka NpepgnonaraeT nepegayvy AaHHbIX MO CeTH,
measures ensure a level of security appropriate to the a Takxe OT JobblX APYrMX He3aKOHHbIX (OopM
risks presented by the processing and the nature of 06paboTkun, N 4YTo 3T Mepbl obecneymBarT YpPOBEHb
the data to be protected having regard to the state of 6e3onacHocTy, COOTBETCTBYHOLMUMN pucKam,
the art and the cost of their implementation; BO3HMKalOWMM npu  obpaboTke, W  xapakrtepy

3almulaeMblX AaHHbIX, C YYETOM YPOBHA TEXHONOMMN
M CTOMMOCTU UX peannsauunn,

(e) that it will ensure compliance with the security (e) OH obecneunT cobnrogeHne Mmep 6e30nNacHOCTU;

measures;

(f) that, if the transfer involves special categories of data, (f) eCcnn nepefava KacaeTcs crneuuanbHbIX KaTeropum
the data subject has been informed or will be informed OAHHbIX, CYOBbEKT AaHHbIX MNPOMHMOOPMUPOBAH WU
before, or as soon as possible after, the transfer that 6ynetr npouHdOpMMpoOBaH A0 nepedaym WAM  Kak
its data could be transmitted to a third country not MOXHO CKOpee nocsie Hee O TOM, YTO €ro AaHHble
providing adequate protection within the meaning of MOryT ObiITb nepegaHbl B APYryl CTpaHy, He
Directive 95/46/EC; obecneumBarOLllytd  OO/KHbIA  YPOBEHb  3alUUThI

cornacHo Aunpektuse 95/46/EC;

(g) to forward any notification received from the data (g) oH 6yaeT nepemaBaTb Ntobble  yBeoOMIIEHUS,

importer or any sub-processor pursuant to Clause Nosly4YeHHble oT uMnopTepa DaHHbIX nnu
5(b) and Clause 8(3) to the data protection cybrnogpsayvka no obpaboTke cornacHo nyHktam 5(b)
supervisory authority if the data exporter decides to n 8(3), HaA30pPHOMY OpraHy no 3awuTe AaHHbIX, ecnm
continue the transfer or to lift the suspension; 3KCNopTep AaHHbIX PeLnT NPOAOC/DKUTL nepenady niu

OTMEHWUTb NMPUOCTAHOBKY;,

(h)  to make available to the data subjects upon requesta (h) oH no 3anpocy npepocTaBUT CybbeKkTaM AaHHbIX

copy of the Clauses, with the exception of Appendix KOMWUo YCNoBuiA, 3a uckntodeHmem Mpunoxenus 2, a
2, and a summary description of the security TakXXe CBOAHOe onncaHne mep 6e30NacHOCTM U KOMWUIO
measures, as well as a copy of any contract for sub- ntoboro pgorosopa o cybnogpsae ycnyr obpaboTku
processing services which has to be made in AAHHbIX, 3aK/1I04AEMOro B COOTBETCTBUM C YCNOBUSMY,
accordance with the Clauses, unless the Clauses or 3a WCK/IIOYEHMEM CNlyyaeB, Koraa YcnoBust Wam
the contract contain commercial information, in which goroeop cybnoapsga coAaepxaT  KOMMepPYecKyto
case it may remove such commercial information; MHGOpMaUMlo; MpU HalNuMM TaKOW KOMMepYecKomn

MHdopMauumn B YCNoBUSIX UnuM gorosope cybnogpsaa
UMMOPTEP AaHHbIX MOXET yAanuTh ee;

() that, in the event of sub-processing, the processing (i) B cnyyae cybnoapsaa npoueaypa o6paboTkn gaHHbIX

activity is carried out in accordance with Clause 11 by 6yaneT BbIMNONHATLCSA B COOTBETCTBUWM C MYHKTOM 11

a subprocessor providing at least the same level of cybrnogpsaumkoMm no obpaboTke, obecneumBarLWmM

protection for the personal data and the rights of data KaKk  MWHUMYM  TaKoOW e  YpOBEHb  3aluTbl

subject as the data importer under the Clauses; and MepCcoHasbHbIX AaHHbIX M NpaB CybbeKkTa AaHHbIX, YTO
M UMnopTep AaHHbIX, AENCTBYIOWMNI B COOTBETCTBUMN C
Ycnosusamu;

(3) that it will ensure compliance with Clause 4(a) to (i). (j) OH obecneunT BbiNoHEHWE NyHKTOB 4(a)-(i).

Clause 5 lMyHKT 5.
Obligations of the data importer O6s3aTenbcTBa MMNOPTEPA AAaHHbIX
The data importer agrees and warrants: MMmnopTep AaHHbIX MOATBEPXAAET U rapaHTUPYET, YTO:
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(a)

(b)

(©

(d)

(e)

(f)

to process the personal data only on behalf of the data
exporter and in compliance with its instructions and
the Clauses; if it cannot provide such compliance for
whatever reasons, it agrees to inform promptly the
data exporter of its inability to comply, in which case
the data exporter is entitled to suspend the transfer
of data and/or terminate the contract;

that it has no reason to believe that the legislation
applicable to it prevents it from fulfilling the
instructions received from the data exporter and its
obligations under the contract and that in the event of
a change in this legislation which is likely to have a
substantial adverse effect on the warranties and
obligations provided by the Clauses, it will promptly
notify the change to the data exporter as soon as it is
aware, in which case the data exporter is entitled to
suspend the transfer of data and/or terminate the
contract;

that it has implemented the technical and
organisational security measures specified in
Appendix 2 before processing the personal data
transferred;

that it will promptly notify the data exporter about:

(i) any legally binding request for disclosure of the
personal data by a law enforcement authority
unless otherwise prohibited, such as a
prohibition under criminal law to preserve the
confidentiality of a law  enforcement
investigation;

(i)  any accidental or unauthorised access; and

(iii) any request received directly from the data
subjects without responding to that request,
unless it has been otherwise authorised to do
So;

to deal promptly and properly with all inquiries from
the data exporter relating to its processing of the
personal data subject to the transfer and to abide by
the advice of the supervisory authority with regard to
the processing of the data transferred;

at the request of the data exporter to submit its data-
processing facilities for audit of the processing
activities covered by the Clauses which shall be
carried out by the data exporter or an inspection body
composed of independent members and in possession
of the required professional qualifications bound by a
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(a)

(b)

(©

(d)

(e)

()

OH 6yaeTr BbINOAHATL 06paboTKy NepcoHasbHbIX
AaHHbIX TONbKO MO NMOPYYEHUIO SKCMOpTEpa AaHHbIX U
B COOTBETCTBUM C €r0 YyKasaHMsaMN U YCNOBUSIMU; eCnu
UMNOPTEP [AaHHbIX HE CMOXET MO0 KakuM-nnbo
npuuymHam obecneunTtb Takoe COOTBETCTBME, OH
065a3yeTcs coobwmTb 06 3TOM 3KCMOPTEPY AaHHbIX B
KpaTyanwmim CcpoK, M B 3TOM Clly4yae 3KcrnopTep
OaHHbIX WMMeeT npaBo MNpPMOCTaHOBUTL nNepeaady
AaHHbIX U (MNK) NpeKkpaTUTb AeNCTBME AOroBOpa;

Yy HEro HeT NpuYnH nonaraTb, YTO NPUMEHUMOE K HEMY
3aKOHOAaTENbCTBO He MO03BOJISET €My BbIMOHATL
WHCTPYKUMK, NONyYaeMble OT 3KcrnopTepa AaHHbIX, U
ero obsasaTenbCcTBa B COOTBETCTBMM C AOFOBOPOM, U
€C/I MU3MEHEeHMe 3TOro 3aKOoHOAATEeSIbCTBa OKaXeT
3HauuTenbHoe oTpuuaTtesnbHoe BNUSHWE Ha
BO3MOXHOCTb MMMOpPTEpa AaHHbIX BbIMNOMHATL CBOWU
rapaHTum n o6a3aTenbCTBa, U310XXEHHbIE B YCIOBUSAX,
TO OH HeMeANeHHO YBeAOMUT O TakKOM W3MEHeHWUu
3KCrnopTepa AaHHbIX, KakK TO/IbKO O HEM Y3HaeT, U B
3TOM C/ny4yae 3KCropTep JAaHHbIX WMEeT mnpaso
NMPUOCTAaHOBUTb nepepavy AAHHbIX n (nnu)
npekpaTuTb AeNCTBUE AOMOBOPA;

nepeg o06paboTko nepenaHHbIX MNepCcoHalbHbIX
AaHHbIX 6yayT peanu3oBaHbl BCE TeXHUYECKUEe U
OpraHu3aLuMOHHble Mepbl no obecneyeHunio
6e30MnacHOCTU, yKasaHHble B [punoxeHun 2;

OH He3aMeanunTesibHO yBEAOMUT 3KCNopTepa AaHHbIX
(O

(i nobom ropunamnyeckn obsa3biBaroLWEM 3anpoce Ha
packpbiTne nepcoHanbHbIX AaHHbIX,
Nosly4€HHOM OT MPaBOOXPAHUTENIbHOIO OpraHa,
338  MWCK/IOYEHWEM  Ccny4yaeB, Korga  3TO
3anpeLeHo, Hanpumep B cny4dae TpeboBaHusa o

COXpaHeEHNU KOHCbVID,EHLI,Ma}'IbHOCTM
nposoaAMMOro npaBoOOXpPaAHUTENbHbIM OpPraHoOM
paccnegoBaHunA cornacHo YronoBHomy
3aKOHOAAaTeENbCTBY,;

(i)  noboM cny4yamHOM MAM HECAHKUMOHUPOBAHHOM
[OCTyne K AaHHbIM;

(iii) nmobom 3anpoce, HaNpsMyk MOJy4YEHHOM OT
cybbeKToB AaHHbIX, HE OTBeYas Ha 3TOT 3anpoc,
KpoMe cJlyyaeB, Korga OTBeT Ha 3anpoc
CaHKLVOHMPOBaH;

OH HEMEANIEHHO M AO0MXHbIM 06pa3oM byaeT oTBeyaTb
Ha 3anpocbl 3KcrnopTepa, Kacawwwmecs ob6paboTku
lMepcoHanbHbIX AaHHbIX, Noanexawux nepegade, u
npuaepXmMBaTbCs pekoMeHAaunit Haa30pHOrO opraHa
OTHOCKTeNbHO 06paboTkn NepefaHHbIX AaHHbIX;

Mo 3anpocy aKcnopTepa AaHHbIX OH NPeAoCTaBUT CBOM
rMoMeLlleHnsl, B KOTOPbIX BbINosHsAeTCa ob6paboTka
OaHHbIX, Ana ayauta onepauui no obpaboTke,
OMMUCaAHHOTO B YCNOBMAX W BbIMOJIHSIEMOTO
SKCMOpPTEPOM AaHHbIX NMB0 OpraHoM MpoBeEpKM,
COCTOSILLMM M3 HE3aBUCMMbIX 1L, KOTOopble obnaaatoT
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(9)

(h)

(M

6)

duty of confidentiality, selected by the data exporter,
where applicable, in agreement with the supervisory
authority;

to make available to the data subject upon request a
copy of the Clauses, or any existing contract for sub-
processing, unless the Clauses or contract contain
commercial information, in which case it may remove
such commercial information, with the exception of
Appendix 2 which shall be replaced by a summary
description of the security measures in those cases
where the data subject is unable to obtain a copy from
the data exporter;

that, in the event of sub-processing, it has previously
informed the data exporter and obtained its prior
written consent;

that the processing services by the sub-processor will
be carried out in accordance with Clause 11;

to send promptly a copy of any sub-processor
agreement it concludes under the Clauses to the data
exporter.

Clause 6

Liability
The parties agree that any data subject, who has
suffered damage as a result of any breach of the
obligations referred to in Clause 3 or in Clause 11 by
any party or sub-processor is entitled to receive

compensation from the data exporter for the damage
suffered.

If a data subject is not able to bring a claim for
compensation in accordance with paragraph 1 against
the data exporter, arising out of a breach by the data
importer or his sub-processor of any of their
obligations referred to in Clause 3 or in Clause 11,
because the data exporter has factually disappeared
or ceased to exist in law or has become insolvent, the
data importer agrees that the data subject may issue
a claim against the data importer as if it were the data
exporter, unless any successor entity has assumed
the entire legal obligations of the data exporter by
contract of by operation of law, in which case the data
subject can enforce its rights against such entity.

The data importer may not rely on a breach by a sub-
processor of its obligations in order to avoid its own
liabilities.
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(9)

(h)

()

()

HeobxoAUMbIMU  MpodeccuoHanbHbIMW  KayecTBamu,
CBsi3aHbl TpeboBaHMAMM KOHDUAEHUMANBHOCTU U
BbIGMpAIOTCS  SKCMOPTEPOM  [aHHblX, rAe  3T0
NPUMEHNMO, MO COMNacoBaHUIO C HaA30PHbIM OPraHoM;

no 3anpocy OH NPeAoCTaBUT CyObEKTY AaHHbIX KOMUIO
Ycnosuii mnn noboro CylecTBytolero Aorosopa o
cybrnoapsae  ycnyr  obpaboTkm  AaHHbIX,  3a
WCK/TIOYEHMEM CllyyaeB, Korga 3TW YCnoBus UAu
[OroBOp coaepXaT KOMMepyeckyk WHdopMaumio,
KOTOPYIO B TaKOM CNydae OH MOXET yAanuTb, Kpome
MpunoxeHus 2, KoTopoe 6yAeT 3aMeHEeHO CBOAHbLIM
onucaHveM Mep 6e30MacHOCTU B TeX Ciy4asx, Koraa
Cy6beKkT [aHHbIX He MOXEeT MOoyuYnTb KOMui OoT
3KCrnopTepa AaHHbIX;

B Cny4yae nepenaym o6paboTkun AaHHbIX Ha cybnoapsa
OH NpeABapuTeNbHO YBeAOMUT 06 3TOM 3KcropTepa
AAaHHbIX U NONYYUT €ro NMCbMeEHHOE cornacue;

cybrnogpsaumk no o6paboTke 6yaeT okasbiBaTb YCIYrn
06paboTkn B COOTBETCTBUM C MYHKTOM 11;

OH He3amMeaNMTeNbHO OTMNPaBUT 3KCNOPTeEpy AaHHbIX
konuto  nboro cornaweHusi, 3akl4YeHHoro C
cybrnoapsayumkom 06paboTkm AaHHbIX B COOTBETCTBUMU
c YcnoBuamu.

TTyHKT 6.
OTBEeTCTBEHHOCTb

CTOpoHbI cornawatTca € TeM, 4yTo Nbon cybbekT
OaHHbIX, NOHecWwWin yuepb B pe3ynbrate HapyLleHus
0643aTenbCTB, YKasaHHbIX B NyHKTax 3 uan 11 nobon
M3 CTOPOH nnu cybnoapsgyunmkom rno obpabotke, umeet

npaBo Ha MNOJlyYeHMe OT 3KCNopTepa AaHHbIX
KOMMeHCcaunm noHeceHHoro ywepba.
Ecnn  cybbeKkT p[aHHbIX HE MOXeT nMpeabsiBUTb

3KCrnopTepy AaHHbiXx TpeboBaHMe O KOMMeHcauuu
COrnlacHO MnOAMYHKTY 1 B CBA3WM C HapyleHueMm
MMMOPTEPOM AaHHbIX WAM ero cybnoapsavyMkoMm Mo
o6paboTke kakoro-nmbo n3 o6sa3aTenbCTB, ONMCAHHbIX
B NyHKTe 3 mam 11, NOCKONbKY 3KCNOpTEP AaHHbIX
dakTnyeckn  ucuyes, nNpekpatua  lopuaundeckoe
cywecTBoBaHme wuam  0baHKpoOTWAICs, uMnopTep
OAHHbIX MNpU3HaeT, 4YTo CybbekT AaHHbIX MOXeT
npeabsaBUTb  MMNOPTEPY JAaHHbIX TpeboBaHne o
KOMMeHcaumn, kKak ecnm 6bl TOT 6bl1 3KCMOPTEPOM
OAHHbIX, KpOMe Cc/nyyaeB, Korga opraHmsauus-
npeeMHWK B3sna Ha cebs Bce topuanyeckume
obs3aTtenbCcTBa 3KCNOpTepa Ha OCHOBaHWKM AOrosopa
WM 3aKOHa, U B 3TOM c/lydyae CybbeKT AaHHbIX MOXeT
notpeboBaTb OT 3TOM OpraHu3auuu NPUHYAUTEbHOWN
peanusaumm CBOMX npas.

MMnopTtep [AaHHbIX HeE MOXEeT YKNOHWUTbCA OT
OTBETCTBEHHOCTU no CBOUM obsizaTenbcTBamM,
CCblnnasaACb Ha HapylweHune obs3aTenbCcTB

cybrnogpsaumkom no obpaboTke.
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If a data subject is not able to bring a claim against
the data exporter or the data importer referred to in
paragraphs 1 and 2, arising out of a breach by the
sub-processor of any of their obligations referred to in
Clause 3 or in Clause 11 because both the data
exporter and the data importer have factually
disappeared or ceased to exist in law or have become
insolvent, the sub-processor agrees that the data
subject may issue a claim against the data sub-
processor with regard to its own processing
operations under the Clauses as if it were the data
exporter or the data importer, unless any successor
entity has assumed the entire legal obligations of the
data exporter or data importer by contract or by
operation of law, in which case the data subject can
enforce its rights against such entity. The liability of
the sub-processor shall be limited to its own
processing operations under the Clauses.

Clause 7
Mediation and jurisdiction

The data importer agrees that if the data subject
invokes against it third-party beneficiary rights and/or
claims compensation for damages under the Clauses,
the data importer will accept the decision of the data
subject:

(@) to refer the dispute to mediation, by an
independent person or, where applicable, by
the supervisory authority;

(b) to refer the dispute to the courts in the Member
State in which the data exporter is established.

The parties agree that the choice made by the data
subject will not prejudice its substantive or procedural
rights to seek remedies in accordance with other
provisions of national or international law.

Clause 8
Cooperation with supervisory authorities

The data exporter agrees to deposit a copy of this
contract with the supervisory authority if it so
requests or if such deposit is required under the
applicable data protection law.

The parties agree that the supervisory authority has
the right to conduct an audit of the data importer, and
of any sub-processor, which has the same scope and
is subject to the same conditions as would apply to an
audit of the data exporter under the applicable data
protection law.
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Ecnn  cybbekT JaHHbIX He MOXeT npeabsiBUTb
3KCMopTepy WM MMMNOPTEpPY AaHHbIX TpeboBaHue O
KOMMeHcaumMn cornacHo noanyHkTy 1 m 2 B €BA3M C
HapylweHneM cybnoapsaumMkoM no obpaboTke Kakoro-
nmnbo 13 0653aTenbCTB, OMUCAHHbLIX B MYHKTE 3 WUAn
11, nockonbKy 3KCropTep W WMMAOPTEP AaHHbIX
paKkTUyeckn wucyesnu, npekpaTuanm puandyeckoe
CyLLecTBOBaHMe uUnM 06aHKpOTUANUCE, cybnoapsaumk
no obpaboTke Npu3HaeT, UTO Cy6beKT AaHHbIX MOXeT
npeabsSBUTb cybnoapsaaumky no obpaboTke
TpeboBaHne 0O KOMMNeHcaumun, Kak ecnm 6bl TOoT 6bin
3KCNOpPTEPOM i MMMOpPTEPOM AaHHbIX,
NPUMEHUTENbHO TOMbKO K onepaumsim o06paboTku,
BbIMOJ/IHEHHbIM CybnNoApsAAYMKOM, KpOMe Cciy4daes,
Korga opraHusaumsi-npeeMHuUK B3ssla Ha cebsa Bce
topuanyeckme  obssatenbctBa  3KCnopTepa WM
uMnopTepa AaHHbIX Ha OCHOBaHMW [0roBopa WAn
3aKoHa, U B 3TOM c/lydae Cy6beKkT AaHHbIX MOXET
notpeboBaTb OT 3TOM OpraHu3auuu NPUHYAUTENbHOWN
peanusaummu CBOMX npas. OTBETCTBEHHOCTb
cybnogpsagumka no obpaboTke OaHHbIX
orpaHuymBaeTca ero cobCTBEHHbIMW onepauusaMu Mo
06paboTKke, BbIMNOHAEMbIMU COrTACHO YCNOBUSAM.

TNyHKT 7.
MocpeaHnyecTBO M IOPUCANKLNSA

MMnopTep AaHHbIX MNpU3HaEeT, 4TO, ecnn cybbekT
OAHHbIX MPUMEHUT MNPOTUB HEro npaBa CTOPOHHEro
6eHedumunapa wun (MAn) npepbsasut TpeboBaHne O
KoMneHcaumn yuwepba cornacHo Ycnosuam, nmnoptep
AaHHbIX COrNacuUTCa C peweHneM cybbekTa AaHHbIX:

(a) o paspeweHuMn crnopa nNyTeEM nocpeaHMYecTBa
He3aBMCMMOIo LA WNK, r4e 3TO NPUMEHMMO,
HaA30pHOro OpraHa;

(b) o nepemaye cnopa B cya FocyaapcTBa-uysieHa, B
KOTOPOM pacnosioXXeH 3KCNopTep AaHHbIX.

CTOpOHbI cornaluatTcs € TeM, 4YTO BbIBOp, caenaHHbIn
cybbekToM [JaHHbIX, He HaHeceT Yywepba ero
MaTepuanbHbIM M NpoueccyasbHbiM NpaBaM Ha Mepbl

3alunTbl cornacHo Apyrum NONIOXKEHUAM
HauMoHanbLHOro nnn MeXAyHapoAHOoro
3aKoHoAaTesnbCTBa.

l1yHKT 8.

CoTpyAHMNYECTBO C HAA3OPHbIMU OpPraHamMm

JKCnopTep AaHHbIX COrnaceH npenocTtaBuUTb KOMUIO
HacTodwero Aoroeopa HaA30pHOMY OpraHy no
3anpocy winm B COOTBETCTBMMU C TDE6OBaHMEM
NMPUMEHNMOIro 3aKoHOA4aTeNbCTBA O 3alWlUTe AaHHbIX.

CTOpPOHbI MPU3HAIOT, YTO HAA30pHbIA OpraH uMmeer
npaBo NPOBOAUTbL ayAMT UMNOpPTEPA AaHHbIX U 1to60ro
cybrnogpsagumka no obpabortke. O6beM ayauta u ero
yCNnoBMS COBNaZaloT C 06bEMOM M YCNOBUAMK ayauTa,
KOTOpbI npoBoAaunaca 6bl  3KCNOPTEPOM  AAHHbIX
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The data importer shall promptly inform the data
exporter about the existence of legislation applicable
to it or any sub-processor preventing the conduct of
an audit of the data importer, or any sub-processor,
pursuant to paragraph 2. In such a case the data
exporter shall be entitled to take the measures
foreseen in Clause 5(b).
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cornacHo NnpuuMeEHMMOMY 3aKOHOAATENbCTBY O 3aWuTte
AdHHbIX.

MMnopTep QAaHHbIX B KpaTyalluMi Cpok coobwuT
3KCMopTepy [AaHHbIX O HaJaWyMM 3aKoHa, KOTOpbIi
pacnpocTpaHseTcs Ha Hero nnm nboro
cybrnogpsauvka no o6paboTke M He Mo3BOJSET
NnpoBOAUTbL ayaAMT MMMNoOpTepa AaHHbIX wnuM nwboro
cybrnogpsagumka no obpaboTke B COOTBETCTBUM C
NOANYHKTOM 2. B 3TOM cniyyae akcnopTep u umnopTrep
AaHHbIX nMeT npaso NPUHATb Mepbl,
npeaycMoTpeHHble B NyHKTe 5(b).
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Clause 9
Governing law

The Clauses shall be governed by the law of the Member
State in which the data exporter is established.

Clause 10
Variation of the contract

The parties undertake not to vary or modify the Clauses. This
does not preclude the parties from adding clauses on
business related issues where required as long as they do
not contradict the Clause.

Clause 11
Sub-processing

1. The data importer shall not subcontract any of its
processing operations performed on behalf of the data
exporter under the Clauses without the prior written
consent of the data exporter. Where the data importer
subcontracts its obligations under the Clauses, with the
consent of the data exporter, it shall do so only by way
of a written agreement with the sub-processor which
imposes the same obligations on the sub-processor as
are imposed on the data importer under the Clauses.
Where the sub-processor fails to fulfill its data
protection obligations under such written agreement
the data importer shall remain fully liable to the data
exporter for the performance of the sub-processor’s
obligations under such agreement.

2. The prior written contract between the data importer
and the sub-processor shall also provide for a third-
party beneficiary clause as laid down in Clause 3 for
cases where the data subject is not able to bring the
claim for compensation referred to in paragraph 1 of
Clause 6 against the data exporter or the data importer
because they have factually disappeared or have
ceased to exist in law or have become insolvent and no
successor entity has assumed the entire legal
obligations of the data exporter or data importer by
contract or by operation of law. Such third-party liability
of the sub-processor shall be limited to its own
processing operations under the Clauses.

3. The provisions relating to data protection aspects for
sub-processing of the contract referred to in paragraph
1 shall be governed by the law of the Member State in
which the data exporter is established.
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T1yHKT 9.
MpuMmeHMoOe 3aKOHOAATE/IbCTBO

YcnoBua perynvpyloTcs 3akoHogaTenbcTBoM [ocyaapcTsa-
yfieHa, B KOTOPOM 3aperncTpMpoBaH DKCNopTep AaHHbIX.

lMyHKT 10.
N3MeHeHuna norosopa

CTOpOHbI 0653yI0TCS HE BHOCUTb U3MEHEHUS B YCNOBUSA. 3TO
He 3anpellaet CTopoHaMm npu HeobxoammocTn [ob6aBNATb
NMYHKTbl, CBSi3aHHble C 6M3HEeCOM M He npoTuBopevalme
Ycnosuam.

lMyHKT 11.
Mepepaua ycnyr o6paboTkm gaHHbIX Ha cyébnoapaa

1. be3 npeaBapwuTesibHOr0  MWUCbMEHHOro  corsacus
3KCcnopTepa AaHHbIX UMNOPTEP AaHHbIX HE MMEET npasa
nepenaBatb Ha cybnoapsa kakue-nnb6o onepauuu no
obpaboTke [AaHHbIX, BbIMOJHAEMbIE MO MOPYYEHUIO
3KCropTepa JAaHHbIX cornacHo YcnosusaM. B Tex
cnydasix, Korga C corfacumsa  aKkcrnopTepa AaHHbIX
UMNOPTEP [AaHHbIX MepefaeT BbINOJHEHME CBOMX
obs3aTtenbCcTB, NpeayCMOTPEHHbIX YCIOBUSMKM, Ha
cybnoapsa, oH o6sa3yeTca genatb 3TO TOJIbKO MNpw
YC/IOBUWM  3aK/IIOYEHUS TMUCbMEHHOro CcorjaleHus ¢
cybnoapsaumkom no obpaboTke, KOTOpOe HanaraeT Ha
cybnogpsgumka no obpabotke Te xe 065A3aTenbCTBa,
yto6 6eper Ha cebs MMNOpTEpP QAaHHbLIX COrjlacHo
YcnosusaMm. Ecnu cybnogpsgumk no ob6paboTke He
BbiNnosiHAeT obs3aTtenbcTBa NO  3aWuTe  AaHHbIX,
NpeayCcMOTPEHHbIE TaKUM MUCbMEHHbLIM COr/lalleHneM,
UMMNOPTEP [AaHHbIX HECeT MOJIHYKD OTBETCTBEHHOCTb
nepea  SKCNOPTEPOM  AaHHbLIX 3@  UCMNOJSIHEHWE
obszaten,cTB cybnoapsagumka no ob6pabotke no
YKa3aHHOMY COrfalleHuto.

2. TlpeaBapuTenbHbIl  MUCbMEHHbIN  AOrFOBOp  MeXxAay
MMMOPTEPOM AaHHbIX U cybnoapsaunkom no obpaboTtke
TaKXe [O/DKeH BK/4YaTb YCNoBMe O CTOPOHHEM
6eHedurumape, aHanornMyHoe MONIOXEHMSAM MYyHKTa 3,
NPUMEHUTENBbHO K Cily4YasiM, Korga cybbekT AaHHbIX He
MOXET NPeaAbsBUTb 3KCNOPTEPY MW MMMNOPTEPY AaHHbIX
TpeboBaHne 0 KOMMeHcauunm, yrnoMsHyToe B NoAnyHKTe
1 nyHKTa 6, NOCKONbKY 3KCMOPTEP U MMMNOPTEP AAHHbIX
daKTUyeckm uncyesnun, npekpaTtuan  Lpuandeckoe
cylwiectBoBaHue nnm obaHKkpoTMANCH n HeT
opraHusaumMmn-npeeMHuKa, Kotopasi B3sina 6ol Ha cebs
BCE tlopuauyveckne obasaTenbCcTBa 3KCnopTtepa wau
uMnopTepa JAaHHbIX Ha OCHOBaHMW [AOroBopa Wau
3aKoHa. OTBETCTBEHHOCTb cybnoapsgunka no
obpaboTke nepen TpeTbUMM NMLAMUM OrpaHUYMBAETCS
ero cobcTBeHHbIMM onepauusMmm  no  obpaboTke
COrnacHo Ycnosusam.

3. lNonoxeHusa, Kacawwmecs acrekToB 3awmTbl AaHHbIX
npu nepepave o6paboTku AaHHbIX Ha cybnoapsn B
COOTBETCTBMM C TMOAMNYHKTOM 1, perynupylTcs B
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The data exporter shall keep a list of sub-processing 4.
agreements concluded under the Clauses and notified

by the data importer pursuant to Clause 5(j), which
shall be updated at least once a year. The list shall be
available to the data exporter's data protection
supervisory authority.

Clause 12

Obligation after the termination of personal data-
processing services

The parties agree that on the termination of the 1.
provision of data-processing services, the data importer
and the sub-processor shall, at the choice of the data
exporter, return all the personal data transferred and
the copies thereof to the data exporter or shall destroy
all the personal data and certify to the data exporter
that it has done so, unless legislation imposed upon the
data importer prevents it from returning or destroying
all or part of the personal data transferred. In that case,
the data importer warrants that it will guarantee the
confidentiality of the personal data transferred and will
not actively process the personal data transferred
anymore.

The data importer and the sub-processor warrant that 2.
upon request of the data exporter and/or of the
supervisory authority, it will submit its data-processing
facilities for an audit of the measures referred to in
paragraph 1.

SAP Confidential

COOTBETCTBMM C 3aKoHoAaTesnbCTBOM [oOcypapcTBa-
YsieHa, B KOTOPOM y4ypeXaeH 3KCNnopTep AaHHbIX.

DKCrnopTep [AaHHbIX BeAeT nepeyeHb CornalleHuin o
cybnoapsge, KoTopble 6b171n 3aK/toYeHbl B
COOTBETCTBMU C YCNOBUAMM W O KOTOPbIX MMNOpPTEpP
OAHHbIX YBEAOMW/T €ro B COOTBETCTBMM C NYHKTOM 5(j).
AKTYyanbHOCTb 3TOro CnucKa AOJIKHA MPOBEPATLCA He
MeHee ogHoro pasa B roa. Cnucok pomkeH 6biTb
OOCTyNeH Hag30pHOMY oOpraHy Mo 3awuTe AaHHbIX,
KOHTPONUPYIOLWEMY AeATEeNbHOCTb 3KCNOpTEPA AAHHbIX.

TMyHKT 12.

O6sa3aTenbcTBa NOC/Ne NpeKpaweHna ycnyr
06paboTKM NepcoHaNIbHbIX AAaHHbIX

CTOpOHbI CcOrnawatTcsl, 4YTO nocne npekpalweHus
oKaszaHusa ycnyr o6paboTku AaHHbIX UMMOPTEP AaHHbIX
n cybnoapsaumMk no obpaboTke B 3aBMCMMOCTM OT
peleHns 3KcnopTepa JAaHHblIX NnMbo BepHYT Bce
nepefaHHble MepcoHalnbHble AaHHble M WX KOMwuu
aKCcnopTepy OAHHbIX, nnéo YHUYTOXAT BCE
nepcoHasibHble AaHHble W MNpefoCTaBAT 3KCNopTepy
OAHHbIX MoATBEPXAEHWE 3TOro, 3a WCKIYEeHUEM
c/llydaeB, KOrga 3aKoHOAATENbCTBO, MPUMEHSIEMOE K
uMnopTepy [AaHHbIX, He paspewaeT BO3BpaT WU
YHUUTOXEHME  BCEX MepeAaHHbiX  MNepCOoHabHbIX
AaHHbIX UK nbol nx yactu. B aTom cnyvae umnoprep
baHHbIX 06a3yeTca obecneunTb KOHPUAEHLMANBbHOCTb
nepeAaHHbIX NEpPCOHasIbHbIX AAHHbIX U NPeKpaTUTb UX
aKTUBHYIO 06paboTKy.

MMnopTtep AaHHbIX M cybnoapsauvk no obpaboTtke
0643yt0TCS MO 3anpocy 3KcnopTepa AaHHbIX U (unun)
HaA30pPHOMo0 OpraHa NpeaoCcTaBUTb CBOWM MOMELLEHUS MO
o0bpaboTke AaHHbIX ANS MPOBEpPKU Mep, OMUCAHHbIX B
noanyHkTe 1.
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