DATA PROCESSING AGREEMENT FOR SAP SUPPORT AND PROFESSIONAL SERVICES
SAP Support ¥ Z2HM'E AH[A0f 2o ZHAHE X2| A

1. DEFINITIONS
80 d9
1.1. “Authorized Users” means any individual to whom Customer grants access authorization in compliance with

a SAP software license to use the SAP Service that is an employee, agent, contractor or representative of
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a) the Customer;
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b) Customer's Affiliates; or
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c) Customer's and Customer’s Affiliates’ Business Partners (as defined under the Software License and
Support Agreement).
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1.2. “Controller” means the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of Personal Data; for the purposes of this

DPA, where Customer acts as Processor for another Controller, it shall in relation to SAP be deemed as
additional and independent Controller with the respective controller rights and obligations under this DPA.
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1.3. “Data Protection Law” means the applicable legislation protecting the fundamental rights and freedoms of
persons and their right to privacy with regard to the processing of Personal Data under the Agreement.
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14. “Data Subject” means an identified or identifiable natural person as defined by Data Protection Law.
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1.5. ‘“My Trust Center’ means information available on the SAP support portal (see:
https://support.sap.com/en/my-support/trust-center.html) or the SAP agreements website (see:
https://www.sap.com/about/trust-center/agreements.html) or any subsequent website(s) made available by
SAP to Customer.

“My Trust Center'= SAP X|@ I & (https:;//support.sap.com/en/my-support/trust-center.html), SAP H|

HALO| E (https://www.sap.com/about/trust-center/agreements.html) EE= O|F SAP 7t D ZHO|H| X|Sdt=

YAO|EE Q0L L.
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1.6. “New SCC Relevant Transfer’ means a transfer (or an onward transfer) to a Third Country of Personal Data
that is either subject to GDPR or to applicable Data Protection Law and where any required adequacy means
under GDPR or applicable Data Protection Law can be met by entering into the New Standard Contractual
Clauses.
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1.7. “New Standard Contractual Clauses” means the unchanged standard contractual clauses, published by the

European Commission, reference 2021/914 or any subsequent final version thereof which shall automatically
apply. To avoid doubt Modules 2 and 3 shall apply as set out in Section 8.
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1.8. “Personal Data” means any information relating to a Data Subject which is protected under Data Protection

Law. For the purposes of the DPA, it includes only personal data which is supplied to or accessed by SAP or
its Subprocessors in order to provide the SAP Support or Professional Services under the Agreement.
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1.9. “Personal Data Breach” means a confirmed:
Mol Y gt

a) accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or unauthorized third-party
access to Personal Data; or
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b) similar incident involving Personal Data, in each case for which a Controller is required under Data
Protection Law to provide notice to competent data protection authorities or Data Subjects.
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1.10. “Professional Services” means implementation services, consulting services or services such as SAP

Premium Engagement Support Services, Innovative Business Solutions Development Services, Innovative
Business Solutions Development Support Services.

"ERHME MH|A= 7 MH|A, HAHE MH|A EE SAP Premium Engagement Support A{H|A
Innovative Business Solutions Development A{H|A, Innovative Business Solutions Development Support
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1.11.  “Processor’ means a natural or legal person, public authority, agency or other body which processes Personal
Data on behalf of the Controller, be it directly as Processor of a Controller or indirectly as Subprocessor of a
Processor which processes Personal Data on behalf of the Controller.
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2.1.
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“Schedule” means the numbered Appendix with respect to the Standard Contractual Clauses (2010) and the
numbered Annex with respect to the New Standard Contractual Clauses.
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“Standard Contractual Clauses (2010)” means the (Standard Contractual Clauses (processors)) published
by the European Commission, reference 2010/87/EU.
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“Subprocessor’ or “sub-processor’ means SAP Affiliates, SAP SE, SAP SE Affiliates and third parties
engaged by SAP, SAP SE or SAP SE’s Affiliates in connection with the SAP Service and which processes
Personal Data in accordance with this DPA.
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“Technical and Organizational Measures” means the technical and organizational measures for the relevant
SAP Support or Professional Service published on the My Trust Center.
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“Third Country” means any country, organization or territory not acknowledged by the European Union under
Article 45 of GDPR as a safe country with an adequate level of data protection.
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Purpose and Application
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This document (“DPA”) is incorporated into the Agreement and forms part of a written (including in electronic
form) contract between SAP and Customer. This DPA applies to Personal Data provided by Customer and
each Controller in connection with the performance of the SAP services as set out in the relevant Agreement
(“SAP Service(s)”) to which is attached the present DPA which may include:
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a) SAP Support as defined in the Software License & Support Agreement; or
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2.2.

2.3.

2.3.1.

2.3.2.

3.1.

2T ELQO] 2todl A 8l Support A 20l "H2|El SAP Support MH|A E=

b) Professional Services as described in the services agreement concluded between SAP and the Customer
(“Services Agreement”).
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Schedules 1 and 2 are incorporated into and form part of this DPA. They set out the agreed subject-matter,
the nature and purpose of the processing, the type of Personal Data, the categories of data, the data subjects
and the applicable technical and organizational measures.
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SAP acts as a Processor and Customer and those entities that it permits to use SAP Support or Professional
Services act as Controllers under the DPA.
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Customer acts as a single point of contact and shall obtain any relevant authorizations, consents and
permissions for the processing of Personal Data in accordance with this DPA, including, where applicable
approval by Controllers to use SAP as a Processor. Where authorizations, consent, instructions or permissions
are provided by Customer these are provided not only on behalf of the Customer but also on behalf of any
other Controller. Where SAP informs or gives notice to Customer, such information or notice is deemed
received by those Controllers permitted by Customer to include Personal Data. Customer shall forward such
information and notices to the relevant Controllers.
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SECURITY OF PROCESSING
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Applicability of the Technical and Organizational Measures
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3.1.1.

3.2.

3.2.1.

3.2.2.

SAP has implemented and will apply the Technical and Organizational Measures. Customer has reviewed
such measures and agrees that the measures are appropriate taking into account the state of the art, the
costs of implementation, nature, scope, context and purposes of the processing of Personal Data.

SAP £ J|&% U ZNH ZAIS Al oD 0|2 8P UYLICL DAL olzf2 £X|S HEHOD
ST RA7} IS M, 76 B8, HQl WE MElo A, el Mat 3l 2XS XM nafetn cks Hof

SlgL .

Schedule 2 applies only to the extent that such SAP Services are performed on or from SAP premises. In the
case where SAP is performing SAP Services on the Customer’s premises and SAP is given access to
Customer’s systems and data, SAP shall comply with Customer’s reasonable administrative, technical, and
physical conditions to protect such data and guard against unauthorized access. In connection with any access
to Customer’s system and data, Customer shall be responsible for providing SAP personnel with user
authorizations and passwords to access its systems and revoking such authorizations and terminating such
access, as Customer deems appropriate from time to time. Customer shall not grant SAP access to Licensee
systems or personal information (of Customer or any third party) unless such access is essential for the
performance of SAP Services. Customer shall not store any Personal Data in non-production environments.
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Changes

ke

SAP applies the Technical and Organizational Measures to SAP’s entire customer base receiving the same
SAP Service. SAP may change the Technical and Organizational Measures at any time without notice so long
as it maintains a comparable or better level of security. Individual measures may be replaced by new measures
that serve the same purpose without diminishing the security level protecting Personal Data.
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SAP will publish updated versions of the Technical and Organizational Measures on My Trust Center and
where available Customer may subscribe to receive e-mail notification of such updated versions.
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4.1.

4.2.

4.3.

4.4.

SAP OBLIGATIONS

SAP 2|2

Instructions from Customer
a%0| x|

SAP will process Personal Data only in accordance with documented instructions from Customer. The
Agreement (including this DPA) constitutes such documented initial instructions and Customer may provide
further instructions during the performance of the SAP Service.
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SAP will use reasonable efforts to follow any other Customer instructions, as long as they are required by
Data Protection Law, technically feasible and do not require changes to the performance of the SAP Service.
If any of the before-mentioned exceptions apply, or SAP otherwise cannot comply with an instruction or is of

the opinion that an instruction infringes Data Protection Law, SAP will immediately notify Customer (e-mail
permitted).
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SAP may also process Personal Data where required to do so by applicable law. In such a case, SAP shall
inform Customer of that legal requirement before processing unless that law prohibits such information on
important grounds of public interest.
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To process Personal Data, SAP and its Subprocessors shall only grant access to authorized personnel who
have committed themselves to confidentiality. SAP and its Subprocessors will regularly train personnel having
access to Personal Data in applicable data security and data privacy measures.
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4.4.1.

4.4.2.

4.5.

4.6.

At Customer’s request, SAP will reasonably cooperate with Customer and Controllers in dealing with requests
from Data Subjects or regulatory authorities regarding SAP’s processing of Personal Data or any Personal
Data Breach. If SAP receives a request from a Data Subject in relation to the Personal Data processing
hereunder, SAP will promptly notify Customer (where the Data Subject has provided information to identify
the Customer) via e-mail and shall not respond to such request itself but instead ask the Data Subject to
redirect its request to Customer.
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In the event of a dispute with a Data Subject as it relates to SAP’s processing of Personal Data under this
DPA, the Parties shall keep each other informed and, where appropriate, reasonably co-operate with the aim
of resolving the dispute amicably with the Data Subject. SAP will correct, delete or anonymize any Personal
Data in SAP’s possession (if any),or restrict its processing, in accordance with the Customer’s instruction and
Data Protection Law.
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Personal Data Breach Notification
7Hel E et S|

SAP will notify Customer without undue delay after becoming aware of any Personal Data Breach and provide
reasonable information in its possession to assist Customer to meet Customer's obligations to report a
Personal Data Breach as required under Data Protection Law. SAP may provide such information in phases
as it becomes available. Such notification shall not be interpreted or construed as an admission of fault or
liability by SAP.
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Data Protection Impact Assessment
7Ho|7<-|E HS 01% 47|-

If, pursuant to Data Protection Law, Customer (or its Controllers) are required to perform a data protection
impact assessment or prior consultation with a regulator, at Customer’s request, SAP will provide such
documents as are generally available for the SAP Service (for example, this DPA, the Agreement, Audit
Reports and Certifications). Any additional assistance shall be mutually agreed between the Parties.
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6.1.
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DATA DELETION
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Customer hereby instructs SAP to delete the Personal Data remaining with SAP (if any) within a reasonable
time period in line with Data Protection Law (not to exceed six months) once Personal Data is no longer
required for execution of the Agreement, unless applicable law requires retention.
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CERTIFICATIONS AND AUDITS
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Customer Audit
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Customer or its independent third party auditor reasonably acceptable to SAP (which shall not include any
third party auditors who are either a competitor of SAP or not suitably qualified or independent) may audit
SAP’s service and support delivery centers and IT security practices relevant to Personal Data processed by
SAP only if:
D EE SAP 7 EFESLH $88 4 Qe SHHQ H 3K ZAI2(SAP o ZH YN0l L Hetst Xt g
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a) SAP has not provided sufficient evidence of its compliance with the Technical and Organizational
Measures through providing a certification as to compliance with ISO 27001 or other standards (scope

as defined in the certificate). Certifications are available on the My Trust Center: or upon request if the
certification is not available online; or
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b) a Personal Data Breach has occurred; or
Ol e lgro] Yt 42
c) an audit is formally requested by Customer’s data protection authority; or
Do Y B YR0| YAOR UAE ¥ B
d) mandatory Data Protection Law conferring Customer a direct audit right and provided that Customer shall

only audit once in any 12 month period unless mandatory Data Protection Law requires more frequent
audits.
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6.2.

6.3.

Other Controller Audit

CHE HEES2 2| HA
Any other Controller may audit SAP’s control environment and security practices relevant to Personal Data
processed by SAP in accordance with and to the extent permitted under Section 6.1 if it directly applies to
such other Controller. Such audit must be undertaken through and by Customer unless the audit must be
undertaken by the other Controller itself under Data Protection Law. If several Controllers whose Personal
Data is processed by SAP on the basis of the Agreement require an audit, Customer shall use all reasonable
means to combine the audits and to avoid multiple audits.
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Scope of Audit
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Customer shall provide at least 60 days advance notice of any audit unless mandatory Data Protection Law
or a competent data protection authority requires shorter notice. The frequency, time frame and scope of any
audits shall be mutually agreed between the parties acting reasonably and in good faith. Customer audits shall
be limited to remote audits where possible. If an on-site audit is mandatory, it shall not exceed 1 business day.
Beyond such restrictions, the parties will use current certifications or other audit reports to avoid or minimize
repetitive audits. Customer shall provide the results of any audit to SAP.

NS ZAMOIJNEE B HE = 2H HE 23 30| O B2 7|22 X E 27K Y= o
BE A0l CHel MOl 60 22| A SXIE MS3HOF RLICE ZARS) 712t & EHels gelFoln
MOl oA dSot= SARIS 20| &= Fol=|0{oF TYLICh 1 A= Jhstt 39 #E HAR

SAP Off ®S &L Ch

Cost of Audits
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Customer shall bear the costs of any audit unless such audit reveals a material breach by SAP of this DPA,

then SAP shall bear its own expenses of an audit. If an audit determines that SAP has breached its obligations
under the DPA, SAP will promptly remedy the breach at its own cost.
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7.1.

7.2.

7.21.

SUBPROCESSORS

CELL

Permitted Use
7=l AL

SAP is granted a general authorization to subcontract the processing of Personal Data to Subprocessors,
provided that:
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a) SAP or SAP SE on its behalf shall engage Subprocessors under a written (including in electronic form)
contract consistent with the terms of this DPA in relation to the Subprocessor’s processing of Personal
Data. SAP shall be liable for any breaches by the Subprocessor in accordance with the terms of this
Agreement;
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b) SAP will evaluate the security, privacy and confidentiality practices of a Subprocessor prior to selection
to establish that it is capable of providing the level of protection of Personal Data required by this DPA,;
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c) For SAP Support, SAP’s list of Subprocessors in place on the effective date of the Agreement is published
by SAP on My Trust Center or SAP will make it available to Customer upon request, including the name,
address and role of each Subprocessor SAP uses to provide the SAP Service; and

SAP Support 2| 22, SAP £ £ Aol =& Ao EX|St= SAP 2| YK =S My Trust
Center Off AIA[SHALE 024 @8 Al M38tH, 047|0&= SAP 7t SAP MH|AE HS5t7| s AtEstE
Zt A M Q 0|8, T4 U FE0| ZEE|0f USLICE

d) For Professional Services, SAP will, upon request of the Customer, make the list available or identify such
subprocessors prior to the start of the applicable SAP Services.

Z2HAME MH[A0 B2, 1 97 Al SAP = HHYUM SES MIOHALE 3T SAP AHIA A%

Hoil oj2{et HHUME XI'goiELICt.

New Subprocessors

AR HHYR

SAP’s use of Subprocessors is at its discretion, provided that:

SAP o] UK 0|82 SAP 2| A0 2t AN, Lt €2 =d0| HEE LT

a) SAP will inform Customer in advance of any intended additions or replacements to the list of
Subprocessors including name, address and role of the new Subprocessor (i) for SAP Support by posting
on My Trust Center, or by email, upon Customer’s registration on My Trust Center and (ii) for Professional
Services by similar posting on My Trust Center, or by e-mail, or in other written form;

SAP £ At N2l 0|5, F2, S HIRSI0 YN S50 =Xl 7+ £= M7t

rr

A2 (i) SAP Support @ 2, My Trust Center Off HIAISHLE 40| My Trust Center O SE& Al
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7.2.2.

7.221.

7.2.2.2.

ol Y S3lf (i) Z2HAM'E MH| 22| B2, DFEHZEX| 2 SAP My Trust Center O AlA|SHALE O|H 2
SOl £= 7|Et MEH HACR APHO| D0 A L& L|CE
b) Customer may object to such changes as set out in Section 7.2.2.

D2 0|23k WA Cel K| 722 Eof HAIE Roj mhat 0|28 H7[E 4 Az
Objections to New Subprocessors

Mt YA Cig ol2l X7

SAP Support

SAP Support

If Customer has a legitimate reason under Data Protection Law to object to the new Subprocessors’
processing of Personal Data, Customer may terminate the SAP Support upon written notice to SAP, such
notice to be provided to SAP no later than 30 days from the date SAP informs the Customer of the new
Subprocessor. If Customer does not provide SAP with a notice of termination within this 30 days period,
Customer is deemed to have accepted the new Subprocessor. Within the 30 days period from the date of SAP
informing the Customer of the new Subprocessor, Customer may request that the parties discuss in good faith
a resolution to the objection. Such discussions shall not extend the period for providing SAP a notice of
termination and does not affect SAP’s right to use the new Subprocessor(s) after the 30 days period.

JHOIEE B HEO et Do A Mo R X 7ol HE Nl 2Est 0] X7|of st AbR7t

A= AR, 12 MH EX|E SAP O HS3H0 SAP Support & SHX|E = U2, SAP O HSE df

SX|&= SAP 7t DZHOj|A A3 H Ao 2ol SXTH S2EEH 30 €S Xte 4 iUt nHo| s
[=;

hup

<]
i

2 423t 2oz R

C

30 & O|L{O 3R] SXIE SAP O M SSHA| = 82, D42 M22 &
Xgh 258 30 & O[Ljol, 242 FAXIS0| 0|2] H|7|of CHet
=

SAP 7t O A A+ FHYHOf Chsf

R
Eol.

i

EX
o
27g = ASH L 02T =2 = SAP

i
ot

og A

mjo

o| SR SX| HE 7[7ts AYBHA|

=
o
o
© 3

=
30 2 7|2t

Ob¥

z2=4 1€ AL SAP o] Ao S&E DIX[X| &Lt

— = o

Professional Services
ZERMMYE AH|A

If Customer has a legitimate reason under Data Protection Law that relates to the Subprocessors’ processing
of Personal Data, Customer may object to SAP’s use of a Subprocessor, by notifying SAP in writing within 5
business days of SAP’s information. If Customer objects to the use of the Subprocessor, the parties shall
discuss in good faith a resolution. SAP may choose to: (i) not use the Subprocessor or (ii) take the corrective
steps requested by Customer in its objection and use the Subprocessor or (iii) if this is not possible, use the
Subprocessor. If none of these options are reasonably possible and Customer continues to object for a
legitimate reason, either party may terminate the relevant services on 5 days’ written notice. If Customer does
not object within 5 days of receipt of the notice, Customer is deemed to have accepted the Subprocessor. If
Customer’s objection remains unresolved 30 days after it was raised, and SAP has not received any notice of
termination, Customer is deemed to have accepted the Subprocessor.

HOIHE BE WSl et T HHAMO Ol Y Ko B HYH AR Ys F2, nHL
SAP O £XE e 3 522 O|Lfof SAP Of MB22 SXISHol SAP 7 B KIS 0|8t 20 0[ol5
RM7IE & YL Dol HEHH 0|80l O|AE MIsH: FP, DAXISS HTHS M
O|BHLICE SAP & () B UM O[8HX| ALY, (i) D240] OI2Z K7|SHHIN 2ES AIY KXIS 3
3 BHYNE OIBOALE (i) 0120l 5ot US P BAYME 01Foks X FoIM My 4

Data Processing Agreement for SAP Support and Professional Services (DUAL) koKR.v.9-2021 Page 11 of 20



7.2.3.

7.3.

8.1.

8.2.

8.2.1.

Qe LICE 0|2{8h S450| B2|X 02 JHsokAl §ALE, D0l ASohA Y ALRE 098 H7IZ B2,
AR LWL 5 Y MBI SXS Sof B M2 HXIE 4 ASLICE D20| SXIS we =5 ojLof
0918 MBS BE FP, DAL WAYMES slGots HoE AFHLCL DA olort HIIE 3
30 K| SHZEIX| S MEHR HOF T, SAP 7t SHA| SXIS WX %2 F, DAS HAANE 618

Ao = ZEELICH

Any termination under this Section shall be deemed to be without fault by either party and shall be subject to
the terms of the Agreement.

2 20| M2 siX[= L AKX o5t M AR Sl SHX|E ZhFE| 2 AF 2740] HEELCH
Emergency Replacement
g nx

SAP may replace a Subprocessor without advance notice where the reason for the change is outside of SAP’s
reasonable control and prompt replacement is required for security or other urgent reasons. In this case, SAP
will inform Customer of the replacement Subprocessor as soon as possible following its appointment. Section
7.2 applies accordingly.

SAP £ B2 AbR7F SAP 2| E2|X SHE MoK Mot WH7 2o = O E 715 Olf= QI8
Q7EE 42 HHUYNE HEY &= ASLICL O] B2, SAP & uA| Y = JHsdh Wa| Do) HH AN

= S
nHE SX[gLct ® 7.2 =7t ojof wat H-EE L|Ct,
INTERNATIONAL PROCESSING

2HH Ka

Conditions for International Processing

IHAE M2lo| =

SAP shall be entitled to process Personal Data, including by using Subprocessors, in accordance with this
DPA outside the country in which the Customer is located as permitted under Data Protection Law.

SAP= MAUZE E= HEOMA o{E& B0 W2t 20| fX|et Z7F 2 X|HOo|A = DPA O 2|73}0]
HYHYM AHES ZHOH I SEE Malg Heto] A LICh

Applicability of the Standard Contractual Clauses (2010)
HEF) #F A =2(010)2 HE

Where for the period up to and including 26 September 2021, Personal Data of a Controller that is subject to
GDPR is processed in a Third Country, or where Personal Data of a Swiss or United Kingdom based Controller
or another Controller is processed in a Third Country and such international processing requires an adequacy
means under the laws of the country of the Controller and the required adequacy means can be met by
entering into Standard Contractual Clauses (2010), then:

2021 H 9 & 26 L7HX|Q| 7|7t SQF GDPR O] M EE|= HEEHO 712 SEI}L XM 3 I0A Melzl= 42,
EE AQALL HZ0| YKt HEER £ CH2 HEEZ 9 72 HEIF M 3 Z0|A X2z g IX|
HMe|o HEEC =7t HEO et Metst +=Cto] 75| FIEHESE A =& (2010)2 MZsHA ol

10| RREE Bt 202 0jdE & AL FL,
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8.2.2.

8.2.3.

8.3.

8.3.1.

8.3.1.1.

8.3.1.2.

a) SAP and Customer enter into the Standard Contractual Clauses (2010);
SAP 2t 72 UHET)EE Al =010 Ch=1t 20| MZg L L.

b) Customer joins the Standard Contractual Clauses (2010) entered into by SAP or SAP SE and the
Subprocessor as an independent owner of rights and obligations; or
TnZ40| Y2 W o|fo| XMl ERXEAM SAP &= SAP SE X AN of o8 MAE HYESE
Aef =&(2010)0 S2l5tAHLLE,

c) Other Controllers who have been authorized by Customer to include Personal Data under the Agreement
may also enter into Standard Contractual Clauses (2010) with SAP and/or the relevant Subprocessors in

the same manner as Customer in accordance with Sections 8.2.1 a) and b) above. In such case,
Customer will enter into the Standard Contractual Clauses (2010) on behalf of the other Controllers.

= AleFof el DZho] Jiel YR Eots Solot OhE HEEHE 7] M 821d Ma= X A b)=0f

o
O|H5t N0t S AT YA g gEYMLt IS ERE Al =2(2010)2 HZ2Y

= = H o
T UAFLICH O] B, A2 CHE HEEHE HUSI0 HETERE A (20102 HZS LI
The Standard Contractual Clauses (2010) shall be governed by the law of the country in which the relevant

Controller is established.
CHETHERE A =2010)0= i HEEY gelo| 48 E It HE0| M & L|C,.

Where applicable Data Protection Law adopts the New Standard Contractual Clauses as meeting any required
adequacy means as an alternative or update to the Standard Contractual Clauses (2010) then the New
Standard Contractual Clauses shall apply in accordance with Section 8.3.

HHINI™ME H5 HEO| FI™MHES A =2(2010)0| Ci3H CiOt tE= YHIO|ER Q7L k= 2 & HMest
S SFS7| ol HE BEE A =22 1Elsts 42, M8 B2E A =go| M 9 A 8.3 gof et
Mg Lot

Applicability of New Standard Contractual Clauses

The following shall apply with effect from 27 September 2021 and shall solely apply in respect of New SCC
Relevant Transfers:

Ch2 At2t0l 2021 A 9 & 27 L2 H MEE|H, Al SCC 23 MELp ST HEE L C}

Where SAP is not located in a Third Country and acts as a data exporter, SAP (or SAP SE on its behalf) has
entered into the New Standard Contractual Clauses with each Subprocessor as the data importer. Module 3
(Processor to Processor) of the New Standard Contractual Clauses shall apply to such New SCC Relevant
Transfers.

SAP 7} “H| 3 0ff AXHSHR| RS H|O|Ef AAZE ABS Sh= B, SAP(EE SAP & CHAISH= SAP SE)&=
Hiole ZEE dg2 1Mot 7Y BE A
o

=g
&0 NS BE A =2 28 3(K2(At O M2|Xho| HEELICH.

ely
rir
N
oo
_]l'LI

Where SAP is located in a Third Country:
SAP 7} "H| 3 ="0ff 27Hdt= HR

SAP and Customer hereby enter into the New Standard Contractual Clauses with Customer as the data
exporter and SAP as the data importer which shall apply as follows:
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8.3.2.

8.3.3.

8.3.4.

8.4.

8.5.

SAP ot 1742 NZHO| G| O] B AAZE{7} |1 SAP 7F BIOIH JEHI} E[= 718 BE A of =2 N 25

a4
Ch&at 20| Mgt

a) Module 2 (Controller to Processor) shall apply where Customer is a Controller; and

70| HES20l B RE 2UES O M2 MBI

[l —1

b) Module 3 (Processor to Processor) shall apply where Customer is a Processor. Where Customer act as
Processor under Module 3 (Processor to Processor) of the New Standard Contractual Clauses, SAP
acknowledges that Customer acts as Processor under the instructions of its Controller(s).

120 XXt B 2= 3(M2|At o XM2|xho| HEELICE WY BE A% =& 2& 3(MIAC

=

ME|Rhofl 2t D 0] M2|At7} £l = E2, SAP = LZ40] AEZE2{2| X|A|0f et M2 At HeS Stit=

[

Other Controllers or Processors whose use of the SAP Support or Professional Services has been authorized
by Customer under the Agreement may also enter into the New Standard Contractual Clauses with SAP in
the same manner as Customer in accordance with Section 8.3.1.2 (b) above. In such case, Customer enters
into the New Standard Contractual Clauses on behalf of the other Controllers or Processors.

= Aol 2l 1 ZH0| SAP Support £ Z2HME MH|A M-S Solot CHE HESZLE M2t &7

o

t
Ao =2 MEYLILEL 0] 82, 242

o
M 83.1.2 (b)=0f et 40t SUDH PAO =2 SAP o IHE #E
CHE HEEZLE M2|XHE TUsto 08 BEE A =e2 HZ L
With respect to a New SCC Relevant Transfer, on request from a Data Subject to the Customer, Customer

may make a copy of Module 2 or 3 of the New Standard Contractual Clauses entered into between Customer
and SAP (including the relevant Schedules), available to Data Subjects.

At sCC &3 ™&u S, WA FE FH 7t D40 2F0= B9, L2 D40t SAP AO|of | Z &

NE BE ASH =@E MM Zehel ZE 22 25 32| Al2S EHIOHH HAEE F=H0| Mg =

Nothing in the Agreement shall be construed to prevail over any conflicting clause of the Standard Contractual
Clauses (2010) or the New Standard Contractual Clauses. For the avoidance of doubt, where this DPA further
specifies audit and Subprocessor rules, such specifications also apply in relation to the Standard Contractual
Clauses (2010) and the New Standard Contractual Clauses.

= Aol ot WEE (N8 BFE A =2(2010) £= W8 B#F AY =g ¢5sts =0
PuotE A2 SHMEX| BELICEL & O T3] SHALEH, = DPA Of ZiAteE EH YN #780| F7t &0f=

Ol FAl PHEH) BE AL = 010)2t 7HE EE Alof =& HEE LT
Third Party Beneficiary Right under the New Standard Contractual Clauses

N BE A =0 ME M 3 5t HE
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8.5.1.

8.5.2.

1.1.

Where Customer is located in a Third Country and acting as a data importer under Module 2 or Module 3 of
the New Standard Contractual Clauses and SAP is acting as Customer’s sub-processor under the applicable
Module, the respective data exporter shall have the following third party beneficiary right:

70| "H| 3 =0 AXSHH W BE AY =gl B 2 £= 28 30 M2t HolH YEH Y S 5t
SAPZF s BE0f M2t n4o| HHYM IS ot B2, i HOIH AA=ZHE= CZa 20| A 3

At 2§ 2R

In the event that the Customer has factually disappeared, ceased to exist in law or has become insolvent (in
all cases without a successor entity that has assumed the legal obligations of the Customer by contract or by
operation of law), the respective data exporter shall have the right to terminate the affected Service solely to
the extent that the data exporter’s Personal Data is processed. In such event, the respective data exporter
also instructs SAP to erase or return the Personal Data.

MAL, BNz AZEJAAL, oot BRERE B0 A £= HE 280 Wet
SAS =5 0| gl= d2), 31T HI0|H AAzE= H0[H AAzE 7ol HEI}
4

HIAE SR H2|7t AELCL 0] 32, silE HIOJH AAZE = SAP O

DOCUMENTATION; RECORDS OF PROCESSING
=M, Melel 715

Each party is responsible for its compliance with its documentation requirements, in particular maintaining
records of processing where required under Data Protection Law. Each party shall reasonably assist the other
party in its documentation requirements, including providing the information the other party needs from it in a
manner reasonably requested by the other party (such as using an electronic system), in order to enable the
other party to comply with any obligations relating to maintaining records of processing.

2t GARbE ZAtel 2AM3t 24, £35] VPR B HEO e 275= 2 Nl 7|5 /A 240
CHsh M2 ZULICH 2 YARHE CH2 GARIZ B2|Mo R aists HHORMA AlaY A8 5) o2

AR AUOA 222 5= SEE MEcte S 2A% 20 s CHE FAAE E2|H 22 X[ -5t

CHE GARREZE ME| 7|18 fRIQ R E o R 5 oY = A=F HLCh

Schedule 1 Description of the Processing
BMA 1 AM2|o CHer

This Schedule 1 applies to describe the Processing of Personal Data for the purposes of the Standard
Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection Law.

2 YN 12 OIEEEE A% 2010, NY BE A% 2 L B /¥R ¥ WEO 2N
Qlet 4Rl R HMe|of o 2Fo HEELCH

A. LIST OF PARTIES

A AL 5

Under the Standard Contractual Clauses (2010)

8T B#E A =2(2010)2 8%

Data Exporter
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1.2.

1.2.1.

1.2.2.

2.1.

HIOlE HAzE

The data exporter is the Customer who concluded a Software License and Support Agreement and/or Services
Agreement with SAP under which it benefits from SAP Service as described under the relevant Agreement.
The data exporter allows other Controllers to also use the SAP Service, these other Controllers are also data
exporters.

CWER) ClO|Ef HAEELE SAP of AEEQ0] 210|412 I Support #2FS HZ 7L B2 7|20 BAlE
HFOf| [H2} SAP MH|A 2 S E S &Y
O|835I=5& H|O|Ef AAZE T} 5

S o= MH|A OS2 N 7S DAL 12 HEZR|E SAP MH|AS
8¢ 4%, CHE ZES2 & Ol AAZE T EL

Data Importer

Clole Y=H

SAP and its Subprocessors provide the SAP Service as defined under the relevant Agreement concluded by
the data exporter that includes Standard Contractual Clauses (2010).

SAP 2t I HEYK = CHEM) EE ALY 2&(2010)2 H| Rl GOl AAIZE I} A ZAsH 23 A 2fof Hel =
Hiof| 2t SAP MH|AE X3 2L C
Under the New Standard Contractual Clauses

W BEE A x&o| A

o
= o oT

M

Module 2: Transfer Controller to Processor
BE 2 HAEEHOM NE|XtRS ME

Where SAP is located in a Third Country, Customer is the Controller and SAP is the Processor, then Customer
is the data exporter and SAP is the data importer.

SAP 7} "X 3 ="0f| &XHot= B2, 2A0] AEZ 27t &[1 SAP 7t ME[Xt7t &[H, O|0f 2} 1242 O]
AAZETL &[0 SAP = H|O|H YEE7F ELCh

Module 3: Transfer Processor to Processor

2E 3 M2 XM Melxtzel &

Where SAP is located in a Third Country, Customer is a Processor and SAP is a Processor, then Customer
is the data exporter and SAP is the data importer.

SAP 7t "H| 3 20| &AXst= E2, 10| M2|Xt7} £l SAP 7t HEE2{7} £, O|0f 2 1242 ol E
AAZLE I} £|10 SAP = OIO|H [ZET}F EL|CH
B. DESCRIPTION OF TRANSFER

B. H&0f gt 4%

Data Subjects
HOIHE FH|

Unless provided otherwise by the data exporter, transferred Personal Data relates to the following categories
of Data Subjects: employees, contractors, Business Partners or other individuals having Personal Data stored,
transmitted to, made available to, accessed or otherwise processed by the data importer.
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2.2.

2.2.1.

2.2.2.

2.3.

—

HIOlE HAZEZL HE| FE5HA S o, TSE el SEE JHAZEEE MYSHAL, HIOIH FEZEHOA
x

M=

|_O:

7|Et 7RIS o] FHOIEE F=H o Mot #EEl A YL|C,:

HMSStALE HIOIE YZEZF AN = 7|EF Malg 5= A= AP, A, =2 TEYH E£=

Data Categories

Helge

The transferred Personal Data concerns the following categories of data:
HEE= MY HE= Ch3a 22 HFe YHEet 2EE A YL

Customer determines the categories of data and/or data fields which could be transferred per SAP Service as
stated in the relevant Agreement. The transferred Personal Data typically relates to the following categories
of data: name, phone numbers, e-mail address, address data, system access / usage / authorization data,
company name, contract data, invoice data, plus any application-specific data transferred by Authorized Users
and may include financial data such as bank account data, credit or debit card data.

17240| s Afoll HAIE CHE SAP MH|A0f et MEE = A= WA LS| HF H/E= HojH HEES
AP HaEE i HrE F2 0|5, MHS, oY Fo, Fo HE, ALY N2 ALE/US
HE, 2AF O, Al BE, &% FEA 32 ALAIF 225 MH|A0| YUst= ofEE2|AH0|dE
HOlEet 28 Azt &, 18/2& 7tE & 7t =otE 4+ AS L

Special Data Categories (if agreed)

CERRES
The transferred Personal Data may comprise special categories of personal data set out in the Agreement
(“Sensitive Data”). SAP has taken Technical and Organizational Measures as set out in Schedule 2 to ensure
a level of security appropriate to protect also Sensitive Data.

HEEHE MY 2= = Ao AE 52 gFo /e dE2 F9E 5+ ASLCHUT 7HAFE").
SAP £ I ZHQIEE ot H5dkE O Kot #5020 2ots 2E5H7| s MM 20 BAIE 7|eH &
2y =X E FYSHCL

The transfer of Sensitive Data may trigger the application of the following additional restrictions or safeguards
if necessary to take into consideration the nature of the data and the risk of varying likelihood and severity for
the rights and freedoms of natural persons (if applicable):

Y VI FES HE2 HO|He JAn AtAHele| Ha[et Ao thet Chfet /I Jtsdnt dAEE

2}
HEst7] Rl East F2 Ll 22 FIH MM £= B XXE HEY = UASLLIEIE5= 89).

training of personnel;

L

ol ng

b) encryption of data in transit and at rest;
S A 75 Al HOH &3t
c) system access logging and general data access logging.

AAE N A 715 FA X 2 HO[H HM A 718 /X

Purposes of the data transfer and further processing; Nature of the processing
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2.3.1.

2.3.2.

2.3.3.

24.

2.5.

HolE & & =7t M2|el 55 H2|o 84

The transferred Personal Data is subject to the basic processing activities as set out in the Agreement which
may include:

S| 7H ol MH = |:|-% A|-'6L

- O = - O o

mjo

Zotel = A = Aol AIE 7= X2 2ol ol EL L
a) use of Personal Data to provide the SAP Service;
SAP MH|AS HSot7| flet 712l 22| 0]
b) storage of Personal Data;
el S22l ME
c) computer processing of Personal Data for data transmission;
HIOIE &2 2ot 7HY FEol AFE Xe

d) continuous improvement of service features and functionalities provided as part of the SAP Support or
Professional Service including automation, transaction processing and machine learning; and

AtE3h EMMM Ma| 9 ol 2{dS 2 SAP Support E= Z2HME MH|A0| AR E KB &=
MHI2 7152l X|SH el 7 8

e) execution of instructions of Customer in accordance with the Agreement.

= Alofo| ut2 12 X|FO| 4+

Under the Software License and Support Agreement: SAP or its Subprocessors provide support when a
Customer submits a support ticket because the Software is not available or not working as expected. They
answer phone calls and perform basic troubleshooting, and handle support tickets in a tracking system.

2T EQI0f 2to| A & Support AlFOf| 2k £2ZEQO{7L O & 2 2HSSHA| AL M-S =X ot
LZ4o| X2 E|HES MET 42 SAP £ 1 HHYM = XN@S HSYLILEL 052 Mt &1 7|2 2
HES s =4 A LEOM K- E[ZS #ESD FS LI

Under the applicable Services Agreement for Professional Services: SAP or its Subprocessors provide
Services subject to the Order Form Services and the applicable Scope Document.

Z2HME MH[20f CHEE S MBI A 9f0)| Wak SAP E= O A UM= EFM S ST el 20
ek X2 M3
Additional description in respect of the New Standard Contractual Clauses
W8 7BE AY =0 oot =7t 23
Applicable Modules of the New Standard Contractual Clauses
NE BEE AS =g H8 28
a) Module 2: Transfer Controller to Processor
2E 2 HEEM NMe|xtze| &
b) Module 3: Transfer Processor to Processor
2E 3 M2XtollM ME|Rtzel TE

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis):
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2.6.

2.7.

3.1

3.1.1.

3.2.

S Sz CiolH7t dejd2z HEE=X| OtLEH X|HH2 = HEE=X] O F):

Transfers shall be made on a continuous basis.

>|
of

M2 RSHoE SuEL

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine
that period:

ol B mE 7|7t £E BEO| BIHSE B2 Y 7I2e AWE O ALgElE JIE:
Personal Data shall be retained for the duration of the Agreement and subject to Section 5 of the DPA.
el §E= 2 Aefel 7|2 S 2= DPA | 5 =7t HE& Lt

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing:
ME|ZAHEs M)A M&SEl= 82, Malel F=H Ate, 84, 7128 HAIZL T

L

In respect of the New Standard Contractual Clauses, transfers to Subprocessors shall be on the same basis
as set out in the DPA.

N8 BE A =, HHUMZO TE2 DPA O BAIE Attt 3L 7|F0| HEE LCH

C. COMPETENT SUPERVISORY AUTHORITY

NE BE A =gt #HSH:

Module 2: Transfer Controller to Processor
D& 2 HEEDOM HMEXt2o| HE
Module 3: Transfer Processor to Processor
B2E 3 M2XtolM MRtz TE

Where Customer is the data exporter, the supervisory authority shall be the competent supervisory authority
that has supervision over the Customer in accordance with Clause 13 of the New Standard Contractual
Clauses.

D240| HOJEf YAZEY FS LS 7

=l
rlo

NE BE Al = M 130 w2t nAS A= #otol

Schedule 2 Technical and Organizational Measures
BHIM 2 7| A 22|H =X

This Schedule 2 applies to describe the applicable technical and organizational measures for the purposes of
the Standard Contractual Clauses (2010), New Standard Contractual Clauses and applicable Data Protection
Law.

kl

et ol 23 YEo| B2xg

r

= MM 2= H8T) BE AY =22010), /18 #F A =& &
7

=8 S 22[H =X|of tiet 2o § LI

SAP will apply and maintain the Technical and Organizational Measures.
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